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ABSTRACT

The number of devices that use voice assistants has increased dramatically worldwide,
reaching 4.2 billion in 2022 and is predicted to reach 8.4 billion by 2024. Voice assistants can
interact with users through voice, perform specific tasks, and gradually learn and adapt to the user's
habits. However, as voice assistants have grown in popularity, user privacy and security issues
have become increasingly prominent. Topics such as misrecognition, potential eavesdropping, and
waking up with hidden commands have attracted public attention. In this thesis, we propose an
innovative method, SpyLoc, to locate widely used spying Automatic Speech Recognition (ASR)
devices (e.g., Amazon Alexa, Apple Siri, and Google Assistant) to mitigate the potential
surveillance risk. SpyLoc uses Text-to-Speech (TTS) to generate wake-up words and plays them
at different positions with varying volumes to trigger the target hidden ASR. By analyzing the
resultant wireless traffic generated by the ASR, we calculate the corresponding distances between
the wake-up word player and the ASR. With spatial analysis, we can further pinpoint the location
of the ASR. Our extensive real-world experiments using the developed application and three
commercial off-the-shelf voice assistants show that SpyLoc can achieve low localization error with
a short processing time (i.e., several minutes). This method presents an innovative approach to

addressing the potential eavesdropping risks posed by ubiquitous voice assistants.



CHAPTERI

INTRODUCTION TO REAL-WORLD ISSUES

1.1 AN OVERVIEW OF ASR-EMBEDDED IOT DEVICES

Automatic Speech Recognition (ASR) devices have become pivotal in the smart device
industry, transforming how users interact with technology. As industries evolve, businesses
increasingly seek efficient ways to integrate smart technologies. According to Statista,
approximately 4.2 billion devices will be equipped with voice assistants worldwide in 2022,
projected to double to 8.4 billion by 2024—exceeding the global population [1]. In 2020, the
United States reported over 142 million virtual assistant users, representing nearly half its
population [2]. These trends suggest virtual assistants are poised to become the central hub for

future home IoT (Internet-of-Things) ecosystems.

Virtual assistants have revolutionized how users interact with technology, offering
personalized, voice-driven experiences that streamline daily routines. These devices can learn and
adapt to user habits, enhancing convenience and efficiency. Imagine waking up in a room softly
illuminated to simulate sunrise, eliminating the need to seach for a switch. As you prepare for the
day, your virtual assistant operates the coffee maker, updates you on the weather, manages your
schedule, and even places grocery orders. In a fast-paced world where time is invaluable, the ability
to control every aspect of our living environments through simple voice commands has

transformed how we engage with and experience life.



Natural language processing and speech recognition are core technologies driving virtual
voice assistants. When a user inputs a voice command, such as “Hey Google” or “Alexa,” the
device activates, and its microphones capture the sound, converting it into digital data. The signal
is transferred to the cloud since IoT devices are not equipped to process and store all voice data [3,
4]. The algorithms in the cloud will interpret and parse all voice input and determine the most
appropriate response. To minimize unnecessary data transfer. It is essential to note that these
devices only record and transmit conversations when activated by a specific wake-up word to
minimize unnecessary data transfer. Wake-up word detection is typically performed locally on the
device to improve privacy and responsiveness. Once the device recognizes the wake-up word, it
wakes up and responds to commands. The device returns to standby and waits for the subsequent
prompt once the command is interpreted and executed. Data transmission occurs when the voice
assistant is activated. This activation allows us to exploit this mechanism and correlate the device’s
behavior with the network traffic generated by the ASR device. Intuitively, we know that the traffic

represents the presence of an ASR device.

The voice assistant market is experiencing rapid growth, driven by the convenience and
functionality these devices bring to daily life. However, as people increasingly integrate these
technologies into their homes, privacy and security concerns are becoming more prominent. A
critical question arises: Could these smart home devices eavesdropping our conversations without
our knowledge or consent? This thesis aims to address these concerns by exploring the feasibility
of detecting and even pinpointing hidden Automatic Speech Recognition (ASR) devices. By

leveraging proactive network traffic analysis, the study seeks to identify unique patterns associated
2



with ASR device activity and correlate them with the location of the target ASRs. Our scheme
offers a promising method to mitigate the surveillance risks posed by such devices, thereby

enhancing individual privacy protection.

1.2 PROBLEMS OF VOICE ASSISTANTS

Voice assistants are most likely to function as surveillance devices among all the devices.
First, they have multiple far-field microphones that can capture voice commands from anywhere
in the room, even with background noise. Compared that to phones or smartwatches, which are
built for close-range conversations. Second, they are always plugged in and powered, allowing
them to listen for wake-up words like “Al/exa” constantly. Finally, they are typically fixed in place

in the home, often placed in central areas like the living room or kitchen.

Existing home IoT devices, such as smart speakers, voice assistants, and security cameras,
often have built-in microphones for voice control and other functions. As of 2023, Amazon's Alexa
is integrated into nearly 1 billion devices globally, significantly rising from around 60,000 smart

home devices in 2019, indicating the software's widespread adoption [5, 6].

Misrecognition is a significant issue with voice assistants' speech recognition technology
(see Figure 1). On the left of the figure, the user stays silent, but data fluctuates because other
devices communicate via wireless signals, and the transmitted data is captured. However, voice
assistants are inadvertently activated on the right by mishearing other words as wake commands

from the user. The issue of misrecognition rates cannot be fully resolved by deep learning and
3



other algorithmic models as they are fundamentally based on probability [7, 8]. Mitev et al.
introduced the LeakyPick architecture and identified 89 words that the Amazon Echo Dot
misinterprets as its wake-up word [9]. This implies that smart devices can be unintentionally
activated by misrecognizing other words as a wake command. Once the voice assistant is activated,
it begins to record and transmit the audio data to the cloud for processing, which could result in

the user's conversation being monitored.

Speaking

in standby mode @
Ny
S

activated

Normal Wireless High Wireless
K Traffic ""'l"y \Traffic I /

Figure 1: Sound-activated ASR device, resulting in traffic changes.

Furthermore, some people might utilize voice assistants as a hidden surveillance tool. For
instance, the ASR devices could be placed near the user without the user's permission and activated
with hidden commands while disguising itself as another commonplace item, such as an electronic
clock or air freshener [10, 11, 12]. Zhang et al. proposed DolphinAttack, a type of hidden

command [13]. It is completely inaudible and unrecognized to humans, but it is recognized by the



ASR device through modulation of voice commands on ultrasonic carriers. Hidden surveillance
especially happens in intimate relationships; monitoring a partner's or other family member's

activities and privacy may be abused, known as intimate partner surveillance (IPS) [13].

In April 2019, Amazon employed thousands of foreign contractors to listen to and analyze
user conversations with its Echo smart speakers, according to reports from Bloomberg, CBS, CNN,
and numerous other media outlets [14, 15, 16]. Amazon claimed that the company only uses a
minimal number of user conversations with voice assistants in order to enhance its natural
language understanding systems and thereby further enhance the user experience. However,
Amazon does not explicitly tell consumers that its employees are listening in on their conversations
with Alexa. Following this, Apple and Google subsequently disclosed instances of employing
workers to listen [17, 18]. The instances sparked widespread controversy over privacy and data

use, raising public awareness of privacy and security issues related to smart device use.

As of right now, precise data regarding the quantity and seriousness of occurrences
utilizing hidden surveillance devices are unavailable. Some professional tools have been
developed to detect radio frequency, infrared radiation, and other unusual signals that indicate
hidden devices. However, there are still challenges. Physical searches are time-consuming and rely
heavily on human effort. Infrared scanning can be thrown off by ambient temperature or external
light [19]. Radio frequency scanning can pick up signals but cannot tell you exactly where the
device is. Accurately locating hidden surveillance devices is still challenging due to these

considerations [13].



Even in the latest research, similar IoT devices have no accurate localization. Zhou et al.
detected an operating hidden recorder by capturing electromagnetic radiation (EMR) emitted into
the environment. However, their detection range was limited to 0.5 meters, achieving an overall
success rate of 92.17 percent at a distance of 0.2 meters [20]. Even in the past decade, WiFi
trilateration or fingerprint identification techniques, considered to have the greatest potential for
indoor localization and navigation, cannot accurately locate ASR devices [21]. SpotFi can only
achieve an accuracy of 40cm at most [22]. AoA4 localization also has a maximum error of (0.24)
meters for the X coordinate and (0.20) meters for the Y coordinate and requires 30 Receivers (RXs)
and 2 Transmitters (TXs) placed in appropriate locations [23]. The above evidence shows that
existing detection methods are unsuitable for locating hidden ASR devices. There is still a gap in

the research on the precise location of hidden ASR devices such as the Amazon Echo Dot.

1.3 ANEW TECHNIQUE FOR ASR DEVICE LOCALIZATION

In this thesis, we proposed SpyLoc, mainly to localize ASR devices. We use Google Cloud
Text-To-Speech (TTS) to generate the wake-up word for the voice assistant and play it at two fixed
locations with different volumes to test the distance between the voice and voice assistant locations.
Initially, we tried to find the lowest volume that wakes the ASR device at a specific distance and
created a mapping to determine the distance corresponding to the lowest volume in testing.
However, the ASR device listens for the wake-up word through a small, continuously running
speech recognizer that uses a deep neural network to convert the audio signal into a probability
distribution of speech categories, combined with a hidden Markov model and a recurrent network

to track the timing of the speech signal. Features and accumulated speech category scores
6



determine whether to activate Siri [24]. To put it simply, the threshold that determines whether to
activate the ASR device is not a fixed value. So here, we will play the wake-up word at a distance
multiple times and record its wake probability. The calculation uses the wake-up probability, and
the calculated data is saved to help find the distance. Next, determine the voice assistant's location

by calculating two distances.

However, since various devices (such as smartphones, computers, smart home devices, etc.)
communicate via wireless signals in the wireless network environment, there is a significant
amount of data transmission in the air. However, every network device is uniquely identified by
its permanent MAC address. The manufacturer or supplier's Organizationally Unique Identifier
(OUI) is shown in the first half, and the unique device ID is represented in the second half [25].
We can observe that all network packets are transmitted over the air, and we can identify the
specific MAC Address of every ASR device. Identifying a particular type of device based only on
the MAC address may need additional work because some manufacturers create many network
equipment types. Therefore, we must combine the MAC address and network activity to determine
whether it is an ASR device. The voice assistant is then checked to see if it has woken up by

tracking the number of new data packets received every second.

Our extensive experiments using the developed application and three popular ASR devices
show that SpyLoc can achieve a mean localization error of about 4.94 inches in an average of less
than 300 seconds. This method provides an innovative solution to the potential eavesdropping risk

of ASR devices.



The main contributions of this work are summarized as follows:

* This study proposes the first practical method to accurately localize hidden ASR devices,
which may stealthily record sensitive conversations.

* We develop a novel approach for correlating ASR activation with wireless traffic patterns.

» We evaluate the effectiveness and efficiency of the proposed ASR localization technique.

* We implement SpyLoc and consistently achieve high localization accuracy with an

average of less than 300 seconds.



CHAPTER 11

LITERATURE REVIEW

The rapid development of big data and artificial intelligence (Al) has become one of the most
prominent research topics in science and technology, with privacy and security issues drawing
significant attention. Big data is essential for the training, identification, and prediction processes
of Al algorithms, enabling them to deliver increasingly precise and intelligent services.
Encouraging people to permit Internet companies to use their data explicitly is one of the most
effective strategies to defend their right to know and choose. Sharing personal information should
not equate to granting internet companies unrestricted access to sensitive data. One effective way
to protect individuals' rights is to encourage explicit consent for data usage, ensuring transparency
and choice. Companies like Apple have set a precedent by clearly stating in their policies that they
can only borrow user information for specific purposes and are prohibited from sharing it with

third parties [26].

Anti-spying Techniques: Conversations recorded by ASR devices are inevitably transmitted
over the Internet and stored in the cloud. However, unauthorized access can result in users being
under unknown surveillance. To prevent hackers or other organizations from stealing users' private
information, manufacturers have taken a variety of actions:

® Data Encryption: Encrypt the information between the device and the cloud

server. Strong encryption technology ensures that even if the data is intercepted



during transmission, it cannot be deciphered without the correct decryption key
[52]. This maintains the confidentiality of data exchanged between the user and
the device, reducing the risk of unauthorized access.

® Physical Switch or Mute Button: This feature, which enables users to turn off the
camera or microphone when not in use, is present in many smart devices [27].
This allows users to manage when their device is actively listening or recording
proactively.

e Transparent Privacy Settings: The manufacturer has introduced more transparent
privacy settings. Users can view and modify the permissions granted to their
devices and select the data they are willing to share [28]. This transparency lets
individuals customize the device’s functionality to match their privacy

preferences.

Acoustic-based Defenses: In 2021, researchers at Columbia University developed an
innovative predictive attack defense method to mitigate the surveillance risks of smart devices. In
order to prevent smart devices from accurately transcribing spoken language, judging the user's
subsequent conversation generates unique background noise in real-time [29, 30]. However, the
technology currently works only in English, with a success rate of about 80%, and it is difficult
for machines to keep up with human speech. Another system called /nfoMasker system, introduced
in 2023, leverages an interference noise into a nearby microphone so that even if the device records
the sound, it is unable to extract any information about the user [31]. InfoMasker method

safeguards against eavesdropping while ensuring users remain unaffected by noise and prevents
10



the injected noise from being removed by denoising mechanisms. This system effectively reduces
the accuracy of speech recognition systems to less than 50 percent, even when the Signal-to-Noise

Ratio (SNR) is 0.

Wireless Traffic Analysis: Wireless traffic analysis refers to examining and interpreting
patterns in network communication to gain insights into the behavior of wireless devices, systems,
or users without necessarily accessing the actual content of the traffic. Due to the openness of
wireless media, wireless signals can be intercepted and analyzed to infer sensitive information [32].
Traffic analysis is a standard technique used in many domains, including improving application
performance [33], detecting anomalies and vulnerabilities [34, 35], and capturing user information
on web applications [36]. In an era where IoT is widely used, many researchers and organizations
utilize traffic analysis techniques to analyze the behavior of IoT devices and their users. Wireless
traffic analysis with machine learning techniques effectively characterizes user behavior on IoT
devices, classifies encrypted loT traffic, and reveals user activities from IoT device traffic data [37,
38]. MotionCompass proposed an innovative approach to use wireless traffic analysis to identify
traffic from wireless cameras and analyze traffic patterns to localize hidden cameras [25, 39]. In
Automatic Speech Recognition (ASR), many recent studies have shown that it is feasible to
classify the voice commands sent by voice assistants from network traffic with a high accuracy of
93.36% [38, 40]. Unlike previous works, which utilized traffic analysis to detect user activity and
behavior for ASR, our work correlates traffic patterns with wake-up possibilities to infer the

location of ASR devices.

11



ASR devices often rely on specific wake-up words to activate, interact with users, and
execute their commands. Many people believe there should be a distinct decibel threshold for the
wake-up word to activate the ASR device, and when the user volume is above the threshold, the
ASR device will be active [41]. However, the wake-up word does not always successfully activate
the ASR device 100 percent, even if the user increases the volume and tries repeatedly, which has

led to in-depth research on the trigger probability of ASR devices [42, 43].

Wake-Up Word Detection Mechanism: In standby mode, ASR devices continuously
listen to the sounds in the surrounding environment through built-in microphones [4]. The device
initially uses a low-power neural network to identify the wake-up word to save energy and
computing resources. This lightweight system detects features related to the wake-up word in the
audio instead of processing the full voice command. When the user says a wake-up word such as
“Siri” or “Alexa,” the audio signal is captured by the microphone and analyzed in the frequency
domain to extract features such as Mel Frequency Cepstral Coefficients (MFCC); these features

help the system determine whether the audio signal may contain the wake-up word [44].

Process Audio and Generate Confidence Scores: The system uses RNN (recurrent neural
network) to process the time series information of the audio signal [45]. Since the wake-up word
is a phrase composed of multiple phonemes, RNN can process the audio frame by frame, remember
the contextual information of the previous and next frames, and combine the information of the

current frame. The advantage of RNN is that it can capture the temporal dependency of speech,

12



gradually accumulate the scores of each frame, and generate a total confidence score, which

indicates the degree of match between the current audio signal and the wake-up word.

In this process, HMM (hidden Markov model) is used together to model the time series
characteristics of audio [2, 46]. HMM regards the speech signal as a series of state transitions; each
state corresponds to a part of the audio feature, and these state transition models are used to
determine whether the wake-up word pattern appears. However, with the development of deep
learning technology, RNN has gradually replaced HMM, especially RNN variants such as LSTM
and GRU, which can better handle long-term dependencies and avoid the gradient disappearance

problem.

In the last step of wake-up word detection, the RNN model generates a total score that
matches the wake-up word based on the confidence scores accumulated frame by frame. This score
is compared with the threshold in the system. If the score exceeds the set threshold, the system
will determine that the user has said the wake-up word and the device will be officially activated.
If the score is lower than the threshold, the system will ignore this audio clip and maintain a low

power state, waiting for the next wake-up word to appear.

Multi-Threshold Activation and Misidentification Risk: The Apple development team
mentioned that the threshold is not a fixed value [24]. The system uses two thresholds—a primary
and a lesser threshold—to facilitate the activation of Siri under challenging conditions. If the score

is in between, the system enters a more sensitive state for a short period to catch possible Siri
13



events. This second chance mechanism significantly improves system availability while

controlling the false alarm rate.

Although deep learning and other algorithm models have greatly improved the recognition
accuracy of voice assistants, they cannot completely eliminate misrecognition because these
models are essentially based on probability. This means that voice assistants may be accidentally
activated [7,8] because they mistakenly recognize other words as wake-up words. The LeakyPick
architecture proposed by Mitev et al. shows that Amazon Echo Dot can misidentify 89 different
words as wake-up words [9]. Once mistakenly activated, the voice assistant will start recording
and transmitting the audio data to the cloud for processing, which may cause the user’s

conversation to be recorded or eavesdropped without knowing it.
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CHAPTER III

SYSTEM MODEL

We consider a general scenario where an attacker secretly deploys an ASR device in an
area, such as behind a television, covered by a cloth, or hidden inside flower pots or books. The
attacker aims to stealthily record potential conversations, posing a significant privacy threat. To

counter this, SpyLoc is designed to pinpoint the location of such hidden ASR devices.

SpyLoc operates by playing wake-up words at varying volumes from a smartphone at
different locations within the area. These wake-up words are intended to trigger the hidden ASR
device, which we assume can be activated by a pre-recorded or synthesized voice [47]. Also, we
assume that SpyLoc can sniff the wireless network traffic generated by the ASR device and is

capable of moving the smartphone to different positions to enhance detection accuracy.

Besides, we consider scenarios where the ASR devices do not produce any audible
feedback upon activation, either by default or because their audio response functionality has been
manually disabled. In these cases, the ASR device still processes the wake-up word and generates
corresponding network traffic. SpyLoc leverages this behavior by correlating the ASR device’s
activity with the observed traffic patterns, enabling effective detection and localization even when

the device remains silent after activation.

15



CHAPTER 1V

ASR DEVICE LOCALIZATION

4.1 SYSTEM OVERVIEW

SpyLoc focuses on two key areas: database building and ASR device location, as shown in
Figure 2. To create the database, we go through phases one and two (ASR identification and
acoustic signal evaluation). For device location, we first go through phases one and two; then, we

get into phase three (distance estimation).

Device Activation Probability-Based
Sound Collection
Traffic Monitoring

—_—
Incremental Window
MAC Match Accumulation
0 ASR Identification e Acoustic Signal Evaluation

(a) Database Building

0 ASR Identification Difference Analysis -
e Position Bil . — =

e Acoustic Signal Evaluation osition Bilateration ASR
e Distance Estimation Location

(b) ASR Device Location

Figure 2: Overview of SpyLoc framework.
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The first stage determines whether the user is subject to hidden ASR device monitoring.
The user plays the wake-up word in the area of interest. If the number of WiFi traffic packets
increases significantly during this period, a hidden ASR device may be listening in the area. We
collect the MAC address of each traffic and compare it with the OUI part of the MAC address of
a known ASR device to find possible hidden voice assistant devices and monitor all traffic related
to that MAC address. The second phase will collect and process the data by accumulating it. The
user randomly selects two locations in the area, plays the wake-up word at different volumes, and
records the wake-up rate. In order to better distinguish the changes in wake probability at different
distances, we perform accumulative processing. Each distance is accumulated multiple times to
better distinguish different distances. The third stage will conduct differential analysis by
comparing actual and experimental data to determine the straight-line distance between the user's
randomly selected position and the ASR device. Then, we take the user's actual position as the
center of the circle, the straight-line distance from the ASR device as the radius, and we use the
intersection of the circles to calculate the exact position of the ASR device. We will present the

details of each stage in the discussion below.

4.2 ASR IDENTIFICATION

Since various devices (such as smartphones, computers, smart home devices, etc.)
communicate through wireless signals in a wireless network environment, there is a large amount
of data transmission in the air. We need to find and monitor the traffic of hidden ASR devices to

identify if users are being spied on. We recommend playing the wake-up word in the target area

17



to stimulate the ASR devices to listen and monitor all traffic to determine whether any traffic

produces a significant amount of new packets and becomes a candidate for hiding the ASR device.

4.2.1 Device Activation

Methods of activating Automatic Speech Recognition (ASR) systems are evolving beyond
traditional button pressing. These include using the button on the headset [48], vibration through
rapid shaking [33], and using gesture recognition technology to enable users to activate ASR
systems via predefined actions captured by cameras or sensors [50, 51]. However, the most

common one is to use the corresponding wake-up word to activate the ASR device.

Natural language processing and speech recognition are the fundamental ideas of voice
assistants. Wake-up-word speech recognition enables ASR devices to remain in a low-power
standby state and only initiate standard recognition when a wake-up word is detected, such as “Hey
Google” or “Alexa” [52]. Since IoT devices often lack enough computing power and storage space
to process all the voice data, once the wake-up word is recognized, the signal is usually sent to the
cloud for further processing [3,4]. Advanced algorithms parse the speech content in the cloud and
determine the most appropriate response. These algorithms are capable of not only recognizing

spoken language but also understanding the meaning of the language. Once the command is

18



interpreted and executed, the device returns to standby, waiting for the following prompt.

The data will be transmitted through routers in the network and generate wireless traffic as it
is sent to the cloud. During this procedure, the user can play the wake-up word of the voice assistant
in the target area to stimulate the ASR device to listen in the area. The voice assistant will be
activated, and the content will be recorded following the wake-up word. As shown in Figure 3,
when the ASR device (Amazon Echo Dot) is in the standby state, a minimal amount of new packets
will be generated every second, almost approaching 0. If a wake-up word is detected, high wireless
traffic will be generated. In the activated state, the packets generated per second gradually increase

until the voice assistant re-enters standby mode.
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Figure 3: Count of newly captured packets when a user activates an Amazon Alexa device.
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4.2.2 Traffic Monitoring

ASR devices typically feature low-power designs to extend battery life and reduce energy
consumption. As a result, the device will reduce cloud communication while in standby mode,
lowering traffic generation [53]. Once the wake-up word is detected and the speech is recognized
in text form, this text data is typically sent to the cloud for further processing and analysis,
generating an appropriate response [3]. During this period, the traffic generated by the ASR device
shows a distinguishable pattern; that is, the amount of traffic generated by the ASR device depends

on whether the ASR device is activated.

Here, we use aircrack-ng, a suite specifically designed for wireless network monitoring and
analysis on Kali Linux. Users can set a wireless device into monitor mode, allowing the network
adapter to capture and analyze all packets traveling over the air, including communications
between devices connected to the network (see Figure 4). Not all network adapters or NICs support
monitor mode; we chose the Alfa AWUSO36NHA here. If monitored wireless traffic suddenly
increases significantly when the wake-up word is broadcast, that traffic can be identified as a

candidate for an ASR device, and the MAC address is recorded.
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Figure 4: The unique traffic pattern observed during two consecutive activations of an

Alexa ASR device compared to other non-ASR devices.

4.2.3 MAC MATCH

Each network device has a unique and permanent MAC address for identification at the
physical network level. A MAC address usually consists of six groups of two hexadecimal digits
separated by colons or hyphens. The first half represents the manufacturer or supplier's OUI
(Organizationally Unique Identifier), and the second half represents the unique device ID. The
uniqueness of OUI prompted us to build one for all common ASR devices on the market, as shown
in Table 1. We can determine whether the device's manufacturer belongs to the device we detect
by comparing the prefix of the MAC of the candidate ASR device with the publicly available

prefix defined by the manufacturer [54].
21



Table 1: The list of ASIK devices we test.

Device Name ASR Model Wake Word

Echo Dot 5th Gen Amazon Alexa Alexa

Nest Mini 2nd Gen | Google Assistant | Hey Google or OK Google
HomePod Mini Apple Siri Hey Siri or Siri

MAC Spoofing: Though MAC addresses can be used for identification at the physical
network level, a device can broadcast to broadcast a MAC address that is different from the OUI-
based MAC that the manufacturers assign [25]. Some devices allow users to modify the MAC
address arbitrarily through software [55, 56]. Therefore, the user could bypass the ASR device
traffic detection by using an MAC address that is not associated with any ASR device
manufacturers or adding noise to the traffic detection process by assigning a non-ASR device with
a MAC address of an ASR device. To resolve the problem, there are recent studies that proposed
a technique using a unique identifier called the Universally Unique Identifier-Enrollee (UUID-E),
which can effectively recover a device's original global MAC address, even if it has been spoofed
or randomized [55, 57, 58]. The proposed OUl-based traffic analysis remains effective by

integrating these methods to restore the actual MAC addressing cases of MAC spoofing.

Since the traffic generated by the ASR device shows a distinguishable pattern, we can use
the pattern to propose another solution to address MAC spoofing. The distinguishable traffic
pattern of ASR devices motivates us to train a Support Vector Machine (SVM) model to classify
traffic patterns, which can then be used to identify whether a given traffic instance is from an ASR

device.
22



The SVM classifier model is built using the Scikit-learn library. We grouped traffic data
into smaller sets of traffic in a given time frame and extracted features of the average traffic, the
maximum number of traffic, the minimum number of traffic, the standard deviation of the traffic,
and the total traffic of the device in the given time frame to train the SVM model. These features
were used to distinguish ASR device traffic from non-ASR device traffic. Since our training data
contains more than two features, we applied Principal Component Analysis (PCA) to reduce the
feature space to two dimensions for better visualization. Figure 5 shows the result of running SVM
on 6400 traffic flows from both ASR and non-ASR devices, demonstrating the effectiveness of

distinguishing traffic flows from the ASR devices.
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Figure 5: SVM training result for wireless traffic.

4.3 Acoustic Signal Evaluation

ASR typically uses a Keyword Recognition System (KWS) running locally on the terminal
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device to detect wake-up words and then uses a Hidden Markov Model (HMM) to model the
temporal process of the speech signal, where each state corresponds to a possible Voice category.
Then, the speech category score of each frame is accumulated through temporal integration and
recurrent network to detect whether the user has spoken the wake-up word [59, 24]. Since the
probability of awakening is not 100 percent, even if you increase the volume and try multiple times.
Therefore, the user collects the probability of waking up the ASR device at different volumes at

two randomly selected locations within the target area.

4.3.1 Probability-Based Sound Collection

We observed that when ASR devices are placed at a farther distance, a higher sound pressure
level is required to activate them due to the reduction in sound pressure level as they propagate
over distance. As discussed in the Springer Handbook of Acoustics [60], the reduction in sound

pressure level per distance can be described in the following equation:

SPL, = SPL, — 20 X (3—2) (1)

1

By setting d, to 1, we can use this equation to find the sound pressure level required to find

an activated voice assistant at a given distance from the sound source:
SPL, = SPL; + 20 x (d;) (2)
Here, SPL,, is the sound pressure level required to activate the ASR, SPL; is the initial sound
pressure level required to activate the ASR where the sound source is precisely 1 inch away, and
d, is the distance from the sound source where SPL; is measured. As shown in Figure 6, we can

see that our data follows the overall equation pattern with some variance since each voice assistant
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has its unique algorithm to detect wake-up words. In Figure 7, we demonstrated the required
volume level to play the wake-up word using our testing device to activate ASR devices at a given
distance. We can utilize this property and the minimal volume level needed to activate the ASR to
approximate the current distance of the ASR device from the current location where the sound was
played. However, due to the impact of noise, the minimal volume cannot guarantee device
activation every time; thus, we will use wake-up probability as our primary metric to determine

the minimal volume needed.
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Figure 6: Acoustic Model
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Figure 7: Distance vs. volume decibel required for ASR activation.

Human sound production is a complex process involving the coordinated movement of
multiple organs, such as the vocal cords, throat, oral cavity, and nasal cavity. Although we can
adjust the volume of the sound by controlling our breathing and muscles, this adjustment is often
relatively crude and does not consistently achieve the precise target [61, 62]. So, we used Google
Cloud TTS technology to generate ASR wake-up words and used Samsung A50 mobile phone to
play them at different volumes to ensure the consistency of the voice and intonation for each

measurement.

To save localization time, we use binary search for more efficient localization and search. We
first play the wake-up word at a specific volume at any location in the suspected area. Suppose the
monitored wireless traffic does not respond when the wake-up word is played. In that case, the
distance of the ASR device from the location is beyond the inspection range. We will repeat the

detection outside the area with a radius of 30 inches and the location as the center point until the
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ASR device is successfully awakened. The approximate distance between the detection and ASR
devices is determined based on the successful awakening rate. Next, we can use binary search to
select the appropriate playback volume and implement more accurate localization. We need to find
the last volume that cannot wake up the ASR and record the following three wake-up probabilities.
We first move to the middle between zero and the highest volume recorded by the device and then
perform a wake-up test on this volume. If this volume wakes up at least once, we need to use binary
search to reduce the volume. If this volume cannot wake the ASR, we repeat the binary search to

increase the volume (see Figure 8). Until only the last data is left, it is the point we are looking for.

o X0+4(7-0)/2 c X0+(wg—0)/2
o |
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e Xa+4(7-4)/2

Figure 8: Using the binary search to choose the volume level to wake up the ASR devices.

4.3.2 Incremental Window Accumulation

Any signal is inevitably interfered with by the external environment. In particular, when sound
is propagating, due to the reflection of sound, part of the sound signal is inevitably lost each time,
resulting in different sound signals received by the ASR device each time [60]. To address the

issue of signals being challenging to capture due to noise, Tang et al. proposed a type of
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accumulation sliding window algorithm in the article to improve the signal detection capability
[63]. In order to delve deeper into the specific impact of volume level on the probability of ASR
activation under different distance conditions, we used an additive processing method to analyze
the data. When the distance is close, the same volume may have similar or even the same
probability. However, when we accumulate data in a window, these similar differences will be
added to better distinguish different distances. This method involves summing each column of data
(i.e., different volume levels at the same distance). This way, we can calculate the overall

probability of activating the ASR device for different volume combinations at each distance.

Data accumulation processing: For a series of volume levels of data xg, x4,...,x,, at a

specific distance, we can use the following formula to calculate the sum of all data point values

within the window:
vk x; 3)

Here, wy, represents the window size currently considered and x; represents the number or
probability of activating the ASR at the i-th volume level within the window. By calculating this
sum, we are able to get the total number of times or the total probability that the ASR was activated

for all volume levels considered.

Stepwise increase in window size: As shown in Figure 9, we start with an initial window size

wy of 5. Subsequently, the size of the window will gradually increase to include more volume
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levels and the increasing process can be expressed by the following formula:

Wiit1 = Wi + 1

4

Until the window size wy, equals the total length of the data sequence n, k is the increasing

step’s index.
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X3

Xw

k

Figure 9: Incremental window size demonstration

Through this method of cumulative processing and gradually increasing the window, we can

comprehensively consider the impact of different volume levels on the ASR's activation

probability. We have enhanced the stability of the data and reduced the impact of single abnormal

data on the overall results. This allows us to evaluate the impact of individual volume levels and
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observe trends in the overall activation probability as more volume levels are included.

4.4 Distance Estimation

After processing the data, we need to explore the relationship between the ASR device
activation probability and distance and volume level and achieve positioning. First, through the
difference analysis method, based on the difference of probability data at different distances and
volume levels, the difference between the data collected at random locations and the overall data
set is calculated. Then, the absolute minimum value of each data set is tracked to gain critical
insights. Subsequently, the distance from the random location to the ASR device is estimated based
on the difference value data, and then the possible location of the ASR device is determined using
this distance information. In determining the position, the uncertainty that may result from actual
measurement errors is considered, and the intersection problem between circles is solved by
calculating the intersection point. At the same time, targeted solutions are proposed for two special

situations to ensure the system model can effectively handle abnormal situations.

4.4.1 Difference Analysis

In order to explore the impact of different distances and volume levels on the activation
probability of voice assistants, we adopted a method based on dissimilarity analysis. The method’s
core is calculating the difference between probabilistic data collected at randomly selected
locations within the target area and the overall data set. Specifically, we use the following formula

to calculate dissimilarity:
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Dy = My — My ®)

In this formula, D represents the difference between the two data sets. M is the data after
accumulating all volume levels at different distances, and M’ is the data after accumulating all
volume levels at one distance. i1 represents the row index, and k represents the column index. If
multiple difference values in a window are close to zero, this indicates that the representation of

this window in the two data tables is very similar (it may also represent an invalid feature).

Further, we track the absolute minimum value of each set of data in the random position
difference value data. These absolute minimums may provide key insights about specific distances
and volume levels. In some cases, there are many zeros in the data, which may indicate that the
features of this window do not provide meaningful information (the data in the two tables are
almost identical). This may occur when the distance between the wake-up device and the ASR
device is large. Since the low decibels are insufficient to trigger the ASR device to wake up, neither
data set has an effective response under this condition. It resulted in a large number of zero values
in the data, so we chose to exclude it. Removing these meaningless windows retains more
discriminative windows, making the final results more reliable and representative. Then, we use
the following formula to find the row index corresponding to the absolute minimum value of each

column of data:
lmin k) = arg|Dil (6)

In this formula, iyp (k) is the row index corresponding to the absolute minimum value of
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column k. These row indices can find the distance corresponds to the absolute minimum value.
The minimum value of the distance can be interpreted as the closest position of the two sets of data
within this window size, potentially reflecting the value where the actual data is most similar to
the experimental data. We then calculate the average of the row indices corresponding to the
absolute minimum value of all columns, which provides a representative distance of overall data

to obtain the estimated distance from a random location to the ASR device, as follows:
. 1 .
r = mean (imin) =~ Xk=0 imin (k) @)

Among them, n is the number of columns, iy, is the set of iy () of all columns. This

average estimates the distance to the ASR device from randomly selected locations within the

target area.

4.4.2 Position Bilateration

After we confirm the distance to the ASR device from a randomly selected location in the
target area, we can use this information to calculate its location. First, we generate a circle using
the coordinates of a random location as the center and the distance from the random location to
the ASR device as the radius. We then find the intersection points of these circles, which are the

possible locations of the ASR device (see Figure 10).
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Figure 10: 2D Localization General Case

In order to accurately determine the location of the ASR device, we first calculated the straight-

line distance d between two random locations, whose formula is as follows:

d =y(hy — ha)? + (ky — ko)? ®)

Among them, (h;, k; ) are the coordinates of two random positions, and the indices a and b
represent the first and second random positions, respectively. This gives us the straight line
distance from the center of the circle, which is the straight line distance between random locations.
Next, we calculate two temporary variables, a and h. As marked in Figure 7, the variable a is the
distance between the midpoints of the line segments from the center of a circle to the two
intersection points of two circles (if they intersect). h represents the distance between the midpoint
of the intersection line and the intersection of the two circles. Their calculation method is as

follows:
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r§ — 17 +d?

a ==t 9)
h=+Vrz—a? (10)

Among them, 7, and 13, are the radii of the two circles, respectively. Next, we find the point P
on the line connecting the centers of the two circles. It is located on the line connecting the centers
of the two circles. It is also located on the line connecting the intersection points of the circles. We

calculate the x and y coordinates of point P by the following formula:

hg +ax(hp — hg)

P, = y (11)

kg + ax(kp — kg)
P, = a+ (12)

Finally, we use the coordinates of point P and the vertical distance h to calculate the
coordinates of the intersection of the two circles. Typically, there will be one or two possible

solutions corresponding to the two intersection points:

h*(kp —kq) h* (hp —hg)

€ =F+——=.p I GICELY) Z )) (13)
hx(kp —kq) hx(hp — hg)

¢, = (b, + ek p (00 k), (14)

By finding the intersection of these two circles, we can determine the likely location of the
ASR device. If there are two intersection points, we will choose the most appropriate one as the

location of the ASR device based on the actual situation.
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4.4.3 Localization Error

In the above system overview, we assumed an ideal situation and used the centers of different
circles and their radii as input parameters to find their intersection points. This can be expressed

as the following function:

C = f(ha:ka;ra;hb:kb;rb) (15)

where a represents the data of the first random point, and b represents the data of the second
random point. However, in reality, it is not easy to achieve perfection. Measurement errors may
occur during the experiment, leading to uncertainties in different radii and intersection points.

Therefore, we must consider the actual radius r’ and add the error A, that is:

r=r+A (16)

Considering possible errors, in order to find the exact intersection point, we need to calculate

the intersection point C' of two random locations using the following input parameters:

C, = f(ha,ka,ré + Aa,hb,kb,ré + Ab) (17)

This error may be due to the influence of environmental noise, sound propagation, and other
factors, resulting in inaccurate measurement distance and making the circle’s radius larger or
smaller. This error can even cause the circles to be disjointed, i.e., the two circles are entirely
separated (as shown in Figure 11), or one circle is inside the other (as shown in Figure 12). We
must account for and deal with these errors in practical applications to ensure our system models

can effectively cope with uncertainties.
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4.4.4 Special Cases

In two particular cases, we cannot use the standard circle intersection method to determine

the position of the ASR device because the two circles do not intersect. Suppose we determine that

two circles do not produce any intersection. In that case, we will distinguish the two cases

according to the rules of the special cases and use different methods to determine the best position.
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Special case 1: As shown in Figure 11, when the distance between the centers of two
circles is greater than the sum of their radii, that is, d > 7, + 73,. This means the two circles are
far apart with a gap in between because the maximum distance between the centers of the two
circles is the sum of the radii of the two circles. In this case, the boundaries of a circle define the
farthest limit of all points within the circle, and if these boundaries do not overlap, there cannot be

a common point between the two circles, i.e., there is no intersection.

Special case 2: As shown in Figure 12, when the distance between the centers of two circles
is greater than the absolute value of the difference between their radii, that is, d < abs(r,-1,).
In this case, the smaller circle is completely inside the larger circle, so the radius of one circle must

be larger than the radius of the other.

In this case, the most reasonable position is to find the point P on the two circles closest to
the other circle and then find the line segment between these two points. All points on this line
segment can be considered as the possible meeting locations between the two circle centers, which

1s the estimated location of the ASR device.

Among them (h, k) is the center point of the small circle, and r is the radius of the small

circle. The result is the estimated position of the ASR device.
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CHAPTER V

EXPERIMENTAL EVALUATION

This section describes the implementation details of how SpyLoc detects whether there is

a hidden ASR device and evaluates it.

5.1 EXPERIMENT SETUP

Our evaluation considered three different ASR devices: Amazon Echo Dot, Google Nest
Mini, and Apple HomePod Mini due to their popularity and user familiarity. The user first
stimulates the ASR device by playing the wake-up word in the area of interest and then determines
whether a hidden ASR device monitors the area by detecting changes in the number of WiFi traffic
packets. MAC OUI is compared to find and monitor hidden ASR devices. Finally, the distance
between the user-selected random location and the ASR device is calculated based on its wake-up

rate, and the distance is used to find the exact location of the ASR device.

WiFi Packet Monitoring: We use Raspberry Pi 4 Model B and the airodump-ng tool
running on Kali Linux to monitor and analyze the WiFi traffic statistics [64, 65]. We designed a
Python script for network monitoring and data processing on Linux that executes shell commands
using subprocess.Popen. The Raspberry Pi enters monitor mode and captures all transmitted
packets within the WiFi band to aggregate traffic statistics for analysis. A smartphone can be used
instead of a Raspberry Pi in SpyLoc, but a rooted phone is required [66].

38



Experiment Environments Setup: Two environments were tested (see Figure 13).
e Bedroom: We chose a bedroom about 130 inches * 117 inches for the experiment.
The setup involved placing the device on a table and then it behind a book;
e Conference Room: We chose a conference room of about 133 inches * 285 inches
for the experiment. The setup involved placing the device on a table and hiding it

behind a book.

/\

Hidden ASR Device

\

(a) Bedroom (b) Conference Room

Figure 13: Experiment Environment Setup

Metrics: We use the following two metrics.
e Localization Error: This is measured based on the distance between the ASR
device’s estimated location and its corresponding true location.
e Localization Time: This is the time taken to obtain the accurate location of the

ASR device.
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S5.2 CASE STUDY

In this example, the hidden Amazon Echo Dot will be placed at the location marked in Figure
13. During the sample test, the user first needs to determine the presence of an ASR device
monitoring the target area.

The user monitors the traffic within the test range of interest. In order to determine the
existence of the hidden ASR device, SpyLoc requires the user to perform a stop-start-stop-start-
stop (S5) action as follows: 1) The user remains quiet for a period of time to allow the device
traffic to stabilize. 2) The user plays the wake-up words of the ASR devices listed in Table 1 at the
current location using a volume of about 70 decibels. 3) The user stops again and waits for the
device traffic to stabilize. 4) The user plays again. 5) User stops. S5 action causes unique patterns
in WiFi traffic, as shown in Figure 4. We observed reduced traffic when the person remained quiet,
but the traffic increased when the person started playing the wake-up word. When a trend is present,

we determine the presence of hidden ASR devices.

We place the Echo Dot on the table and keep the phone parallel to the ASR device. We will
randomly select two positions in the target area. The firthe st point is the origin, and the x position
of the other point is the distance from the first point to the second point, and y is 0, where each
inch represents one unit on the xy-axis. We will measure the wake-up probability at two points
using different volume levels, and use the collected data to calculate the distance between the
randomly selected location and the Echo Dot. Then, we can calculate the actual location of the

Echo Dot.
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In our local testing, SpyLoc successfully identified traffic from ASR devices in all 10 trials.
By comparing the error between the ASR device’s estimated x and y coordinate and the actual
value and calculating the localization error, we can see in Figure 14 that the localization error is
always less than 0.53 inches. In most cases, the localization error will be closer to the error of the
x or y with the larger error. The average localization error for X, y, and the ASR device is 0.44
inches, 0.37 inches, and 0.53 inches, respectively. Taking the size of the Amazon Echo Dot (3.9
inches * 3.9 inches * 3.5 inches) as a reference shows the high accuracy of SpyLoc in the local
environment. Figure 15 shows the localization time for each test. Because the same decibel does
not always awaken the ASR device, we need to wake it up 10 times, resulting in a slightly longer

localization time, about 303 seconds.
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Figure 14: Localization error analysis in all 10 trials.
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Figure 15: Localization time analysis in all 10 trials.
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Impact of Noise: In Environment A, where the room is kept quiet, the ambient volume is
28.85 dB. However, Environment B has a higher ambient volume 0f 49.25 dB, indicating increased

noise. Similarly, we perform 30 attempts with SpyLoc to locate hidden ASR devices.

We observe in Figure 16 that the environment’s noise level may impact the positioning
accuracy. In Environment A, the average error is 4.48 inches, whereas in Environment B, it
increases to 6.25 inches. This low-noise environment (Environment A) can enhance the
recognition accuracy of ASR devices, as lower background noise facilitates the device’s capture
and helps understand the user’s voice commands. In contrast, in a high-noise environment
(Environment B), the noise hampers the clarity and quality of the voice signal, making it more

challenging for the device to recognize and understand the user’s voice commands accurately.
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5.3 OVERALL PERFORMANCE

We evaluated the performance of all ASR devices in a specific experimental room
environment (see Figure 13). To locate ASR devices across various locations and environments,
we conducted 30 trials for each ASR device in two environments, totaling 180 trials (30 trials * 3
devices * 2 environments). We calculated the localization error in each trial and recorded the

localization time.

We calculated and analyzed three ASR devices’ average localization error and localization
time in two different noise environments. The average localization error of ASR devices located
by our method in Environment A is less than 4.93 inches, and the average localization time can be

controlled within 303.15 seconds, which shows the accuracy and feasibility of our method. In
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Environment B, our average localization error is less than 5.64 inches, which is only 0.71 inches
different from the error in Environment A, indicating that the system has high robustness in other
environments. This demonstrates that environmental noise has minimal impact on the
experimental results, and the experiment can maintain consistent output under different noises,

highlighting its anti-interference ability and adaptability.

Figures 17 and 18 detail the performance of various ASR devices in the experimental
environment. In Environment A, the average localization error of Amazon Echo Dot is 4.48 inches,
the average localization time is 310 seconds; the average localization error of Google Nest Mini is
5.8 inches, the average localization time is 357 seconds; and the average localization error of Apple
HomePod Mini is 4.59 inches, the average localization time is 243 seconds. In Environment B, the
average localization errors were 6.25 inches, 5.06 inches, and 5.6 inches for the Amazon Echo Dot,
Google Nest Mini, and Apple HomePod Mini, respectively, with localization times of 289 seconds,
346 seconds, and 286 seconds. The minimum localization error can reach 0. Notably, in the same
environment, Google’s voice assistant device showed a relatively large localization error and a
long localization time, which may be related to the fact that the wake-up word of Google’s voice
assistant device consists of two words, while the other two ASR devices are one word (see Table
1). These results highlight that our system achieves high localization accuracy and quick response

times, even under challenging conditions.
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Figure 18: Overall devices localization time in environments A and B.
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5.4 USER STUDY

We recruited 10 volunteers (5 self-identified females and males) and asked each to use
SpyLoc to find hidden ASR devices randomly deployed in a conference room. Each participant
randomly selected a device to locate (Amazon Echo Dot, Google Nest Mini, and Apple Home Pod
Mini) for 10 attempts in the current environment. We compared the localization results with the

proper position of the ASR device to quantify the localization error.

Figure 19 shows the localization errors obtained by different users in the same environment.
We can observe that the average error range of different users of all users ranges from 0.34 to 5.15
inches, the average error of all data is around 4.28 inches, and the minimum localization error is
0. User localization results closely align with experimental test results, demonstrating consistent

localization accuracy across trials.
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Figure 19: Localization error for all 10 users.

The average localization time varies depending on the device selected by the user. Table 2

summarizes each device’s average, minimum, and maximum localization times. We found that the

average localization time for all users, except for a few outliers, was less than 300 seconds for
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Amazon and Apple’s voice assistant devices and less than 412 seconds for Google’s voice assistant

devices. This verifies the practicality of the proposed ASR device positioning strategy.

Table 2: Localization time for different devices by users.

Hiand Kaima Localization Time (seconds)

Average | Minimum | Maximum
Amazon 228 145 317
Google 309 194 457
Apple 238 164 329
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CHAPTER VI

DISCUSSION

6.1 LIMITATIONS

Localization Time. We play the wake-up word multiple times at varying volumes, aiming
to identify the volume level that can trigger the hidden ASR device. After each activation, we wait
several seconds before attempting to wake up the ASR device again. This approach allows us to
collect data to analyze the system's wake-up probability and infer the location of the ASR device.
Such a testing process involves repeatedly playing the wake-up words and meticulously recording

and analyzing the data requiring considerable time.

Sound Reflection. When sound propagates, it encounters obstacles such as walls and
furniture, leading to reflections. These reflections may cause the sound wave to lose energy,
especially after multiple reflections, resulting in sound signal attenuation. This degree of
attenuation increases with the transmission distance, weaking the sound signal by the time it
reaches the ASR device. As a result, the ASR device may struggle to accurately recognize the

diminished signal potentially impacting its ability to respond correctly.

Sound reflection also causes sound waves to spread widely in space, mixing the direct
sound and reflected sound. This combination of sound waves can reduce the clarity of the signal,

making it more challenging for devices to recognize and accurately interpret the sound [67]. In
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closed or semi-enclosed spaces, multiple sound reflections can also produce echo and
reverberation effects, further interfering with the performance of ASR devices. The effectiveness
of an ASR system relies heavily on the quality of the received sound signal. Signal attenuation or
distortion caused by these effects can significantly hinder the system’s ability to accurately

recognize speech, leading to an increase in recognition errors.

Sound-absorbing panels can be installed to reduce reflections. However, this requires users
to purchase extra sound-absorbing materials, thereby increasing the cost of ASR device
localization. Moreover, even with sound-absorbing materials installed on walls and ceilings, other
reflective surfaces in the room, such as glass windows, large metal objects, or hardwood furniture,
can still generate sound reflections. These reflective surfaces can compromise the effectiveness of
acoustic treatments, meaning that reflection issues may persist despite efforts to improve the

room's acoustic environment.

6.2 FUTURE WORK
While the results of the proposed ASR localization technique are promising, several

research directions warrant further exploration.

One notable avenue is enhancing the scalability of the proposed localization technique by
integrating it with other localization methods, such as WiFi localization, which aims to discover a
wireless device by leveraging the characteristics of the wireless signal the device generates.

Combining these approaches could expand the range of ASR device localization. For instance,
51



WiFi localization could be employed to determine an approximate location, followed by the
application of the proposed technique to refine the estimate and minimize localization errors. This
hybrid approach would offer a more comprehensive and accurate method for identifying ASR

device positions across larger areas.

Second, the results of this study are tested on only three ASR devices from the most
common brands in the market: Amazon, Google, and Apple. Future work should expand testing to
include a wider range of devices with voice assistant functionality, such as smartphones, laptops,
and other smart devices. This expansion would offer a more comprehensive evaluation of the
proposed technique's effectiveness across diverse device types and brands, ensuring its broader

applicability and robustness in real-world scenarios.

Third, although this study primarily focused on localizing ASR devices that rely on wake-
up words for activation, future research could expand this framework to encompass devices that
utilize alternative remote activation mechanisms, such as gesture recognition and proximity
sensors. Exploring such devices would help generalize the findings, increase the versatility of the
proposed technique, and extend its impact to a broader range of smart technologies with diverse

activation methods.
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CHAPTER VI

CONCLUSION

ASR devices have become ubiquitous in recent years. and they are now integrated into
many aspects of daily life, including virtual assistants. However, these devices may transmit
recorded audio data to the cloud for processing without the user’s awareness, which may be
intercepted or abused without authorization. In this thesis, we propose SpyLoc, a new defense
technology designed to prevent unauthorized audio recording by detecting hidden ASR devices in
the environment. The core idea of SpyLoc is to locate the device by stimulating the ASR device
and monitoring the changes in wireless traffic generated during the response. By analyzing these
traffic changes, SpyLoc can calculate the device’s wake-up probability and pinpoint the device’s
physical location accordingly. This method leverages the fact that ASR devices must communicate
with a cloud server when activated. By inducing and monitoring this communication, the location
of the ASR device can be inferred without direct contact. Our real-world evaluation results
demonstrate the capability of SpyLoc to accurately position three mainstream ASR devices in two
distinct scenarios. SpyLoc represents a promising approach to mitigating real threats to privacy in
smart home environments.

This thesis comes from a conference paper in submission.
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