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Abstract
Currently, there are 361 Postsecondary Education Programs (PSE) across the U.S. that give
individuals with intellectual and developmental disabilities (IDD) the opportunity of pursuing
postsecondary education (Think College, 2025). Many of these programs are housed within
institutions of higher education that require and encourage students to have internet access and
use technology for academics, communication, and socialization. This dissertation includes three
manuscripts. The first manuscript is a scoping review based on selected 24 articles that discussed
teaching personal safety, online safety, and cyberbullying prevention skills. The data collected
from the articles was organized into four emerging themes: cyberbullying, privacy of
information, social skills for safe online interactions, and responsible use of the internet. Only a
few of the articles focused on individuals with disabilities. The second manuscript is a national
survey that was sent to coordinators of PSE programs to learn about their student engagement in
risky online behaviors as well as the instructional practices of the program in regards to personal
online safety. The results were based on data from 42 respondents. Findings indicate that about
forty percent of students with IDD attending PSE programs have engaged in risky online
behaviors related to sharing personal private information online, sending money or financial
information to strangers, and sending or receiving sexually explicit messages or emails. Survey
results also discuss PSE program staff perceptions on the increased vulnerability of students with
IDD to online victimization. Finally, the third manuscript is a single case research design to
teach personal online safety to college students with IDD attending a postsecondary education
program. The intervention was based on Behavior Skills Training and focused on teaching
students three appropriate ways to respond to messages requesting personal private information.

Overall, results indicate that most of the participants showed an increase in appropriate responses

X



after the intervention. As a whole, the three studies point to the need for teaching personal online

safety skills and the impact that an online safety intervention can have on students’ behaviors.
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Chapter 1: Problem Statement

Technology has become part of our daily routines, and the general understanding is that
technology is meant to improve our lives and make them easier. For individuals with disabilities,
accessing technology represents a path to autonomy. An electric wheelchair can serve as a tool
for independent mobility, a reading device provides access to information, a cell phone a means
for communication, and a communication device can give someone a voice. The Assistive
Technology Act (ATA) of 2004 has given many individuals with disabilities across the U.S.
access to assistive technology devices that promote their independence and provide a better
quality of life. Similarly, having greater technological skills such as knowing how to use
computers has been identified as a predictor to obtain postsecondary employment for individuals
with disabilities (Mazzotti et al., 2021). This highlights the importance of technology in the lives
and opportunities for individuals with disabilities.

The variety, availability, and affordability of technological devices makes it easier for
individuals with disabilities to purchase devices that help with accessibility and communication
(McNaughton & Light, 2013). In a survey conducted last year with 5,626 adults in the U.S., 98%
reported owning a cellphone and 91% owned a smartphone that provides internet access (Pew
Research Center, 2024). These statistics point at how common it has become for people to access
technological devices and the internet.

Despite the positive aspects of technology and the many benefits it provides, there is also
a negative side to it. Having internet access and using technological devices such as cellphones,
computers, and tablets make it easy to communicate with people all over the world. We use
social media, emails, apps, and text messages to share part of our lives with others and stay

connected. However, this ability comes with various risks such as vulnerability of the



information we share and the possibility of having unsafe online interactions including
cyberbullying victimization.
Vulnerability of Individuals with Intellectual and Developmental Disabilities

Individuals with intellectual and developmental disabilities often struggle with social
safety skills (Drew et al., 2022). The lack of social safety skills for individuals with intellectual
and developmental disabilities puts them at higher risk for violence, victimization, and sexual
abuse when compared to nondisabled individuals (Drew et al., 2022; Peterson et al., 2021).
Having social safety skills and being able to respond appropriately to dangerous situations is
especially important when these individuals transition into adulthood and increase their
independence. Despite the importance of teaching safety skills for individuals with intellectual
disabilities, there is a limited amount of research conducted in this area (Trevor et al., 2021).
When it comes to social safety, individuals with intellectual and developmental disabilities are
more likely to be victimized than individuals without disabilities (Miltenberger & Novotny,
2022; Spivey & Mechling, 2016). Yet, most of the research on the safety of individuals with
intellectual and developmental disabilities focuses on in person social safety issues such as
abduction and sexual abuse prevention, or physical safety issues such as poison prevention and
firearm safety skills (Miltenberger & Novotny, 2022). There is a dearth of research regarding
social safety skills to help individuals with intellectual and developmental disabilities have safe
social interactions online. With increased access to technological devices, this is an area of
research that needs to improve. Similarly, with the increase of technology use, there is a need to
teach individuals with intellectual and developmental disabilities personal online safety skills.
Increasing the personal safety and online safety skills of individuals with disabilities can lead

them to have improved social interactions while staying safe in person and online.



Cyberbullying

Cyberbullying has various definitions across different fields and researchers. Hinduja &
Patchin (2023) define cyberbullying as the “willful and repeated harm inflicted through the use
of computers, cell phones, and other electronic devices” (p.2). Kowalski et al., (2016) define
cyberbullying as “bullying that occurs via the internet or text messaging” and is “... an act of
aggression that occurs over time” (p.416). Vismara et al., (2022) define cyberbullying as “i) an
intentional aggressive behavior; ii) conducted repeatedly; iii) with unequal power between
perpetrators and victims; iv) and using electronic technology as a medium” (p.1). The common
elements across different cyberbullying definitions are the repeated negative interactions that
occur through technological devices rather than face to face.
Cyberbullying Prevalence

Measuring cyberbullying prevalence is a difficult task. This is caused by many factors
such as the various definitions for cyberbullying, the different instruments used to measure
cyberbullying, and the differences in research focus (Kennedy, 2019; Vismara et al., 2022).
However, research indicates that the rate of cyberbullying prevalence in the U.S. is on the rise
(Kennedy, 2019). This is concerning as cyberbullying has been correlated to negative mental
health outcomes such as anxiety, depression, and suicidal ideation (Clements et al., 2024;
Kowalski & Toth, 2017; Kowalski et al., 2016). The majority of the existing research in
cyberbullying has been focused on general education students in middle and high school settings
(Kowalski et al., 2016; Zalaquett & Chatters, 2014). However, cyberbullying is also present in
college settings. College students with and without disabilities have reported being victims of

cyberbullying (Kowalski et al., 2016; Zalaquett & Chatters, 2014). More research should be



conducted to understand college students’ experiences with cyberbullying and how it affects
their college experience.
Cyberbullying Among Individuals with Intellectual and Developmental Disabilities

There is a limited amount of research on cyberbullying among individuals with
intellectual and developmental disabilities, and the instruments that are currently used to assess
cyberbullying have not been adapted for this population of students (Kowalski & Toth, 2017;
Martinez-Cao et al., 2021). From the current literature, we know that students with disabilities
are at higher risk of being cyberbullied than students without disabilities (Elridge et al., 2021).
This risk increases when the students have an intellectual or developmental disability and when
their disability is more noticeable to others (Kowalski & Toth, 2017; Kowalski et al., 2016).
Research also suggests that students with disabilities who are in special education classes report
higher rates of cyberbullying than their peers in general education classes (Elridge et al., 2021).
Finally, students with disabilities who do not have the appropriate social skills and supports,
report higher rates of cyberbullying (Elridge et al., 2021).

A recent scoping review found that harassment was the most common type of
cyberbullying experienced by individuals with intellectual disabilities (Clements et al., 2024).
Examples of cyberbullying harassment behaviors included being insulted, being made fun of,
being called names, and receiving mean and threatening messages (Clements et al., 2024). Other
types of cyberbullying victimization experienced by individuals with intellectual disabilities
include impersonation (i.e. cyberbullies pretending to be them and sending inappropriate
messages from their social media) as well as outing and trickery (i.e. cyberbullies sharing the
individual’s personal information in social media for everyone to see) (Clements et al., 2024). In

a study conducted by Kowalski & Toth (2017) to compare cyberbullying among youth with and



without disabilities, about 50% of individuals without disabilities and 73% of individuals with
disabilities reported having been bullied in their lifetime. These percentages of cyberbullying
prevalence are alarming and highlight the importance of conducting further research to
understand why students of all abilities are experiencing cyberbullying and what can be done to
prevent it.

Nonetheless, research has identified protective factors against cyberbullying for
individuals with intellectual and developmental disabilities. These include teaching the students
social skills as well as improving their environments and support (Martinez-Cao et al., 2021).
Due to the importance of technology for students with disabilities and their increased
susceptibility to cyberbullying, it is important to teach these students personal online safety skills
that can prepare them to respond appropriately to online victimization.

College Programs for Students with Intellectual and Developmental Disabilities

The introduction of the Higher Education Opportunity Act (HEOA) of 2008, gave
students with intellectual disabilities a path to attend postsecondary education by prompting the
creation of Comprehensive Transition and Postsecondary Programs (CTP) and allowing these
students to receive federal financial aid for the first time. CTP programs were defined as
programs for individuals with intellectual disabilities in institutions of higher education where
students would be enrolled on at least a half-time basis, take regular college courses, and
participate in work-based training along with their non-disabled peers (HEOA, 2008; Lee & Will
2010). There are currently 361 Postsecondary Education Programs in the U.S. (Think College,
2025) that allow students with intellectual and developmental disabilities to continue learning

after high school.



Many students with intellectual or developmental disabilities who are enrolled in PSE
programs are able to attend courses, have internship opportunities, and live in the dorms along
with traditionally enrolled college students. However, for many of those students, going to
college represents the first opportunity of living away from home which brings new social
situations and challenges (May, 2023). On the other hand, many colleges and universities require
students to complete, attend, or submit coursework through online platforms. Students are also
encouraged to stay informed and connected with their peers, professors, and program staff
through the use of websites, email, apps, or text messaging. The exposure to new social
situations combined with the expectation of technology use in college can put these students at
risk for unsafe online interactions and cyberbullying victimization (Kowalski et al., 2016).

Since many of these programs are relatively new, there is a lack of research on evidence-
based interventions that can be used to teach those students with intellectual and developmental
disabilities the social safety skills that they can use to navigate college life safely. Teaching
students in PSE programs skills related to personal health, sexuality, and healthy relationships
can ensure that they have a safer college experience (May, 2023). It is important for PSE
programs to teach social safety skills as part of their curriculum to help students learn how to
respond to new social situations while living on campus. This should include online personal
safety skills instruction.

Problem Statement

Despite the increase in the number of PSE programs across the country for students with

intellectual and developmental disabilities, there is a dearth in research on the cyberbullying

prevalence, and the online personal safety skills of these young adults who are expected to use



technology as part of their college education while navigating new social situations. In order to
address this problem, I will conduct the following research project.
Proposed Research
Scoping Review
The first part of my dissertation research will focus on conducting a scoping review to
explore the existing literature regarding personal safety as well as online safety and
cyberbullying prevention skills for individuals with and without disabilities.
The scoping review will aim to answer the following research questions:
1) What is the breadth of the current research related to teaching personal safety skills for in
person and online interactions?
2) What skills are being taught that promote personal safety and online safety?
3) Does the current research include individuals with disabilities?
The results of the scoping review will be discussed in Chapter 2.
Survey
I will begin by carrying out a survey that will be sent to all 355 PSE programs for
individuals with intellectual and developmental disabilities across the U.S. as of January of 2025.
This survey will provide information on student engagement in risky online behaviors while
attending college, and how PSE programs are addressing these behaviors when they occur. It will
also provide information on whether PSE program staff believe that students with intellectual
and developmental disabilities should learn personal online safety skills and examples on how
they are teaching these skills. Finally, due to the lack of research in this topic, the survey will
serve as a form of social validity.

The purpose of the survey is to answer the following research questions:



Do students with intellectual and developmental disabilities attending postsecondary
education programs (PSE) engage in online behaviors that put their personal safety at
risk?

Do PSE programs believe that teaching personal online safety skills is important for their
students?

What are PSE programs doing to address online safety concerns with their students?
What instructional materials (i.e. modules, lessons, or curricula) are PSE programs using
to teach personal online safety skills to college students with intellectual and

developmental disabilities?

The survey will include both Likert type and open-ended questions, therefore, quantitative

and qualitative analysis will be conducted to interpret findings. The results of the survey research

will be discussed in Chapter 3.

Multiple Probe Design Across Groups

The second part of my research is a single case intervention to teach personal online safety

skills to students with intellectual and developmental disabilities attending a PSE program. As

part of the safety skills, they will learn the risks of sharing personal private information online as

well how to appropriately respond when someone is requesting this information online.

The single case study will answer the following research questions:

1.

2.

Is there a functional relation between a personal online safety skills intervention and the
decrease in inappropriate personal online safety behaviors for college students with
intellectual and developmental disabilities enrolled in a PSE program?

Do the participating students believe that learning personal online safety skills is

important for their personal safety and overall college experience?



3. Does the PSE program director and staff believe that teaching personal online safety
skills to students in the program is important for a safe college experience?
Visual analysis will be conducted to evaluate the success of the personal online safety
intervention for each of the participants. Results for the single case research design will be
discussed in Chapter.
Finally, Chapter 5 will provide a summarized discussion of findings for all three studies,

as well as summary of limitations, implications for practice, and future research ideas.



Chapter 2. Personal Safety, Online Safety, and Cyberbullying Prevention Skills for
Individuals with and without Disabilities a Scoping Review

From cellphones to household electronics and smart vehicles, technology forms part of
our everyday lives. Technological advancements allow us to connect with individuals around the
world and online interactions have become part of our routines. According to the National Center
on Education Statistics (2023), about 97% of children between the ages of 3 and 18 had some
type of internet access at home in the year 2021. The internet makes it easy for us to
communicate with others. Whether via email, text messages, social media, apps, websites, and
even gaming consoles, technology lets us reach people across the world. Although this easy
access to communication can have many benefits, it also comes with its disadvantages. Such is
the case of cyberbullying.
Cyberbullying

There are many existing definitions of cyberbullying that vary across researchers and
fields. For example, Hinduja & Patchin (2023) define cyberbullying as the “willful and repeated
harm inflicted through the use of computers, cell phones, and other electronic devices” (p.2).
Similarly, Smith (2019) defines cyberbullying as “an aggressive, intentional act” that occurs
repeatedly over time through the internet or a mobile phone (p.19). The different definitions of
cyberbullying have some characteristics in common: they refer to negative online interactions
that occur more than once, and the interactions happen through a screen rather than face to face.

Due to the many definitions of cyberbullying, as well as the differences in research focus
and instruments to measure it, researchers have had a difficult time measuring cyberbullying
prevalence (Kennedy, 2019; Smith, 2019; Vismara et al., 2022). For example, a meta-regression

conducted by Kennedy (2019) showed that cyberbullying increased from close to 10% in 2000,
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to a little over 16% in 2017. However, a 2021 survey of about 2,500 middle and high school
students in the U.S. reported that at least 45% of them had been cyberbullied in their lifetime,
and around 23% of them had been cyberbullied within the previous 30 days (Hinduja & Patchin,
2023). There is a clear variation in cyberbullying perpetration reported across researchers.
Nonetheless, cyberbullying prevalence is on the rise. This is concerning as cyberbullying has
been correlated to negative mental health outcomes such as anxiety, depression, and suicidal
ideation (Clements et al., 2024; Kowalski & Toth, 2017; Kowalski et al., 2016; Smith, 2019).
Despite the large difference in the reported percentages of cyberbullying perpetration across
researchers, cyberbullying is a clear issue in our country, and it is negatively impacting our
youth.

Technology and Individuals with Disabilities

Research indicates that individuals with disabilities who have greater technological skills
such as knowing how to use computers, are more likely to obtain postsecondary employment
(Mazzotti et al., 2021). For many individuals with intellectual and developmental disabilities
(IDD), assistive technology can also be necessary for communication, accessibility, and
mobility. For example, individuals with IDD might use communication devices to express
themselves, screen readers to access information, and electric wheelchairs to move
independently.

Conversely, research suggests that individuals with intellectual and developmental
disabilities are more vulnerable online victimization and cyberbullying (Chadwick, 2019;
Miltenberger & Novotny, 2022; Spivey & Mechling, 2016). Their risk for cyberbullying is
increased when their disability is noticeable to others (Kowalski & Toth, 2017; Kowalski et al.,

2016). Knowing the significance that technology can have in improving the lives of individuals
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with IDD, more research should be conducted to help this population learn cyberbullying and
online safety prevention skills.
Scoping Reviews

Scoping reviews were introduced by Mays et al., (2001) and later defined by Arksey &
O’Malley (2005) as a methodology that can be used to identify the body of literature in a broad
research area or one that has not been explored before. Scoping reviews also aid in identifying
gaps in the literature and summarizing research findings (Arksey & O’Malley, 2005). Although
it was first introduced and used for healthcare research, it can also be used in the complex field
of special education research (Harrison et al., 2018; West). This scoping review will explore the
existing literature related to personal online safety and cyberbullying prevention to identify gaps
and summarize available findings.
Need for current study

As technology continues to advance, and internet use continues to increase among our
youth, it is essential that we teach our students the skills they need to have safe online
interactions. This is especially important for individuals with intellectual and developmental
disabilities who are at an increased risk for cyberbullying as well as in person and online
victimization (Chadwick, 2019; Miltenberger & Novotny, 2022; Spivey & Mechling, 2016).
However, there is limited research related to the instruction of online safety and personal safety
skills for individuals with disabilities (Smith, 2019). This scoping review aimed to understand
the existing literature regarding personal online safety and cyberbullying prevention and how

individuals with disabilities fit in the literature.
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Method

This study follows the scoping review process suggested by Harrison et al., (2018) for
special education research which is based on Arksey and O’Malley’s (2005) five step process
and includes procedures by Levac et al., (2010).

Stage 1: identifying initial research aims:

In the winter of 2023, the main author met with the program director and staff of a
Postsecondary Education Program (PSE) for students with Intellectual and Developmental
Disabilities (IDD), to discuss a broad issue. Many of the students with IDD who have attended
their program lacked the personal safety skills to have safe interactions both in person and
online. Some of their students had shared their personal private information online and engaged
in risky behaviors. This discussion helped establish a broad goal for this scoping review (Arksey
& O'Malley, 2005; Levac et al., 2010; Westphaln et al., 2021). The initial goal was to identify
the existing literature regarding the teaching of personal online safety skills, specifically for
individuals with disabilities. This goal informed the following research questions for this scoping
review:

1) What is the breadth of the current research related to teaching personal safety skills for in
person and online interactions?
2) What skills are being taught that promote personal safety and online safety?
3) Does the current research include individuals with disabilities?
Stage 2: identifying relevant studies:

The author’s original purpose was to explore existing research around teaching

individuals with IDD personal safety skills for online interactions. However, after conducting an

initial search that yielded a small number of peer reviewed articles, the main author met with
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three other experts in the field of special education as well as a librarian for the educational
psychology department at her university for input. The author and experts as a team, discussed
the limited results and opted to change the aim of the review by broadening the population
(Arksey & O'Malley, 2005; Levac et al., 2010; Westphaln et al., 2021). The new goal was to
include research related to teaching online safety and personal safety skills to individuals with
and without disabilities.

While reviewing some of the articles yielded by the search, the author noticed that
“cyberbullying” and “sexting” were common keywords in a few of the initial articles. Therefore,
the author had another discussion with the program staff and special education experts, and the
team suggested expanding the search terms to include “cyberbullying” and “sexting”. A

comprehensive list of the Boolean string follows: abstract("disab*" OR "IDD" OR "intellectual

disabilities" OR "developmental disabilities" OR "autistic" OR "individuals with autism" OR

"adults with disab*" OR "children with disab" OR "vyouth with disab*" OR "students with

disab*" OR "teenagers with disab*" OR "students" OR "youth" OR "young adults" OR

"teenagers" OR "adults" OR "children") AND abstract("sexting" OR "cyberbullying" OR

"personal safety") AND PEER(yes) AND abstract("online safety" OR "social media safety" OR
"digital safety" OR "internet safety" OR "social safety" OR "stranger safety") AND PEER(yes).

Based on the librarian's recommendation, the author searched these terms in the
following databases: ERIC, PROQUEST, Academic Search Complete and Soc INDEX. The
team developed the following limits for included articles (a) the research focus was a form of
personal online safety (e.g. social media safety, cyberbullying, sexting); (b) the research focus
was a form of social safety (e.g. stranger safety); (c) the research included interventions,

instruction, strategies, or curriculum; (d) the articles were peer-reviewed.
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Stage 3: selecting studies

The search across databases yielded a total of 7,369 articles that were inputted into the
systematic review tool Covidence. Out of those 7,369 articles, Covidence detected and deleted
3,374 duplicate articles. A total of 3995 articles were used in the title and abstract screening.
Two of the authors served as independent reviewers and double screened all 3995 articles based
on criteria (a) through (d) and excluded articles based on the following criteria: articles that did
not include research (e.g. practitioner articles, grant proposals, book reviews, news briefs, white
papers); articles discussing general technology use or stakeholder’s perceptions of online safety;
and grey literature. The inter-rater reliability for title and abstract screening was 96.62%. The
authors then met and discussed each of the disagreements until reaching 100% agreement.
Additionally, during title and abstract screening, 157 articles were manually identified as
duplicates and removed.

After the title and abstract screening, 177 articles were sent to full text review, and 3818
articles were deemed irrelevant based on the screening criteria. The same two authors double
coded all 177 articles independently for the full text review. Inter-rater reliability was 87.01%.
The authors then met to discuss each disagreement until they reached 100% agreement. The full
text review yielded 153 excluded articles. Articles at this stage were excluded based on the
following criteria: the article was not in English; the study did not contain original research (e.g.
briefs, book reports, literature reviews); and the study that did not contain measures of
participant outcomes related to learning or improving personal safety, online safety, or
preventing cyberbullying. Relevant dissertations, meta-analysis, and literature reviews were
excluded from the scoping review but tagged for the researchers to review for information and

additional articles. The end result was 24 articles that met inclusion criteria; articles with
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intervention research that measured participant outcomes related to learning or improving skills
associated with personal safety, online safety, or cyberbullying prevention.

Figure 1
Identifying and Selecting Studies (PRISMA diagram)
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Stage 4: charting the data

This part of the scoping review involves extracting relevant information from the
included studies (Arksey & O'Malley, 2005; Levac et al., 2010; Westphaln et al., 2021). As the
first step for this multi-stage process, the authors created a coding sheet that determined the
relevant information to be extracted from the articles (Harrison et al., 2018; Levac et al., 2010).
After the coding sheet was created, two of the authors coded information from the first 3 articles

to review the information and determine if additional codes were needed. Their percentage
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agreement in these three articles was 99.1%. The two authors then coded the remaining articles
independently as suggested by Levac et al., (2010). The percentage agreement for data extraction
was 96.94%. The authors then met to discuss and review the disagreements until 100%
agreement was reached. The coding sheet included the following criteria: article information (i.e.
title, authors, year of publication, and journal); participant demographics (i.e. number of
participants, age, gender, and disability status); country where the research was conducted as
well as the setting for the study (i.e. early childhood, elementary school, middle school, high
school, post-secondary, home, job, community, other); implementer (i.e. researcher, educator,
peer, family member, other); research design (i.e. quantitative, qualitative, mixed methods, single
case design); dependent variable measured such as personal safety skills (i.e. general personal
safety) , online safety skills (i.e. anonymity, phishing, online privacy, online interactions, and
cyberbullying), social safety skills (i.e. talking to strangers, providing personal information to
strangers); independent variables utilized (i.e. name of curriculum intervention, dosage, and type
of materials/activities it included); and finally, the effects of the intervention (i.e. increased, or
decreased skills, showed no significant change, and reported social validity).
Stage 5: collating, summarizing, and reporting results

The final stage of the scoping review is to collate, summarize and report the findings
without assessing the quality of evidence or attempting to generalize the findings (Arksey &
O'Malley, 2005). All 24 studies explored different interventions and curricula used to teach
personal safety and social safety skills for online and in person interactions. To answer the first
two research questions — ‘What is the breadth of the current research related to teaching personal
safety skills for in person and online interactions?’ and ‘What skills are being taught that

promote personal safety and online safety?’— information from all 24 articles was summarized
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and presented in Table 1 with the following labels: Author(s) (including year of publication);
Country (location where the research took place); Setting (place where intervention took place);
Participant number (total number of participants in the study); Included individuals with
disabilities (whether the study reported participants with disabilities); Methodology (type of
research methodology used); Targeted skills (dependent variable; skills targeted during the
intervention including specific examples from the articles if available); and
Curriculum/Intervention (independent variable; curriculum or intervention used to improve
skills). For an overview of the findings and details about the studies see Table 1.

After the data from the articles was summarized, the authors identified overarching
themes that were used to organize the different types of skills targeted in the articles. This
information helped answer research question two— ‘Does the current research skills include

individuals with disabilities?’. Findings are summarized below.
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Table 1
Included studies and study characteristics

Included
Author(s) Country Setting Pz::::lclg);nt mdlv::g:l als Methodology Targeted Skills Curriculum/ Intervention
disabilities

General online safety skills
(e.g. knowledge and

Aizenkot & : :
Kashy- Elementary Not competencies; attitudes
Y Israel and Middle 1402 Quantitative toward WhatsApp Intervention Program
Rosenbaum, h reported . :
2018 School cyberbullying; .s001a1
norms; perceived
behavioral control)
General online safety skills
and cyberbullying
Aizenkot & Elementary preﬁﬁiﬁg ds keﬂ:slée'g'
Kashy- Middle and Not Quantitative age an Safe surfing intervention
Israel . 1550 competencies; attitudes
Rosenbaum, High reported program
toward WhatsApp
2020 Schools . S
cyberbullying; subjective
norms; perceived behavior
control)
General online safety skills
(e.g. cyberbullying in
Aizenkot & Not general, and WhatsApp
Kashy- Elementary I cyberbullying; state laws Safe surfing intervention
Rosenbaum, Isracl School >33 reported Quantitative prohibiting cyberbullying; program
2021 skills for judging and self-

monitoring content before
disseminating online)
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Table 1 Continued

Included
Author(s)  Country Setting Participant mle}duals Methodology Targeted SKkills Curriculum/ Intervention
number with
disabilities
Randomly assigned to (1)
General online safety skills educational Vl.d io Bea
Not Not L . . Smart Cookie” from
Andrews et USA 513 Quantitative  (e.g. motivation to restrict . )
reported reported . Y outhPrivacyProtection.org
al., 2020 sharing) .
or (2) a seven-item
true/false educational quiz
. . . "TABBY in Internet"
Athanasiades Middle Not Quantitative General online safe‘Fy skills (Threat Assessment of
Greece  School and 314 and cyberbullying . .
etal., 2015 . reported . . Bullying Behavior of
Online prevention skills
Y oungsters)
Barlett et al., Post- Not o General online safety skills Cyberbullying 1ntervept10n
USA 342 Quantitative ) that targets anonymity
2020 secondary reported and anonymity .
perceptions
General online safety skills
Bickham et Middle Not o (e.g. managing online
al., 2021 USA School 218 reported Quantitative conflict, online peer Screenshots
pressure)
General online safety skills
and privacy of things
ted online (e.g. people
Boulton et Elementary Not o Post . .
al., 2016 UK School 291 reported Quantitative online might not be who CATZ curriculum

they say they are,
cyberbullying, and
computer viruses)
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Table 1 Continued

Included
Author(s) Country Setting Participant lndIV}duals Methodology Targeted SKkills Curriculum/ Intervention
number with
disabilities
General online safety skills
Private (e.g. digital citizenship:
Brandau et School 5™ Not I digital life and personal Digital Citizenship
al., 2022 USA through 8™ 27 reported Quantitative media habits, safe online Curriculum
grade behavior, and
cyberbullying)
General social safety skills
Brenick et Elementary Not o and skills related to talking Kidpower Everyday Safety
al., 2014 USA School 238 reported Quantitative to strangers (e.g. boundary Skills Program (ESSP)
setting, and help-seeking)
General online safety skills Monique Burr Foundation
Bright et al., USA Elementary 1176 Not Quantitative and cyberbullying (MBF) for Children's Child
2022 School reported prevention skills (e.g. Safety Matters (CSM)
digital dangers) curriculum
Cross et al., Australia High 295 re I\(I)(l)':e d Mixed Genzrr?(li angfbfﬁfez skills Cyber Friendly Schools
2015 School P Methods yoeroul ying Project (CFSP)
prevention skills
Exglgded l?fln eraéOnhne Selllf e.t Y Social Networking Safety
Damara & Middle participants Quantitative skills and cyberbullying Promotion and
. O 389 ith tion skill
man wi prevention skills (e.g. . .
Omari, 2022 School L . . Cyberbullying Prevention
disabilities privacy of things posted 4
. . Presentation (SNSPCP)
online, cyber extortion)
(}ig;gsrlgs zretisc(iogzs General social safety skills
Fisher, 2014 USA af summer 21 p wi gl Quantitative  and Skills related to talking ~ Behavior Skills Training
camp disabilities) o strangers
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Table 1 Continued

Targeted Skills

Curriculum/
Intervention

Included
. Participant individuals
Author(s) Country Setting number with Methodology
disabilities
Hughes- Post- Not o
Roberts, 2015 u secondary 41 reported Quantitative
Jones et al., Elementary Not o
2023 USA School 1072 reported Quantitative
. Elementary
Liau et al., . Not o
2017 Singapore  School & 440 reported Quantitative
Home
School
w1th Yes, 8
Special .
needs unit participants
Marnewick et South f 19 with Qualitati
al., 2022 Africa . . ¢ disabilities ualitative
individuals
. and 11
with ID without
ages 10 to
20

General online safety
skills and privacy of things
posted online
General online safety
skills including phishing,
privacy of things posted
online, seeking help with
online interactions (e.g.
catfishing, digital
footprint, trolling,
password sharing)
General online safety
skills (e.g. attitude toward
offline meetings, online
disclosure, nasty
messages, watching porn
online, playing more than
3 hours, cyberbullying)

General online safety
skills (e.g. empowering to
use WhatsApp with
independence, easy and
accessible communication,
online etiquette,
responsible digital citizen)

Privacy Examiner

Be Internet Awesome
(BIA) program,
curriculum, and materials

1Z HERO exhibition and
Story Quest game from
the website

WhatsApp awareness
intervention programme
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Table 1 Continued

Included
. Participant individuals . Curriculum/
Author(s) Country Setting number with Methodology Targeted Skills Intervention
disabilities
General online safety
skills (e.g. dealing with
McGraw et al., Elementary Not o uncomfortable content,
2014 USA School 1379 reported Quantitative cyberbullying, strangers, Internet Safety and You
and providing personal
information online)
General online safety
Nicolaidou & Elementary Not skills (e.g. protection of
Venizelou, Cyprus  School (6™ 73 reported Quantitative personal data, avoiding “Be Smart When Online”
2020 grade) p cyberbullying, protection
from hackers)
Excluded General online safety G o (O
Roberto et al., USA Middle 425 participants  Quantitative nsé(tlng)r(lfug;g ss(;?;; Networking Safety
2014 School . Wl.ﬂjl. promotion and Promqtlon and '
disabilities . . Cyberbullying Prevention
cyberbullying prevention) .
presentation
General personal safety
In the Yes (Only and social safety skills
Spivey & community participants  Single Case (e.g. talking to strangers, Video Modeling and In
Mechling, USA & 3 with Desion providing personal Vivo training of safety
2016 university disabiliti £ information, and knowing skills
classrooms isabilities)

how to respond to
strangers)
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Table 1 Continued

Included
Author(s) Country Setting Participant lndIV}duals Methodology Targeted Skills Curriculum/ Intervention
number with
disabilities
General online safety skills
(e.g. cyberbullying
Tanrikulu et Istanbul High 16 Not Mixed sensibility personal Sensibility Development
al., 2015 School reported Methods information on social Program
network sites can be used
by others)
General online safety skills
and cyberbullying
Yurdakul & Middle Not Quantitative p reventlop skills (e.g, The Cyberbullying
Butun Turkey School 38 reported cyberbullying tendency, Awareness Proeram
Ayhan, 2022 p coping with cyberbullying, &

protection from
cyberbullying)
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Findings
Breadth of current research related to teaching personal safety skills for in person and online
interactions and skills being taught that promote personal and online safety

Out of the 24 articles selected in this scoping review, 21 of them discussed general online
safety skills. From this broad category, four themes emerged: cyberbullying, privacy of
information, social skills for safe online interactions, and responsible use of the internet. It is
important to note that most of the articles taught skills from multiple themes as many of these
skills seem to be related to each other. For example, understanding privacy and anonymity can
lead to responsible use of the internet, safer online interactions, and in turn help prevent
cyberbullying.

Cyberbullying prevention and awareness skills were the most common skills taught for
online safety. Cyberbullying related skills were taught in 16 out of the 21 articles that addressed
general online safety. Some of the skills addressed in this theme include understanding the
definition and consequences of cyberbullying, being a bystander, and the laws prohibiting
cyberbullying (Aizenkot & Kashy-Rosenbaum, 2021); coping and protection from cyberbullying
(Yurdakul & Butun Ayhan, 2022); and perceptions of anonymity in cyberbullying (Barlett,
2020). These articles seemed to addressed skills related to understanding cyberbullying from
different perspectives (bully, victim, or bystander), possible consequences of cyberbullying, but
mostly, skills that help prevent and address cyberbullying.

Privacy related skills were addressed in 8 out of 21 of the articles. Some of the skills
taught related this theme are understanding catfishing, trolling, digital footprint and
consequences of password sharing (Jones et al., 2023); privacy of things posted online and how

information can be used for cyber extortion (Damara & Omari, 2022); and protection of personal
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data from hackers (Nicolaidou & Venizelou, 2020). All of these skills seemed to focus on
teaching skills related to keeping private information out of the internet and understanding the
consequences of having your information online.

Social skills related to safe online interactions were discussed in 6 of the 21 articles.
Some of the skills taught were skills related to managing online conflict and online peer pressure
(Bickham et al., 2021); understanding social norms and perceived behavioral control (Aizenkot
& Kashy-Rosenbaum, 2018); and understanding when it might be important to seek help with
online interactions from a trusted adult (Jones et al., 2023). These skills were specific to
improving social skills for better and safer interactions online.

Finally, from the 21 articles discussing general online safety skills, 7 addressed skills for
responsible internet use such as digital citizenship and safe only behavior (Brandau et al., 2022);
watching porn online or playing for more than 3 hours (Liau et al., 2017); and social networking
safety (Roberto et al., 2014). The focus of these skills seemed to be understanding how to
responsibly use the internet, the type of content that can be found or shared online, and the time
spent online.

Out of the 24 articles, there were 4 articles that discussed in person-personal safety skills.
Some of the skills taught in these articles addressed talking to strangers (Brenick et al., 2014;
Bright et al., 2022; Fisher 2014; Spivey & Mechling, 2016), boundary setting and help seeking
(Brenick et al., 2014); and knowing how to respond when strangers request personal information
or invade personal space in public transportation (Spivey & Mechling, 2016). Although these
skills were specifically taught for in person interactions, the authors agree that these skills are

just as valuable to have safe online interactions.
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Does the current research include individuals with disabilities?

Regretfully, only a few of the articles reported having participants with disabilities as part
of their study population. Two of the articles were specific to participants with disabilities and
they were both focused on offline personal safety skills (Fisher 2014; Spivey & Mechling, 2016).
One study included participants with and without disabilities. This study was conducted by
Marnewick et al., (2022) and taught skills related to using WhatsApp to promote independence
and easy and accessible communication. Two of the articles mentioned excluding participants
with learning disabilities (Damara & Omari, 2022) and participants enrolled in special education
(Roberto et al., 2014). The other 19 articles reported age and gender of their participants but did
not report disability status. These results highlight the need for conducting research related to
online safety skills for individuals with disabilities.

Discussion

This scoping review sought to explore the existing literature around teaching personal
safety and online safety skills to individuals with and without disabilities. A large portion of the
articles that were excluded during the early stages of the scoping review focused on the
correlates and consequences associated with cyberbullying which is consistent with previously
explored trends in cyberbullying research (Smith, 2019). Some of the other articles discussed
stakeholder’s perceptions of online safety or addressed concerns related to time spent online. The
24 studies selected for this scoping review included interventions and specific learning
outcomes. This was important as the authors were hoping to determine the types of personal
safety and cyberbullying prevention skills that could be taught to postsecondary education

students with intellectual and developmental disabilities. Nonetheless, the limited number of
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articles that included interventions and measurable outcomes points at the lack of intervention
research to teach cyberbullying and personal safety skills.

It is essential to note that most of the studies selected for this review were conducted with
younger individuals from elementary and middle school students as part of school wide
interventions which is consistent with previous findings (Kowalski et al., 2016; Vandebosch,
2019; Zalaquett & Chatters, 2014). There were only a couple of articles that included high school
age students and 4 of the 21studies included adults; however, 3 of them were specific
interventions for adults with disabilities. These results point at the lack of research with older
students which is concerning when we consider that cyberbullying does not stop when students
age. Previous studies have found that college students with disabilities and without disabilities
have also reported being victims of cyberbullying (Kowalski et al., 2016; Zalaquett & Chatters,
2014). When discussing cyberbullying research Smith (2019) explains that although
cyberbullying research seems to have started in North America., it has increased more rapidly in
European countries. For this scoping review, 13 out of the 24 selected studies took place in
countries outside of the U.S. This generates questions surrounding the need for continued
cyberbullying prevention research in the U.S. Similarly, the overall findings of this scoping
review emphasize the need to expand cyberbullying research across different age groups and
different settings.

When it comes to online safety much of the research seems to be focused on exploring
how cyberbullying correlates to negative outcomes for the bullies, the victims and the
bystanders, which is consistent with overall cyberbullying research trends (Smith, 2019).
However, as mentioned before, only a small portion of the research focuses on teaching

cyberbullying prevention skills (Smith, 2019; Vandebosch, 2019). About two thirds of the
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articles selected in this scoping review are meant to teach participants how to deal with or
prevent cyberbullying. However, there is little focus on other aspects of online safety outside of
cyberbullying. Some of the articles in this scoping review discussed general online safety areas
related to privacy, safe online interactions, and responsible internet use; however, these areas
need continued exploration. There needs to be an increase in research to address risky online
behaviors and interactions that goes beyond cyberbullying because positive online interactions
can also involve risks and lead to negative outcomes.

This scoping review illustrates the lack of research on personal safety and online safety
for individuals with disabilities which is consistent with previous research (Kowalski & Toth,
2017; Martinez-Cao et al., 2021). In contrast, the existing research for this population discusses
their increased risk to online victimization and cyberbullying (Chadwick, 2019; Miltenberger &
Novotny, 2022; Spivey & Mechling, 2016). This shows a disconnect in the literature. On one
hand we understand that individuals with disabilities are more vulnerable to being victimized
online, yet we are not actively finding ways to teach the skills needed to prevent or deal with
victimization.

Limitations and future research

An important limitation of this scoping review is the variety of terms and keywords
encompassed when discussing online safety, personal safety, and cyberbullying. While
conducting the full text review and collecting and summarizing data from the selected articles,
the authors realized that different researchers from various fields use different terminology to
refer to online safety related skills which can make it difficult to be thorough when conducting
research (Schreiber & Cramer, 2024). This indicates the likelihood of missing key terms and

keywords during the initial search that should be included in future scoping or literature reviews
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related to these topics. The authors also realize the importance of consulting with experts in
related fields to discuss the keywords and terminology they use when discussing online safety to
find other relevant literature in the future.

Future research should explore interventions that lead to evidence-based practices for
teaching cyberbullying prevention, personal safety, and overall online safety skills for
individuals of different ages, backgrounds, and abilities. The initial article searches for this
scoping review yielded close to 4,000 articles, however, only 24 of those articles included an
intervention with some type of measurement of participant skills as a dependent variable.
Although it is important for us to explore and understand the consequences and correlates of
cyberbullying, it is just as important that we learn how to teach skills to prevent it or respond to
it.

Conclusion

There is a limited amount of research related to teaching online safety skills in the U.S. A
large portion of the existing research focuses on understanding the reasons for and consequences
of cyberbullying. However, as technology continues to advance and the options for online
communication continue to increase, it is important that we find evidence-based practices to
promote online safety skills. This is especially important for individuals with disabilities who are
often more vulnerable to victimization and not always included in the research (Chadwick, 2019;
Miltenberger & Novotny, 2022; Spivey & Mechling, 2016); especially when we consider that
individuals with disabilities might depend on technology for communication, access, and

independence.
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Chapter. 3 “They don’t see the red flags” Online Safety Behaviors of College Students with
Intellectual and Developmental Disabilities Attending Postsecondary Education Programs

Individuals with intellectual and developmental disabilities (IDD) have not always been
able to attend postsecondary education. This is often due to their inability to meet traditional
college entrance requirements such as college entrance exams (Betch et al., 2020). However, the
introduction of the Higher Education Opportunity Act (HEOA) of 2008 gave individuals with
IDD the opportunity to attend postsecondary education. The HEOA (2008) led to the creation of
Comprehensive Transition and Postsecondary Programs (CTP), which were defined as programs
for individuals with IDD at Institutions of Higher Education (IHE) where they would be enrolled
at least half-time, take traditional college courses and receive work-based training along their
peers without disabilities (HEOA, 2008; Lee & Will 2010).

Over two hundred new postsecondary education programs (PSE) for students with IDD
have been created in the past 14 years going from 138 in 2011, to 361 in 2025 (McEathron et al.,
2013; Think College, 2025). The increase in PSE programs makes it possible for more students
with IDD across the U.S. to access postsecondary education. However, the increased access can
represent new adversities. For many of students with IDD, attending college means living away
from home for the first time which comes with new social situations and challenges (May, 2023).
These challenges are further exacerbated by the difficulties that come with being a college
student such as taking higher rigor courses, practicing time management, and balancing school,
employment, and social life.

Technology use in IHEs

Numerous colleges and universities across the United States use learning management

systems (LMS) such as Canvas, D2L, or Blackboard to manage instruction (Bouchrika, 2025).

Students attending IHEs often complete and submit assignments online through the LMS,
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communicate with professors and peers via email, and use the internet as a tool for access,
information, and research. Similarly, many IHEs offer courses that are partially or completely
online. According to the National Center on Education Statistics (2023b), in fall of 2021, about
61% of all undergraduate students were enrolled in at least one distance education course. This is
important to consider for students with IDD attending PSE programs as the majority of these
programs are housed within institutions of higher education. Their exposure to online instruction
and online communication while attending these programs is almost inevitable.

Risks of Online Victimization for Individuals with IDD

There is limited research regarding technology or internet use for individuals with IDD.
However, the current literature suggests that individuals with IDD are at higher risk of
cyberbullying and victimization when compared to their nondisabled peers (Chadwick, 2019;
Miltenberger & Novotny, 2022; Spivey & Mechling, 2016). This is concerning when we
consider that cyberbullying victimization and perpetration often lead to a higher risk of mental
health concerns and negative outcomes (Jackson et al., 2025). More research should be
conducted to find evidence-based practices to help students with IDD be safe online and prevent
cyberbullying.

The National Center for Education Statistics (2023a) reported that in 2021, about 97% of
children between the ages of 3 and 18 had access to the internet at home. Despite the increase in
technological advances over the past decade, and the increased use of technological devices from
pre-k to higher education institutions, there is limited research on how to teach our students to be
safe online. The literature regarding cyberbullying has increased tremendously over the past 20
years (Smith, 2019). However, much of the existing literature focuses on predictors and

outcomes of involvement followed by prevalence rates and gender differences in cyberbullying
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(Smith, 2019). Only a small portion of the research focuses on interventions to teach personal
online safety skills and cyberbullying prevention skills is (Smith, 2019).
Purpose of the current study

This survey aimed to increase the literature regarding college students with IDD
attending postsecondary education programs and their online safety behaviors. More specifically,
we aim to learn the types of risky online behaviors that college students with IDD are engaging
in, the consequences they face, the perceptions of PSE program staff regarding online
victimization for this population of students, and how they are teaching their students to stay safe
online. The research questions were as follows:
Research questions:

1. Do students with intellectual and developmental disabilities attending postsecondary
education (PSE) programs engage in online behaviors that put their personal safety at risk
and how do programs address said behaviors?

2. Do postsecondary education program staff believe that teaching personal online safety
skills is important for their students?

3. Do staff at postsecondary education programs believe that students with IDD are more
likely to be victimized online?

4. Are PSE programs teaching personal online safety skills to college students with
intellectual and developmental disabilities and what instructional materials (i.e. modules,
lessons, or curricula) are they using?

Method
We created an electronic survey to explore the experiences and perceptions of PSE

program staff related to students’ risky online behaviors. The instrument included background
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information of participants and the PSE program (e.g., demographics, program characteristics
and requirements), as well as quantitative and qualitative data related to the online behaviors of
students with IDD attending these programs. Prior to beginning data collection, the Institutional
Review Board (IRB) for the host university approved the study.
Participants

Data for this research project was collected using the online survey tool Qualtrics. The
survey consisted of thirty-two items and focused on online safety of students with IDD attending
PSE programs. To be included in this study, participants needed to meet the following criteria:
(a) be the coordinator or staff member of an inclusive PSE program for individuals with IDD, (b)
work directly with students in the program and be familiar their online behaviors. Potential
participants were recruited based on a list of all program coordinators found on the Think
College’s College search tool as of January 2025. The survey respondents provided online
consent to participate in the study, as well as their email addresses for gift card distribution. The

first section of the survey consisted of participant characteristics which can be found on Table 1.

Table 1
Respondent Characteristics
Demographic Category *n %
Role in the post-secondary education program
Director 19 45.2
Assistant Director 5 11.9
Staff Member 1 2.4
Program Coordinator 11 26.2
Other (e.g. faculty, program manager) 6 14.3
Years employed in the current role
<1 year 3 7.1
1-5 years 23 54.8
6-9 years 13 31
10> years 3 7.1
*n=42

Program and Institution of Higher Education (IHE) Characteristics

34



The second section of the survey consisted of program characteristics such as length of
program existence, number of students served, and disability categories served. This section also
included questions regarding characteristics of the institutions of higher education where the
programs were housed such as the setting of the institution and residential options. For a

summary of IHE and program characteristics see Table 2.

Table 2
Institution of Higher Education and Postsecondary Education Program Characteristics
Demographic Category *n %
Setting of the Institution of Higher Education
Urban 19 45.2
Suburban 13 31
Rural 10 23.8
Length of Program’s Existence
<1 year 3 7.1
1-5 years 23 54.8
6-9 years 13 31
10< years 3 7.1
Approximate Number of Students Served Per Year
1-10 16 38.1
11-20 8 19
21-30 11 26.2
31-40 2 4.8
41-50 3 7.1
51 or more 2 4.8
**Disability Categories Served
Intellectual and Developmental Disability 41 97.6
Autism 29 69
Other (i.e. Multiple Disabilities, Other Health Impairment) 5 11.9
Students in the Program Live in University Housing
Yes 14 333
No 25 59.5
Other 3 7.1
***Residential Options for Students Living in University Housing
Inclusive on Campus 11 78.6
Specialized on Campus 3 21.4
Students in the Program Take Courses along with Traditionally Enrolled Students
Yes 38 90.5
No 3 7.1
Other (i.e. they can but have chosen not to) 1 2.4
Students in the Program Have Internships or Job Opportunities in Inclusive Settings
Yes 40 95.2
No 0 0
Other (i.e. yes but they have not started, both) 2 4.8

Notes. **Participants could select multiple response options; therefore, percentages may exceed 100%.

35



***For Residential Options for Students Living in University Housing, percentages were calculated based
on the fourteen programs who said their students lived in university housing.
*n=42

Technology Requirements and Encouraged Communication Methods
The third section of the survey included questions regarding program requirements
related to technology use, as well as expected forms of communication for students attending the

program. A summary of this information can be found on Table 3.

Table 3
Technology Use and Communication Methods for Students Enrolled in PSE Programs

Program Characteristics *n %

Electronic Device is Required for Program Participation
Yes 29 69
No 13 31

Electronic Device is Required for Participation in University Courses
Yes 26 62
No 16 38

**Type of Electronic Device Required
Cell phone 24 57.1
Laptop/Computer 24 57.1
Tablet 3 7.1
Other (i.e. any of the above or any device with keyboard) 4 9.5

**Purpose of Electronic Device Use
Academics 28 66.7
Online Meetings 26 62
Accessing School Email 29 69
Internship Related Tasks 20 47.6
Communication 27 64.3
Other (i.e. scheduling, campus engagement) 4 9.5

**How Students are Encouraged to Communicate with Program Staff,
Professors, or Internship Supervisors

Email 41 97.6
Text Message 27 64.3
Messaging App (e.g. GroupMe, WhatsApp, Equip) 18 42.9
Social Media (e.g. Facebook, Instagram, Snapchat) 3 7.1
Other (i.e. Canvas, Blackboard, On-call Phone) 7 16.7
**How Students are Encouraged to Communicate with Peers
Email 38 90.5
Text Message 37 88.1
Messaging App (e.g. GroupMe, WhatsApp, Equip) 29 69
Social Media (e.g. Facebook, Instagram, Snapchat) 24 57.1
Other (i.e. in person, none) 4 9.5

Note: **Participants could select multiple response options; therefore, percentages may exceed 100%.
*n=42

36



Survey Instrument Development

This survey was created by the main author based on her personal experiences working
with students with IDD attending a PSE program over the course of four years. The author
consulted with program staff, special educators, and other field experts who helped review and
finalize the items. After the survey instrument was created, it was sent to three experts in the
field for initial review and feedback. All three experts had experience as previous PSE program
coordinators working with students with IDD. Similarly, the survey was shown to two alumni
from the postsecondary education program. The researcher met with the alumni via Zoom and
discussed the different survey items. After feedback was received, changes were made based on
expert recommendations to increase content validity. Finally, the survey was sent to a researcher
with expertise in special education and assessment creation who provided feedback and
recommendations on the rating scales as well as the clarity of the survey items. These
recommendations were implemented by the researchers.
Procedures and Data Collection

We collected data for this study during a six-week period in spring of 2025. The survey
was originally distributed via Qualtrics, to all 355 postsecondary education programs across the
U.S. The email instructed a program director, coordinator, or program staff member who was
familiar with their students' online behaviors to complete the survey. The email included a
hyperlink to the Qualtrics survey to participate in the study. A $10 electronic Amazon gift card
was offered for the first 50 participants who completed the survey. In order to receive their gift
card, participants had to provide their email addresses. Participant emails were only used for

payment related purposes and were not connected to survey data.
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Data Analysis

This survey analyzed both quantitative data such as Likert-type questions, and qualitative
data based on open-ended questions.

Quantitative Analysis. Many of the quantitative items in the survey related to student behaviors
measured binary responses as students have either engaged in the behaviors (“yes)”, or they have
not (“no”). Due to the nature of the questions and our interest in knowing how many programs
have seen similar issues when it comes to online safety, we calculated the number and response
percentages using embedded analysis tools on Qualtrics.

To respond to the first part of Research Question 1 (students’ engagement in risky online
behaviors), respondents answered Likert type questions about their students’ online behaviors
related to sharing private personal information, financial information, or sending and receiving
unrequested sexually explicit messages or pictures. When respondents selected “Yes” to any of
the previous questions, a new question asked how they found out about the students’ risky
behaviors (e.g. from the student, from a parent or guardian, from a staff member), and what type
of online communication the student had used (e.g. email, social media, messaging app). For the
second part of Research Question 1, we asked an open-ended question asking participants how
their programs addressed students’ engagement on the unsafe behaviors.

To respond to Research Question 2 (PSE program staff beliefs around teaching online
safety) respondents answered Likert type questions about their perception on the importance of
personal online safety skills, students’ understanding of the consequences of sharing personal
information online, and whether PSE programs should teach personal online safety skills.

To respond to Research Question 3 (PSE program staff beliefs around online
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victimization for students with IDD) respondents answered Likert type questions regarding their
perception about the vulnerability of students with IDD to online victimization, as well as
whether targeting individuals with IDD online is a form of cyberbullying. When respondents
answered “Yes” to the question regarding the increased vulnerability of students with IDD to
online victimization, an open-ended question asked their perception of what causes the increased
vulnerability.

Finally, to respond to Research Question 4 (are PSE programs teaching personal online
safety), respondents answered a Likert type question about whether their program teaches
personal online safety skills as well as an open-ended question about the curriculum, modules,
handouts, and lessons they use).

Qualitative Analysis. To analyze qualitative responses, we utilized a combination of coding
reliability and codebook thematic analysis as described by Braun & Clarke (2022; 2023). These
thematic analysis approaches were used as they are based on a (post)positivism framework that
promotes objectivity and increases reliability while decreasing researcher bias (Braun & Clarke,
2022; Braun & Clarke 2023). Coding reliability and codebook thematic analysis often involve
the creation of a codebook with themes that reflect data collection questions; the data is coded
independently by multiple coders, agreement is calculated, and disagreements discussed to reach
consensus (Braun & Clarke, 2022; Braun & Clarke 2023).

The survey included three open-ended questions that were tied to Research Questions 1,
3, and 4. The focus of the three questions were to understand the short and long term
consequences that students face when they engage in risky online behaviors, the reasons why
program directors and staff believe these students are more likely to be vulnerable to online

victimization, and the tools for online safety instruction used by the PSE programs.
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Two researchers with expertise in special education and qualitative research experience
conducted the qualitative analysis for the three open-ended questions described above. The
collaboration aimed to increase the transparency of the data analysis (Trainor & Graue, 2014).
They began by downloading the responses from Qualtrics into a Microsoft Excel spreadsheet.
They reviewed the data independently and based on this data created a list of codes following
inductive coding (Braun & Clarke, 2022). The codes were compared, and a final version of the
codebook was created. This process was repeated for all three open-ended responses. The
researchers used the codebook and reviewed responses line by line. First independently, and then
collaboratively. Researcher agreement was calculated by comparing the researchers’ codebooks
and counting the number of times each code appeared in the responses. Disagreements were
discussed to reach consensus. Finally, codes were organized into themes based on similarities.

Research question 1 discussed how programs address student engagement in risky online
behaviors. This research question included short- and long-term consequences that students face
when they engage in risky online behaviors which resulted in two overall themes and seven
subthemes. Research question 3 which discussed why postsecondary education program staff
believe that students with IDD are more likely to be victimized online resulted in six overall
themes, and the tools for online safety instruction used by the PSE programs were categorized
into three overall themes.

Results

Out of the 355 emailed surveys, participants representing 46 out of the 355 programs

completed the survey. The percentage completion was set at 70%. A total of 41 participants

completed 100% of the survey, and 1 participant completed 74% of the survey. The results of the
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survey are based on those 42 surveys completed. All 42 participants received a $10 electronic
gift card four to six weeks after completing the survey.

Respondents for the survey were mostly program directors (45.2%) and program
coordinators (26.2%). The majority of the programs represented in this study serve students with
intellectual and developmental disabilities (97.6%), allow those students to take courses along
with traditionally enrolled students (90.5%), and provide them with inclusive internship and job
opportunities (100%).

More than half of the respondents (69%) said their students are required to use electronic
devices for program participation and many of them (62%) also expressed that students are
required to use electronic devices to participate in university courses. Respondents said their
programs typically required cellphones (57.1%) or computers (57.1%).

PSE programs seemed to encourage students to use technology for various reasons
including academics (66.7%), online meetings (62%), accessing school email (69%), internship
related tasks (47.6%), communication (64.3%) and other purposes such as scheduling or campus
engagement (9.5%). When it comes to online communication, the majority of respondents said
their students were encouraged to communicate with program staff, professors, or internship
supervisors via email (97.6%), text messages (64.3%), or messaging app such as GroupMe, or
Equip (42.9%). In contrast, respondents mentioned that their students were encouraged to
communicate with peers via email (90.5%), text messages (88.1%), messaging app such as

GroupMe, or Equip (69%), and social media (57.1%).
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Research Question 1: Do students with intellectual and developmental disabilities attending
postsecondary education (PSE) programs engage in online behaviors that put their personal

safety at risk and how do programs address said behaviors?

Quantitative results. Table 4 provides a summary of the quantitative responses regarding risky
online behaviors that students are engaging in while attending PSE programs. Many respondents
shared that their students have shared their personal private information (45.2%) or financial
information online (31%) and sent or received sexually explicit pictures or messages (31%).
Most of these risky behaviors happened through text messages (31%), or social media (33.3%).
The majority of times, the respondent found out about the student behavior through the students’

parent or guardian (33.3%), the student who engaged on the behavior (28.6%), or a staff member

(28.6%).
Table 4
Student engagement in risky online behaviors
Type of risky online behavior students have engaged in *n %
Students have shared private personal information online (e.g. full legal name, date
. . . 19 45.2
of birth, social security number)
Full Legal Name 19 45.2
Date of birth 17 40.5
Social Security Number 3 7.1
Home Adress 18 429
Location or Campus Address 17 40.5
Students have shared their financial information or fallen for a financial scam 13 31
online.
Shared Credit or Debit Card Information 10 23.8
Shared Bank Account Number 5 11.9
Sent Money Online Thinking They Were Making Purchase 8 19
Sent Money to a Stranger Online Who Requested It 10 23.8
Students have sent or received unrequested sexually explicit messages or pictures 13 31
Sent Nudes or Sexually Explicit Images 8 19
Received Nudes or Sexually Explicit Images 7 16.7
Sent Sexually Explicit Messages 9 21.4
Received Sexually Explicit Messages 9 21.4
Type of online communication students used to share personal private information
Email 7 16.7
Text Message 13 31
Messaging App (e.g. GroupMe, Equip) 5 11.9
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Social Media (e.g. Facebook, Instagram, Snapchat) 14 333
How did the respondent find out about student’s risky behavior?

From the Student Engaging in the Risky Online Behavior 12 28.6
From the Student’s Parent or guardian 14 333
From Another Student 10 23.8
From a Staff Member 12 28.6

Note. Participants could select multiple response options; therefore, percentages may exceed 100%.
*n=42

Qualitative results. Two main themes emerged from Research Question 1 related to how
programs address students’ risky online behaviors: Negative Consequences and Corrective
Feedback and Support. Table 5 includes a summary of the themes, subthemes, and number of
times they were mentioned throughout the responses. The majority of respondents mentioned
that when students engaged in risky online behaviors, they allowed natural consequences to
occur and that it often resulted in restrictions in technology for family members. Fewer
respondents mentioned that they gave students verbal reprimands or provided educational
opportunities.

Table 5

Qualitative codes and themes of PSE program responses to students’ risky online behaviors

Number of times theme was
Codes and Themes mentioned throughout
participant’s responses

Negative Consequences

Financial Loss 11
Restrictions on Technology 17
Natural Consequences (i.e. loss of privileges, student

conduct or law enforcement involvement, suspension or 26

removal from program)
Loss of Dignity (i.e. hurt reputation, loss of trust from
peers, received bullying or harassment)

Corrective Feedback and Support
Educational Opportunity Provided 6
Preventative Measures (i.e. safety plan, help blocking
individuals or making reports)
Verbal Reprimands (i.e. conversations with program
director, teachers, staff, or parents)
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Research Question 2: Do PSE program staff believe that teaching personal online safety skills

is important for their students?

Quantitative Results. Table 6 provides a summary of the quantitative responses regarding PSE
program staff perceptions on the importance of personal online safety skills, students’
understanding of the consequences of sharing personal information online, and whether PSE
programs should teach personal online safety skills. The majority of respondents agreed that
having personal online safety skills is important for students attending PSE programs (95.2%)
and that these students should understand the risks and consequences of sharing personal
information online (95.2%). However, only 78.6% of respondents believe that PSE programs
should teach students personal online safety as part of their curriculum.

Table 6

PSE program staff perceptions on the importance of teaching personal online safety skills to students with
IDD

PSE program staff perceptions *n %

Personal online safety skills are important for students attending PSE programs. 40 95.2

Students in PSE programs should understand the risks and consequences of 40 95.2

sharing personal information online

PSE programs should teach personal online safety as part of their curriculum. 33 78.6
*n=42

Research Question 3: Do PSE program staff believe that students with IDD are more likely to

be victimized online?

Quantitative results. Table 7 summarizes respondent’s quantitative responses to their
perceptions regarding students with IDD increased vulnerability to online victimization and
whether targeting individuals with IDD online is a form of cyberbullying. Most of the

respondents agreed that students with IDD are more vulnerable to online victimization (90.5%)
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and many of them also considered that targeting students with IDD online is a form of

cyberbullying (88.1%).

Table 7

PSE program staff perceptions of vulnerability to online victimization for students with IDD
PSE program staff perceptions *n %
Students with intellectual or developmental disabilities are more 33 90 5

vulnerable to online victimization.
Targeting individuals with intellectual or developmental disabilities
online is a form of cyberbullying.

*n=42

37 88.1

Qualitative results. Four main themes emerged from research question 3 regarding program staff
perceptions on students with IDD increased vulnerability to online victimization: Infantilization,
Need for Acceptance and Belonging, Lack of Self-Determination Skills, and Lack of Education
or Knowledge. Table 8 summarizes the themes, subthemes, and number of times they were
mentioned throughout the responses. One of the most mentioned themes was lack of awareness,
judgement, and understanding. The second most mentioned theme was being too trusting, and
the third most mentioned theme was the need for acceptance and belonging.

Table 8
Qualitative codes and themes of PSE program perceptions of increased vulnerability of students with
IDD for online victimization

Number of times theme
Codes and Themes was mentioned throughout
participant’s responses

Infantilization (i.e. students with IDD are infantilized, college represents 6
first opportunity to explore and first exposure to freedom)
Lack of awareness, judgement, or understanding 19
Trusting (naive & gullible) 15
Need for acceptance and Belonging (i.e. relationship seeking) 14
Lack of Self-Determination Skills 8
Lack of Education and knowledge (i.e. lack of experience and training) 10

45



Research Question 4: Are PSE programs teaching personal online safety skills to college
students with intellectual and developmental disabilities and what instructional materials (i.e.

modules, lessons, or curricula) are they using?

Quantitative results. Table 9 provides a summary of the quantitative responses related to PSE
programs teaching personal online safety skills to students with IDD. A little over half of
respondents mentioned that students in their program receive instruction on personal online
safety as part of the program curricula (57.1%). Some programs only teach personal safety on a
case-by-case basis (16.7%) or only provide online safety training from the institution of higher
education (14.3). A couple of the respondents said their program does not provide instruction on
personal online safety (4.8%).

Table 9

PSE programs’ instructional practices regarding personal online safety
PSE programs instructional practices *n %
All students in our program receive instruction on personal online safety a

. 24 57.1

part of the program curricula.
Personal online safety is only taught in a case-by-case basis. 7 16.7
Students in our program do not receive instruction on personal online ) 48
safety. .
Students in our program receive online safety training from the institution

. . 6 14.3
of higher education.
Other (i.e. developing curricula, finding trainings/learning resources from 5 48

the university)
*n=42

Qualitative results. Three main themes emerged for research question 4 related to what programs
use to provide instruction on personal online safety: Specific Curricula, Available Existing
Materials, Home-Made Curricula. Table 10 lists the different themes and subthemes as well as
how many times they were mentioned by respondents. The types of instructional materials used
by programs was evenly spread out between the three different categories. While some programs

used specific curricula, other programs searched for available materials such as videos and
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handouts. Finally, some programs preferred making their own curricula or materials to teach
personal online safety to their students.

Table 10

Instructional materials PSE programs use to teach personal online safety

Number of times theme

Codes and Themes was mentioned by
respondent

Specific curricula (i.e. Common-Sense Education, Learn for 10

Independence, Responsible Digital Citizenship, Re Media Publications)

Available Existing Materials (i.e. modules, YouTube videos, handouts) 11

Home-Made Curricula (i.e. self-made curriculum, guest speakers, role

play activities and scenarios, one-on-one instruction as needed, taught as 12

part of course)

Discussion

This study utilized survey research to learn about the risky online behaviors of students
with IDD attending PSE programs and what programs are doing to address or prevent those
behaviors. Survey results highlighted how common it is for students with IDD to be required to
use technology while in college. Close to seventy percent of the participants said that their PSE
program required students with IDD to use technological devices as part of program
requirements or to participate in university courses. This is not surprising when we consider that
over 60% of undergraduate students were enrolled in at least one online course in 2021
(According to the National Center on Education Statistics, 2023b). Conversely, approximately
half of the respondents shared that students in their program had engaged in different types of
risky online behaviors such as sharing their personal private information online, falling for online
financial scams, and sending or receiving sexually explicit pictures and messages. Seeing that
many PSE programs require their students with IDD to use technology, more needs to be done to
help teach those students personal online safety skills and prevent the risky behaviors from

occurring.
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As one could expect, most of the consequences related to student engagement in risky
online behaviors had a negative connotation to it. Whether it was financial loss, technology
restrictions, a reprimand, or getting suspended from the program. Many of the respondents
mentioned that students’ risky behaviors often result in technology restrictions from their parents
or caregivers. This type of consequence is common for individuals with IDD as caregivers often
perceive them as needing protection or safeguarding (Chadwick, 2019; Chadwick, 2022).
Similarly, recent studies have focused on parental restrictions for individuals with disabilities, as
it relates to online communication for relationship seeking (Santinele Martino, et al., 2025;
Santinele Martino & Kinitz, 2022). Although technology restrictions can help prevent future
incidents, this approach does little to teach students with IDD the importance of being safe online
and hinders their dignity of risk. Dignity of risk refers to the right of individuals with intellectual
and developmental disabilities to take risky decisions and make mistakes that lead to learning
opportunities and growth (Bumble et al., 2021; Perske, 1972). Individuals with IDD have the
same rights to have experiences and make mistakes as their nondisabled peers. Just like we
would not restrict technology or internet use of other adults around us, we should avoid
implementing these restrictions for individuals with IDD and provide education and guidance
instead.

In contrast, many respondents reported that their program focused on allowing natural
consequences to occur. Natural consequences promote dignity of risk. Historically, individuals
with intellectual and developmental disabilities have caregivers and service providers who make
decisions for them rather than promoting their autonomy (Bannerman et al., 1990; Perske, 1972).
By allowing our students with IDD to face the natural consequences of their risky online

behaviors, we are helping them learn the negative impact of their actions, even when it results in

48



them being removed from the program. Sadly, only a few respondents mentioned that they used
students’ risky behaviors as an educational opportunity or an opportunity for mentoring students
to help prevent future incidents. Teaching students how to be safe online and why their actions
had the corresponding consequences is essential to promoting safety and autonomy (Bannerman
et al., 1990; Perske, 1972).

Most of the respondents agreed that students with IDD are more vulnerable to online
victimization and that targeting these students is a form of cyberbullying. These findings are
similar to those found in previous research suggesting that individuals without disabilities
perceive that individuals with IDD have a higher risk for sharing too much personal information,
falling for marketing scams, or being bullied or harassed online (Chadwick et al., 2017). When
asked to explain why they believed these students have an increased vulnerability to online
victimization, respondents focused on four main themes: infantilization of individuals with
disabilities, their lack of self-determination skills, lack of awareness or understanding, and lack
of education and knowledge. When talking about students with IDD being too trusting one
participant said, “they don’t see the red flags”.

One way to address this increased vulnerability is through promoting self-determination
skills. Research has shown that self-determination is a predictor of postsecondary success for
individuals with disabilities (Mazzotti et al., 2021; Test et al., 2009). Students with disabilities
who show self-determination are more likely to go to college, complete their college programs,
and have paid employment after high school (Mazzotti et al., 2021; Zhang et al., 2023). Self-
determination is not a single behavior, but rather a set of skills such as self-advocacy, self-
awareness, problem-solving, goal setting and attainment, choice making, self-efficacy and locus

of control (Wehmeyer et al., 1996). A study by Griffin et al., (2019) discussed how individuals
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with intellectual and developmental disabilities utilize self-advocacy, problem solving, choice
and decision making, goal setting and attainment, and self-regulation to respond to bullying.
Similarly, these skills can be used for online interactions. Self-advocacy skills can help students
speak up to their cyberbullies or let someone know they are being victimized. This is important
because students with and without disabilities who have experienced cyberbullying victimization
are often unwilling to report it (Kowalski & Toth, 2017). Students can use problem solving and
decision-making skills when being cyberbullied by analyzing the situation, understanding their
options, and deciding how to respond. On the other hand, self-efficacy skills and locus of control
can help students realize they can choose how to respond to being cyberbullied and make things
better. Finally, self-awareness can help students decide how they want to interact with others
online, and how much they want to share about themselves. Overall, self-determination skills can
help improve online social safety behaviors. Through promoting self-determined behavior in
postsecondary education settings, we can stop infantilizing individuals with intellectual and
developmental disabilities and doubting their ability to understand risks and learn from their
actions. We can focus on teaching students how to identify the red flags and what to do with
them.

Finally, more than half of the respondents mentioned that their program provided
instruction on personal online safety for their students. However, the types of materials, lessons,
and formats varied. Some programs used structured curricula, others found existing materials and
incorporated them into courses, and the rest created their own lessons. These results are
consistent with previous research which emphasizes that the lack of guidance often leaves the
responsibility to individual teachers to figure out how to promote cyber safety among their

students (Fredrick et al., 2022). There is a need for guidance and uniformity. A study by Jones et
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al., (2023) evaluated the use of a digital citizenship curriculum Be Internet Awesome, created by
Google, Inc. to promote online safety skills among kids in grades 3-12. Their study demonstrated
that this curriculum was an effective way to promote digital citizenship skills such as increased
knowledge of digital citizenship, and self-efficacy to handle online problems (Jones et al., 2023).
However, like much of the existing research surrounding online safety or cyberbullying
prevention, their study targeted young students as part of school wide interventions, and did not
mention if participants had disabilities (Kowalski et al., 2016; Smith, 2019; Vandebosch, 2019;
Zalaquett & Chatters, 2014). This is an issue. Expanding the research on effective practices for
teaching online safety and digital citizenship across a variety of students of all ages, abilities, and
backgrounds, can help inform guidelines and best practices in all educational settings.
Limitations

Limitations of the study must be considered when interpreting the survey findings. The
first limitation was the lack of existing research regarding online safety for college students with
IDD attending postsecondary education programs. Due to dearth of research, the authors created
survey items based on risky online behaviors that their own students had engaged in. However, it
is possible that they missed other important behaviors that staff at other PSE programs have
experienced. Another limitation was the low number of participants. Only 42 out of the 355
programs responded to the survey (11.8%). This is much lower than the recommended 50%
response rate recommended for surveys at the individual level (Baruch & Holtmon, 2009).
Having a larger number of participants can provide a more accurate representation of students’
online behavior.

Another limitation related to online safety is the like of online safety standards or

guidelines in postsecondary education. Most of the program staff expressed that they search for
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existing materials online or create their own due to the lack of guidance in this area. This is also
seen in K through 12 settings where teachers are often tasked with creating their own materials
related to cybersafety (Fredrick et al., 2022). With over 91% of children ages 3-18 having
internet access (National Center for Education Statistics, 2023a) and the increased use of
technology in postsecondary education settings, there is a need to create guidelines for online
safety and resources for students across grade levels.
Implications for Practice

Postsecondary education programs should provide instruction on personal online safety
skills to their students with IDD. Whether through the use of existing curricula, premade videos
or handouts, or the creation of their own lessons, teaching students to be safe online should be a
priority, especially when the PSE program requires that students use technological devices.

PSE program staff can also focus on teaching self-determination skills. Research has
identified self-determination as a predictor of postsecondary success for individuals with
disabilities (Rowe et al., 2020). Some examples of self-determination skills that can aid students
in making informed and safe decisions while navigating online interactions include problem
solving, decision making, and self-advocacy. Finally, PSE program staff should avoid
infantilizing students with IDD and promote their autonomy through dignity of risk (Bumble et
al., 2021; Perske, 1972).
Implications for Future Research

More research is needed to explore the online behaviors of college students with IDD
attending postsecondary education programs. Students’ perceptions and experiences should be
explored to better understand their decision-making process and the circumstances around their

risky online behaviors. Similarly, there is a need for exploring effective instructional practices
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for teaching personal online safety skills. By growing the literature, we can better inform our
practices. Future research should also explore evidence-based practices that promote personal
online safety and decrease risky online behaviors. This research could help inform the creation of
safety guidelines for personal online safety for students across grade levels.
Conclusion

There is a need for personal online safety instruction in postsecondary education
programs for students with intellectual and developmental disabilities. Most students have access
to the internet and technological devices but not all of them receive education on how to use it
safely and responsibly. Providing instruction in online safety is especially important when the
postsecondary education programs require students to use technology to communicate and
participate in the programs. This is an area that needs research and improved practices that lead
to better student understanding.
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Chapter 4. A Multiple Probe Design Across Participants to Teach Personal Online Safety

Skills to College Students with Intellectual and Developmental Disabilities

Using technological devices has become part of our daily routines. From a sample of
5,733 adults in the U.S., 97% of them reported owning a cellphone and 9 out 10 owned a smart
phone which gives them internet access (Pew Research Center, 2024). The National Center for
Education Statistics (2023) reported similar findings indicating that in 2021, 97% of children
between the ages of 3 and 18 had internet access at home. The easy access to the internet also
gives individuals of all ages and abilities the opportunity to communicate with others online.
Technology Use for Individuals with Disabilities

When it comes to individuals with disabilities, technology can play an important role in
their autonomy. The improvements in technology along with the passing of the Assistive
Technology Act (2004) has ensured that many individuals with disabilities have the opportunity
to own assistive technology that helps with their functional capabilities such as mobility, self-
care, accessibility, and communication. Similarly, technology use is a predictor of postsecondary
employment for individuals with disabilities (Mazzotti et al., 2021). However, the easy access to
technology combined with their decreased social skills can put individuals with disabilities at a
higher risk for being cyberbullied (Elridge et al., 2021; Kowalski et al., 2016). Research suggests
that that the risk of being cyberbullied is even higher when the students have intellectual or
developmental disabilities (IDD) that are more noticeable to others (Kowalski & Toth, 2017;
Kowalski et al., 2016).

Cyberbullying is the intentional harm or bullying repeated over time that occurs through
a technological device (i.e. cell phones and computers) rather than face to face (Hinduja &

Patchin, 2023; Kowalski et al., 2016). Research indicates that the rate of cyberbullying
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prevalence in the U.S. is on the rise (Kennedy, 2019). This is concerning as cyberbullying has
been correlated to negative mental health outcomes such as anxiety, depression, and suicidal
ideation (Clements et al., 2024; Kowalski & Toth, 2017; Kowalski et al., 2016). Most of the
existing research in cyberbullying has been focused on general education students in middle and
high school settings (Kowalski et al., 2016; Zalaquett & Chatters, 2014). However,
cyberbullying is also present in college settings. College students with and without disabilities
have also reported being victims of cyberbullying (Kowalski et al., 2016; Zalaquett & Chatters,
2014).
Postsecondary Education Programs for Students with IDD

The Higher Education Opportunity Act of 2008 encouraged the creation of Postsecondary
Education programs (PSE) that would allow individuals with intellectual disabilities to attend
higher education and receive federal financial assistance. This led to an increase in the number of
IPSE programs across the U.S. In the last fourteen years, the number of inclusive postsecondary
education programs went from 138 in 2011 (McEathron et al., 2013), to 361 in 2025 (Think
College, 2025). Although each program has different requirements and opportunities, they all
give students with intellectual disabilities the ability to attend college courses and work-based
training alongside traditionally enrolled peers. However, for many of these students, going to
college represents the first time being away from home which can present new social situations
and challenges (May, 2023). On the other hand, many colleges and universities require students
to complete, attend, or submit coursework through online platforms. Students are also
encouraged to stay connected with their peers through technology. The exposure to new social
situations combined with the expectation of technology use in college can put these students at

risk for cyberbullying victimization (Kowalski et al., 2016). Teaching students in PSE programs
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skills related to personal health, sexuality, and healthy relationships can ensure that they have a
safer college experience (May, 2023). It is important for PSE programs to teach social safety
skills as part of their curriculum to help students learn how to respond to new social situations
while living on campus. This should include online social safety instruction.

Social Safety Skills for Individuals with Disabilities and Behavior Skills Training

When it comes to social safety, individuals with intellectual and developmental
disabilities are more likely to be victimized than individuals without disabilities (Miltenberger &
Novotny, 2022; Spivey & Mechling, 2016). Yet, most of the research on the safety of individuals
with intellectual and developmental disabilities focuses on social safety issues such as abduction
and sexual abuse prevention, or physical safety issues such as poison prevention and firearm
safety skills (Miltenberger & Novotny, 2022). There is a dearth of research regarding personal
social safety skills to help individuals with intellectual and developmental disabilities have safe
social interactions. This is an area of research that needs to improve. Similarly, with the increase
of technology use, there is a need to teach individuals with intellectual and developmental
disabilities online social safety skills. Increasing the personal safety and online social safety
skills of individuals with disabilities can lead them to have improved social interactions while
staying safe in person and online.

Behavior Skills Training (BST) is an evidence-based method that has been used to
effectively teach safety skills to individuals with disabilities (Miltenberger & Novotny, 2022).
BST can be used in teaching safety skills by providing instruction and modeling the target safety
behavior during a scenario-based role play and allowing the learner to practice the skill and
providing immediate feedback (Miltenberger & Novotny, 2022). If the learner responds correctly

to the safety scenario, their response is reinforced with praise but if they respond incorrectly,
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they receive corrective feedback and a new opportunity to practice the safety skill (Miltenberger
& Novotny, 2022). Using BST to teach online social safety skills to individuals with disabilities
can be an effective way to practice appropriate responses of different online safety scenarios
without harming the students.
Study purpose and research questions

Despite easy access to the internet and the increase in PSE programs across the country,
there is a lack of research on the personal online safety skills of students with intellectual and
developmental disabilities who attend these programs and are often expected to use technology
as part of their college education; all while navigating new social situations. The purpose of this
study is to evaluate the functional relation between an online personal safety skills intervention
and the increase in appropriate personal online safety skills of adult college students with
intellectual and developmental disabilities attending a PSE program in a university campus
setting. The online personal safety skills intervention follows the BST method.
Research Questions
The following research questions will be addressed:

4. TIs there a functional relation between a personal online safety skills intervention and the
decrease in inappropriate personal online safety behaviors for college students with
intellectual and developmental disabilities enrolled in a PSE program?

5. Do the participating students believe that learning personal online safety skills is
important for their personal safety and overall college experience?

6. Does the PSE program director and staff believe that teaching personal online safety

skills to students in the program is important for a safe college experience?
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Method
Participants

Recruitment occurred after receiving IRB approval from the University where the study
took place. Participants for this study were seven college students with intellectual and
developmental disabilities who attend a four-year postsecondary education program in a large
public university and are between the ages of 18 and 24. Students enrolled in this program
complete classwork using Canvas on their personal computers. Students are expected to
communicate with professors, program staff, and internship supervisors via email. However,
they also receive program related information and communicate with other students in the
program by texting or using apps on their phone such as GroupMe and Equip.

Recruitment took place during one of the program-specific courses that all students
enrolled in the program attend. All students in the program were invited to participate in the
study. Initially, eight students expressed interest in participating in the study and signed consent
forms. However, one of the students withdrew from the study during baseline collection and their
data have been omitted from the study. After providing their consent forms, participants
completed a short questionnaire with items related to demographics, phone number, technology
use, and their personal experience with risky online interactions. To be part of the study,
participants needed to meet the following inclusion criteria: (a) be identified with an intellectual
and developmental disability, (b) be enrolled in a postsecondary education program, (c) use
technology to communicate via texting, messaging app, or social media. All seven participants
have a documented intellectual and developmental disability that qualifies them to be part of the
postsecondary education program. However, the participant descriptions below include their

disclosed disability during the study.
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Coby is a 24-year-old White male student who reports having an autism diagnosis. Coby
explained that he prefers to communicate with people via text message or social media and
spends about 3 to 4 hours a day talking to people online. Coby reported not knowing if he has
fallen for an online scam and that he feels he knows how to be safe online.

Lila is a 19-year-old White female student who reports having dyslexia. Lila explained
that she prefers to communicate with people via text message or social media and spends 5 or
more hours a day talking to people online. Lila reported she has never fallen for an online scam
and that she feels she knows how to be safe online.

Austin is a 24-year-old White male student who reports having an autism diagnosis.
Austin explained that he prefers to communicate with people via text messages, phone or video
calls, GroupMe, or social media and spends 1 to 2 hours per day talking to people online. Austin
reported having fallen victim to a financial scam on social media and losing $500. He also
reported that he feels he knows how to be safe online.

Isabella is 21-year-old Latina female student who reports having Dandy Walker
Syndrome. Isabella explained that she prefers to communicate with people via text messages,
phone calls, GroupMe, social media, or email and spends 5 or more hours a day talking to people
online. Isabella reported never having fallen for an online scam and that she feels she knows how
to be safe online.

Xander is a 20-year-old Latino male who reports having "bumpy speech” (speech
impairment). Xander explained that he prefers to communicate with people via text messages,
phone calls, or video calls, and spends 3 to 4 hours a day talking to people online. Xander

reported never having fallen for an online scam and that he feels he knows how to be safe online.
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Olivia is a 22-year-old Black female who reports having Down Syndrome. Olivia
explained that she prefers to communicate with people via video call and spends 5 hours or more
per day talking to people online. Olivia reported having never fallen for an online scam and that
she feels like she knows how to be safe online.

Julian is a 23-year-old Multiracial student (Black, White) who reports having Down
Syndrome. Julian explained that he prefers to communicate with people via text messages, phone
calls, GroupMe, or social media and spends less than 1 hour per day talking to people online.
Julian reported never having fallen for an online scam and that he is not sure if he knows how to
be safe online.

Settings
Text messaging

This study took place in a large university campus in the southwestern region of the
United States where participants attend a postsecondary education program. Most participating
students live on campus in university housing. Isabella lives at home this semester and drives to
campus for classes and program related activities. The largest part of the study was conducted
virtually as students received approximately 6 weekly text messages from the researcher
requesting some type of personal information from low or medium privacy categories (see
Appendix II). Text messages were sent at random days and times during the week.
Training/Intervention Setting

Students were randomly assigned to three groups, and all students from each group
completed the same intervention phases. The intervention consisted of receiving 5 to 7 weekly
text messages from the researcher that requested some type of personal information. The text

messages could come from the researcher (someone students are familiar with) or from an
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unknown phone number (stranger). After baseline data were collected, students in each group
met with the researcher to receive the online safety intervention in a staggered sequence. The
intervention was a PowerPoint training session created by the researcher. The training session
was based on Behavior Skills Training and included scenarios, modeling, practice, and
immediate feedback for students. Each group training session lasted approximately 45 minutes.
The training took place in a classroom at the University where the students attend. During the
intervention, a second researcher was present to measure fidelity of implementation. The second
researcher was present for the entire training session for all three intervention groups.
Materials

Materials for this study include a 30-45-minute BST PowerPoint training session created
by the researcher based on different online safety programs and reviewed by postsecondary
education program staff and special educators. The researcher’s cellphone to send text messages
to students requesting personal information. The Google Voice app was used by the researcher to
send students text messages from a fixed number without having to share her personal number
with participants. The Burner app was used by the researcher to send text messages to students
from an unknown number requesting personal information. This app was chosen by the
researcher because it allowed her to switch her phone number after each intervention group. This
was important because one of the appropriate behaviors that students were taught was to block
the number which would not have allowed students to receive messages if the unknown number
had been blocked. A treatment fidelity checklist helped the researcher ensure they were covering
all the steps of the intervention. A short demographic survey that included questions for

participants related to the types of social media, messaging apps, and online communication they
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use. Finally, materials included a social validity survey for students and another one for program
staff.
Measures

The independent variable for this study was a 30—45-minute online safety behavior skills
training intervention to teach students the different levels of private information, examples of
when it is appropriate or not to share the information in each privacy level, and three appropriate
ways to respond to people when they ask for personal private information online. The personal
information covered in each privacy level was divided into three overall themes: private personal
information (e.g. social security number, date of birth, home address), financial information (e.g.
sending money online, sharing bank, credit or debit card info), and bodily autonomy (e.g. sharing
or requesting nudes). The training materials were presented in a Power Point presentation
session.

The dependent variable for the study was the response participants provided to the text
message. A response that consisted in asking questions, saying no, or ignoring (not responding)
the text message was coded as 0 and indicated a desirable response. A response that consisted in
sharing low personal private information in the text message was coded as 1 and indicated an
undesirable response. A response that consisted of sharing medium privacy information in the
text message was coded as 2 and indicated an undesirable response.

The text messages could come from a stranger phone number or from a person
participants were familiar with.

Procedures
Institutional Review Board approval for this study was obtained from the university

where the PSE program is located prior to participant recruitment. The program director and staff
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received a description of the study. They were also asked to provide examples of risky online
behaviors that the students had engaged in, or cyberbullying victimization the students had
experienced. The researcher made sure to include input from the program director and staff as
well as a couple of program alumni with intellectual and developmental disabilities to create the
training. Once the questions were finalized, they were reviewed by a group of important
stakeholders (program staff, experts on the field, and program alumni) to increase the content
validity of the training. The researcher shared the questions and requested feedback from
program staff and field experts. The researcher also met with two program alumni via Zoom to
go over the questions and made corrections and additions based on their feedback.

Prior to data collection, all students in the PSE program were invited to participate in the
study. During recruitment, the researcher explained to students that as part of the intervention
they would answer a demographics questionnaire, receive 5 to 7 text messages per week from the
researcher or unknown numbers, do a training on online safety, and finally respond to a social
validity survey. The researcher answered questions about participation and reminded students
that involvement in the study would not affect their grades or program participation in any way,
and that they could leave the study at any time and for any reason. Students who participated in
the study received a $25 Amazon gift card as compensation for the time after the study had been
completed. All students who attend the program are adults and serve as their own guardians.
Students who agreed to participate in the study, signed consent forms and responded to a
demographics survey that asked for their phone number, online communication preferences, the
time they spent per day communicating online, and their experience with online scams.

The main part of the intervention consisted of the researcher texting each participant

randomly selected questions from the list of low and medium privacy questions. The researcher

63



used two different texting apps; one with a fixed number and one that allowed the researcher to
switch numbers after each group went through intervention. No questions from the high privacy
list were sent to participants. This was intended as a precautionary measure to avoid texting,
questions from the high privacy information category to students out of fear that they would text
that information back and put themselves at risk (e.g., sharing their location or social security
number).
Text messaging students from known number

At the beginning of baseline data collection, the researcher sent a text message to all
participants using the Google Voice app explaining that this was her phone number, that they
could save it, and that some of the text messages for the study would come from this number.
Three to four times per week, the researcher sent a text message from this number and asked one
of the low or medium privacy questions avoiding asking repeated questions to each participant.
The researcher avoided sending questions from this number that requested being added to social
media or promised an incentive. This was done for participant safety and to avoid
misunderstandings.
Text messaging students from unknown number

Similarly, the researcher sent two to three text messages per week from the Burner app
asking one of the low or medium privacy questions. However, this time the students were not
told that the questions were coming from the researcher, they were just sent from a random
phone number that was unknown to the participants.

All of the questions were chosen at random from a numbered list using a random number
generator online. After the text messages were sent, the researcher noted whether the student

responded appropriately or inappropriately to the text messages. When students did not respond
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after 24 hours, the researcher assumed that they had ignored the question and noted the answer as
appropriate. However, if a participant responded with the information requested even after the 24
hours had passed, the response was switched to inappropriate. The text messages were sent at
random times and days and participants never received more than two text-messages per day,
and no more than seven messages per week. After the main author and second researcher
recorded the responses as appropriate or inappropriate, the text messages containing personal
private information received were deleted. This was done to ensure participant safety.
Examples of personal information by level of privacy

The types of personal information were categorized by three levels of privacy (low,
medium, and high privacy). Low privacy information was defined as personal information that is
commonly shared when you meet new people and has little risk associated with it (e.g. name).
Medium privacy information was defined as information that you would not typically share with
someone you just met. This information is typically only shared with people you have a close
relationship with and has some safety risks associated with sharing it (e.g. where on campus do
you live). High privacy information was defined as information that only the individual should
have access to. This is sensitive information only you, your parents or spouse would have access
to, and you should not share it with anyone online. Sharing high privacy information represents
high identity and personal safety risks for the individual (e.g. social security number). Table 1
includes examples of the questions included in each of the privacy categories.

Table 1
Sample questions by level of privacy

Who is this?

Where do you live?
What’s your email?
What’s your Instagram?

Low Privacy Questions

What’s your birthday month?
e  What bank do you use?

Medium Privacy Questions
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e Do you live on campus?
*  You won tickets for the game next week,
text back to claim your free tickets.

e (Can you send me your location?

e What’s your date of birth?

e Can I borrow your credit card number to
pay for a book for class?

e  What’s your got to password?

High Privacy questions

Baseline Phase

During the baseline phase, the researcher sent about three to four text messages per week
from the phone number the students were familiar with and two to three text messages from the
unknown phone number. The researcher noted whether the student responded appropriately by
ignoring the message, asking questions, or saying they would not share the information, or
inappropriately by sharing the information requested.
Intervention Phase

During the intervention phase the researcher provided the online safety training to each of
the three groups. The students were placed in groups at random. Information about the groups

can be found on Table 2.

Table 2
Intervention groups
Group number Participants When was intervention
implemented?
Group 1 e Coby After session 7
e Lila
Group 2 e Austin After session 11
o Isabella
e Xander
Group 3 e Olivia After session 16
e Julian
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The training lasted between 30 to 45 minutes. During this training the researcher
discussed what low, medium, and high privacy levels of information are. The researcher gave
examples of when it is appropriate or not appropriate to share the different levels of private
information and the possible negative consequences of sharing your personal private information
online. The researcher then taught participants three appropriate ways to respond to messages
requesting private personal information: 1) to ignore the message/block the person, 2) to say no,
or 3) to question why the person needs the information requested. As part of the training the
researcher included examples and non-examples of the appropriate ways to respond and went
through real life scenarios providing immediate feedback to participant responses.

Intervention Phase Data Collection

After the participants in a group had received the intervention, data collection continued
to occur in a process similar to baseline. However, if the participants who had completed the
intervention continued to send their personal information, the advisor responded with immediate
corrective feedback using the following message: “This message was sent as part of the study.
Remember that even if someone you know is asking for your personal information, you don't
have to provide it. You can say no, ask questions, or ignore the message”. When participants
who had gone through the intervention responded appropriately by asking questions or saying
no, they received an immediate praise message “great job asking questions” or “great job saying
no”. If participants who had received the intervention did not respond to the message, no praise
was given as the researcher could not determine if the participant was intentionally ignoring the
message, if the number had been blocked, or if they had simply forgotten to respond and would

later respond to the message.
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Inter-rater Reliability

A second researcher served as an independent data collector. The researcher was able to
read the text messages every week and write in a data collection sheet the question that was
asked, the level of privacy, if it came from someone the student was familiar with or a stranger,
and whether the response was appropriate (ignored, asked questions, said no) or inappropriate
(responded to the question given or provided the information requested). The researcher had a
copy of each data collection sheet where she noted how each participant responded to each
question. There was a data collection sheet for each of the participants. The independent observer
read and documented all of the text messages for each of the participants in 100% of the sessions
(i.e. baseline, intervention). This percentage exceeded the 20% recommended by the What
Works Clearinghouse (WWC) for single-case design (2020). Total count IOA was calculated by
dividing the smaller number of appropriate responses observed by the larger number of
appropriate responses and multiplied by 100 (Cooper et al., 2020). IOA was 100%.
Treatment Fidelity

A checklist that contained all steps for each phase of the intervention was used by an
independent observer to measure fidelity of implementation. The independent observer was
present during 100% of the intervention sessions for each group of participants. Treatment
fidelity was 100% in all three intervention sessions.
Social Validity

The researcher developed a social validity survey asking participants and program staff
their opinion on the intervention and on the importance of teaching online personal safety skills
to college students with IDD. The survey was given to participants and staff after data collection

had ended. The participant survey included five questions that were measured in a 3-point scale
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(yes, no, I don’t know) and two open ended questions. The five initial questions addressed
whether participants felt the online safety lesson was helpful and easy to understand, the
importance of personal online safety, and if they believed their peers should learn about online
safety. The two open ended questions asked what participants felt was the most helpful part of
the lesson and if there was anything else they would have liked to learn about.

The social validity survey for the program staff included four questions that were
measured in a 3-point scale (yes, no, I don’t know) and four open ended questions. The four
main questions asked if the staff believed the personal online training was important for students
in their program and if this is something that should be taught in other postsecondary education
programs for students with IDD. It also asked if they believed the online safety intervention
would impact the students who participated, and if they would consider teaching the content as
part of a course for future students. All four of those questions were followed up with open
ended questions asking why they chose that response.

Study Design

A multiple probe across groups design was conducted. Multiple probe across groups
designs are helpful when you have a small group of participants who share similar characteristics
and show similar behaviors within specific environments (Gast et al., 2018). In this case,
participants were a small group of students with intellectual and developmental disabilities who
attend a PSE program. Multiple probe designs allow for nonconsecutive data collection which
can be helpful when the repeated exposure to the intervention can have learning effects on the
participant’s understanding of the intervention (Kennedy, 2005). Nonconsecutive data collection
is also helpful in this study because participants were enrolled in college courses and internships

that might limit their availability to meet with the researcher. The researcher utilized response
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guided visual analysis (Hott et al., 2021) including level, trend, variability, and immediacy of
effects to decide when to implement the intervention phase. The researcher followed WWC
(2020) standards and recommendations for multiple probe designs (i.e. 6 phases, 3 to 5 data
points per phase, probe points are needed prior to introducing the independent variable to a
participant).
Results

Results for this study are shown in Figure 1. The graph shows the number of appropriate
responses to text messages by level of privacy. A visual analysis of the graph was conducted to
compare data trends and immediacy of effects across participants (Kennedy, 2005). The behavior
measured in the study was binary; the participants either shared the personal information which
was considered inappropriate or responded appropriately by asking questions, saying no, or
ignoring the text message. Therefore, the percentage of appropriate responses was calculated for
each of the participants in each of the phases. The researcher will also select a metric to calculate

and report effect sizes (Hott et al., 2021; Ledford et al., 2023).
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Figure 1
Number of inappropriate student responses to text messages requesting low or medium privacy
personal information.
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Figure 1 (continued)

Number of inappropriate student responses to text messages requesting low or medium privacy

personal information.
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Note. 0 = Participant did not text information (appropriate); 1= Participant texted back low privacy
information (inappropriate); 2 = Participant texted back medium privacy information (inappropriate).
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Coby During baseline, Coby responded appropriately to 50% of the four text messages sent from
the familiar phone number. During intervention, Coby responded appropriately to 100% of the
nine text messages sent from the familiar phone number. Coby responded appropriately to 100%
of the nine text messages sent from the stranger phone number during baseline and intervention.
Lila During baseline, Lila responded appropriately to 0% of the four text messages sent from the
familiar phone number. During intervention, Lila responded appropriately to 88% of the nine
text messages sent from the familiar phone number. Lila responded appropriately to 100% of the
three text messages sent from the stranger phone number during baseline. However, after
intervention, Lila responded appropriately to 83% of the six text messages sent from the stranger
phone number.

Austin During baseline, Austin responded appropriately to 14% of the seven text messages sent
from the familiar phone number. During intervention, Austin responded appropriately to 100%
of the six text messages sent from the familiar phone number. Austin responded appropriately to
100% of the eight text messages sent from the stranger phone number during baseline and
intervention.

Isabella During baseline, Isabella responded appropriately to 0% of the seven text messages sent
from the familiar phone number. During intervention, Isabella responded appropriately to 16% of
the six text messages sent from the familiar phone number. Isabella responded appropriately to
100% of the eight text messages sent from the stranger phone number during baseline and
intervention.

Xander During baseline, Xander responded appropriately to 0% of the seven text messages sent
from the familiar phone number. During intervention, Xander responded appropriately to 16% of

the six text messages sent from the familiar phone number. Xander responded appropriately to
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75% of the four text messages sent from the stranger phone number during baseline. Xander
responded appropriately to 100% of the four text messages sent from the stranger phone number
during intervention.
Olivia During baseline, Olivia responded appropriately to 0% of the ten text messages sent from
the familiar phone number. During intervention, Olivia responded appropriately to 100% of the
three text messages sent from the familiar phone number. Olivia responded appropriately to
100% of the eight text messages sent from the stranger phone number during baseline and
intervention.
Julian During baseline, Julian responded appropriately to 0% of the ten text messages sent from
the familiar phone number. During intervention, Julian responded appropriately to 100% of the
three text messages sent from the familiar phone number. Julian responded appropriately to
100% of the eight text messages sent from the stranger phone number during baseline and
intervention.
Social validity for participants

All seven participants responded to the social validity survey. Their responses as well as

a sample of the questions asked can be found on Table 3 below.

Table 3
Social validity survey results for participants
Question Number of participants who
agreed

I believe the online safety lesson helped me learn the dangers 7 out of 7
of sharing my information online.
I believe the online safety lesson helped me learn how to 7 out of 7
respond when people ask for my personal information online.
I believe the lesson was easy to understand 7 out of 7
I believe personal online safety is important 7 out of 7
I believe my peers should learn about personal online safety 6 out of 7

(one responded I don’t know)

74



In the two open ended questions, participants mentioned that the most helpful part about

the lesson was learning about when not to share their personal information and knowing how to

respond when someone asked for their information. Four participants mentioned they liked

everything they learned. One participant who is graduating the program this year and is hoping to

work with individuals with disabilities in high school, said they wished they could have learned

how to teach online safety to high school students. Another graduating participant said they wish

they could have learned how much information to share when applying for jobs online. Finally,

the last participant mentioned they wish they could have learned if all text messages that come

from unknown numbers are scams.

Social validity for program staff

Three program staff completed the social validity survey: the program director, the

student support coordinator, and the vocational coordinator. Their answers are summarized in

Table 4.
Table 4
Social validity survey results for program staff
Question Number of staff who agreed Reasoning
Having looked at the training 3out3 Recognizing and avoiding

materials, do you believe this
intervention is important for
students in your program?

Do you believe it is important 3out3
to teach personal online

safety skills to students with

IDD attending postsecondary

education programs?

Do you believe this training 3out3
will impact your students’
college experience?
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scammers is an ongoing issue
for students in our program
and we need to find tools to
prevent the risks from
potentially devastating
consequences.

Almost everything needed for
college is accessed online and
it is unreasonable to think this
population would not use the
internet. It will help them
develop independent living
skills.

It will help them protect
themselves and possibly
others. I twill make them



more self-aware and

confident.
Would you consider teaching 3out3 A structured curriculum
the content of the online would be a great way to
safety training as part of a address this topic and this a
course for future students? great tool to get ahead of the
problem.

Discussion

The purpose of this study was to examine an online safety behavior skills training as a
method for increasing personal online safety skills of college students with IDD. More
specifically, we wanted to see an increase in appropriate responses to text messages requesting
personal private information. As seen in Figure 1, the graphs for Coby, Austin, Olivia, and Julian
show immediacy of effects. For these students, the intervention seemed to be an effective way to
increase personal online safety skills by decreasing inappropriate responses to text messages
soliciting sensitive information. After the personal online safety training session, they stopped
sharing their personal private information, even with the person they were familiar with. For
Lila, there seemed to be a residual effect following the intervention. However, after receiving a
couple of corrective feedback text messages, she also stopped sharing her personal private
information. This study supports the use of behavior skills training as an effective way to teach
students with disabilities safety skills which is consistent with previous research findings
(Miltenberger & Novotny, 2022). In this study, most participants increased their appropriate
responses to text messages requesting personal private information after completing the personal
online safety training.

Nonetheless, Isabella and Xander continued to text personal private information to the
familiar phone number even after going through intervention and despite receiving and

acknowledging corrective feedback text messages. When reviewing data for Isabella and Xander,
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one should consider the previous relationship that existed between the first author sending the
text messages and these two participants. It is likely that Isabella and Xander’s previous
relationships and experiences working with the first author affected the way they perceived and
responded to her text messages.

When it comes to sharing information with someone unknown, Xander and Lila each
responded to one text message from the stranger phone number. Xander responded to the first
text message that he received from the stranger phone number but refrained from responding
after that. Lila only responded to one stranger’s text message which included the following
prompt “University students respond to this message to get free Chick-fil-A for a week”.
However, after receiving corrective feedback, she did not respond to the rest of the stranger's text
messages. The remaining participants responded appropriately by ignoring all text messages
coming from the stranger’s phone numbers both during baseline and intervention. This indicates
that overall, participants have a level of awareness regarding not responding to strangers online.

On the other hand, all students shared some type of personal private information with the
person they were familiar with, in this case, the researcher. This suggests that these participants
are more likely to share personal private information with someone they know and trust or
someone they see as a figure of authority (e.g. a professor, or mentor). When it comes to Isabella
and Xander, they continued to send their personal information to the researcher, even after
learning the importance of keeping their information private. This implies that if anyone were to
impersonate the researcher, these students would likely share out their personal private
information as long as they believed it was the researcher asking for it. This is an area of concern
when we consider that students with intellectual and developmental disabilities have difficulties

understanding abstract concepts such as impersonation (Lee et al., 2019; Persicke et al., 2012).
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Research should explore ways to teach individuals with IDD how to discriminate when it is
appropriate to question or deny information, even when requests are coming from someone they
trust.

The social validity survey results for participants and program staff indicated that they all
found the personal online safety training helpful and valuable. The participants recommended the
online training for their peers. Similarly, the program staff said they would like to incorporate the
training into a future course for students. After completing data collection, Lila mentioned to the
researcher that she had switched all of her social media accounts to private to help prevent
strangers from seeing what she posted online. Austin wrote her a thank you note for teaching him
how to respond to messages asking him for information as he had been victim of a financial
scam on social media the previous semester. These participant experiences enhance the social
validity of this study.

Disclosure statement

Because of the nature of the research, those involved in the research were also familiar
with students in the PSE program. The first author and researcher was a special education
doctoral candidate who completed this study as part her dissertation research. It is important to
note that this researcher who completed recruitment, training, and sent the text messages for data
collection had a history of working with all participants. She aided students during study hall,
taught program specific courses, and participated in other program related events and activities.
During the semester when the study was conducted (Spring 2025), the first author was not
involved in teaching or mentoring any of the students in the program to avoid conflicts of interest

with potential participants.

78



Limitations

A strong limitation for this study is the lack of maintenance and generalization data.
Single case research design guidelines indicate the importance of a generalization phase to
demonstrate the behavior is observed in other desired contexts, and a maintenance phase to
illustrate the behavior is maintained sometime after the intervention is completed (Ledford et al.,
2023). The researcher originally intended to collect both maintenance and generalization data
but was unable to due to lack of time. Future research should include both maintenance and
generalization phases to ensure that participants are able to continue practicing the appropriate
online skills and generalize them to other forms of online communication (e.g. social media,
emails, or messaging apps).

Another limitation for this study is related to the generalizability of the results. The
participants for this study were 7 students with IDD who attend a postsecondary education
program that requires them to use technology for communication and academic purposes.
However, it is important to note that there are currently
Implications for practice

Students with IDD often struggle with abstract reasoning such as the idea that someone
online can pretend to be someone else (Lee et al., 2019; Persicke et al., 2012). This stresses the
importance of reminding students that they should always question who is on the other side of
the screen. It is crucial that we emphasize that their personal private information does not need to
be shared online, even with people they are familiar with. Similarly, when we teach students with
IDD about online communication, we should ensure that they understand concepts such as

hacking, and impersonation to help them question who they are interacting with.
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This study adds to the literature by demonstrating the feasibility of teaching personal
online safety in postsecondary education settings. PSE programs can embed online safety skills
as part of their curricula or just spend an hour per semester teaching these skills as part of a class.
By teaching personal online safety regularly, PSE programs can ensure that incoming students
learn these skills while allowing previous students to review and practice said skills. This
intervention can be a low cost, easy, and efficient way to incorporate personal online safety
education into a lesson. For a copy of the online safety training, please email the main author.
Implications for future research

There is an ethical component to conducting research with individuals with IDD where
you might put students at risk by asking for their personal private information. Designing the
intervention and finding the correct wording for recruitment and consent was an extensive
process between the main author and the IRB reviewer. Although there was a concern for
coercion due to the researcher’s history working with the participants, it was important to include
someone the students knew and trusted; it has been shown that individuals with disabilities are
more likely to be victimized than individuals without disabilities and the victimization is often
perpetrated by someone they know (Office for Victims of Crimes, 2018). When conducting
future research with this population, researchers should ensure participant safety, simplified
terminology, and time for participant questions.

Although the results show that the intervention can be an effective way to teach personal
online safety skills to college students with intellectual and developmental disabilities, it is
important to replicate this intervention with other forms of online communication such as social
media, email, or messaging apps. Students must learn the appropriate ways to respond to all

forms of online communication when people are requesting their private personal information.
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Future research should also explore ways to allow students to practice the online safety skills in a
safe and supportive environment. Finally, future research should explore teaching skills to
support students who have been victimized online.
Conclusion

Students with intellectual and developmental disabilities have an increased vulnerability
to online victimization. Hence, it is imperative that we teach these students personal online safety
skills that promote safe online interactions. Utilizing behavior skills training can be an effective,
simple, and low-cost way to teach online personal safety skills to this population of students. As
more and more students of all ages have internet access, teachers from K12 settings as well as
postsecondary education settings should incorporate personal online safety into their instruction.
Acknowledgments
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Chapter 5. Discussion

The main three chapters of my dissertation resulted from my objective of finding an
effective way to teach personal online safety skills to college students with IDD attending
postsecondary education programs. I wanted to find a way to help students in our PSE program
where every semester, at least one of them experiences the negative aspects of online
interactions. Students in our program have fallen victims of online financial scams, sent and
received unrequested sexually explicit messages or pictures, and shared personal private
information with people online such as their address on campus, or a picture of their debit card.
Something needed to change. In order to do achieve this goal, I completed three research studies.
I began by conducting a scoping review to explore the current research regarding online safety
and personal safety for individuals with and without disabilities. My hope was to identify what
interventions have been effective in teaching personal online safety and the types of skills
targeted in these interventions. After completing the scoping review, I realized that there is a lack
of research addressing online safety, especially for individuals with disabilities. This prompted
me to create an online survey to send to other PSE programs across the U.S. I wanted to learn if
students in other PSE programs across the country were engaging in risky online behaviors, the
types of consequences they face, and what program staff are doing to provide online safety
instruction to their students. Finally, I conducted a Single Case Research Design aimed to
improve the personal online safety skills of college students with IDD attending a PSE program.
My goal was to use the information from my scoping review and survey to inform my

intervention.

82



Discussion of Findings

Below you will find a summarized version of the findings for each of the three research
studies. This will be followed by the limitations, implications for practice, and future research
ideas.
Scoping Review

The scoping review resulted in 24 articles that discussed personal safety, general online
safety, and cyberbullying prevention for individuals with and without disabilities. The articles
selected for the review included an intervention where the dependent variable was a measure of
improved student behaviors and skills related to personal safety both in person and online. There
were 21 articles that focused on teaching skills for online interactions. Findings from these
articles were summarized and categorized into four themes: cyberbullying, privacy of
information, social skills for online interactions, and responsible use of the internet.
Cyberbullying prevention skills were the most common skills taught in regard to online safety
and were mentioned in 16 out of 21 of the articles. Examples of skills mentioned in these articles
include understanding the definition and consequences of cyberbullying and coping with
cyberbullying. Privacy related skills were mentioned in 8 out of the 14 articles. Some of the
skills addressed in those articles included password sharing, digital footprint, and privacy of
information posted online. Social skills related to safe online interactions were mentioned in 6
articles and included skills such as managing online conflict, knowing when to ask for help.
Finally, 7 of the articles mentioned responsible internet use and addressed skills like time spent
online and digital citizenship. There were four articles that focused on teaching personal safety

skills for in person interactions and addressed areas such as talking to strangers, setting

83



boundaries, or help seeking. Only three of the articles mentioned including participants with
disabilities while two other articles specified that they excluded participants with disabilities.

The original search for the scoping review yielded close to 4,000 articles, however a large
portion of them focused on the correlates and consequences of cyberbullying. Only 24 included
some type of intervention which shows the need for increased intervention research in the area of
online safety and cyberbullying prevention. Most of the studies from my scoping review were
conducted with elementary and middle school students as part of school wide interventions and
focused on cyberbullying prevention skills. More than half of them were conducted outside of
the U.S. My findings highlight the need for personal online safety intervention research for
students of different ages and in different settings, especially for individuals with disabilities as
they are rarely included in the existing literature.

Something worth noting about the early stages of the scoping review, is that despite
“sexting” being included as one of the search terms, none of the articles that discussed sexting
involved an intervention. Most of the articles related to sexting discussed survey research to
explore characteristics of individuals who engage in sexting, as well as laws and policies that are
being developed to address it. Although sexting seems to be a relevant term related to online
safety, there are ethical considerations when conducting interventions on this topic. This
highlights some of the difficulties researchers might face when trying to teach topics related to
personal online safety.

Survey

The survey was created based on my personal experiences working with students in a

PSE program and the risky online behaviors they have engaged in. The survey was reviewed by

several experts in the field as well as two PSE program alumni. The survey was sent to program
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coordinators from all 355 PSE programs across the U.S. as of January of 2025. Participants were
asked to share about the risky online behaviors that students with IDD attending their program
have engaged in. A little over 11% of program staff completed the survey. The results were
based on 42 respondents. Over 40% of respondents said that students had engaged in risky online
behaviors across all three categories while attending their program. The three categories included
were sharing private personal information, sharing financial information, or unrequested sexually
explicit messages or images). When asked about the consequences for student engagement in
risky online behaviors, the majority of the respondents mentioned natural consequences or
parental controls and loss of technology. About 95% of respondents agreed that students with
IDD are more likely to be victimized online. When asked why individuals with disabilities are
more vulnerable to online victimization, respondents mentioned four main reasons:
infantilization of individuals with disabilities, need for acceptance and belonging, lack of self-
determination skills, and lack of education or knowledge. PSE program staff also shared about
their program’s instructional practices regarding online safety. The majority of the staff shared
that the found existing trainings or materials (e.g. handouts, videos, worksheets) to teach online
safety. Results from the survey emphasize the need for teaching online safety skills to students
with IDD attending PSE programs. There is also a need to reconsider the consequences students
face when they engage in risky online behaviors. Although natural consequences are appropriate
and would be expected for all students regardless of their abilities, the parental controls and
technology restrictions take away students’ dignity of risk and would not be the norm for
students without disabilities. The survey responses also point at a lack of guidelines when it
comes to teaching personal online safety to students in PSE programs. Each program seems to

handle online safety instruction and consequences for students’ risky online behavior differently.
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Having a set of guidelines based on evidence-based practices could help inform instructional
practices of PSE programs across the country and help prevent student’s risky online behavior.
Single Case Research Design

The single case research consisted of a multiple baseline design across three groups. A
total of seven participants were randomly divided into three groups that went through
intervention simultaneously. During baseline and data collection phases, participants received
text messages from the researcher asking for some type of personal information (e.g. what’s your
email? where do you live?). The messages could come from a number they were familiar with
(researcher), or a random phone number (stranger). The intervention was an online safety skills
PowerPoint based on behavior skills training, that taught students about different levels of
personal private information, and how to appropriately respond when someone is requesting
some type of private personal information. The appropriate responses taught were to ask
questions, to say no, or to ignore or block the person. Once the student group had gone to
intervention, if the student continued to respond to the text messages with their personal
information, they received a text message with corrective feedback. All participants had some
level of awareness when it comes to not responding to text messages from strangers.
Nonetheless, all participants shared some type of personal private information with me. Overall,
the intervention seemed to be effective for 5 out of the 7 participants. There were 2 participants
who continued to text me their personal information up until the last day of data collection. It is
important to note that [ have a mentoring relationship and have worked closely with both
participants which implies that students with IDD can be more likely to send information about
themselves to someone they know and trust. This is concerning and should be addressed through

instruction as it suggests that anyone who impersonates me (or someone else they trust) could
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possibly get the participants to share out their personal information. Lastly, social validity
surveys revealed that both student participants and PSE program staff believed the intervention
was important.

After my single case study had been completed and students had received their gift cards,
I received feedback from two participants that I did not include in my results because they were
not part of data collection. However, with the big emphasis on social validity for single case
studies, I wanted to note them here. Lila told me that after going through the study, she had
decided to switch all her social media accounts to private so that only her close friends and
family could see what she posted. Austin wrote me a thank you note and said that my study was
very helpful for him, that he learned how to respond when people ask him for personal
information online, and that he thought other students in the program should learn the skills too.
To me that makes my intervention socially valid. Knowing that the students who inspired my
research learned online safety skills and valued my study is my biggest accomplishment.

One thing that is important to emphasize while reviewing the results from all three
research studies is the idea of dignity of risk discussed during the survey results. As explained by
Bumble et al., (2022), “real protection is to educate (p. 68). Our students with intellectual and
developmental disabilities who attend postsecondary education programs should be given the
opportunity to practice taking risks similar to their nondisabled peers (Bumble et al., 2021). Our
students with IDD attending PSE programs have the same rights to make mistakes as the rest of
the college students. Making mistakes and learning from the consequences is the best way to
help them prepare for life after college. PSE programs were created to give students with IDD
the opportunity to attend college and gain the skills and experiences they need to be as

independent as possible. However, that independence involves more than learning employment,

87



social, and daily living skills in a controlled environment. Once students leave our programs, we
can no longer control the variables of the real world.
Limitations

There were many limitations associated with all three of the research studies. The main
limitation is the lack of existing research regarding personal online safety for individuals with
disabilities in our country. There was a limited amount of literature to help inform my current
research. To address this limitation, I expanded my search terms and included literature from
other countries.

One of the main limitations of the scoping review, was the key words and key search
terms included in the article search. There many words used to discuss online safety and
cyberbullying, that I likely missed other terms and research articles with important additional
information.

When it comes to the survey, the biggest limitation was the number of survey
respondents. About 11% of participants responded to the survey. It’s important to note that each
PSE program for individuals with disabilities has different characteristics. Therefore, having a
larger number of respondents would have led to better understanding of the online safety
instructional practices and the online behaviors of their students with IDD.

Finally, when it comes to the single case study, the biggest limitation was the lack of
maintenance and generalization data. Due to the semester ending, I was unable to collect data to
measure whether students’ behaviors would maintain over time and in other forms of online
communication. This is especially important when we consider the many different forms of
online communication that students use (e.g. email, social media platforms, text messaging, and

other apps).
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There are ethical considerations to conducting research with students with intellectual
and developmental disabilities, especially when you might be putting students at risk by
requesting their personal private information. The IRB approval process for my single case
design was extensive. There was a lot of discussion with the IRB reviewer about coercion and
appropriate consent. Especially due to my previous history working with students in the PSE
program. However, it was important for my research that students knew the person texting them
to request their information as it has been shown that individuals with disabilities are more likely
to be victimized by someone they know (Office for Victims of Crimes, 2018). When conducting
future research with this population of students, researchers should ensure participant safety, use
simplified terminology, and give time for participant questions.

Implications for Practice

Overall, this dissertation seeks to start a conversation on the need for personal online
safety instruction and guidelines for students across ages and abilities. We are seeing an increase
in technology use and internet access by students from K12 as well as postsecondary education
settings, yet we are not providing instruction or interventions to help them be safe online. This is
especially important for our students with disabilities who are more vulnerable to being
victimized online.

As more and more students with IDD are able to attend postsecondary education
programs, these programs should provide instruction on personal online safety skills to their
students with IDD. Whether through the use of existing curricula, premade videos or handouts,
or the creation of their own lessons, teaching students to be safe online should be a priority,

especially when the PSE program requires that students use technological devices.
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PSE program staff can also focus on teaching self-determination skills such. Self-
determination has been identified as a predictor of postsecondary success for individuals with
disabilities (Rowe et al., 2020). Some examples of self-determination skills that can help students
navigate online interactions safely include problem solving, decision making, self-awareness,
and self-advocacy. Finally, PSE program staff should promote student’s autonomy through
dignity of risk (Bumble et al., 2021; Perske, 1972). Allowing college students with IDD to make
mistakes or even creating opportunities for them to make mistakes while providing them with
support, is a great way to promote their autonomy.

Students with IDD can struggle with abstract reasoning such as impersonation or the idea
that someone online can pretend to be someone else (Lee et al., 2019; Persicke et al., 2012). This
stresses the importance of reminding students that they should always question who is on the
other side of the screen. Especially for our students who communicate with others via social
media. A few of our students with IDD attending our PSE program have shared their private
personal information with strangers impersonating someone they know and trust. Seeing the
name and profile picture was enough for our students to believe the impersonators were real.
When teaching online safety skills to our students, it is crucial that we emphasize that their
personal private information does not need to be shared online, even with people they are
familiar with. Similarly, when we teach students with IDD about online communication, we
should ensure that they understand concepts such as hacking, and impersonation to help them
question who they are interacting with.

The results from my single case design demonstrate that teaching personal online safety
through behavior skills training can be an effective way of increasing student’s online safety

skills. This intervention can be a low cost, easy, and efficient way to incorporate personal online
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safety education into a lesson for PSE programs. These programs can also embed online safety
skills as part of their curricula or just spend a lesson per semester teaching these skills in class.
This would be a simple way to promote personal online safety in students and prevent them from
being victimized online.
Future Research

This dissertation left me with more questions than answers. Questions that will need to be
answered with even more research. The first thing I would like to learn more about are the
perceptions and experiences of students with IDD who have engaged in risky online behaviors,
experienced cyberbullying, or fallen for some type of online victimization while attending PSE
programs. Learning from PSE program staff members was necessary to understand their
perceptions and instructional practices. However, it is essential that we ask students directly what
they know about personal online safety and what their experiences and consequences have been
when they had unsafe online interactions. The second thing I would like to learn more about, are
the various curricula, resources, and materials that PSE program staff are using to teach personal
online safety skills to their students. My end goal would be to create a resource guide that PSE
programs can use to inform their instructional practices based on the resources shared by my
survey respondents. Lastly, I would like to replicate and improve my intervention. My overall
objective is to share the training I created with other PSE programs and help create some type of
guidelines for personal online safety instruction.

This dissertation focused on learning ways to teach skills to prevent of online
victimization, however, more needs to be done when it comes to helping students who have been
victimized online. We need to explore the skills and strategies that students who have been

victimized can use. There is a level of shame associated with being victimized online or falling
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for an online scam. It is important for PSE programs to teach students that there is no shame in
asking for help when they have fallen for a scam. Similarly, there is a need to create support
systems and resources that can be provided to the students who have been in these situations.

There are several other areas of research related to personal online safety that I would
like to explore such as parent’s perceptions, and online safety for traditionally enrolled college
students. Nonetheless, I need to take this one research project at a time.
Conclusion

Although the number of postsecondary education programs for students with intellectual
and developmental disabilities has more than doubled in the past 14 years, there are many areas
that we need to improve as these students access postsecondary education. We know that many
of these students are experiencing new social situations and increased independence for the first
time, and we must provide instruction and support to help them navigate college life and all the
challenges that come with it. One area that can present challenges for our students is the
increased use of technology and online communication expected from college students. We live
in a digital world and most children and adults in the U.S. have some type of technology and
internet access. This is not the exception for college students with IDD attending PSE programs.
Not only do they need to learn how to use technology for their courses, but they are often
expected to communicate online with their peers, professors, supervisors, and program staff.

This required use of technology among students with IDD attending PSE programs is
problematic. We know that individuals with IDD are at higher risk for online victimization yet
there are no existing guidelines or requirements for PSE programs to teach these students how to
be safe online. This needs to change. My scoping review highlighted the dearth of research on

personal online safety for individuals with disabilities of all ages. The research is lacking for this
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population, and it must improve. Conducting more research on what interventions can help
increase online safety skills both in K12 and college settings can help create evidence-based
practices and guidelines to be applied in all educational settings.

My survey revealed that many of the students with IDD attending PSE programs are
engaging in risky online behaviors such as sharing their personal or financial information, as
well as sending or receiving unrequested sexually explicit messages or pictures. Similarly, most
survey respondents believed that students with IDD are more vulnerable to online victimization.
Despite student’s risky behaviors and staff perspectives of increased vulnerability, not all
programs teach online safety and student consequences vary. Some programs allow students to
face the natural consequences of their actions but in many cases, students with IDD are
infantilized and lose their technology access, some even get parental controls placed on their
devices. Infantilization of individuals with IDD was a big theme in my survey. As I reflect on my
cumulative research, I would say that infantilization is a huge reason why our students with IDD
engage in the risky behaviors to begin with. We don’t teach them about sensitive topics because
we believe they won’t understand. We overprotect them instead of promoting their autonomy.
We are afraid of letting them take risks and instead choose to limit their access. In the survey
study, the same respondents criticizing our tendency to treat these students as incapable, were the
ones saying that students did not have the ability to understand, were too naive, or lacked the
judgement to make the right decisions. If we don’t start seeing our students as capable, if we
don’t focus on the things they can learn, not much will change. We must promote dignity of risk
among our students with IDD and allow them to learn from the consequence of their actions all

while providing instruction, support, and resources to help them along the way.
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Finally, my single case study points at the vulnerability of postsecondary education
students with IDD. Although all participating students did well at ignoring text messages from
the stranger phone numbers, all students were willing to share their personal private information
with someone they knew and trusted. Through my study, they texted me information such as
their full name, date of birth, address, and even the name of the bank they used; no questions
asked. As someone who works supporting these students, my baseline results were scary but also
expected. I had experienced our students’ struggles with oversharing information online or
falling victims of online predators. My personal online safety training was effective in teaching
the majority of participants how to appropriately respond to these types of requests, even when
they come from someone they know. My intervention was essentially free as I used existing
online trainings and resources to create the power point training, and I followed behavior skills
training procedures to give students the opportunity to practice responding through scenarios and
feedback. These findings suggest that something as simple as a one-hour training can help
increase students’ online safety skills. Online safety instruction does not need to be complicated
or expensive, it just needs to occur.

There were two participants who did not stop sharing their personal private information
with me until the last day of data collection despite going through the training and receiving
corrective feedback. Their previous experiences working with me affected the way the responded
to my texts. I’'m afraid that anyone impersonating me would likely get them to continue sharing
their information as long as they believed it was me asking. These participants would likely
benefit from continued explicit instruction on online safety, especially on abstract topics such as

impersonation and how we can never really know who is on the other side of the screen.
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As I'look forward to my future career goals and research interests, I hope to promote high
expectations, dignity of risk, and online safety instruction for students with intellectual and
developmental disabilities. I also hope to help create guidelines and establish evidence-based
practices for personal online safety instruction in PSE programs. Lastly, I hope to create

resources and support systems for our students who have experienced online victimization.
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Appendix A: Scoping Review (Tables and Figures)

Figurel
Identifying and Selecting Studies (PRISMA diagram)
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Table 1
Included studies and study characteristics

Included
Author(s)  Country Setting Participant mle}duals Methodology Targeted Skills Curriculum/ Intervention
number with
disabilities
General online safety skills
Aizenkot & (e.g. knowledge.and
Kashy- Elementary Not competencies; attitudes
Y Israel and Middle 1402 Quantitative toward WhatsApp Intervention Program
Rosenbaum, reported . .
2018 School cyberbullying; social
norms; perceived
behavioral control)
General online safety skills
and cyberbullying
Aizenkot & Elementary prezlelntlcin ds kills fie.g.
Kashy- Middle and Not Quantitative owlecge an Safe surfing intervention
Israel . 1550 competencies; attitudes
Rosenbaum, High reported program
toward WhatsApp
2020 Schools . S
cyberbullying; subjective
norms; perceived behavior
control)
General online safety skills
(e.g. cyberbullying in
Aizenkot & Not general, and WhatsApp
Kashy- Elementary I cyberbullying; state laws Safe surfing intervention
Rosenbaum, fsracl School 533 reported Quantitative prohibiting cyberbullying; program
2021 skills for judging and self-

monitoring content before
disseminating online)
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Table 1 Continued

Included
Author(s)  Country Setting Participant mle}duals Methodology Targeted SKkills Curriculum/ Intervention
number with
disabilities
Randomly assigned to (1)
General online safety skills educational Vl.d io Bea
Not Not L . . Smart Cookie” from
Andrews et USA 513 Quantitative  (e.g. motivation to restrict . )
reported reported . Y outhPrivacyProtection.org
al., 2020 sharing) .
or (2) a seven-item
true/false educational quiz
. . . "TABBY in Internet"
Athanasiades Middle Not Quantitative General online safe‘Fy skills (Threat Assessment of
Greece  School and 314 and cyberbullying . .
etal., 2015 . reported . . Bullying Behavior of
Online prevention skills
Y oungsters)
Barlett et al., Post- Not o General online safety skills Cyberbullying 1ntervept10n
USA 342 Quantitative ) that targets anonymity
2020 secondary reported and anonymity .
perceptions
General online safety skills
Bickham et Middle Not o (e.g. managing online
al., 2021 USA School 218 reported Quantitative conflict, online peer Screenshots
pressure)
General online safety skills
and privacy of things
ted online (e.g. people
Boulton et Elementary Not o Post . .
al., 2016 UK School 291 reported Quantitative online might not be who CATZ curriculum

they say they are,
cyberbullying, and
computer viruses)
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Table 1 Continued

Included
Author(s) Country Setting Participant lndIV}duals Methodology Targeted SKkills Curriculum/ Intervention
number with
disabilities
General online safety skills
Private (e.g. digital citizenship:
Brandau et School 5™ Not I digital life and personal Digital Citizenship
al., 2022 USA through 8™ 27 reported Quantitative media habits, safe online Curriculum
grade behavior, and
cyberbullying)
General social safety skills
Brenick et Elementary Not o and skills related to talking Kidpower Everyday Safety
al., 2014 USA School 238 reported Quantitative to strangers (e.g. boundary Skills Program (ESSP)
setting, and help-seeking)
General online safety skills Monique Burr Foundation
Bright et al., USA Elementary 1176 Not Quantitative and cyberbullying (MBF) for Children's Child
2022 School reported prevention skills (e.g. Safety Matters (CSM)
digital dangers) curriculum
Cross et al., Australia High 295 re I\(I)(l)':e d Mixed Genzrr?(li angfbfﬁfez skills Cyber Friendly Schools
2015 School P Methods yoeroul ying Project (CFSP)
prevention skills
Exglgded l?fln eraéOnhne Selllf e.t Y Social Networking Safety
Damara & Middle participants Quantitative skills and cyberbullying Promotion and
. O 389 ith tion skill
man wi prevention skills (e.g. . .
Omari, 2022 School L . . Cyberbullying Prevention
disabilities privacy of things posted 4
. . Presentation (SNSPCP)
online, cyber extortion)
(}ig;gsrlgs zretisc(iogzs General social safety skills
Fisher, 2014 USA af summer 21 p wi gl Quantitative  and Skills related to talking ~ Behavior Skills Training
camp disabilities) o strangers
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Table 1 Continued

Targeted Skills

Curriculum/
Intervention

Included
. Participant individuals
Author(s) Country Setting number with Methodology
disabilities
Hughes- Post- Not o
Roberts, 2015 u secondary 41 reported Quantitative
Jones et al., Elementary Not o
2023 USA School 1072 reported Quantitative
. Elementary
Liau et al., . Not o
2017 Singapore  School & 440 reported Quantitative
Home
School
w1th Yes, 8
Special .
needs unit participants
Marnewick et South f 19 with Qualitati
al., 2022 Africa . . ¢ disabilities ualitative
individuals
. and 11
with ID without
ages 10 to
20

General online safety
skills and privacy of things
posted online
General online safety
skills including phishing,
privacy of things posted
online, seeking help with
online interactions (e.g.
catfishing, digital
footprint, trolling,
password sharing)
General online safety
skills (e.g. attitude toward
offline meetings, online
disclosure, nasty
messages, watching porn
online, playing more than
3 hours, cyberbullying)

General online safety
skills (e.g. empowering to
use WhatsApp with
independence, easy and
accessible communication,
online etiquette,
responsible digital citizen)

Privacy Examiner

Be Internet Awesome
(BIA) program,
curriculum, and materials

1Z HERO exhibition and
Story Quest game from
the website

WhatsApp awareness
intervention programme
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Table 1 Continued

Included
. Participant individuals . Curriculum/
Author(s) Country Setting number with Methodology Targeted Skills Intervention
disabilities
General online safety
skills (e.g. dealing with
McGraw et al., Elementary Not o uncomfortable content,
2014 USA School 1379 reported Quantitative cyberbullying, strangers, Internet Safety and You
and providing personal
information online)
General online safety
Nicolaidou & Elementary Not skills (e.g. protection of
Venizelou, Cyprus  School (6™ 73 reported Quantitative personal data, avoiding “Be Smart When Online”
2020 grade) p cyberbullying, protection
from hackers)
Excluded General online safety G o (O
Roberto et al., USA Middle 425 participants  Quantitative nsé(tlng)r(lfug;g ss(;?;; Networking Safety
2014 School . Wl.ﬂjl. promotion and Promqtlon and '
disabilities . . Cyberbullying Prevention
cyberbullying prevention) .
presentation
General personal safety
In the Yes (Only and social safety skills
Spivey & community participants  Single Case (e.g. talking to strangers, Video Modeling and In
Mechling, USA & 3 with Desion providing personal Vivo training of safety
2016 university disabiliti £ information, and knowing skills
classrooms isabilities)

how to respond to
strangers)
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Table 1 Continued

Included
Author(s) Country Setting Participant lndIV}duals Methodology Targeted Skills Curriculum/ Intervention
number with
disabilities
General online safety skills
(e.g. cyberbullying
Tanrikulu et Istanbul High 16 Not Mixed sensibility personal Sensibility Development
al., 2015 School reported Methods information on social Program
network sites can be used
by others)
General online safety skills
and cyberbullying
Yurdakul & Middle Not Quantitative p reventlop skills (e.g, The Cyberbullying
Butun Turkey School 38 reported cyberbullying tendency, Awareness Proeram
Ayhan, 2022 p coping with cyberbullying, &

protection from
cyberbullying)
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Appendix B: Survey (Tables and Figures)

Table 1
Respondent Characteristics
Demographic Category *n %
Role in the post-secondary education program
Director 19 45.2
Assistant Director 5 11.9
Staff Member 1 2.4
Program Coordinator 11 26.2
Other (e.g. faculty, program manager) 6 14.3
Years employed in the current role
<1 year 3 7.1
1-5 years 23 54.8
6-9 years 13 31
10> years 3 7.1
*n=42
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Table 2
Institution of Higher Education and Postsecondary Education Program Characteristics

Demographic Category *n %
Setting of the Institution of Higher Education
Urban 19 45.2
Suburban 13 31
Rural 10 23.8
Length of Program’s Existence
<1 year 3 7.1
1-5 years 23 54.8
6-9 years 13 31
10< years 3 7.1
Approximate Number of Students Served Per Year
1-10 16 38.1
11-20 8 19
21-30 11 26.2
31-40 2 4.8
41-50 3 7.1
51 or more 2 4.8
**Disability Categories Served
Intellectual and Developmental Disability 41 97.6
Autism 29 69
Other (i.e. Multiple Disabilities, Other Health Impairment) 5 11.9
Students in the Program Live in University Housing
Yes 14 333
No 25 59.5
Other 3 7.1
***Residential Options for Students Living in University Housing
Inclusive on Campus 11 78.6
Specialized on Campus 3 21.4
Students in the Program Take Courses along with Traditionally Enrolled Students
Yes 38 90.5
No 3 7.1
Other (i.e. they can but have chosen not to) 1 2.4
Students in the Program Have Internships or Job Opportunities in Inclusive Settings
Yes 40 95.2
No 0 0
Other (i.e. yes but they have not started, both) 2 4.8

Notes. **Participants could select multiple response options; therefore, percentages may exceed 100%.
***For Residential Options for Students Living in University Housing, percentages were calculated based
on the fourteen programs who said their students lived in university housing.

*n=42
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Table 3
Technology Use and Communication Methods for Students Enrolled in PSE Programs

Program Characteristics *n %
Electronic Device is Required for Program Participation
Yes 29 69
No 13 31
Electronic Device is Required for Participation in University Courses
Yes 26 62
No 16 38
**Type of Electronic Device Required
Cell phone 24 57.1
Laptop/Computer 24 57.1
Tablet 3 7.1
Other (i.e. any of the above or any device with keyboard) 4 9.5
**Purpose of Electronic Device Use
Academics 28 66.7
Online Meetings 26 62
Accessing School Email 29 69
Internship Related Tasks 20 47.6
Communication 27 64.3
Other (i.e. scheduling, campus engagement) 4 9.5

**How Students are Encouraged to Communicate with Program Staff,
Professors, or Internship Supervisors

Email 41 97.6
Text Message 27 64.3
Messaging App (e.g. GroupMe, WhatsApp, Equip) 18 42.9
Social Media (e.g. Facebook, Instagram, Snapchat) 3 7.1
Other (i.e. Canvas, Blackboard, On-call Phone) 7 16.7
**How Students are Encouraged to Communicate with Peers
Email 38 90.5
Text Message 37 88.1
Messaging App (e.g. GroupMe, WhatsApp, Equip) 29 69
Social Media (e.g. Facebook, Instagram, Snapchat) 24 57.1
Other (i.e. in person, none) 4 9.5

Note: **Participants could select multiple response options; therefore, percentages may exceed 100%.
*n=42
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Table 4
Student engagement in risky online behaviors

Type of risky online behavior students have engaged in *n %
Students have shared private personal information online (e.g. full legal name, date
. . . 19 45.2
of birth, social security number)
Full Legal Name 19 45.2
Date of birth 17 40.5
Social Security Number 3 7.1
Home Adress 18 429
Location or Campus Address 17 40.5
Students have shared their financial information or fallen for a financial scam 13 31
online.
Shared Credit or Debit Card Information 10 23.8
Shared Bank Account Number 5 11.9
Sent Money Online Thinking They Were Making Purchase 8 19
Sent Money to a Stranger Online Who Requested It 10 23.8
Students have sent or received unrequested sexually explicit messages or pictures 13 31
Sent Nudes or Sexually Explicit Images 8 19
Received Nudes or Sexually Explicit Images 7 16.7
Sent Sexually Explicit Messages 9 21.4
Received Sexually Explicit Messages 9 21.4
Type of online communication students used to share personal private information
Email 7 16.7
Text Message 13 31
Messaging App (e.g. GroupMe, Equip) 5 11.9
Social Media (e.g. Facebook, Instagram, Snapchat) 14 333
How did the respondent found out about student’s risky behavior?
From the Student Engaging in the Risky Online Behavior 12 28.6
From the Student’s Parent or guardian 14 333
From Another Student 10 23.8
From a Staff Member 12 28.6

Note. Participants could select multiple response options; therefore, percentages may exceed 100%.

*n=42
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Table 5
Qualitative codes and themes of PSE program responses to students’ risky online behaviors

Number of times theme was
Codes and Themes mentioned throughout
participant’s responses

Negative Consequences

Financial Loss 11
Restrictions on Technology 17
Natural Consequences (i.e. loss of privileges, student

conduct or law enforcement involvement, suspension or 26

removal from program)
Loss of Dignity (i.e. hurt reputation, loss of trust from
peers, received bullying or harassment)

Corrective Feedback and Support
Educational Opportunity Provided 6
Preventative Measures (i.e. safety plan, help blocking
individuals or making reports)
Verbal Reprimands (i.e. conversations with program
director, teachers, staff, or parents)
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Table 6
PSE program staff perceptions on the importance of teaching personal online safety skills to

students with IDD
*n %

PSE program staff perceptions
Personal online safety skills are important for students attending PSE programs. 40 95.2
40 95.2

Students in PSE programs should understand the risks and consequences of

sharing personal information online
PSE programs should teach personal online safety as part of their curriculum. 33 78.6

*n=42
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Table 7
PSE program staff perceptions of vulnerability to online victimization for students with IDD

PSE program staff perceptions *n %

Students with intellectual or developmental disabilities are more

TR 38 90.5
vulnerable to online victimization.
Targeting individuals with intellectual or developmental disabilities

online is a form of cyberbullying. 37 88.1

*n=42
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Table 8

Qualitative codes and themes of PSE program perceptions of increased vulnerability of students

with IDD for online victimization

Codes and Themes

Number of times theme
was mentioned throughout
participant’s responses

Infantilization (i.e. students with IDD are infantilized, college represents
first opportunity to explore and first exposure to freedom)
Lack of awareness, judgement, or understanding
Trusting (naive & gullible)
Need for acceptance and Belonging (i.e. relationship seeking)
Lack of Self-Determination Skills
Lack of Education and knowledge (i.e. lack of experience and training)

6

19
15
14
8

10
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Table 9

PSE programs’ instructional practices regarding personal online safety

PSE programs instructional practices *n %
All students in our program receive instruction on personal online safety a 24 571
part of the program curricula. '
Personal online safety is only taught in a case-by-case basis. 7 16.7
Students in our program do not receive instruction on personal online 5 48
safety. '
Students in our program receive online safety training from the institution 6 143
of higher education. ’
Other (i.e. developing curricula, finding trainings/learning resources from 5 438

the university)

*n=42
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Table 10
Instructional materials PSE programs use to teach personal online safety

Number of times theme

Codes and Themes was mentioned by

respondent
Specific curricula (i.e. Common-Sense Education, Learn for 10
Independence, Responsible Digital Citizenship, Re Media Publications)
Available Existing Materials (i.e. modules, YouTube videos, handouts) 11
Home-Made Curricula (i.e. self-made curriculum, guest speakers, role
play activities and scenarios, one-on-one instruction as needed, taught as 12

part of course)
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Appendix C: Single Case Research Design (Tables and Figures)

Table 1
Sample questions by level of privacy

Low Privacy Questions

Medium Privacy Questions

High Privacy questions

Who is this?

Where do you live?
What’s your email?
What’s your Instagram?

What’s your birthday month?

What bank do you use?

Do you live on campus?

You won tickets for the game next week,
text back to claim your free tickets.

Can you send me your location?

What’s your date of birth?

Can I borrow your credit card number to
pay for a book for class?

What’s your got to password?
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Table 2
Intervention groups

Group number Participants When was intervention
implemented?
Group 1 e Coby After session 7
e Lila
Group 2 e Austin After session 11
o Isabella
e Xander
Group 3 e Olivia After session 16
e Julian
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Figure 1
Number of inappropriate student responses to text messages requesting low or medium privacy
personal information.
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Figure 1 (continued)

Number of inappropriate student responses to text messages requesting low or medium privacy

personal information.
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Note. 0 = Participant did not text information (appropriate); 1= Participant texted back low privacy
information (inappropriate); 2 = Participant texted back medium privacy information (inappropriate).
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Table 3
Social validity survey results for participants

Question Number of participants who
agreed

I believe the online safety lesson helped me learn the dangers 7 out of 7

of sharing my information online.

I believe the online safety lesson helped me learn how to 7 out of 7

respond when people ask for my personal information online.

I believe the lesson was easy to understand 7 out of 7

I believe personal online safety is important 7 out of 7

I believe my peers should learn about personal online safety 6 out of 7

(one responded I don’t know)
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Table 4

Social validity survey results for program staff

Question

Number of staff who agreed

Reasoning

Having looked at the training
materials, do you believe this
intervention is important for
students in your program?

Do you believe it is important
to teach personal online
safety skills to students with
IDD attending postsecondary
education programs?

Do you believe this training
will impact your students’
college experience?

Would you consider teaching
the content of the online
safety training as part of a
course for future students?

3out3

3out3

3out3

3out3

Recognizing and avoiding
scammers is an ongoing issue
for students in our program
and we need to find tools to
prevent the risks from
potentially devastating
consequences.

Almost everything needed for
college is accessed online and
it is unreasonable to think this
population would not use the
internet. It will help them
develop independent living
skills.

It will help them protect
themselves and possibly
others. I twill make them
more self-aware and
confident.

A structured curriculum
would be a great way to
address this topic and this a
great tool to get ahead of the
problem.
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