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Abstract

Wireless security surveillance systems are increasingly deployed in smart homes
and other everyday environments due to their affordability, accessibility, and au-
tomated monitoring capabilities. Although these systems are designed to enhance
safety, their reliance on wireless communication, cloud services, and embedded
sensing components introduces new attack surfaces that threaten both security
and privacy. This dissertation investigates two classes of non-intrusive attacks
against modern wireless surveillance systems: passive service-state inference and
active physical-world motion deception.

The first study shows that an adversary can infer whether a wireless security
camera is operating without a paid cloud subscription by analyzing its external
wireless traffic patterns. Such inference requires no compromise of the device, no
access to the local network, and no interaction with the victim’s cloud account,
yet it reveals valuable information about the target’s monitoring capability.

The second study demonstrates that motion-activated surveillance systems
can be fooled into generating false motion events by injecting carefully controlled
laser stimuli into their sensing regions and verifying system responses through
wireless traffic sniffing. This attack does not require the adversary to physically
enter the space monitored by the surveillance systems and remains effective across

diverse commercial devices.
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Together, these studies reveal that wireless surveillance systems can be ex-
ploited both as sources of information leakage and as targets of stealthy physical
manipulation. By exposing these weaknesses, this dissertation advances the un-
derstanding of surveillance-system security and motivates the development of

defenses against side-channel inference and sensor-level deception attacks.
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Chapter 1

Introduction

1.1 Background and Motivation

Over the past decade, the Internet of Things (IoT) has fundamentally reshaped
pervasive computing. By seamlessly integrating sensing, computation, and wire-
less connectivity, IoT has brought unprecedented automation to both residential
homes and commercial infrastructures. Among these connected devices, wire-
less security cameras occupy an especially critical role. Designed to provide re-
mote surveillance, intrusion detection, and continuous property monitoring, these
smart vision systems are trusted by millions of consumers to safeguard their most
private spaces. However, this growing dependency introduces a profound irony:
the very devices deployed to ensure safety can paradoxically become the weakest
links, serving as vectors for privacy leakage and physical compromise.

The security posture of modern wireless surveillance systems hinges on two
foundational layers: the cyber layer, which governs how the device communicates

data to cloud servers over encrypted networks, and the physical layer, which



dictates how the device senses its immediate environment using hardware such
as passive infrared (PIR) detectors and optical lenses. The overarching moti-
vation for this dissertation stems from a critical observation: deeply embedded
vulnerabilities within either of these layers can quietly, yet completely, subvert
the system’s security model. Often, these compromises occur entirely without
the user’s knowledge.

On the cyber front, while modern encryption standards (such as WPA2/WPA3
and TLS) are universally deployed to secure the payload of IoT communications,
they fundamentally fail to obscure the underlying traffic metadata. Prior semi-
nal research, such as the device type fingerprinting demonstrated by Miettinen et
al. [126] and the foundational traffic analysis by Apthorpe et al. [2§], has shown
that packet timings and volumes inherently leak information about a device’s
identity and state. Simultaneously, on the physical front, while sensors are cali-
brated to specific operational thresholds (e.g., detecting human body heat), they
are generally “blind” to the true source of an analog signal. As systematized by
Giraldo et al. in their extensive survey on physics based attacks [68], rudimen-
tary analog sensors lack the computational intelligence to authenticate whether
an incoming physical stimulus is genuine or maliciously crafted. This dual-layered
vulnerability severely challenges the perceived “safe state” of modern smart home
environments, necessitating a comprehensive investigation into the novel attack

surfaces introduced by these platforms.

1.2 Problem Statement

Despite advances in encrypted protocols and embedded hardware security, com-

mercial wireless security cameras remain highly susceptible to structural flaws in



both network behaviors and physical sensor designs.

At the cyber layer, the industry shift towards subscription based cloud services
has motivated manufacturers to implement differential behavioral models. Simply
put, cameras operate fundamentally differently depending on whether a user pays
for a premium cloud storage tier. This differential behavior inadvertently dictates
the volume, frequency, and timing of encrypted Wi-Fi traffic. The open challenge
lies in determining whether a passive, local eavesdropper can exploit these distinct
traffic patterns to infer highly sensitive private states. If successful, an attacker
could silently discern whether a camera is passively idling, actively recording an
event, or currently feeding a live-view stream directly to its owner.

At the physical layer, the vast majority of wireless security cameras rely heav-
ily on PIR sensors. These sensors are essential for minimizing power consump-
tion, allowing the camera to remain in a deep sleep mode and waking up only
when motion is detected. The fundamental problem is that PIR sensors are rudi-
mentary analog components designed merely to react to localized fluctuations in
ambient infrared heat. Consequently, they are inherently susceptible to targeted
optical and thermal injections. The core challenge here is examining whether
directed energy specifically, consumer grade lasers can be maliciously leveraged
to spoof human motion. If adversaries can project deceptive thermal signatures,
they could potentially bypass physical obstacles, utilize non-line-of-sight (NLOS)
reflections, and manipulate the camera’s operational state at will, all without

leaving a conventional digital forensic trace.



1.3 Core Contributions

This dissertation identifies, evaluates, and demonstrates novel attack vectors
against wireless security cameras from both network level side-channel perspec-
tives and physical layer sensory spoofing. The core contributions are structured

across two primary research thrusts:

1.3.1 WeakCamlD: Network-Layer Privacy Leakage

We introduce WeakCamlID, a universal camera state inference technique that
leverages passive encrypted traffic analysis. Our findings highlight a vulnerability
in how cameras without subscription shape their traffic. Due to the broadcast na-
ture of wireless communications, eavesdropping is a classic security threat [59,61].
Even with rigorous encryption protocols in place, an adversary positioned within
wireless range can passively sniff WiFi metadata. By intentionally generating lo-
calized physical motion to stimulate the camera, the adversary can correlate the
resultant encrypted traffic bursts to successfully infer the camera’s cloud sub-
scription status and live-view mode. The significance of this contribution lies
in exposing how commercial monetization models (subscription tiers) inadver-
tently act as side channels, compromising user privacy and revealing the exact

operational capabilities of a target’s defense system.

1.3.2 PhantomMotion: Physical-Layer Sensor Spoofing

Taking the investigation to the physical layer, we present PhantomMotion, a
methodology illustrating how intentional laser injections can spoof PIR motion

sensors. We demonstrate that adversaries can craft deceptive thermal and opti-



cal signals using visible or infrared lasers to trick the camera into “hallucinating”
human motion. Crucially, PhantomMotion proves that such attacks do not re-
quire strict line-of-sight (LOS); by strategically heating opaque objects within
the camera’s field of view, an attacker can manipulate the camera’s alert mech-
anism via non-line-of-sight (NLOS) thermal diffusion. This contribution reveals
that smart surveillance systems fail to authenticate their environmental stimuli,

exposing them to remote manipulation, reconnaissance, and false alarms.

1.4 Organization of the Dissertation

The remainder of this dissertation is organized as follows:

e Chapter [2| surveys existing literature spanning [oT traffic analysis, en-
crypted privacy leakage, and physical sensor spoofing, drawing crucial dis-

tinctions between prior studies and our work.

e Chapter (3| thoroughly details WeakCamlID, describing the methodology
for inferring camera subscription and live-view statuses through passive

traffic fingerprinting.

e Chapter {4 presents PhantomMotion, outlining the mechanics of laser-
based motion injection attacks, their physical feasibility, and extensive real-

world evaluations.

e Chapter [5| discusses promising future research directions originating from
our discoveries, particularly focusing on traffic obfuscation, sensor fusion

defenses, and complex attack chains in smart homes.

e Chapter [6] summarizes the key findings and concludes the research.



Chapter 2

Related Work

2.1 Privacy Leakage via Encrypted IoT Traffic

The proliferation of Internet-connected devices in home environments has at-
tracted considerable attention from the security research community, particularly
regarding the privacy risks posed by network traffic. While payload encryption
is standard across modern Consumer IoT (CIoT) ecosystems, researchers have
repeatedly demonstrated that encryption alone is insufficient to protect user pri-
vacy from passive observers.

Foundational work by Apthorpe [28] established that Internet service providers
or local passive eavesdroppers can reliably infer the types of smart devices present
in a home merely by analyzing send/receive traffic rates. Subsequent studies
extended this paradigm to identify not only the devices but the specific user
activities triggering them. For example, the PingPong [26] framework demon-
strated how packet-level signatures which specifically the exchange of encrypted

packets between devices and cloud servers that could pinpoint exact moments of



user interaction, such as a smart plug turning on or a door lock engaging. Simi-
larly, Peek-a-Boo [14] proposed a machine learning-based approach to passively
monitor and classify human behaviors taking place within smart homes by cor-
relating encrypted traffic attributes (e.g., packet lengths and inter-arrival times)
with specific physical activities.

While these studies effectively highlight the limitations of traditional encryp-
tion in shielding metadata, they primarily focus on generic activity inference or
device fingerprinting. WeakCamID [87] distinguishes itself from this extensive
body of literature by pivoting the focus onto system-level operational states tied
directly to manufacturer subscription models. Instead of merely asking “is the
camera active?”, WeakCamlID uses an active stimulus-response methodology. By
injecting controlled physical motion into the environment and monitoring the re-
sulting network traffic, our work infers whether the camera owner pays for cloud
recording features and whether the owner is actively viewing the live stream.
This approach exploits commercial API architectures and monetization strate-
gies, presenting a novel side-channel threat not fully covered by classical IoT
fingerprinting techniques.

Beyond camera state inference, prior research has extensively explored various
dimensions of privacy leakage via wireless, visual, and sensory side-channels. For
instance, wireless traffic analysis can be utilized to pinpoint hidden wireless cam-
eras [86,88], while vibration signals can be exploited to infer input PINs [90]. In
the broader context of human activity and profile inference, wireless signals and
other sensory leakages have proven to be surprisingly revealing. The survey [83]
comprehensively reviews the privacy risks associated with inferring human profile
information via wireless signals, highlighting the severity of such tracking. In par-

ticular, wireless channels can be utilized to identify location changes of a wireless



transmitter [58/60] and can also carry sensitive information that enables covert
communication [194]. Prior studies have further demonstrated that sensitive user
input can be inferred without compromising target devices, including keystroke
tracking over wireless channels [62,]192]193|, passcode inference in Virtual Re-
ality environments using video-assisted approaches |96], and video identification

through the analysis of blurred subtitle recordings [95].

2.2 Physical Sensor Spoofing in
Cyber-Physical Systems

As smart environments become more reliant on physical sensors to drive au-
tonomous decision-making, adversaries have increasingly targeted the analog-to-
digital boundaries of these systems. Sensor spoofing involves injecting crafted
physical phenomena such as light, sound, or electromagnetic waves to deceive a
sensor into reporting fabricated measurements.

Initial research in physical sensor spoofing heavily targeted critical Cyber-
Physical Systems (CPS) such as autonomous vehicles and drones. For instance,
Yan et al. achieved contactless attacks against the ultrasonic and millimeter-
wave (mmWave) radar sensors of self-driving cars, causing them to hallucinate
obstacles or misjudge distances [190]. Optical sensors, particularly LiDAR arrays
used in automotive navigation, have similarly been compromised. In [llusion
and Dazzle, Shin et al. demonstrated how adversarial lasers could saturate or
spoof LiDAR receivers, creating blind spots or phantom pedestrians [161]. Be-
yond autonomous vehicles, acoustic injection attacks have profoundly impacted

embedded sensors. The WALNUT attack effectively disrupted the integrity of



Micro-Electro-Mechanical Systems (MEMS) accelerometers by broadcasting res-
onant acoustic frequencies, resulting in the destabilization of drones and the

falsification of fitness tracker data [177].

2.3 Defensive Countermeasures and
Mitigations

In response to both network and physical layer vulnerabilities, security researchers
continue to propose theoretical and applied defenses.

To mitigate traffic analysis attacks like those demonstrated in WeakCamlID,
researchers advocate for traffic shaping and obfuscation. Strategies proposed by
Apthorpe et al., such as independent link padding, aim to normalize the traffic
flow exiting the smart home gateway, masking the bursty signatures associated
with distinct events [27]. However, implementing these strategies directly on
resource-constrained, battery-operated surveillance cameras remains challenging,
as continuous dummy-traffic transmission inherently depletes battery reserves.
In addressing advanced eavesdropping and inference threats across wireless net-
works, our team has pioneered proactive defensive mechanisms. This includes
the strategic deployment of traps to detect and deter eavesdroppers [82], and
ambush tactics utilizing defensive deception against wireless human monitoring,
specifically neutralizing breath and crowd inference attacks [84}85].

On the physical front, neutralizing analogue injection attacks relies heav-
ily on multi-sensor fusion and algorithmic anomaly detection. Software-based
approaches, such as Sensor Defense In-Software (SDI), train machine-learning

models to flag contradictions between redundant sensors or physics models [175].



However, many smart cameras deploy single-modality wakeup sensors (chiefly
PIR) to conserve costs and power. As PhantomMotion exploits this very re-
liance on isolated sensor triggers, the implementation of complex sensor-fusion
algorithms highlights an ongoing technological clash between manufacturing eco-
nomics and proactive security design within Consumer IoT.

Prior research has also explored active deception and manipulation in sensing
systems. Wireless sensing systems can be misled by carefully crafted signal-level
effects [56,/63,81], while wireless-based breathing and crowd inference can be
disrupted through wireless deception [85].

This dissertation builds on and differentiates itself from these prior efforts
by focusing specifically on modern wireless security surveillance systems, which
combine wireless communication, cloud-backed services, motion sensing, and au-
tomated security decisions. Existing work shows that wireless and sensory side
channels can reveal locations, keystrokes, profiles, videos, and user actions. In
contrast, this dissertation studies how these risks appear in the specific and highly
practical setting of home surveillance cameras. The first study shows that an at-
tacker can infer whether a camera lacks a paid cloud subscription by observing
wireless traffic, revealing whether important events may fail to be preserved [87].
The second study shows that an attacker can actively manipulate a motion-
activated camera into reporting false events through laser-based motion injection,
without disabling the camera or physically entering the monitored space [89]. De-
spite this deep exploration into automotive and flight control sensors, physical
spoofing against residential surveillance systems that specifically Passive Infrared
(PIR) sensors has remained largely underexplored. PIR sensors serve as the first
line of defense for almost all battery-powered wireless cameras, guarding en-

try to higher-power visual recording states. PhantomMotion [89] bridges this

10



gap by demonstrating that inexpensive, consumer-grade lasers can successfully
inject false motion signatures into smart cameras. Furthermore, unlike prior op-
tical spoofing that predominantly necessitates direct line-of-sight (LOS), Phan-
tomMotion advances the state-of-the-art by proving that thermal diffusion can
be strategically leveraged against opaque materials to achieve non-line-of-sight
(NLOS) triggers, silently bypassing structural boundaries. Together, these two
studies bridge passive side-channel inference and active physical-world deception,
showing that surveillance systems can both leak sensitive information and be ma-

nipulated against their intended purpose.
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Chapter 3

Traffic-based Cloud Subscription
Status Inference for Wireless

Security Cameras

This chapter E] introduces the existing vulnerabilities of wireless security cameras
without subscription plans. Aiming at these vulnerabilities, it presents Weak-
CamlID, a novel traffic analysis technique that infers camera subscription status

by correlating motion stimuli with network traffic patterns.

3.1 Introduction

Wireless security cameras are increasingly affordable, easy to install, and multi-

functional (e.g., instantly alerting the camera owner to the presence of intruders

'T am using ACM authorship copyright for reusing this work. An early version of this work
was published in Yan He, Qiuye He, Yao Liu, and Song Fang. “Traffic-based Cloud Subscription
Status Inference for Wireless Security Cameras,” in ACM CCS 2023.
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and enabling the owner to converse with visitors). They have become an es-
sential tool in a property protection kit, as they can help with the intrusion
detection and the recovery of stolen items via video footage [179]. According
to FBI data, an estimated 5,986,400 property crime offenses were committed in
2024. In the same year, law enforcement agencies made an estimated 910,654
arrests for property crime offenses. These figures indicate that a property crime
occurred approximately once every 5.3 seconds |180].

Beyond the initial investment to buy the hardware, most wireless camera
manufacturers offer consumers a paid plan to obtain more services, and offer
limited functions for free users, so that users are motivated to pay for more
services |104]. Usually, wireless cameras are equipped with motion sensors or
microphones for enhanced protection, so that once motion or sound is detected,
the camera is activated. The following behavior after the activation, however,
often depends on whether the camera has an active subscription plan, which
charges for services such as recording or cloud storage. For example, the latest
Arlo cameras (e.g., Arlo Pro 3/4) do not actively record when events happen
within their fields of view without a paid plan, and users can only get event
alerts or manually stream footage to their smartphones via the Arlo app [70].

Cameras without paid subscriptions may suffer privacy issues, which have not
been exploited before. We conduct a survey involving 220 participants: 213 of
them believe the unpaid cameras can be used securely without privacy leakage;
all users think the manufacturer guarantees that the system security is consistent
across devices regardless of their subscription statuses. It is widely known that
how owners safeguard their properties plays an important role when burglars
select targets. A previous study reveals that in a panel made up of participants

convicted of burglary, 13 out of 15 stated that they were not deterred by cameras
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that they believed were not constantly monitored [54]. Similarly, if the knowledge
is available, a burglar or other malicious user will likely first target properties
whose cameras do not actively record and save videos.

Wireless cameras are usually in sleep/standby mode until motion is detected.
A wireless camera (e.g., Arlo Pro 3) without a subscription often only sends a
push notification about the event and then quickly returns to sleep mode. The
network traffic correspondingly exhibits a short burst when an individual enters
the motion detection range of the camera, and returns to normal after that. In
contrast, when the camera has an active subscription, in addition to sending a
push notification, the camera also records and uploads video to the cloud, which
the owner can access later. The recording continues until motion ceases within
the detection range, after which the camera reverts to sleep mode. Corresponding
to this activity, there appears a long traffic burst lasting from the moment the
person enters to when they leave the motion detection range. Both cases have
distinguishably different wireless traffic patterns, which can be in turn utilized to
infer the camera’s subscription status.

In contrast to this immediate recording and upload, owners receiving push
notifications via smartphones may or may not respond quickly or at all. As
motion alerts are sometimes inaccurate or irrelevant, some users may disable
notifications or become desensitized to them [78]. Generally, if they turn on
the live view mode, the resultant live streaming will make the camera generate
more traffic until the live view mode is turned off. Such a traffic burst may be
confused with the one caused by the automatic cloud recording of a camera with a
subscription. Nevertheless, a human cannot initiate the video processing module
instantly when a push notification is received, as there are two non-negligible

delays: (1) the user needs to first access the phone and tap the camera app,
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depending on the user’s response time; and (2) the app needs time to be launched.
However, a subscribed camera can almost instantly begin cloud recording once it
detects motion and sends the push notification. Consequently, the live mode and
cloud recordings have different impacts on the traffic generation of the camera,
and the resultant traffic pattern dissimilarity provides a clue to distinguish them.

We propose WeakCamlID, a generalized framework to distinguish the state of
a wireless camera, that is, whether or not the camera has a subscription and if
its live view mode is turned on. Such an inference attack is non-trivial due to
the following reasons. (1) The attacker cannot directly extract the traffic flow
for the target camera, as it has neither control over the environment nor access
to the WiFi network that the camera is connected to. The environment also
likely contains many wireless devices and has a mixture of all flows from var-
ious devices, such as laptops, smartphones, or tablets. (2) To the best of our
knowledge, previous extensive research efforts (e.g., [45],86,110L/114162,189]) in
detecting/localizing wireless cameras all assume that the cameras have the ca-
pability of recording the motion events without further distinction regarding the
camera’s subscription status. The existing course-grained traffic pattern identi-
fication methods can identify the existence of a camera while we cannot apply
them to infer the subscription status. A novel and fine-grained traffic pattern
technique is thus required. (3) Live streaming, relying on user operation, may
generate comparable wireless traffic to cloud recording. Existing research either
considers continuous/confirmed live streaming (e.g., [45,91}[114,151}]162]) or sim-
ply ignores it (e.g., [86,/112,/152]). To determine whether live streaming is on
or off, human behavior then needs to be considered. (4) Traditional all-channel
WiFi sniffing often requires rooted Android phones, limiting its practicality. Such

an engineering challenge should also be overcome.
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Almost all commodity wireless devices utilize 802.11 wireless protocols, and
their use has an inherent weakness: exposure of link-layer Media Access Control
(MAC) addresses [120]. A passive adversary within the radio range of a wireless
camera can extract its MAC address, which tells the information of its device
manufacturer via the beginning three most significant MAC bytes, i.e., the Orga-
nizationally Unique Identifier (OUI). WeakCamID first utilizes the motion-traffic
correlation phenomenon to determine possible candidates of traffic flows belong-
ing to a target camera, and then cross-references OUIs with publicly available
manufacturer information to figure out the final candidate. By feeding motion
stimuli to the camera and sniffing resultant traffic that varies with the camera
state, WeakCamlID builds a model to correlate motion-induced traffic with cam-
era state. Such a model can be then used to map observed unlabelled traffic flows
into corresponding camera states.

With WeakCamlID, we discover that it could be counterproductive to install
non-subscription wireless security cameras. The service differentiation between
paying and non-paying users does not just create inequality in degrees of protec-
tion. The function restriction for non-paying users in fact introduces a serious
vulnerability, which an adversary could take advantage of to identify properties
with “weak” cameras. With a non-subscription camera, if the property owner
does not view live streams in time, the events occurring in the area monitored by
the camera will not be recorded. In such scenarios, as eye-witness descriptions
and filmed recordings are not available, malicious users may perform inappro-
priate or criminal activities without worrying about being identified or leaving
traces. We summarize our main contributions as follows:

e We point out the vulnerability of current wireless security cameras in dif-

ferentiating services for paying and non-paying users, and develop the first

16



practical tool to successfully infer different camera states.

We explore the correlation between motion stimuli with the resultant wire-

less traffic generated by cameras with varying subscription statuses.

We conduct a comprehensive evaluation of both classical machine learn-
ing methods (Decision Trees, Random Forests, SVMs) and deep learning
architectures (ANNs, CNNs, RNNs) for camera state inference. Our anal-
ysis reveals that SVMs achieve 95% accuracy with minimal inference time
(8.6ms), while RNNs reach 99% accuracy at the cost of higher computa-

tional overhead (1228.5ms average).

We show that WeakCamlID can detect user response to motion alerts by

distinguishing high traffic volumes caused by cloud recording and streaming.

We develop an app for validating the effectiveness and efficiency of Weak-
CamlID. Experimental results across 13 popular cameras (including two
baby cameras) show that WeakCamlID can attain a mean success rate of
95% to infer camera states within 19 seconds, with the RNN-based variant
achieving up to 99% accuracy for enhanced precision when computational

resources permit.

3.2 Background

Wireless Security Camera Subscription: Almost all wireless camera com-

panies offer video-storage plans for customers to purchase. Compared to the

traditional one-time revenue from hardware sales, recurring revenue from sub-

scription plans is more predictable, sustainable, and potentially more profitable.

17



The subscription cost normally varies with the video resolution and the number
of cameras supported. For example, Arlo offers two options for multiple cameras
at a single home and on the same account, $9.99 and $14.99 per month enabling
recording in up to 2K and 4K video resolution, respectively [33]. The seemingly
small monthly charges, however, add up and may inevitably impose a financial
burden on many users [149]. Non-subscription cameras often have limited fea-
tures, such as live video streaming and motion notifications, rather than cloud
recordings, which allow users to save captured videos on their online storage. In
this paper, we point out that using such unpaid cameras is not as safe as paid
versions and may cause significant privacy concerns.

Motion Detection: Wireless security cameras are often battery-powered,
and most of them employ motion sensors to conserve battery, by only waking up
when motion is detected. There are different types of motion sensors, including
Passive Infrared (PIR), ultrasonic, microwave, tomographic, and combined types.
Of these, PIR sensors are most prevalent, being small in size, cheap, and highly
sensitive to motion. These are made of a pyroelectric film material sensitive to
radiated heat power fluctuation [113]. This material generates electric signals
when exposed to heat in the form of infrared radiation. Thus, PIR sensors can
detect the presence of humans or other warm-blooded living beings from the

radiation of their body heat [133], meaning that they can work even in the dark.

3.3 Attack Model and Assumptions

We consider a general scenario, where a wireless security camera is deployed to
monitor a target area with an unknown subscription status. Once motion is

detected in the camera’s range, a camera without a subscription only sends a
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push notification to the owner while a camera with an active subscription also
enables cloud recording. After receiving push notifications about motion events,
the owner may or may not turn on the live view mode of the camera through
the camera app. The adversary aims to employ WeakCamID to infer the camera
state, i.e., whether the camera has a subscription and if the live stream is opened.

We assume that the adversary has the capability to sniff wireless traffic and
perform some probing motion in the target area. To avoid being exposed, the
adversary can actively employ a helper or some moving robot (e.g., drone/robot /-
car) that emits heat to introduce movement. Additionally, she can passively
monitor camera activity and rely on others triggering motion sensing. Note that
it is not necessary for the attacker to know the exact location of the camera. In
a common scenario, people often make wireless security cameras visible with the
hope of deterring malicious users. For example, owners may post signs and stick-
ers to warn that there is a security camera present. Such visibility, however, could
help the adversary quickly determine the possible motion detection range of the
camera. On the contrary, when the camera is hidden, WeakCamlID still works,
as it can recognize the existence of wireless cameras by analyzing motion-induced
wireless traffic. After the attacker confirms that the camera has no subscription
and no live video is turned on, she may bypass it to perform further malicious

activities (e.g., burglary and intrusion) without being recorded.
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Figure 3.1: Offline training phase: building a traffic classifier.

3.4 Camera State Inference

3.4.1 Framework Overview

WeakCamlID performs a two-phase process to infer camera states from observed
wireless traffic: the training and inference phases. Figure depicts the offline
training phase, in which a traffic classifier is built with the motion-induced traffic
data collected from sample wireless security cameras and their corresponding
states. The inference phase then uses the trained traffic classifier to recognize

new traffic flows, as shown in Figure [3.2]
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Figure 3.2: Inference phase: recognizing camera states.

As aforementioned, there may be a variety of devices sending out wireless
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traffic in a new environment. Thus, in the inference phase, the adversary must
first identify the traffic flow associated with the specific target camera. Toward
the goals, WeakCamlID introduces two important phases before extracting traffic
features, which are traffic prescreening and traffic probing.

The first phase coarsely determines the wireless traffic low associated with
the target camera. When provoking motion within a target area, if there is a
wireless camera monitoring this area, a corresponding wireless traffic burst will
be immediately observed as the triggered camera generates traffic. The burst can
be short or long depending on the camera’s subscription status. The traffic flow
exhibiting such a distinguishable pattern is regarded as a candidate.

In the second phase, we further eliminate the inference of other wireless devices
which coincidently exhibit traffic patterns similar to the target camera in the first
phase. We inspect the OUI in the MAC address embedded in each candidate
traffic flow to sort out the camera-generated traffic flow and then monitor the
surviving traffic. We then feed manipulated motion to the camera in order to

extract features from the resultant traffic.

3.4.2 Training Phase

Our model is trained via data collection, feature extraction, state labeling, and
traffic classifier building steps.

Data Collection: To capture raw wireless packets originating from the cam-
era, we should know the channels that the camera operates on. The wireless net-
work interface card (NIC) of a traffic sniffing device needs to be in monitor mode
to listen to all the wireless traffic nearby. Generally, the monitor mode is dis-

abled, and the default/normal mode of an NIC is managed mode, which makes
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the device only capture packets with its own MAC address as the destination
MAC and discard other packets.

Sniffing with Laptop: An intuitive way to achieve traffic sniffing is to use net-
work sniffing software such as WireShark [66], but this method requires the sniffer
to be able to access the same WikFi network as the target camera. The network
is often secured with a password, which is unknown to the sniffer. Alternatively,
if the laptop has a compatible wireless network adapter (e.g., Intel 622AN [98])
that supports monitor mode, the Aircrack toolkit |17, which is open source, can
be then utilized to enable monitor mode.

Sniffing with Android Phone: A laptop may be bulky for a user to carry. To
enable monitor mode on an Android phone, we need first to perform kernel live
patching corresponding to the phone model [155] and then employ Airmon-ng
tool [5], which is included in the Aircrack-ng package. For example, we enable
the monitor mode on a Nexus 5 Android phone by using Nexmon [4] to patch the
phone’s kernel and run WeakCamlID on the rooted Nexus 5. Finally, the collected
traffic data are loaded into the SQLite database [13] for feature selection.

Feature Extraction: Different camera states usually lead to different spa-
tiotemporal patterns in collected wireless traffic data. We then extract relevant
features to construct our “feature vector”, and use it to train the model.

Normally, when we continuously feed motion stimuli to a wireless camera for
a period of time (e.g. 10 seconds), the camera experiences multiple phases. First,
the camera sends an event notification to the owner, causing the first traffic burst.
Second, the camera may or may not start recording the activity, depending on
whether the camera has a subscription (i.e., cloud recording capability). If the
camera has a subscription, it will immediately start to record the activity and

upload the captured video to the cloud backend. As a result, another traffic
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burst will be generated, which is often larger than the one appearing in the
first phase. However, if the camera has no subscription, the camera will not
record the activity, and the traffic volume will soon become zero after sending the
event notification to the property owner. Finally, the traffic flow varies according
to the action taken by the property owner after she or he receives the event
notification, i.e., whether to enable the live video by opening the app associated
with the camera. Specifically, if the owner quickly presses the push notification
after receiving it and then opens the camera app to watch the live streaming
video from the camera, the traffic throughput (i.e., the rate at which the wireless
camera generates packets) will abruptly increase again. Accordingly, we refer
to these three phases as event notification, camera response, and user operation,
respectively. We then extract features unique to the camera state to characterize
each phase, which collectively form a fingerprint that allows us to reliably identify
the occurrence of a motion event from passively observed encrypted traffic.
Phase I - Event Notification: When motion is detected, a camera with a
paid subscription (e.g., Arlo camera [29]) often generates a rich push notifica-
tion, attaching a thumbnail image of the event to the event notification, while a
non-subscription camera only sends the basic event notification. Thus, the corre-
sponding peaks of the instant traffic throughput will differ. We define the period
of this phase as from the beginning of the first observable traffic peak to the next
one for paid cameras (as they start to record and upload the recorded video to
the cloud), and back to 0 for unpaid cameras. We record two features: the peak
traffic throughput 77, and the mean throughput T} over the phase duration.
Phase II - Camera Response: Paid cameras also perform cloud recording
except for event notifications, while unpaid cameras do not and stay silent without

being triggered. We regard the point from which the traffic abruptly increases or
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decreases as the ending point of the second phase for paid cameras; the abrupt
traffic change is determined by whether the live streaming is enabled or not.
A user may not always respond to a notification, e.g., when they are busy or
sleeping, while if the user chooses to turn on live video streaming, it needs some
time, and this delay includes two parts: (1) the interval between the time when
the user receives the event notification and the time when the user opens the app,
and (2) the time that the app needs to load. Empirically, this delay is at least
3 seconds. For unpaid cameras, we just consider the period of the second phase
as 3 seconds, and such a period is enough to characterize how unpaid cameras
respond to motion after event notification. Similarly, we record the peak traffic
throughput 7% and the mean traffic throughput value 75 in the second phase.
Obviously, for unpaid cameras, we have T = Ty ~ 0.

Phase III - User Operation: This phase happens only when the user turns on
live view mode. For paid cameras in normal mode (i.e., no live view is enabled),
the generated traffic will be nearly stable until the motion ends, while in live view
mode, such traffic becomes a combination of recording and streaming traffic and
would thus be higher. Also, after the motion ends, there will be only streaming
traffic until the user turns the live view mode off. For unpaid cameras, no record-
ing happens in normal mode and thus no traffic is generated for it, while they
are re-triggered to generate the streaming traffic in live view mode and revert to
standby mode once the user closes the live view mode. We specify the third phase
starting from when traffic burst appears after the second phase until when the
camera enters standby mode. Likewise, we mark the corresponding peak traffic
throughput 7§ and the mean value Ty for this phase. If no live view is enabled,
we set T8 = Ty ~ 0.

A camera’s state has four possibilities, live view mode and normal mode (i.e.,
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when live view is unopened), with and without a subscription accordingly. We
refer to the four states as Paid - Live View, Paid - Normal, Unpaid - Live View,
and Unpaid - Normal. The final feature-vector corresponding to the resultant
wireless traffic when introducing motion stimuli to a wireless camera with one
state (S;, ¢ € {1,2,3,4}) thus can be denoted with a 6-element vector, i.e.,
FV(S) = [TV, T, T8, Ty, TS Ty).

Impact of User Behavior: We do not assume deterministic user behaviors.
The owner can make decisions arbitrarily. The success rate thus does not depend
on user behavior, and WeakCamID works regardless of whether users respond to
notifications. If the live view is off, the inference result would be ‘paid-normal’
or ‘unpaid-normal’; otherwise, it is ‘paid-live view’ or ‘unpaid-live view’.

State Labeling: Once the feature vectors are extracted from the sniffed
wireless traffic, WeakCamlID creates a training set by labeling camera states.
The labeled feature vectors can be used to train the classifier in the next step.

Dataset Splitting: ~ We have a dataset containing feature vectors coming
from 13 different cameras that we examine for training. We perform different
durations of motion from 2 to 16 seconds with increments of 2. For every motion
length, we collect 70 corresponding traffic flows for each camera state of every
camera, enabling us to obtain high inference accuracy. Thus, the built dataset
has 13 x 8 x 70 x 4 = 29,120 feature vectors in total. We apply the common

80/20 split for training and test sets.

3.4.3 Traffic Classifier Building

The final component of our training pipeline is the construction of a supervised

learning classifier to infer camera states from network traffic patterns. We adopt
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machine learning over traditional statistical methods for two key reasons. First,
different camera manufacturers employ proprietary protocols that generate dis-
tinct traffic patterns for identical events. For instance, Ring cameras transmit
text-only push notifications, whereas Arlo cameras bundle thumbnail images
with notifications, resulting in fundamentally different traffic signatures. Sec-
ond, camera video streaming configuration difference between different cameras
complicates universal modeling. For example, Arlo Pro cameras default to 1440p
(2560%1440) while Arlo Ultra cameras use 2160p (3840x2160) 30|, yet all Ring
devices standardize on 1080p (1920x1080) [12]. Machine learning classifiers nat-
urally accommodate such variations by automatically learning discriminative fea-
tures from labeled data, eliminating the need for hand-crafted statistical models.

Classifier Selection. We evaluate two complementary families of machine
learning algorithms to identify the optimal approach for camera state inference:
tree-based methods and neural network architectures. Tree-based methods like
Decision Trees (DTs) [144], Random Forests (RFs) [92], and Support Vector Ma-
chines (SVMs) [43] provide interpretable, efficient baselines with proven effective-
ness on structured feature data. Neural networks like Artificial Neural Networks
(ANNs), Convolutional Neural Networks (CNNs), and Recurrent Neural Net-
works (RNNs), offer the capacity to learn complex non-linear relationships and
temporal dependencies inherent in sequential traffic data. This dual strategy en-
ables comprehensive comparison between classical and deep learning paradigms.

Tree-Based Classifiers. We implement tree-based models using scikit-
learn [41]. Decision Trees (DTs) recursively partition the feature space based on
camera’s network traffic information, producing interpretable decision rules. Ran-
dom Forests (RFs) extend this idea via ensemble learning, aggregating multiple

decorrelated trees to improve robustness and reduce overfitting. For multi-class
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classification across the four camera states, we adopt Support Vector Machines
(SVMs) with a lightweight decomposition strategy. Specifically, we first train one
binary SVM to distinguish paid vs. free cameras, and a second binary SVM to
distinguish live-view vs. non-live modes. The final state is then determined by
combining the two binary outputs, effectively covering the four classes with only
two classifiers. This design reduces computational overhead compared to a full
one-vs-one scheme while preserving accuracy. SVMs identify margin-maximizing
hyperplanes in the feature space, providing strong generalization performance for
our feature dimensionality.

Neural Network Classifiers. We implement neural network based classi-
fiers in TensorFlow 2.10.0 [172] and tune them using a held-out validation set to
ensure a fair comparison with tree-based and SVM models to reduce overfitting
from network traffic data. For each architecture, we perform a small grid search
over the number of hidden units, depth, learning rate, batch size, and dropout
rate, in order to set the best training parameters. All models are trained with
the Adam optimizer [102] using mini-batches which is good for time series data
like network traffic data and we set the early stopping based on validation loss,
and we use Lo regularization to reduce overfitting.

The ANN consists of multiple fully connected layers with ReLLU activations
and dropout, which allows it to learn non-linear relationships between traffic fea-
tures and camera states. The CNN uses one-dimensional convolutions and pool-
ing along the temporal axis to capture local patterns such as structured changes
in packet sizes and inter-arrival times, following the effectiveness of convolutional
feature extractors in prior work [109]. The RNN adopts Long Short-Term Mem-
ory (LSTM) units [93] to model sequential dependencies across packet traces,

making it well suited for mode inference when ordering and short-term dynamics
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carry discriminative information. After tuning, these networks achieve competi-
tive or high accuracy, but their longer inference time (on the order of seconds on
constrained hardware) introduces non-trivial computational overhead, which we
account for in our model selection.

Training Infrastructure and Hyperparameters. All models are trained
and evaluated under identical experimental conditions to ensure fair compari-
son. Neural networks are trained on NVIDIA RTX 3080 GPUs (10 GB GPU
memory) using the Adam optimizer [102] with learning rate n = 0.001, batch
size 64, and maximum 100 epochs. We apply dropout regularization (rate 0.3)
and early stopping (patience 10 epochs) to mitigate overfitting. The dataset
is partitioned into training (80%), validation (10%), and test (10%) splits. In-
put features are standardized via z-score normalization. Tree-based models use
default scikit-learn hyperparameters with 5-fold cross-validation for model selec-
tion. All experiments run on Python 3.8.10, with evaluation metrics computed
via scikit-learn to maintain consistency across both algorithm families.

Classifier Selection: We evaluate all candidate classifiers on a held-out test
set to identify the optimal model for camera state inference. Performance is
measured through success rate (overall accuracy), precision, recall, and F1 score.
For each camera state, we compute true positives (T'P), false positives (F'P),
true negatives (T'N), and false negatives (F'N), yielding success rate (T'P +
TN)/(TP+TN+ FP+ FN), precision TP/(T'P+ FP), recall TP/(TP+ FN),
and F1 score 2/(Recall™' + Precision™"). We systematically analyze how motion
duration impacts classifier performance, as the duration of the motion recording
affects the amount of detectable features in training.

Tree-Based Model Performance.

Figure |3.3| presents success rates across varying motion durations for Decision
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Figure 3.3: Comparison of success rates.

Trees, Random Forests, and SVMs. Three key patterns emerge. First, perfor-
mance trends remain consistent across all four camera states, with normal-state
cameras achieving marginally higher accuracy than those in live-view mode. Sec-
ond, success rates improve monotonically as motion duration increases from 2 to
12 seconds, then stabilize. For durations below 8 seconds, all classifiers achieve
less than 90% success rate, attributed to insufficient traffic volume for robust
feature extraction. Beyond 12 seconds, success rates consistently exceed 90%.
Third, SVMs demonstrate superior performance, achieving 97% success rate for
both paying and non-paying cameras in normal state at 12-second motion dura-
tions.

Figure [3.4] corroborates these findings: SVMs attain an F1 score of 0.98 for
normal-mode classification, indicating excellent precision-recall balance. Based

on these results, we select SVMs as the strongest tree-based baseline for subse-

quent comparisons.
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Figure 3.4: Comparison of F1 scores.

Neural Network Performance.

To assess whether deep learning architectures can further improve classifica-
tion accuracy, we evaluate ANNs, CNNs, and RNNs on the same test set with
identical preprocessing pipelines.

Figures (3.5 and present success rates and F1 scores for neural network
models alongside the best-performing tree-based method (SVM).

ANNs and CNNs underperform SVMs across all camera states. While ANNs
can approximate complex non-linear decision boundaries through multilayer com-
positions, their feedforward architecture lacks mechanisms to exploit temporal
ordering in sequential traffic data. CNNs, originally designed to extract spatial
feature hierarchies from image data, prove ill-suited for our problem: camera traf-
fic features exhibit strong temporal dependencies rather than spatial correlations,
rendering convolutional filters less effective. The relatively modest performance

gains of CNNs over ANNs (93% vs. 91% success rate) suggest that our features
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Figure 3.5: Comparison of success rates for neural network-based methods.

contain limited spatial structure amenable to convolutional processing.

In contrast, RNNs achieve superior performance, surpassing all other models
including SVMs. At 16-second motion duration, RNNs attain 99% success rate
for normal-state classification and maintain F1 scores above 97% across all four
camera states. This substantial improvement stems from RNNs’ inherent capac-
ity to model temporal dependencies through recurrent connections and LSTM
memory cells. Unlike SVMs, which construct static decision boundaries treat-
ing each observation independently, RNNs naturally capture how traffic patterns
evolve during camera state transitions. The sequential structure of network traf-
fic, where packet arrival times, sizes, and ordering encode state information which
directly aligns with RNNs’ architectural inductive bias. This finding corroborates
prior work demonstrating RNN effectiveness for traffic classification tasks [145].

Efficiency Analysis. We also measures how long it would take for the

machine learning model to infer the camera status after the specific model is
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Figure 3.6: Comparison of F1 scores for neural network-based methods.

trained. Table reports the mode inference latency for all evaluated models.
For tree based models, Decision Tree and Random Forest provide fast predictions,
with average latencies of 3.2 ms and 7.6 ms, but their detection accuracy is lower
than the SVM. Neural network based models (ANN, CNN, and RNN) achieve
strong accuracy, and the RNN reaches about 99% detection accuracy. However,
they introduce a significant runtime overhead, with average inference times above
1,100ms per decision, which is costly for resource-constrained platforms such as
smartphones or embedded cameras. In contrast, SVM offers a good balance, with
an average inference time of only 8.6 ms while maintaining accuracy close to the
RNN model. Considering both efficiency and accuracy, we select the SVM as the

default classifier for all subsequent experiments.
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Table 3.1: Mode inference time comparison across models (16-second motion
window).

Model Min (ms) Max (ms) Avg (ms)
Decision Tree 2.5 4.5 3.2
Random Forest 5.2 8.8 7.6
SVM 5.5 9.8 8.6
ANN 895.6 1425.2 11124
CNN 1258.5 1655.2 1415.3
RNN (LSTM) 1110.2 1420.9 1228.5

3.4.4 Inference Phase

In the inference phase, the adversary needs to first determine that the target
camera is a wireless motion-activated camera via two important steps, traffic
prescreening and traffic probing. The following processes are performed much in
the same way as the training phase has, by attempting to achieve camera state

inference through data collection, feature extraction, and traffic classification.

3.4.4.1 'Traffic Prescreening

Over the air, there may exist diverse wireless traffic flows generated by a myriad
of Internet-of-Things (IoT) devices or applications (such as smart TVs and digital
voice assistants). We thus need to first distinguish the traffic flow of the target
camera from traffic flows generated by non-camera devices and other wireless
cameras deployed in the environment. We propose to generate motion (e.g.,
walking) within the camera’s monitoring area to stimulate it, and then use the
resultant wireless traffic to narrow down the candidates for the target traffic flow.

Stimulus-response Activation: Most wireless cameras are powered by
rechargeable lithium-ion batteries, either built-in or removable. They normally

sit in sleep/standby mode to save power consumption, and come awake when

33



(1) motion is detected or (2) the camera is manually turned on to live view. In
standby mode, the camera usually just generates a “heartbeat signal” with a
small size periodically (i.e., in order of seconds) to notify normal operation of the
camera and synchronize with the base station or router.

Upon activation, the camera then sends a push notification of the motion
event. If the camera has an active subscription, it also starts to record until
motion stops and immediately uploads the video to the cloud for secure storage
in the owner’s library so that the owner can access them anytime; otherwise, if
the camera has no subscription, only a push notification will be sent while no
recording is initiated. Accordingly, abnormally high wireless traffic (indicating
the push notification) will be generated regardless of the subscription status,
and the traffic volume will soon become higher (as recording/uploading starts)
for cameras with active subscriptions while decreasing to none (when heartbeat
signals are ignored) for cameras with no subscription.

Therefore, to observe wireless traffic generated by the target camera, an ad-
versary can feed the camera with activation signals by performing motion in the
motion detection range of the camera.

Figure depicts the traffic flow generated by a wireless camera (Ring Stick
Up Cam with an active subscription) when we walk inside the motion detection
range of the camera (8 ~ 18 sec). We observe that when the camera is in sleep
mode, it only sends out a heartbeat signal of a small size. When the motion event
is detected, the newly generated traffic volume suddenly increases immediately
for sending a push notification. Next, as the camera starts to record to the cloud,
a larger traffic volume appears until the motion in the motion detection range
of the camera disappears. Without motion stimulus, the camera comes back to

sleep mode.
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Figure 3.7: Traffic volume variation.

Traffic Winnowing: For a wireless camera in sleep mode (i.e., when there
is no live view or video recording), the corresponding wireless microcontroller
unit (MCU), such as TI (Texas Instruments) CC3220S [1] for a Ring Stick Up
Cam, consumes low power and only listens for any trigger source. The motion
sensor is integrated with the wireless MCU. Once it detects motion, it toggles
the General Purpose Input/Output (GPIO) and generates an interrupt, which
wakes up the camera to send a push notification and start cloud recording (if the
camera has an active subscription). Consequently, the wireless traffic generated
by a wireless camera has a strong correlation with the motion performed in the
motion detection range of the camera regardless of the subscription status of the
camera. Specifically, when a camera is wakened up by motion, a burst of wireless
traffic can be immediately observed.

The distinguishable traffic pattern of the camera enables the adversary to

winnow out irrelevant traffic flows, which do not show bursts according to the
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appearance of the artificial motion. If a monitored wireless traffic flow suddenly
jumps with the motion being performed and plummets as the motion stops, we
then mark it as a candidate for the traffic flow of the target camera. As the
environment may have multiple motion-activated devices including the target

camera, one or multiple candidates may be identified.

3.4.4.2 Traffic Probing

It is essential to determine precisely which traffic flow belongs to the target camera
before collecting its traffic features. We utilize the devices” MAC addresses to
pinpoint the traffic flow associated with the target camera from the obtained
traffic candidates in the previous step. After that, we set up a listener to monitor
the traffic transmitted from the target camera and observe the traffic change on
this channel when provoking the camera with manipulated environmental motion.

MAC Extraction and Match: A MAC address is a unique identifier as-
signed to a Network Interface Controller (NIC) for every networked device. It
consists of 48 bits that are typically represented as 6 pairs of hexadecimal dig-
its separated by colons or dashes. The first half is the Organizationally Unique
Identifier (OUI), indicating a manufacturer or vendor; the second half refers to
the device ID.

As TEEE 802.11 wireless communication (i.e., WiFi) employs security pro-
tocols such as WEP, WPA, WPA2, and WPA3 [153|, the recorded videos are
encrypted in WiFi signals. A general IEEE 802.11 MAC frame consists of a
header, body, and frame check sequence (FCS). The header holds information
about the frame; the body carries data that needs to be transmitted; FCS is
used for detecting errors during the transmission. However, the header is un-

encrypted during transmission and exposes the MAC of the device sending the
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traffic. For example, Ring Stick Up cameras utilize TI’s chipset (i.e., CC3220S)
for WiFi communication, and the OUI of their MACs starts with “40:BD:32”,
which indicates the SoC (System on Chip) from the manufacturer TI. The OUIs
of different manufacturers are normally public [8]. We can thus build a dataset,
referred to camera-tagged OUI database, containing OUIs of known vendors that
manufacture wireless cameras.

WeakCamlID first extracts the OUI in the MAC of each candidate for the
traffic flow belonging to the target camera, and then checks the camera-tagged
OUI dataset for a match of this OUI. If present, such a traffic flow is regarded
as being generated by a wireless camera. Otherwise, it will be removed from the
candidate list.

Dealing With MAC' Spoofing: MAC addresses of NICs are hard coded in
their circuit at the moment of manufacture. However, they can be changed via
MAC randomization [65] or spoofing [100]. A camera may use a forged MAC
with an OUI indicating a non-camera manufacturer for masquerading as a non-
camera device, and similarly, a non-camera device may use a fake MAC with
an OUI showing a camera manufacturer to pretend to be a camera. Since the
payloads of raw WiFi packets are encrypted and the network of the target camera
is inaccessible to the adversary, traditional traffic flow classification methods using
a 5-tuple (source IP and port, destination IP and port, and IP protocol) or a 3-
tuple (source IP, destination IP, and IP protocol) [121] do not apply. However, an
attacker can launch the UUID-E (Universally Unique IDentifier-Enrollee) reversal
attack [119,|/181] to retrieve the original MACs for the devices with randomized
or spoofed ones, as the UUID-E is derived from a device’s original MAC and
does not change with MAC. Alternatively, we utilize the wireless traffic pattern

characteristics to uniquely identify camera devices.
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The Systems on Chips (SoCs) are responsible for video/audio encoding and
multimedia data transmission. Thus, the traffic patterns of a wireless camera
highly depend on its SoC. However, the SoC choices are limited and most SoCs
take largely identical operating flows, causing similar traffic patterns [45]. Par-
ticularly, wireless cameras follow universal standards to encode, encapsulate, and
deliver video data to the cloud or users’ devices. For example, Apple’s HTTP
Live Streaming (HLS), the most popular streaming format for the video indus-
try according to an annual survey [39], requires that all videos must be encoded
using H.264/AVC or HEVC/H.265 [24]. Accordingly, we train a Support Vector
Machine (SVM) model by using the Scikit-learn libraries with Python 3.9, to
distinguish traffic flows belonging to wireless cameras and non-camera devices.

An SVM classifier produces a hyperplane to best separate the input data into
two classes. Since the cameras may or may not initiate video recording under
different circumstances, the corresponding traffic patterns normally differ vastly.
For such a multi-class case, we classify all traffic flows into three classes with the
OVO (one-versus-one) approach [132]. For the cameras with no subscription and
with live video mode turned off, they only generate traffic for push notifications
and do not record video. We refer to such traffic as Camera traffic 1. For the
cameras with subscriptions or with live video mode turned on, they also generate
traffic for video recording, and we refer to the corresponding traffic as Camera
traffic 2. We call the traffic generated by non-camera devices as Other traffic.
We set a threshold according to the average data transmission rate of various
wireless devices in the environment. For each traffic flow, we calculate its data
transmission rate, as well as the difference between this rate and the threshold.

Figure depicts the outcome of running the created multiclass SVM on a

data set containing 800 traffic flows coming from wireless cameras (in different
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modes and subscription statuses) and non-camera devices, demonstrating the
success of identifying traffic flows generated by wireless cameras.

MAC-specific Traffic Monitoring: By setting up a packet monitor with
existing tools, we can listen to the traffic coming from the device identified as a
camera. Particularly, we detect if the traffic volume varies and record the count
change of intercepted packets.

Motion Stimulation: The longer we perform motion in the motion detec-
tion range of the camera with a subscription, the more (cumulative) packets the
camera may generate. We have the same observation for the live view duration.
We deploy four different wireless cameras (including Arlo Pro 3, Blink Outdoor,
SimpliSafe Cam, and Wyze Cam Outdoor v2) to monitor the activity in an area.
We perform two groups of experiments to verify the impact of cloud recording

and live view on camera traffic, respectively.
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Figure 3.10: Impact of motion duration.

First, each camera has an active subscription and the live view mode is turned
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off. We collect the traffic packets generated by each camera and count the cor-
responding total amount of the transmitted packets when a user manually intro-
duces motion within varying durations, as shown in Figure [3.10] Second, each
camera has no active subscription while the live view mode is turned on for
streaming the activity. Similarly, we collect the traffic packets generated by each
camera and count the corresponding total amount of the transmitted packets
when the live view lasts different durations, as shown in Figure We see that
different cameras present diverse total packet lengths changing with the motion or
live view duration, due to various recording or live streaming mechanisms taken
by different camera manufacturers. Overall, the obtained total packet count (de-
noted with 7") consistently shows a nearly linear correlation with the duration
of both the motion and the live view. For example, for every second, the corre-
sponding packet counts for Arlo Pro 3 to record to the cloud and to stream live
videos are around 183 and 156, respectively. Accordingly, we consider a linear

model to describe such as relationship, which is defined as follows,

T=c-At+k, (3.1)

where k is constant, At denotes either the motion or live view duration, and ¢
represents the traffic throughput, i.e., the camera packets generation rate.

The model can be then utilized to determine whether the performed motion is
still captured by the camera or whether the live view mode is still on. Specifically,
if the observed total packet count and the motion or live view duration do not
fit the linear model with a significant deviation, the cloud recording or live video

streaming will be regarded as ended.
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Figure 3.11: Impact of live view duration.

3.4.4.3 Traffic Inference

The process of traffic inference is defined much in the same way as the training
phase by attempting to infer camera states via data collection, feature extraction,
and traffic classification. After the traffic of the target camera responding to the
motion stimuli is collected, the same features derived during training can be
calculated. The obtained feature vector is then inputted into the built classifier,

which outputs the camera state.

3.5 Implementation

3.5.1 Experimental Setup

We implement WeakCamlID on commodity user devices. To achieve WiF1i sniffing,

existing studies often use rooted Android phones (e.g., [44,86]), while smartphone
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Table 3.2: The list of wireless security cameras we test.

Camera ID Model Cloud Recording (Unpaid)
1 Arlo Pro 3 No
2 Arlo Pro 4 No
3 Arlo Ultra 2 No
4 Blink XT2 No
5 Blink Outdoor No
6 Ring Stick Up Cam No
7 Ring Spotlight No
8 Reolink Argus 2 No
9 SimpliSafe Cam No
10 Wyze Battery Cam Pro No
11 Wyze Cam Outdoor v2 No
12 Hubble Nursery Pal Camera No
13 Nanit Pro Baby Camera No

vendors make it increasingly difficult to gain root access [168]. Instead, we design
a new portable and low-cost external tool to enable WiFi sniffing, consisting of
four components: a BLE module for a phone connection, a touch screen for user
interaction, a WiFi adapter card (e.g., RTL8814AU chipset) in monitor mode, and
a Raspberry Pi 4 Model B acting as a platform for the previous three components.
This tool can connect with the developed mobile app WeakCamlID via Bluetooth
Low Energy (BLE). Our design makes it possible to run WeakCamID on any
factory default smartphone without rooting it.

The app first scans the possible MACs for wireless cameras. The adversary
then performs motion to stimulate the camera. The app logs accelerometer read-
ings for motion speed calculation. With observed traffic, the app outputs the
current camera state and the consumed time, indicating completion of status
determination. We test 13 most popular wireless cameras (Including two baby
cameras with ID 12 and 13), as shown in Table 3.2l Such camera models are

selected from major brands sold online on Amazon and BestBuy. Non-paying
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cameras only have basic functions (live video streaming and event notification)
while paying ones offer cloud recording capability. We therefore consider two

typical scenarios:

e Outdoor: The camera is mounted on the front outside wall (height: 10
ft; width: 17 ft) of a typical American single-family house to monitor the

entryway into the house.

e [ndoor: The camera is installed on the wall of a living room (of 372 sq. ft)

to monitor the room.

Figure 3.12: Layout of the experimental environment: Indoor.

Figures and show the layout of the two environments, where the
camera is deployed with its field of view not blocked by the wall or other obstacles
and an adversary can thus feed motion stimuli to it.

Evaluation Metrics: We use the following three metrics.

e Suceess rate: this is the ratio between the number of successful camera

state inference attempts and the total number of inference trials.
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e ['1 score: this is the harmonic mean of precision and recall, with its best

value at 1 and worst score at 0.

e Detection time: this is the amount of time spent on obtaining the camera

state in terms of the subscription plan and live streaming mode.

3.5.2 Case Study

We use two Arlo Pro 3 cameras (one with and the other without a subscription)
to monitor the same area, as shown in Figure [3.12] The user determines there
exist wireless cameras monitoring the area, initiates motion in the area, and sniffs
environmental wireless traffic. We test the following three situations.

No Live Video is Streamed on Both Cameras: When the user does
not notice the motion notification (e.g., the phone is muted), no live stream will
be opened. Figure (a) shows the traffic flow generated by the two cameras.

We observe a strong correlation between the traffic volume (i.e., count of newly
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Figure 3.14: Traffic volume V' (pkts) changes.

generated packets) with the motion for the paid camera, i.e., the volume matches
with the newly performed motion. However, for the unpaid camera, there is
only a small amount of traffic at the beginning of the motion, corresponding
to the motion notification. The paid camera not only sends a notification but
also records to the cloud until the motion ends. Furthermore, we see that the
traffic volume for a motion notification of the paid camera is larger than that
of the unpaid one. This is because, with a subscription, the push notification
information is richer and includes a thumbnail image from the recorded video [29],
which is not available for the unpaid camera.

Live Video is Streamed Only on the Unpaid Camera: Just for the
unpaid camera, we stream live video once receiving the motion notification. Fig-
ure [3.14] (b) compares the corresponding two traffic traces and we see clear dif-
ferences. First, unlike the paid camera, which automatically records after being

activated by the motion, the unpaid one re-generates the traffic burst only after
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the live view is turned on (at the 8" second). To stream live video, we have to
tap the notification or the app on the phone. Human reaction, tapping, and app
login take time. There is thus an inevitable delay between detecting the motion
and the start of the live video stream. Second, we may not end the live video
exactly as the motion ends. We habitually watch until the motion ends and then
close the app. Similarly, we need time to react and close the app. That’s why
we still observe traffic burst even after the motion ends for the unpaid camera.
However, the paid camera ends recording (i.e., generating traffic bursts) precisely
once the motion ends.

Live Video is Streamed on Both Cameras: Figure (c) shows the
traffic volume of both cameras streaming live videos. Unlike the unpaid camera,
the paid one generates high traffic volume immediately once the motion is de-
tected. Also, when the motion lasts and the live video is on, the traffic volume
for the paid camera is apparently higher than that for the unpaid one. This is
due to the fact that the paid camera streams live video and uploads the recorded
video to the cloud at the same time, while the unpaid camera only streams live
video. These results convincingly verify that the two cameras’ traffic traces in
this situation are still distinguishable.

By extracting features from the observed traffic flows, WeakCamlID is able to

successfully infer these camera states.

3.5.3 Impact of Motion Duration

Different durations of motion occurring within the motion detection area of the
camera (with a subscription or in live view mode) may generate varying wireless

traffic volumes. Accordingly, we vary the value of motion duration from 8 to 16
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seconds, with increments of 2 seconds. For each value and camera state of every

camera, we perform 10 trials and have 13 x4 x5x10=2, 600 attempts in total.
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Figure 3.15: Effect of motion duration on detection success rate.

Figure [3.15] shows the average success rates for different motion durations.
We have the following observations. First, the success rate always maintains at
a high level, i.e., ranging from 88% to 99%, regardless of motion duration and
camera state. Second, with the duration increasing from 8 to 12 seconds, the
success rate becomes larger. It then maintains a stable high value (above 94%)
after the duration is longer than 12 seconds. Lastly, the unpaid camera in live
view mode and the unpaid camera in normal mode consistently has the lowest
and highest average success rates regardless of motion duration.

This appears as the motion-induced traffic flows generated by unpaid cam-
eras in live view and normal modes are the least and the most distinguishable,
respectively. Figure [3.16| presents the F1 scores for all varying motion durations.

We see that the F1 score is always above 0.9, again indicating high inference

accuracy.
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Figure 3.17: Average success rates across cameras.
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Figures |3.17 and present the average success rates and F1 scores of all
camera states for each camera with varying motion durations. We see that the
success rates and F1 scores for all cameras are consistently high (with a minimum
of 88% and 0.89), while C9 (SimpliSafe Cam) always has a higher success rate
or F1 score than the rest. This appears because C9 uses differentiated video
streaming quality for paid and unpaid cameras while others use the same quality
for both types of cameras.

The resolution of C9 is 1080p (1920x1080) with a subscription and decreases
to just 480p (640x480) with no subscription. Such difference further enlarges
the discrepancy between corresponding traffic volumes, facilitating camera state
distinction. Also, we find for most cameras, the success rate or F1 score in-
creases with the motion duration until the latter reaches 12 seconds, and remains

relatively stable after that.
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Figure 3.18: F1 scores across cameras.
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3.5.4 Impact of Movement Speed

The speed v, of motion occurring in the camera’s detection range may affect
its recording behavior. For example, if the speed is too slow, from the camera’s
perspective, the total motion may consist of multiple short activities. Compared
with a quick motion which just triggers the camera once, such a slow one may
cause the camera to be activated multiple times in a discontinuous way. We vary
U, from 0.2 to 1.4 meters per second (m/s), with increments of 0.2. The app logs
accelerometer readings for calculating the speed. For each v,, and camera state,
we perform 100 attempts of WeakCamlID to infer the state of the camera (Ring
Stick Up Cam).
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Figure 3.19: Impact of movement speed.

Figure [3.19| illustrates the average success rates when v,, varies. We observe
that the success rate is below 77% when v,, is no larger than 0.6 m/s. This

is because the low speed may trigger the cameras multiple times and cause the
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Figure 3.20: F1 score vs. speed.

camera to generate multiple notification alerts. The resultant traffic patterns
become less discernible. Also, we see that once the walking speed reaches 0.8
m/s, the success rate can always be larger than 92%. Meanwhile, for the same
speed, the corresponding success rates for normal mode are consistently higher
than that for live view mode. Specifically, the average success rates for normal
and live view modes are 96.0% and 92.5%. This appears due to the fact that
the live view mode is controlled by the user, who may turn it on at a random
time after receiving a motion alert, causing the traffic patterns associated with
streaming live videos more diverse. Figure|(3.20|plots the corresponding F1 scores,
which always exceed 0.93 when the speed reaches 0.8 m/s. Also, the F1 scores
for the normal mode are higher than that for the live view mode. The range for
normal walking speed is 1.2 to 1.4 m/s for adults [67]. WeakCamID can thus

achieve high accuracy without requiring an average user to change gait speed.
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3.5.5 Impact from Resolution

One of the main reasons for the difference in traffic volume across cameras is
the resolution of the uploaded video. For example, sending a 4K (3840x2160)
video needs about four times as much bandwidth as sending a 1080p (1920x1080)
video. In practice, a camera may switch among several resolutions when upload-
ing video to the cloud, which can change the traffic volume over time. To study
how video resolution affects the inference accuracy of our method, we ran extra
experiments with an Arlo Ultra camera. This camera supports several resolu-
tions: 4K (3840x2160), 2K (2560x1440), 1080p (1920x1080), 720p (1280x720),
and 480p (640x480). Our goal was to see whether the resolution setting has a

strong effect on the accuracy of WeakCamlID.
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Figure 3.21: Success rates vs. resolutions.

Figure [3.21] shows the success rates for the five resolution settings. The infer-

ence accuracy stays high, with success rates above 94% at all resolutions for both
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Figure 3.22: F1 scores vs. resolutions.

Paid normal and Unpaid normal modes, and above 93% for both Paid live view
and Unpaid live view modes. Figure shows the related F1 scores, which are
above 0.93 for normal modes and above 0.92 for live view modes. These results
suggest that changes in video resolution have a very small effect on the overall
inference accuracy of WeakCamlID. Even at lower resolutions such as 480p and
720p, the accuracy is close to that at higher resolutions. This is because chang-
ing the resolution does not greatly change the key differences in traffic volume

between paid and unpaid camera states.

3.5.6 Impact of Previously Unknown Cameras

One concern is whether our model works for a new camera, whose brand/model
is previously unknown. As aforementioned, most camera vendors take largely
identical operating flows, causing their traffic variation quite consistent. Weak-

CamlID can be thus applied to infer states of new cameras without retraining the
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model.

We specify one camera as the new camera and use the other twelve (in Ta-
ble for training. Accordingly, we generate 13 traffic classifiers, referred to as
Victim-exclusive. We then use each classifier to infer the state of the correspond-
ing new camera 100 times, whose traffic data are not included in the training
data set of this classifier. For comparison, we also investigate the performance
of the classifier (called Victim-inclusive) that utilizes all 13 cameras for training,

and use it to infer the state of every camera 100 times.
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Figure 3.23: Accuracy comparison for new cameras (victim-exclusive vs. victim-
inclusive).

Figure presents the comparison of the success rates for applying Victim-
inclusive and Victim-exclusive classifiers. We see that the Victim-inclusive clas-
sifier always performs slightly better than corresponding Victim-ezclusive ones.
Specifically, the mean success rate for all Victim-exclusive classifiers is 94.1%
while the Victim-inclusive classifier achieves an average success rate of 95.8%

across all cameras.
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Figure 3.24: Detection time for new cameras (victim-exclusive vs. victim-
inclusive).

Figure [3.24] compares the average detection time. We observe that for each
victim camera, the detection time obtained from the Victim-exclusive classifier,
ranging from 16.6 to 18.9 seconds, is always slightly longer than that obtained
from the Victim-inclusive classifier. The small increase in detection time comes
from requiring a longer time for the corresponding Victim-exclusive classifier to
process the data. These results show that WeakCamlID works for new cameras

with a high probability and within a short period.

3.5.7 Overall Inference Performance

For each mode of every camera in Table [3.2] we perform 100 trials in each envi-
ronment. Thus, we have 13 x 4 x 2 x 100 = 10,400 attempts in total.
Figures [3.25] and present the success rates for different cameras in the

indoor and outdoor environments. We observe two major tendencies. First, the
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Figure 3.25: Overall inference success rates (indoor).
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Figure 3.26: Overall inference success rates (outdoor).
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success rate is consistently high over different camera states and models, ranging
from 92% to 99% and 90% to 99% for the indoor and outdoor environments,
respectively. Particularly, for C9 (SimliSafe Cam) in both environments, our
technique can detect all camera states with a success rate always above 98%.
This again confirms that the recording quality differentiation strategy taken by
C9 makes traffic flows more distinguishable. Second, a camera in normal mode
can usually be detected with higher accuracy, especially when the camera has a
subscription. This may be because cameras in live view mode generate higher

traffic volume, causing the traffic flows to be misclassified more.
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Figure 3.27: Overall confusion matrix.

Figure plots confusion matrices of the inference results. We see that
WeakCamlID has consistently high true positive rates (93.3% or above) and low
false positive rates (below 2.9%). We compute the F1 scores, which are both 0.96
on average for the indoor and outdoor environments.

Figure plots the empirical cumulative distribution functions (CDFs) of
the detection time T, g00r and Thutdoor Under the indoor and outdoor environments.

We see no apparent difference in detection time for both environments. 7},400r
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Figure 3.28: CDFs of detection time.

and Tputdoor are less than 17.6 and 17.5 seconds with probability 95.0%. These
results convincingly demonstrate that WeakCamlID can effectively and efficiently
infer camera states.

To further enhance inference accuracy, we evaluate the performance of RNN-
based classification across all 13 cameras in both environments. Figures [3.25
and present the success rates for the indoor and outdoor settings, respec-
tively. Compared to SVM, RNN achieves improved classification performance,
with success rates ranging from 95% to 99% indoors and 92% to 99% outdoors.
This improvement is attributed to RNN’s ability to capture sequential dependen-
cies in traffic patterns.

However, this improvement comes at the cost of increased computational over-
head. Figure [3.29 shows the empirical cumulative distribution function (CDF)
of the detection time for RNN. Compared to SVM, the detection time distribu-

tion shifts slightly, with T},q00r and Tputgeor NOW ranging between 15.7 and 19.2
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Figure 3.30: Indoor success rates for RNN.
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Figure 3.31: Outdoor success rates for RNN.

seconds, reflecting the higher computational complexity of deploying deep learn-
ing models in real-time classification. Despite this increase, the overall detection
time remains within an acceptable range for practical deployment. These results
demonstrate that while RNN significantly improves accuracy, its higher infer-
ence cost should be carefully considered when designing efficient camera state
detection systems.

Occasionally, multiple wireless cameras may simultaneously monitor a tar-
get area. We present the corresponding evaluation in Section [3.5.8] verifying

WeakCamliID still works in such a scenario.

3.5.8 Multiple-camera Scenario

In a multi-camera scenario, the adversary needs to infer the states of all cameras
in order to determine whether there is a risk of being recorded when performing

motion in the area. WeakCamlID tracks the wireless traffic based on MAC ad-
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dresses. It can monitor multiple camera-associated traffic flows at the same time.
Different cameras have no interference with each other for camera state inference.

To evaluate WeakCamID on a multiple-camera scenario, we deploy varying
numbers of cameras (1 to 6) in the testing room. We manually tweak the fields of
view of the cameras and make them overlap partially. We perform WeakCamlID
for 50 attempts for each camera count. We randomly change the location and
state of each camera at every attempt. As the inference error mainly comes
from current wireless traffic patterns and varies with the duration of performed
motion, it is thus quite consistent across coexisting cameras. We find that for
each camera count from 2 to 6, WeakCamID always successfully infers the states
of all cameras with a probability exceeding 94.5%), similar to what we achieve for
inferring a single camera’s state.

Table presents the mean, minimum, and maximum detection time of suc-
cessful trials for different numbers of cameras. We find that when the camera
count is no more than 3, the detection time just slightly increases with the count
in most cases. This is because the one-time motion (i.e., walking) triggers all cam-
eras at the same time and WeakCamlID can take advantage of it to infer the states
of all cameras. Thus, an extra camera only adds data processing time. Also, we
see that when the camera count exceeds 3, it is often not enough to walk one time
to trigger all cameras, and we have to perform several movements instead. As a
result, inferring the states of multiple cameras is equivalent to inferring the state
of a single camera several times, and the detection time is almost proportional to
the corresponding number of performing movements. Overall, WeakCamlID can
infer the states of up to 6 cameras within less than three-quarters of a minute,

demonstrating the high efficiency of the proposed technique.
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Table 3.3: Detection time vs. camera count.

Clamera count Detection time (seconds)
Average | Minimum | Maximum
1 14.6 12.5 173
2 16.5 14.7 26.2
3 19.7 16.5 27 1
4 24.1 18.3 209
) 35.1 32.7 393
6 36.8 34.9 43.8

3.5.9 User Study

We recruited 11 volunteers (U1-U11; 5 self-identified as females and 6 as males)
and asked each to perform WeakCamlID to infer the state of a randomly selected
camera deployed in the aforementioned indoor and outdoor environmentsE] Every
participant performed 50 attempts for each camera state under each environment,
and thus 50 x 4 x 2 = 400 attempts in total. For each participant, the camera
state appears in random order. Based on empirical results, we instructed the par-
ticipants to introduce motion stimulation lasting 12 seconds or longer to achieve
higher inference accuracy.

Figures and present the obtained success rates and F1 scores. We
see that the average success rate and F1 score range from 91.0% to 95.0% and
from 0.92 to 0.95, respectively. Also, regardless of the subscription status, the
success rate or F1 score for the normal state is slightly higher than the live view
mode.

Specifically, the average success rates of the states Unpaid - Normal and Paid
- Normal for all users are 95.0% and 94.9%, while that for the states Unpaid - Live

View and Paid - Live View are just 90.8% and 91.1%. These results convincingly

2The study has been reviewed and approved by our institution’s IRB.
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demonstrate that the performance of WeakCamlID is robust to different camera

states and users.
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Figure 3.34: Individual detection time.

Figure plots the users’ detection time. We observe a consistent average

detection time for all users varying from 14.3 and 16.0 seconds, indicating that a

user can generally identify the camera state within a short period. This verifies

the practicality of WeakCamlID.

3.6 Discussions

3.6.1 Limitations

WiFi Dependency: WeakCamlID currently only works for cameras using WiF'i

connections as it cannot scan cellular networks (e.g., 4G LTE or 5G) over a

licensed spectrum. In reality, some cameras (e.g., Arlo Go 2 [32]) use cellular data,

especially in locations without a dedicated Internet. The general WeakCamliID
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technique is expected to still work if it can sniff cellular traffic by incorporating
special equipment (such as Universal Software Radio Peripheral) to receive signals
in the corresponding carrier frequency range [105,159].

Motion Requirement: To trigger wireless cameras, WeakCamID needs to
generate motion stimuli, which may introduce potential risks of getting caught for
the adversary. However, the adversary can perform normal and daily activities
(e.g., walking) in disguise. Thus, even when such benign activities are recorded,
they would not arouse suspicion and rarely harm the adversary. Alternatively,
the attacker can ask a helper or control a moving object (e.g., a drone/robot) to
perform movements for triggering the cameras.

Cameras with Local Storage: Some cameras or their base stations equip
USB ports or microSD card slots for expandable local storage, which keeps record-
ings on local devices without sending them to the cloud. On one hand, if the local
storage is enabled at the base station side (e.g., [3]), WeakCamID still works as
there is still real-time wireless traffic between the camera and the base station
for video footage. On the other hand, the local storage enabled on the camera
side usually offers video storage when the WiFi goes out, such as Nest Cam [72].
In such cases, WeakCamlID fails as the camera generates no real-time wireless
traffic. It continues to work if the WiFi is on. Nevertheless, the owner of the
camera often cannot view local storage via the app and has to connect it to a
computer. Another downside to local storage is that if someone breaks in and
steals the storage device (or the whole camera/base station), all video recordings

on it would be lost.
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3.6.2 Defending Strategies

WeakCamlID exploits the correlation between the created motion and the resul-
tant wireless traffic to infer camera states. Intuitively, to defend against such
attacks, we can stop the attacker from obtaining the correct motion-traffic rela-
tionship. Accordingly, one straightforward defense is to disable motion detection
of the camera, which will thus not react to any motion. To avoid losing the pro-
tection of the target area, the camera can then enable continuous video recording
(CVR) that records videos continuously (24 hours a day). However, this feature
can be unlocked via paid CVR subscriptions. Also, constant recording is power-
consuming, making it often not supported by battery-power cameras. Instead,
to support CVR, cameras are usually required to be plugged into AC power
(e.g., [35]), bringing inconvenience to installation.

Alternatively, the camera can confuse the attacker by randomizing the time of
uploading recorded videos. Currently, after sending the motion alert, the camera
with a subscription also immediately records to the cloud. With this defense, the
paying camera can postpone uploading recordings for a random delay, leading
to two phenomena that increase attack difficulty. First, the attacker would only
observe short wireless traffic for both paying and non-paying cameras right after
performing motion in the activation zone of the camera. The corresponding
traffic would be similar regardless of subscription status. Second, there is a break
between the traffic flows for video uploading and for sending a push notification.
Thus, the traffic for cloud recording can be confused with that for streaming
live videos. As a result, the attacker is unable to correctly infer camera states.
However, this defense needs local storage at the camera side to temporarily hold

the recordings.
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More expediently, we can disrupt the wireless traffic patterns observed at the
sniffer by padding traffic (i.e., adding traffic volume) generated by the camera.
Recent studies |25,48] have demonstrated success in applying traffic padding to
reshape traffic patterns of IoT devices. Particularly, two defense strategies can be
taken, i.e., obfuscation and deception. Towards obfuscation, we pad the motion-
induced traffic to make it featureless so that the traffic shows a consistent pattern
regardless of the camera state. In terms of deception, we intentionally generate
bogus traffic flows to mislead the attacker to infer a fake camera state. However,

the defense inevitably imposes communication and power overheads.

3.6.3 Camera Models Not Present in Training

Currently, our implementation and evaluation are based on testing the 11 se-
lected wireless cameras. It is difficult to enumerate all wireless camera models
and test the corresponding performance of WeakCamlID. However, Section [3.5.6]
shows that even if one of the chosen 13 cameras is not used for training, Weak-
CamlD still works for this camera with high accuracy and within a short time.
Such results show preliminary evidence of the transferability of WeakCamliID. In
general, subscriptions have become a popular revenue model for camera vendors,
and WeakCamlID works for all cameras that have no active recording without a

subscription.

3.7 Related Work

Detection and Localization of Wireless Cameras: Nowadays, the fast adop-
tion of wireless cameras in miscellaneous venues has boosted the privacy research

associated with unauthorized recording. A malicious user may stealthily deploy a
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wireless camera and monitor an area without obtaining the approval of the occu-
pants in the area. A myriad of recent studies ( [44}45],86,114,152,/162,/189]) thus
focus on detecting or pinpointing wireless cameras to protect user privacy. For ex-
ample, |[152] detects and localizes wireless cameras using the time-of-flight (ToF')
sensor on commodity smartphones. Also, by exploring the causality between
patterns in observable wireless traffic and a coexisting trusted sensor such as a
light sensor [114], motion sensor [86], or inertial measurement unit (IMU) [162],
a wireless camera can be detected or localized. On the contrary, our work is the
first to explore how to infer whether a wireless security camera has a subscription
plan without hacking into the camera or connecting to the same network with
the camera.

Camera Jammer: Wireless communication systems are vulnerable to jam-
ming attacks [57]. A malicious user may utilize a WiF1i signal blocker or jammer
to send interference using the same radio frequency as the camera [74], so that
the traffic generated by the camera will be disrupted. However, such suppression
methods not only need extra high cost for jamming hardware, but also disable all
WiFi connections nearby. Also, as the heartbeat signals (reporting the camera’s
connectivity health to the server) will be jammed, the camera app will display
an offline status message and an alert accordingly. Alternatively, the study [136]
selectively suppresses sensory measurements (e.g., video recording) at the net-
work layer rather than heartbeat messages. Nevertheless, this method requires
pre-compromising the wireless router that the target camera connects to. Such
a requirement imposes a practical hurdle for the attacker as the target camera
usually utilizes a password-protected WiFi network that is not accessible to the
attacker. On the contrary, WeakCamlID is non-invasive, having no impact on en-

vironmental WiF'i devices, and requiring neither expensive hardware nor control
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over the router that the target camera connects to.

Traffic Analysis: Traditional traffic analysis is to extract and infer informa-
tion from network meta-data such as the volumes and timing of network packets,
even when the network traffic is encrypted [131]. In past years, traffic analy-
sis has shown success in achieving a wide variety of applications, from classi-
fying the traffic’s nature (e.g., video streaming and p2p traffic) [140] to reveal-
ing fine-grained App usage [139,/170] or even user actions on Apps [16,/47,176],
and from unveiling streamed YouTube videos [111] to identifying IoT devices in-
cluding drones [20}/135,/156], wireless cameras [44,[86,/162], and sound-triggered
devices [129].

Most existing traffic analysis studies (e.g., [44,/111,/156L/170,176]) take advan-
tage of the fact that different applications or devices generate distinguishable
traffic patterns or signatures, which in turn can be used to infer applications
or devices. However, to determine the subscription and live-view mode on/off
states, our work exploits the correlation between the manipulated motion stimuli

fed into a wireless camera with the resultant traffic generated by the camera.

3.8 Conclusion

We propose WeakCamlID for a novel and universal camera state inference tech-
nique. It is the first to point out the vulnerability of current wireless security
cameras without subscription plans. An adversary may bypass such a camera
without being recorded via passive WiFi sniffing. WeakCamlID can be realized
with a single smartphone and requires neither any professional equipment nor
connecting to the same network as the target camera. It works by generat-

ing motion to stimulate the camera, and correlating the camera state (i.e., the
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statuses of subscription and live view mode) with the disclosed traffic pattern.
We also systematically evaluate both classical machine learning (SVMs, Random
Forests, Decision Trees) and deep learning models (ANNs, CNNs, RNNs), find-
ing that SVMs provide an optimal accuracy-efficiency tradeoff at 95% accuracy
with 8.6 ms inference, while RNNs achieve 99% accuracy at higher computational
cost. We develop a mobile app to implement WeakCamlID. Extensive real-world
experiments on top of the developed app and 13popular wireless cameras verify

the effectiveness and efficiency of WeakCamlID.
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Chapter 4

Laser-Based Motion Injection
Attacks on Wireless Security

Surveillance System

This chapter [[| presents PhantomMotion, a new attack framework to fool the

motion detection function of wireless security systems.

4.1 Introduction

Common wired security surveillance systems require a wired connection from
the central hub all the way to each camera endpoint, at high cost and deploy-
ment time, especially if retrofitting a property already constructed. Traditional
surveillance systems also require security guards with eyes glued to Closed Cir-

cuit Television (CCTV) arrays to identify human activities from these camera

'This work is based on PhantomMotion, published in NDSS 2026. I am authorized to reuse
this paper and we extended the work with more experiments
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feeds, which is quite inefficient and impractical on the small scale for private res-
idences. In contrast, wireless surveillance systems have made property security
more accessible and are widely deployed in smart homes and buildings, as they
are easy to install and increasingly affordable [50]. Passive Infrared (PIR) motion
sensors are often integrated with such systems and play vital roles in providing
security. They automate device controls (e.g., videotaping detected activity and
generating intrusion alarms) for an energy-efficient and safe home/office. Accord-
ing to a recent report, the global wireless video surveillance market was valued
at 21 billion US dollars in 2021 and is projected to reach 64.1 billion US dollars
by 2031 [19]. Also, it is forecasted that the global motion sensor market will
increase at an annualized average growth rate of 12.3% from 2023 to 2033, and
top a market size of 2 billion US dollars by 2033 [55].

The availability of wireless security systems is a two-edged sword. On one
side, such devices improve the safety of our property and family by monitoring
and reporting trespassing or other unauthorized activity [64,142]. On the other
side, they may be used for unauthorized tracking or video recording |106}/118],
violating individuals’ privacy. Given their increasingly smaller size and use of
wireless transmission, the cameras can be easily kept hidden and even embedded
within other objects, such as electrical appliances. The spy camera epidemic
problem, targeted mostly at women and girls [173], has been a pressing issue
in certain countries. For example, in South Korea, more than 30,000 cases of
surreptitious filming with hidden cameras were reported to the police between
2013 and 2018 [38,122]. People rightly value their privacy and do not wish to be
recorded in secret, and similarly, malicious individuals such as burglars also do
not wish to be recorded.

In both of these cases, it is valuable to determine the existence of such cam-
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eras or pinpoint them, whether for the innocent individual seeking to protect
their privacy or the malicious individual seeking to get away with a crime. There
are thus emerging research efforts to perform wireless camera detection or lo-
calization [44, 45,186, /91,(151,/160,/162]. Nevertheless, all of these studies share
a common weakness, the requirement to perform human motion in front of the
camera. Not all users are willing to perform preset motion events, especially a
significant motion such as jump [44}45]. Also, in case the user is suffering from
physical disabilities, he/she may find it difficult to follow through the required
motion schedules [162]. Furthermore, real human movements may inevitably dis-
close the person performing them. The motion-based detection or localization
may identify an attacker aiming to find the camera and bypass it, defeating the
purpose of finding the camera. Similarly, for victims aiming to detect unautho-
rized hidden cameras, the required human motion may harm their privacy to
some extent. For example, motion-induced push notifications and video record-
ings may disclose the victim’s presence, even if the victim does not perform
private behaviors on camera. Theoretically, both types of individuals may act in
disguise or hire a helper to perform motion. However, in practice, such solutions
may cause considerable discomfort or inconvenience, and they still leave evidence
for user tracking. Hence, we are motivated to investigate the feasibility of trig-
gering wireless systems without labor-intensive or pre-designed human motion in
proximity to the target systems.

Embedded PIR sensors in wireless systems convert received infrared radiation
into a voltage. If the voltage exceeds a pre-defined threshold, the surveillance
system will be triggered. We then explore how to inject radiation similar to what
humans generate and fool the target PIR sensor. In this paper, we describe how

to utilize a laser, a narrow beam of concentrated light, as the attack signal. Our
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Figure 4.1: Creating phantom motion to trigger cameras.

key idea comes from the fact that lasers can rapidly heat materials via energy
transfer . By controlling the laser beams to simulate human motion in the
detection area, an adversary can generate fake motion signals to trigger motion-
activated wireless security systems, even with a long attack distance. We refer
to the proposed attack technique as PhantomMotion.

We utilize a sample wireless camera as an example to illustrate how Phantom-
Motion works. Figure (a) shows a scenario with real human motion, where
a user comes inside the camera’s motion detection range. The camera sits in
standby mode in static environments. Upon detecting motion, it immediately
turns on, starts recording to the cloud, and sends a push notification to the
property owner’s phone. Accordingly, the network exhibits sudden high wireless
traffic.

Now consider the scenario in Figure (b): there is no human motion in
the camera’s motion detection area, but the attacker wants to fool the camera
into believing that motion similar to Figure (a) is occurring. To this end, the

attacker shoots a laser beam into the motion detection area through the window.
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The laser is controlled to heat the chosen position for a period until a desired
temperature (i.e., around normal body temperature) is reached. As a result, the
radiation captured by the PIR sensor embedded in the camera becomes similar
to that of a human, triggering the camera, which then generates high traffic and
sends out a motion alert. In practice, the camera may be hidden, and the attacker
may not foreknow where the exact motion detection range is or if the laser is
within it. We accordingly design a customized laser scanning method, which first
plots a route consisting of evenly distributed points and then determines whether
the current laser point lies in the motion detection zone by correlating observed
wireless traffic and laser heating time at the point.

Another important challenge is how to control the laser heating process to
generate appropriate radiation at each laser point to activate the camera. Heating
for a random duration may produce either insufficient or excessive radiation.
The former will not trigger the camera at all, while the latter will make the
relationship between laser heating and the camera’s wireless traffic difficult to
distinguish correctly. Our research reveals that the attacker can achieve laser
heating control by reverse-engineering the motion detection mechanisms of PIR
sensors and calculating the laser heating time accordingly.

Beside these issues, there are a variety of wireless traffic flows generated by
different devices. PhantomMotion sniffs and collects encrypted wireless packets
over the air to detect the motion-activated wireless system. We first coarsely
detect the device type by inspecting the Media Access Control (MAC) addresses
of captured packets. A MAC address is a persistent globally unique identifier.
We can thus flag suspicious traffic flows generated by wireless security systems.
By controlling laser heating, we can achieve more fine-grained detection of the

security system that monitors the target area.
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Unlike existing laser-involved research efforts (e.g., [166,{191]), which require
users to manually operate laser beams, we develop hardware /software prototypes
that enable the user to operate entirely through a non-rooted smartphone, making
PhantomMotion easily accessible to non-technical users. We conduct a real-world
evaluation, showing that an attacker can always fool the PIR sensors to activate
the wireless system by injecting motion via laser heating, with a mean time of
12.8 seconds. We also verify that PhantomMotion can work at a distance of 120
meters, and even when the laser beams are within the non-line-of-sight (NLOS)
of the target system.

In summary, we mainly make the following contributions.

e We propose PhantomMotion, the first practical method to activate wire-
less systems without requiring physical motion in close proximity to them.
It can be carried out with a smartphone and needs neither professional

equipment nor access to the target system’s WiFi network.

e We discover an inherent vulnerability of PIR sensors embedded in wireless
systems that can be exploited by laser to create a controlled heated position

in their motion detection zones, injecting fake motion signals.

e By taking advantage of how the motion detection range and the field of
view of the camera’s optics are not exactly the same, we show how a visible
laser triggers the system without being recorded by the camera. We also
show how PhantomMotion stealthily works with a wall or other obstacles

between the camera and the laser.

e We build a low-cost hardware platform with off-the-shelf sensors and de-

velop an app to automate PhantomMotion and validate its feasibility, effi-
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Figure 4.2: Structure of a PIR sensor.

ciency, and robustness.

Laser Safety: Laser stands for Light Amplification by Stimulated Emission
of Radiation. Laser radiation requires special controls for safety. The Ameri-
can National Standards Institute classifies lasers according to their relative haz-
ard [108], as shown in Section [4.10] All experiments in this paper were conducted
under a Standard Procedure reviewed and approved by our institutional Office

of Compliance.

4.2 Principle of Motion Detection

There are multiple types of motion sensors, such as Passive Infrared (PIR), ultra-
sonic, microwave, and tomographic. Among them, PIR sensors are widely utilized
in wireless security systems, due to their small size, low price, high sensitivity to
motion, and ability to work even in dark environments.

A PIR sensor contains a pyroelectric sensing element, which is sensitive to
radiated heat power fluctuation and produces voltage output when exposed to
heat in the form of infrared radiation (IR) [71]. Figure shows the general
structure of a PIR sensor. A Fresnel lens array, which condenses light, can provide
a larger range of IR and focus it to a small point (i.e., the focal point where the
pyroelectric sensing element is mounted) [133]. When a warm body like a person

moves from Location A to B, the IR emitted from the body, denoted as the red

78



dot, passes through the Fresnel lens array. As a result, when the person is at
Location A, the IR first only intercepts one half of the PIR sensor (i.e., positive
element), causing a positive differential change between the two halves; likewise,
when the person moves to Location B, only the other half of the PIR sensor (i.e.,
negative element) recognizes the IR, leading to a negative differential change.
The two elements of the PIR sensor generate a respective output voltage,
denoted as V, and V_, and the final output of the sensor V equals V, — V_.
The absolute value of V' is then quantized based on a pre-defined threshold V} to
generate a binary event. Specifically, if the detected heat by the PIR sensor causes
V to exceed V, motion is detected; otherwise, no human presence is detected.
Heat Signature: PIR sensors detect the heat (infrared) signature of an
object, which can be represented by the physical temperature difference between
the object and the background (referred to as AT') |51]. According to Stefan-
Boltzmann law [154], the power density P, i.e., the energy in watts (W) per
unit surface area in unit time, of electromagnetic radiation emitted by a black
object (i.e., a hypothetical physical body absorbing all incident electromagnetic
radiation) is directly proportional to the fourth power of its absolute temperature.
Let @ denote the total generated heat when the exposure time of the object is t.

Mathematically, we then have

Q=P-t=(AT)-0-5-t, (4.1)

where s is the size of the considered surface (in square meters), and o is the Stefan-
Boltzmann constant and equal to 5.67 x 1078 W/m?K*. The SI (International

System of Units) [137] unit for AT is the kelvin (i.e., K for short).
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4.3 Adversary Model

For the remainder of this paper, we define the “adversary” as in individual (vic-
tim seeking privacy or malicious person avoiding authority) who is interested in
triggering the target wireless motion-activated camera without being detected.
Towards the goal, the adversary uses a laser to stealthily simulate human motion,
tricking the camera to generate motion alerts when there is no human present
in the monitoring area. By triggering the camera and monitoring the resultant
wireless traffic, the adversary can determine whether a camera is monitoring the
area. Before taking malicious behaviors, such as burglarizing or invading a home,
or just to protect one’s privacy, the adversary can even drain the battery of the
camera by consecutively activating it. In this case, the camera will be activated
by the manipulated and fake human motion, but it will record no event. Such
motion alerts are inaccurate or irrelevant, and may make people disable notifica-
tions or become desensitized to them [78]. There are many users complain with
false alarm at false alarm notification especially during the night, when it will be
annoy for them [31},34].

Unlike all existing studies (e.g., [44,45,[86}/162]) requiring human intervention
(e.g., waving hands, walking around, or jumping) within the proximity of the
cameras to activate them, we assume that that the adversary is out of the camera’s
field of view, with remote line-of-sight access to the target monitoring area. Note
that introducing real human motion is not an optimal strategy for the adversary
as she or her accomplice (who performs motion) may get caught during this
triggering process. We argue that our assumptions are more reasonable than
those of the related work, as the adversary will prefer to stay hidden rather than

intrude into the monitoring area and disclose her location/identity.
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4.4 Injecting Motion via Laser Light

4.4.1 Feasibility Analysis of Motion Injection

Support that the human temperature T}, is 37 °C, corresponding to 310 K. Note
that the Celsius scale has an origin translated into 273.15 K as regards the Kelvin
scale. A human body is not a perfect black body, while it is proved that the
difference between the radiation emission characteristics of a human body and a
black body is small [97]. Considering that the approximate size of a laser point
is 1 cm x 1 cm, we regard the unit surface area s = 10~% m2. Thus, according to
Equation 4.1} the power density of the radiation emitted by the of human body
with a unit surface area with background temperature of 20 degrees Celsius can

be denoted by
P, = (310* — 293%) x 5.67 x 107® x 107* = 0.01 W. (4.2)

To trigger the PIR sensor, a human may have to disclose at least U unit surface
areas to PIR sensors to generate enough radiation. Let P, denote the power of
the utilized laser. When we have P, > P, - U, i.e., the generated power of a laser
point is equal to or higher than that generated by a human, the laser is able to
trigger the PIR sensor with the generated radiation.

Empirical Verification: We utilize the two sources (i.e., laser and human)
to simulate a PIR sensor (with model HC-SR501 [7]) and compare the resultant
responses from the PIR sensor. We utilize a FLIR One Pro thermal camera [171]
attached to a phone to capture the infrared radiation, which is invisible to the

naked eye, and determine that the surface temperature of a walking person is 37
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Figure 4.4: CDFs of the voltage output of a PIR sensor.

°C, which serves as a reference for the cut-off temperature of laser heating. As
discussed in Section [£.2], the PIR sensor only provides a binary output, i.e., 0
(representing no motion) and 1 (indicating motion). The raw voltage output of
a PIR sensor can provide fine-grained information about the captured radiation.
We disassemble the HC-SR501 PIR sensor and identify its controller BISS0001,
which contains an operational amplifier to boost the motion-induced voltage to
improve the reading accuracy @ As shown in Figure , we employ a Raspberry
Pi to connect with an ADS1115 module via GPIO 1, which is a 16-bit analog-
to-digital converter (ADC); two input pins (A0 and A1) of the ADC are further
connected with the two output pins (pins 12 and 16) of the module BISS0001,
respectively. As a result, the Raspberry Pi can intercept the amplified voltage
readings V, and V_, and calculate the PIR’s final voltage output V.=V, —V_.

We let human motion (walking) trigger the PIR sensor. Meanwhile, when
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Figure 4.5: Three core phases of the proposed scheme.

no motion occurs, we use a laser to heat the place where the user walks. We
monitor the real-time temperature of the heating point via the thermal camera
and cut off the heating once the temperature reaches the reference (i.e., 37 °C).
For both human motion and laser heating, we perform 100 trials. Likewise, we
see that all laser heating attempts succeed to activate the PIR sensor. Figure [4.4]
plots the empirical cumulative distribution functions (CDFs) of V' under different
scenarios. We observe that the generated voltage for human motion ranges from
9 to 14 mV, while laser heating induces a comparable voltage, varying from 10
to 12 mV. These results verify the possibility of using a laser to mimic human

motion for triggering PIR sensors.

4.4.2 System Overview

The proposed motion injection attack consists of three core phases, target search,
spoofing preparation, and motion injection, as illustrated in Figure [£.5]

The initial phase obtains the wireless traffic associated with wireless surveil-
lance devices. The attacker first captures the wireless 802.11 traffic flows over the
air, and groups the collected packets based on their embedded MAC addresses.
The device type for each scanned MAC can be predicted accordingly. After flag-
ging the traffic flows belonging to potential target wireless security systems, the
attacker then enters the second phase, which consists of two sequential prepara-

tory tasks: (i) to perceive key environmental factors (such as the temperature
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and heating material); and (ii) to determine the corresponding parameters (e.g.,
heating time at each spot) for laser heating. Finally, PhantomMotion monitors
traffic flows flagged in the first phase, and meanwhile initializes the laser heating
along the chosen scan path to inject fake motion into the target wireless secu-
rity system. By correlating the laser heating time with the wireless traffic that
the monitored security system generates, PhantomMotion can figure out whether
the target system is triggered or not. We present the details of PhantomMotion’s

design in the following discussion.

4.4.3 Target Search

The target motion-activated device can connect to a password-protected WiFi
network, and thus it may be present in any possible WiFi channel. Meanwhile,
there are diverse wireless traffic flows in the air. Thus, PhantomMotion first
needs to determine the traffic flow belonging to the target device. We identify the
possible candidate of the target device based on the publicly available information

of manufacturers embedded in captured MAC addresses.

4.4.3.1 Nearby MACs Collection

PhantomMotion cannot access the same WiFi with the target device, and thus
needs to scan all possible channels that the target wireless security system may
operate on. Wireless sniffing tools, such as Airmon-ng [5] that is open source,
enable monitor mode (i.e., monitoring all wireless traffic nearby) on wireless in-
terfaces. Modern Android smartphones with built-in WiFi chips that support
monitor mode can work as traffic sniffers, while it is often required to first root

the devices [169] and pre-install customized firmware (e.g., [10]).
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IEEE 802.11 wireless protocols are used in almost all commodity network
devices [120], including various wireless security cameras and alarm systems.
Though WiFi networks employ security protocols (WEP, WPA, WPA2, and
WPA3) to encrypt transmitted wireless data, 802.11 management frames are
unencrypted, from which we can extract the MAC addresses of the devices
that generate the corresponding packets. With a wireless interface in monitor
mode, PhantomMotion can capture raw wireless packets and identify all active
channels nearby. It can then collect all MACs and feed them to the next mod-
ule for further winnowing out the traffic flows belonging to the target security

system.

4.4.3.2 Device Type Confirmation

Wireless security systems rely on systems-on-a-chip (SoCs) from SoC manufac-
turers (such as Texas Instruments, Broadcom, and Qualcomm) to provide critical
wireless communication capabilities. An SoC has a Media Access Control (MAC)
address, which is a unique identifier assigned to its network interface controller
(NIC). A MAC address consists of 6 bytes (48 bits) that are typically represented
as 12 hexadecimal characters. The first 3 bytes are the Organizationally Unique
Identifier (OUI), which identifies a manufacturer or a vendor, and the rest 3 bytes
represent the unique device ID. For example, Ring LLC has three OUI IDs, i.e.,
“9C-76-13", “54-E0-19”, and “34-3E-A4” [11], used for its products, including
wireless cameras, doorbells, and security alarm systems.

PhantomMotion builds a library with public OUI IDs of wireless security
systems and utilizes it to look up the device manufacturer for each collected
MAC address. If a match is found, the traffic carrying the MAC is regarded as

being generated by a wireless security system.
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Figure 4.6: Traffic flow identification via the built SVM models.

MAC Spoofing: The MAC address can be spoofed or randomized. The
studies [119,120] propose to retrieve the device’s original MAC with its Univer-
sally Unique IDentifier-Enrollee (UUID-E) that is used to establish WiFi Pro-
tected Setup (WPS) connections. Also, different types of devices may have
varying traffic patterns [45], and we can take advantage of this observation to
distinguish traffic flows belonging to wireless security systems.

The SoC chip of a wireless system provides data processing and encoding so-
lutions. For example, a wireless camera’s SoC (e.g., Ambarella’s CV2S SoC [22])
often pre-determines the video encoding methods including H.264, H.265, and
MJPEG. If the wireless system has local storage, it normally sends out event
notifications and stores the recorded content locally.

We train two one-versus-one linear kernel SVMs using Scikit-learn [157] li-
braries with Python 3.8.1, to classify traffic flows belonging to wireless security
systems and other devices. We set the hyperparameter ¢ to 10 for error control
of the wireless traffic. The training data split in an 80/20 ratio for training and
validation. Different types of devices may have varying data transmission rates.
We set a threshold based on the average data transmission rates of various wire-

less devices in the environment. For each traffic flow, we calculate the difference
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between its data transmission rate and the threshold.

Figure shows the results after training 2 SVM models on 400 traffic flows
from each of the three classes: target device (i.e., wireless security system) with
local storage, target device with cloud storage, and non-surveillance devices,

demonstrating the success of the employed traffic flow identification technique.

4.4.4 Spoofing Preparation

4.4.4.1 Environmental Perception

In order to determine the laser heating time at a chosen point, we need to know
the environmental temperature (denoted as T¢) and the solid heating material.
We utilize a temperature sensor (e.g., DHT-11 [2]) to capture T.. As the
material’s temperature increases, the heat is stored in its molecules. When the
material cools down, the stored heat is then released. Let T; denote the target
temperature that is able to trigger the motion-activated wireless security system.
We aim to simulate human motion with laser heating, and thus set 7; = 37 °C.
Different materials may have varying densities and specific heat capacities,
which affect the amount of heat required to raise the temperature of a unit
volume of a substance. For common building materials (such as wood, glass,
iron, and steel), we first build a library containing different materials’ densities
and specific heat capacities. Such a library is then prepared for the next step to

calculate the heating parameters.

4.4.4.2 Heating Parameters Calculation

Let ) denote the amount of heat required for the laser beam to increase the

temperature of a substance by AT (i.e., T, — T.) with a volume v. Accordingly,
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we have

Q=p-c-v- AT, (4.3)

where p and c¢ are the density and specific heat capacity of the target object,
respectively [186]. The laser beam has a spot size of 1 cm x 1 cm and only
needs to heat the surface of the material. Without loss of generality, we consider
heating a thin layer with a thickness of 1 mm. Thus, we have v = 0.1 cm®. When
the heating power of the employed laser is P, we can then obtain the time t,,;,

that it takes for the laser to generate the required heat, i.e.,

binin =

—pc-—t ¢ P_ , (4.4)

For three popular building materials including wood, stone, and brick [52], we
calculate t,,;, under varying environmental temperatures based on Equation {4.4]
Meanwhile, we also perform real-world experiments to measure the required time
for each material to reach the temperature of T, with laser heating. Specifically,
we utilize a FLIR One Pro thermal camera to monitor the temperature of the
laser spot. We then cut off the laser once the temperature increases to 7; and
record the laser heating time. We perform 20 trials for every environmental
temperature and compute the average laser heating time. We use the pigpio
library [9] to control a General Purpose Input Outputs (GPIO) port connected
to the laser module, with a sampling rate between 100,000 and 1,000,000 times
per second. As a result, we can achieve initiating/stopping the laser heating with
the 10 microseconds level of time accuracy.

Figure plots the required time for increasing each material’s temperature

to T; with a 100 mW laser under different scenarios, as well as the empirically
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Figure 4.7: Required heating time.

obtained corresponding mean laser heating time. We see that the theoretical and
empirical laser heating time values are quite consistent, and they are inversely
proportional to the environmental temperature. Also, regardless of the environ-
mental temperature, the required laser heating time is in the increasing order to

brick, stone, and wood.

4.4.5 Motion Injection

A PIR sensor converts received infrared radiation to a voltage, which is then com-
pared with a pre-defined threshold to generate a binary value indicating whether
motion is detected or not [115]. Usually, the field of view (FOV) of the camera is
no larger than that of its embedded PIR sensor. For example, a Ring floodlight
camera has a FOV of 140° while the FOV of its PIR sensor is 270°

148].
We consider a wireless security camera deployed on a vertical wall. Such

a case aligns with most practical scenarios. Meanwhile, in order to obtain the
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maximum horizontal breadth, the camera body is often mounted perpendicular
to the wall, and thus, the leftmost or rightmost areas may not be covered by the
camera’s FOV. Let L denote the distance between the laser and the wall.

To prevent the camera from recording the visible laser beams, the laser scan
path should avoid the camera’s FOV. Accordingly, we propose an outside-in scan-
ning strategy to spoof motion via laser heating. As shown in Figure the
attacker performs laser heating along the path and simultaneously monitor the

traffic, including the following steps,

1. Initially select a starting point P; at the leftmost (or rightmost) area, and

track the corresponding time ;.

2. Heat the selected position to the pre-determined temperature for a period

of tmin .

3. If the camera is not activated, move the laser point for a distance of D

(referred to as the moving step) to the right (or left), and jump to step 2;
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Figure 4.9: Cumulative packets.

otherwise, at time t., the ending location is marked as P., and record the

moving angle of the laser beam as 6.

Note that in order to move the laser point for a distance of D, we need to turn
the laser beam for an angle of about arcsin(£). Suppose that the laser scans N
locations along the path. Accordingly, the length S of the laser scan path can be
computed as S ~ L -sinf = N - D. For the total time T, for the spoofed motion
to activate the camera, we thus have T, = t, —ts = N -t + (N — 1) - o, where
to is the time spent for shifting the laser beam from one location to another.
When the laser angle adjustment process is fast, t; becomes negligible, causing
T, ~ N - tin. Occasionally, a whole scan path is not within the target motion
detection range, leading to the failure of triggering the camera at all locations
along the initially chosen scan path. A new scan path can be then selected and
the above three steps are repeated until the attacker succeeds to activate the

camera.
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System Activation Detection: When the wireless security system is trig-
gered from the standby mode, it enters the work mode and responds accordingly
(e.g., starting to record videos and send push notifications). From a wireless
traffic perspective, the total wireless packets generated by the system would in-
crease at a faster speed with the activation period. The large deviation between
the packet generation rates in standby and working modes provides a clue to
distinguish the two modes.

We also empirically verify such a phenomenon. Specifically, we install an Arlo
Pro 3, a Blink XT2, and a Ring Stick Up Cam on a wall to monitor a target area.
We perform a 30-second test for each device and collect its generated packets.
For the beginning 15 seconds, the cameras are in standby mode for conserving
battery, while we trigger the cameras for the rest 15 seconds. Figure 4.9 plots the
count variation of the cumulative packets for the three cameras in different modes.
In standby (low-power) mode, the packet count increases quite slowly as only a
small amount of packets, i.e., periodical heartbeat signals, will be generated for
synchronization with the server. On the contrary, in working mode, the count
of cumulative packets increases with time at a much higher rate and they show
a nearly linear correlation regardless of the camera type. For example, the Ring
Stick Up Cam generates 15 packets before being activated, while the amount
of the total generated packets reaches 1256 after a 15-second activation period,
indicating a packet generation rate of about 83 packets per second.

The discovered correlation between the working duration (when the camera
is activated) and total packet count can be explored to determine whether the
camera is activated by the spoofed motion induced by laser heating, when the

attacker is able to sniff wireless traffic and obtain the total packet count.
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4.4.6 Exploring Stealthy Attacks

Occasionally, if the laser beam happens to appear in the FOV of the camera and
triggers the camera, it may be spotted via the recordings. To further improve
optical stealthiness, the attacker can use an invisible laser wavelength-] [46] to
avoid having the user spot the laser light aimed at the target area.

Attack in Non-line-of-sight Scenarios: Furthermore, considering that
heat (radiation) can be transferred over opaque obstacles/walls, PhantomMotion
also works within non-light-sight (NLOS) of the target wireless system. In such
an environment, the attack stealthiness can be guaranteed even when a visible
laser is employed, as video recording requires line-of-sight (LoS) between the
camera and the target. Specifically, we can utilize a solid daily object or wall
as camouflage. One side of the object faces the camera while we shoot the laser
beam to the opposite side of the object. The camera can be triggered once enough
heat is transferred to the side facing it.

Let ATy denote the difference in temperature between the hot surface (heated
by the laser beam) and the cold side (within the motion detection range of the
camera). The distance between the hot and cold sides (i.e., the thickness of the
material) is denoted as Az. Accordingly, the quantity of heat energy transferred

(denoted with ¢) can be obtained from Fourier’s law [94],

q ATO
—=-Ak — 4.
At Az’ (4:5)

where At is the time taken, A is the area of the surface that emits heat, and & is
the thermal conductivity (i.e., a property indicating the ability to transfer heat).

As the heat flows from the side at a higher temperature to the one at a lower
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temperature, the heat transfer rate % is always negative.
Meanwhile, during the heat transfer process, there may exist heat loss, caus-
ing a temperature drop AT}, which can be modeled via Newton’s Law of Cool-

ing [187],
AT, = ATy(1 — e as'), (4.6)

where t signifies the elapsed time.

Let @ represent the heat generated by laser heating, which can be determined
with Equation 4.3 The power of the laser is P and the laser heating time is ¢,,.
Thus, we have Q) = P - t,,. With Equation we can then calculate the time ¢,
needed for heat transfer, i.e., t;, = #TO/M. With obtained ¢; and Equation ,
we can obtain the temperature drop AT} and further compute the laser reheating
time t,, for compensating the heat loss. The total time needed for the heat
produced and transferred to the target surface equals ¢y, + t5, + ¢;. Figure [4.10
presents an example of triggering a camera by using a laser to heat the back side

of an object whose front side faces the camera. We see that though the camera

is triggered, its image capturing the scenario is exactly the same as that in the
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normal situation (i.e., without the attack).

4.5 Experimental Evaluation

We build PhantomMotion with low-cost commercial devices, which can be easily
purchased online. We also develop an Android app for controlling the hardware

platform.

4.5.1 Evaluation Setup

The default mode for a wireless device’s NIC is managed mode, in which the
device only listens to the traffic sent to it and discards any packets not destined
for it. To sniff all WiFi data, existing techniques usually utilize either certain
models of laptops (such as Lenovo Thinkpad [162] and MacBook Pro [130]) or
rooted Android platforms [86], which can enter monitor mode. However, not all
laptops support monitor mode, and it may not be convenient to bring a bulky
laptop when performing PhantomMotion. Also, rooting a smartphone is not easy
for all users |163] and it may make the device vulnerable to malware and many
other attacks [15§].

Alternatively, we design a comprehensive, low-cost, and portable system that
integrates WiFi sniffing and laser control. The system has the following four com-
ponents, as shown in Figure[1.11} (1) a temperature sensor (e.g., DHT11) for mea-
suring environmental temperature, and (2) a WiFi adapter (e.g., AWUS1900 [18])
in monitor mode, (3) a laser module (e.g., LD-F405E04 100 mW) with a laser
level swivel base, and (4) a Raspberry Pi 4B controller interacting with other
components via respective GPIO (general purpose input and output) and USB

ports. The total cost of the whole hardware platform is around 80 US dollars.
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Figure 4.11: The testbed that we implement.

Specifically, the app connects to the Raspberry Pi board via Bluetooth Low En-
ergy (BLE) to obtain system running information such as laser exposure time
and environmental temperature. It can also send commands to the board to turn
on/off the laser remotely as well as tilt or rotate the laser level swivel base.

We test 18 most popular wireless security devices, including 15 cameras and
3 alarm systems, as shown in Table Among them, three cameras (ID 11-13,
referred to as Type 2) have two PIR sensors while the rest devices (categorized
as Type 1) just have one. For the testing scenario, we select a 400 square feet
living room (20 ft * 20 ft), as shown in Figure [4.12] A wireless security camera
or alarm system is mounted on the wall to monitor the room.

Metrics: We use the following three metrics.

e Success Rate: It is the ratio between the number of successful light sensor
attack (i.e., activating the faked daylight mode) and the total number of

attack trials.

e Operation Time: It is the total amount of time spent on triggering the
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motion detection function of the target devices via the laser-generated fake

motion.

e Scan Distance: This is measured as the distance between the initial laser

point to the final one, at which the motion detection is triggered.

Safety measurement: Our experimental setup was located within a resi-
dential living room, with the explicit consent of the homeowner. During each
experimental procedure, the room was secured with the door locked to ensure
safety. All windows were adequately covered using laser safety curtains to pre-
vent any inadvertent laser escape. Furthermore, the individual who is involved
for conducting the experiment was equipped with laser safety goggles to provide

additional protection.
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Table 4.1: Tested wireless security devices (with respective model names in al-
phabetical order).

1D Model WiFi Chipset PIR Amount

Arlo Pro 2 Cypress
Arlo Pro 3 Cypress
Blue by ADT Cypress
Blink XT2 TI
eufyCam E Hisilicon
Google Nest Cam Ambarella
Google Nest Doorbell Ambarella
THOXTX DF22 Cam MediaTek
LaView N15 Cam MediaTek
Reolink Argus 2 MediaTek
Ring Spotlight TI
Ring Spotlight Pro TI
Ring Stick Up Cam TI
Simplisafe Cam Telit
Wyze Cam Outdoor v2 Ingenic
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4.5.2 Case Study

In this example, a Ring Stick Up wireless camera is installed in the room, as
shown in Figure PhantomMotion is then launched 10 times. We change the
camera’s location to make the camera aim at different areas each time. The laser
module is six meters away from the wall where the camera is. We set the moving
step length D (i.e., the distance between two successive laser points) as 0.5 m.
Figure depicts the nearby traffic flows. The user injects fake motion,
and we observe a strong correlation between the camera traffic throughput and
the laser heating. Specifically, once the camera is triggered, the count of newly
generated packets matches the new heating time at the ending location of the laser

beam. Meanwhile, the other two observed traffic flows do not have an obvious
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Figure 4.13: Traffic observation.

relationship with the phantom motion, and they belong to an iPhone in use
(online chatting) and a MacBook Pro laptop in web browsing mode, respectively,
via further examining their associated MAC addresses.

For all 10 tests, PhantomMotion successfully triggers the target camera, i.e.,
the success rate reaches 100%. The operation time and scan distance for each
test are shown in Figures and [1.15] We observe that the average operation
time and scan distance are 2.9 s and 1.25 m, respectively, indicating the efficiency

of PhantomMotion.

4.5.3 Influential Factors

4.5.3.1 Impact of Moving Step Length

In general, when the moving step length D is small, the laser may have to point

to many spots until triggering the camera, while a large D may lead to a long

99



O r N W b U

Operating Time (sec)

1 23 456 7 8 910
Test ID

Figure 4.14: Operation time.

laser scan path. Accordingly, we change D from 0.1 to 1.0 m, with increments
of 0.1. For each D, we perform 100 attempts of PhantomMotion to activate the
camera. The camera’s location and its motion detection range will be randomly
changed after each attempt.

The success rate of PhantomMotion is 100% for all trials. Figure illus-
trates the operation time when the moving step length varies. We observe that
the median operation time is inversely proportional to D. Specifically, it is 1.5
sec when D is 1.0 m, and becomes 17.8 sec when D decreases to 0.1 m. This is be-
cause that a small D requires the laser beam to heat more points until the target
device is triggered. Figure presents the relationship between D and the scan
distance. We see that the median scan distance increases with D. Particularly,
when D is 0.1 m and 1 m, the corresponding median scan distances are 0.8 m
and 3.2 m, respectively. These results demonstrate that selecting D is a tradeoff

between scan distance and operation time. To achieve a desired scan distance
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(less than 1 m) and a comparably short operation time, we employ D=0.2 m for

the following discussions.

4.5.3.2 Impact of Heating Material

The motion detection area of the camera may have different surface materials,
which may absorb varying laser energy, as discussed in Section We con-
sider four commonly used residential materials: brick, aluminum (abbreviated as
alumi), stone, and wood. Their specific heat capacities are 800, 900, 1,000, and
1,700 J/kg - K, respectively.

For each material, we perform 100 trials of PhantomMotion.

Again, we achieve a 100% success rate of triggering the target device for all
heating materials. Figure 4.20| presents the operating time for different materials.
We can see that the operating time increases with the specific heat capacity of

the material, while it remains consistently small (less than 10.5 sec) for differ-
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Figure 4.16: Time vs. D.

o

ent materials. Figure 4.21) shows the corresponding scan distances. We observe
that the scan distance slightly changes with the heating material. The median
scan distances for all materials are below 1.0 m. These results demonstrate that
PhantomMotion is robust to the heating material.

Besides, PhantomMotion easily adapts to varying heating materials even in

NLOS scenarios, as shown in Section [4.9]

4.5.3.3 Impact of Laser Transmission Path Length

The laser may be fired at different distances away from the target wireless system.
Accordingly, we vary the distance L between the laser and target system (i.e.,
laser transmission distance) from 7 to 15 m, with increments of 1. For each L,
we perform 100 attempts of PhantomMotion and all succeed.

Figure shows the obtained operating time. We see that the median

operation time is always less than 10 sec. Also, with L increasing, the operation
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Figure 4.17: Distance vs. D.

time slightly decreases. This appears due to the fact that for a larger L, the
required angle that the laser needs to turn is smaller for moving the laser point
with a distance of moving step (i.e., D). The decreased time for laser angle
adjustment lowers the operation time. Figure presents the corresponding
scan distances. We observe that for different L, the scan distance ranges are
similar and the median scan distances are all less than 0.9 m, demonstrating that
L has little influence on the scan distance. This is because that the scan distance
is mainly affected by the moving step distance D, which remains constant.
Long-distance Tests: Empirically, it is difficult to focus the laser with the
small lenses for a longer laser transmission distance (e.g., above 20 m). To ad-
dress this limitation, we adopt a telephoto lens (e.g., Opteka 650-1300mm [138])
to focus the laser, and demonstrate PhantomMotion, which achieves laser trans-
mission distances of up to 120 meters (the maximum safety distance restricted

by the testing environment), as shown in Figure 4.26, Our experiment was con-
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Figure 4.18: Time vs. D.

ducted within a secured 35-acre private farmland, enclosed by a fence, to ensure
the utmost safety and avoid any potential risks. Lasers of class 3B, as used in
our experiments, carry a potential risk of causing harm to the human eye and
may even pose a fire hazard. To mitigate these risks, we restricted public access
to our experimental area. Moreover, we carefully ensured that the laser was al-
ways directed towards the designated experimental area, further minimizing any
potential fire danger.The target device connects to a popular commercial router
- Netgear AC2600 (R7800) [134] in the house, which can cover up to 2500 square
feet (i.e., 500 ft or 152 m away). We also use a scope (e.g., TRUGLO TRU-
BRITE 30 TG8539TL [178]) for providing users with a clear view of targets up
to 600 yards (about 549 meters).

We vary the laser transmission distance L from 20 to 120 m, with increments
of 20, and perform 100 trials for each distance. We make sure that the environ-

mental temperature maintains the same. We consistently obtain a 100% success
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Figure 4.19: Distance vs. D.

rate. Figures and display the corresponding operation time and scan
distances. We observe shorter operation time compared with short-distance tests.
Specifically, the median operation time for 20 m is 8.9 sec, and it decreases to
8.2 sec when L equals 120 m. Again, a larger L requires a smaller rotation angle
of the laser beam, leading to decreased operation time. Meanwhile, the average
scan distance stays at 0.9 m regardless of L. The observation for scan distance
is similar to that in short-distance tests.

Extended Range WiFi Traffic Capture: During our study, which in-
volved using lasers to remotely activate motion sensors, we encountered skepti-
cism regarding the feasibility of an adversary intercepting WiFi traffic from the
distances under consideration.

In order to address these doubts, we designed an experiment involving 18
different security devices listed in Table 1. The tests were performed in two

distinct settings: an apartment unit encumbered by multiple obstructions, such
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as walls, and a less obstructed environment in a farmhouse within an open field.
For these evaluations, we used the same WiFi adapter for receiving signals, the
Alfa AWUS1900, known for its claimed range of 500 feet in open areas [21].
Our protocol involved installing each security device one by one in both set-
tings, and then continuously moving away from the device while keeping it in
sight. We proceeded until no packets could be received from the security device,
which allowed us to determine the maximum effective receiving distance. And the
experiment results are presented in Figure [1.29] which illustrates the maximum
receiving distances measured in both the apartment unit and the farmhouse for
each device. The result revealed that the WiFi signals’ reach was substantially
hampered due to interference and physical obstacles. For instance, the device
with the most potent signal, the Simplisafe Safety Alarm (Device 18), could only
cover a maximum indoor distance of 37m, while all other devices had a range of

36m or less. The IHOXTX DF22 Cam (Device 8) had the least coverage, with a
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maximum distance of 18m.

Conversely, when tested in the farmhouse, the devices displayed markedly
improved wireless performance due to the absence of immediate physical barriers
and reduced interference. We found that the signals from the security devices
could cover considerable distances in open outdoor settings. Device 8, which had
the smallest indoor range, managed to cover a maximum outdoor distance of
129m. Notably, Device 18 could reach as far as 167m. These findings empirically
demonstrate that intercepting WiFi traffic from substantial distances, such as

120m, is indeed feasible given suitable conditions.

4.5.3.4 Impact of Environmental Temperature

We utilize a digital thermometer (Smart Thermostat Premium [53]) working with
the HVAC to adjust the room temperature from 5 to 30 °C, with increments of

5. We conduct 100 attempts for each specified temperature.
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Figure 4.22: Time vs. L.

The success rate still maintains 100%. Figure illustrates the operation
time when the environmental temperature varies. We observe that the operation
time slightly increases as the temperature decreases. Specifically, the median
operation time at 30 °C is 5.3 sec, while it increases to 6.3 sec at 5 °C. This is
because a lower room temperature would result in a longer laser heating time.
On the other hand, the scan distance exhibits minor fluctuation with the temper-
ature, as shown in Figure [4.31] Particularly, the median scan distance remains
consistently below 0.9 m for varying temperatures. These results verify the ro-

bustness of PhantomMotion to the environmental temperature variation.

4.5.4 Overall Attack Impact

We develop a mobile app PhantomMotion and its designed user interface (UI) is
presented in Figure [4.32] and we use the APP to perform the attack experiments.

We perform 100 attack trials for each device and thus have 18 x 100 = 1,800
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attempts in total. Again, PhantomMotion achieves a 100% success rate. For
each attempt, we record the corresponding operation time and scan distance, as
shown in Figures and [4.34]

We see three tendencies. First, PhantomMotion can always achieve a short
operation time (ranging from 8.1 sec to 14.7 sec) and a small scan distance (from
0.8 m to 1.3 m). Second, on average, a device with two PIR sensors (Type 2, ID
11-13) causes a shorter operation time and requires a smaller scan distance than
a device with one PIR sensor (Type 1, ID 1-10&14-18). This is because a Type
2 camera has a larger motion detection zone, causing the attacker to only need
heating fewer positions for camera activation. Third, the performance is quite
consistent across devices with the same amount of PIR sensors. For Type 1 or 2
devices, the mean operation times range from 13.2 sec to 13.8 sec, and 9.5 sec to
9.7 sec, respectively. Meanwhile, the respective mean scan distances stay around

1.2 m and 0.9 m.
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Figure 4.24: Time vs. L.

Figures and plot the CDFs of the operation time 7, and the scan
distance S for different types of devices. We see that for Type 1, T, is less than
14.5 sec with a 97.5% probability; for Type 2, T, is less than 10.8 sec with a 98.3%
probability. Also, S is less than 1.26 m for Type 1 with a probability of 92.0%,
and it is less than 0.96 m for Type 2 with the same probability. These results
again demonstrate that more PIR sensors may lead to a shorter operation time
and a smaller scan distance, and also confirm conclusively that PhamtonMotion
is robust against different devices.

In terms of potential false positives situations where the system could be
triggered by other heat sources or radiation leading to inadvertent attack success,
our experiments found none. Throughout our trials, we found that the camera’s
motion sensor was only activated when we intentionally moved the laser point
into the detection area. We also accounted for other possible heat or radiation

sources in our testing environment to ensure they did not affect our results.
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4.5.5 User Study

We recruited 12 volunteers (U1-U12; aged 19-36 years old; 6 self-identified as
female and 6 as males)ﬂ Before the experiments, all participants were trained on
how to handle lasers safely based on our institutional guidance. Each participant
was asked to perform PhantomMotion 100 times to trigger a wireless motion-
activated device randomly selected and deployed at a random location inside the
living room, as shown in Figure [1.12] For each deployment, we make sure that
the device’s motion detection area is not fully blocked.

Consistently, all users achieve a 100% success rate to trigger the target camera,
confirming the attack feasibility.

Figure shows their obtained operation time. We see that the maximum
operation time for each user is always below 6.5 sec, and some users (e.g., users 3

and 7) can obtain an operation time of as short as 5.2 sec. Figurem presents the

2The study has been approved by our institution’s IRB.
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corresponding scan distances. We can observe a consistent median scan distance
for all users varying between 0.88 and 0.91 m. These results demonstrate the
attack efficiency is quite consistent among different users, and also verify the
practicality of PhantomMotion. There is no false positive observed in user study

experiments.
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4.6 Countermeasures and Limitations

4.6.1 Limitation

Line-of-sight Access: Same with all other light-based attacks, PhantomMotion
also inherits the limitations of light-related physics, i.e., it requires line-of-sight
(LOS) access to the target heating material. However, for PhantomMotion, the
heating material does not necessarily lie in the LOS of the target wireless system
due to radiation heat transfer. If obstacles have significantly low thermal con-
ductivity rates or are too thick, the radiation may thus not be able to penetrate
them, leading to the failure of PhantomMotion.

Customized Motion Detection Zones: Our experiments are performed
with the security systems in factory default and recommended setting. Some

systems do not support activity zone customization such as Simplisafe Cam and
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Figure 4.29: Max receiving distance for devices.

Ring Alarm System, while some allow users to manually create activity zones
under certain circumstances (e.g., when the user purchases an extra subscription
plan ) If a user manages to narrow the motion detection zone, PhantomMo-
tion still works while it may need to scan a larger area, resulting in an increased
operation time. Meanwhile, a decreased motion detection zone may also degrade
the security system’s ability of intrusion detection accordingly.

Security Systems Without WiFi Connectivity: The current implemen-

tation of PhantomMotion relies on sniffing IEEE 802.11 WiFi traffic to detect
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the presence of target wireless systems and to infer whether they are activated.
Consequently, it does not work against systems that communicate over non-WiFi
networks, such as 4G LTE or 5G cellular networks operating on licensed spec-
trum. This limitation, however, can be addressed by equipping PhantomMotion
with a Software Defined Radio (SDR), as demonstrated in prior work on cellu-
lar signal sniffing [36,/40], or with a commercial cellular analyzer such as Sanjole
(acquired by Keysight Technologies) WaveJudge [99]. With such hardware, Phan-
tomMotion can capture cellular control-plane signaling and extend its detection

capability to systems that operate outside the WiFi spectrum.

4.6.2 Defense Strategies

PhantomMotion aims to trigger motion-activated wireless systems by leveraging
laser heating to simulate human-generated radiation and wireless traffic sniffing

for a response to that stimulation. Intuitively, to defend against PhantomMo-
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Figure 4.31: Scan distance vs. environmental temperature.

tion, we can stop the attacker from obtaining correct motion-correlated traffic.
Accordingly, one straightforward defense is to manually override and turn off the
motion sensor ( [146]), causing the system to go into sleep mode and not respond
to any motions (including spoofed ones). However, such a solution is impracti-
cal as the security system is no longer on the lookout for intrusion and will not
timely send event alerts. Meanwhile, if the security system (e.g., a camera) is
always active, the battery will be drained quickly and it may bring inconvenience
to identify what you are looking for in the system’s timeline.

A practical way to detect the attack is to incorporate another type of sensor
(e.g., an ultrasonic detector [150], RGB color sensor [188|, wireless transceiver |15,
125[/184},/196], or geophone [79128]) that is not affected by injected thermal
radiation for verifying the physical motion. However, all those techniques require
deploying extra hardware and effort such as synchronizing data obtained by the

motion sensor and the other chosen sensor. Also, each new sensor has its own
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Figure 4.32: The UI snapshot of PhantomMotion when the target camera is
activated.

limitations and may potentially introduce a new attack surface. For instance, an
ultrasonic sensor may mistake air flows (e.g., air turbulence from HVAC systems)
as human motion [76).

In a more expedient way, a wireless camera can analyze the recorded video
after being triggered, verifying the authenticity of the detected motion. Never-
theless, this solution entails advanced computer vision, machine learning, or deep
learning algorithms to distinguish human motion (e.g., [2380}/167]). It thus not
only leads to delay of intrusion detection, but also requires the camera to equip
with powerful video processing capability, causing increased energy consumption
and device cost. Also, if the fake motion appears only in the non-overlapping
area that belongs to the motion detection zone but not the field of view of the

camera, this approach does not work as the camera is unable to capture the posi-
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tion where the motion occurs. Besides, performing detection on raw surveillance
videos may reveal the privacy of innocent people in the video while performing
detection on encrypted videos needs additional efforts such as secret sharing |75].
Meanwhile, video-based systems may suffer from image injection attacks [116],
where an attack can make a camera misperceive an actual scene or perceive a

non-existent scene.

4.7 Related Work

Laser-based Attacks: Recent studies have managed to use lasers to attack dif-
ferent systems, such as unmanned aerial vehicles (UAVs) [49], voice-controllable
systems [166], Light Imaging Detection and Ranging (LiDAR) systems [42,/141],
and image recognition systems [191]. For example, by taking advantage of the

observation that microphones often unintentionally respond to light as if it was
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sound, |166] can successfully inject commands into voice-controllable systems via
laser light. Also, by exploiting the rolling shutter of the CMOS sensor, [191] man-
ages to fool traffic light recognition with a laser. However, such attacks require
the laser directly to point at a small area, such as one microphone port of the
target device [166] or the camera on the target vehicle |[191], and thus need to first
pinpoint the target device/camera. In contrast, our work is the first laser-based
attack targeting widely-deployed commercial wireless security systems. Also, it
does not need to localize the target system in advance as the motion detection
range is normally much wider and the proposed laser scanning method can help
determine the laser destination.

Wireless Camera Detection: Existing research efforts to detect a wire-
less camera mainly include optical reflection based, thermal emission based, and
wireless based.

The lens of a camera has to be exposed to monitor an area. When we shine
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a light, reflections may be observed as the light bounces off the lens. Traditional
optical detectors, such as SpyGuy Camera Detector [165], emanate red light
to assist users’ subjective judgment with the reflections. A recent study [152]
proposes to detect cameras by identifying unique high-intensity reflection from
camera lenses. However, such optical reflection based methods require the user to
be in close proximity (e.g., 0.5 m) to the target camera and scan every corner of
the target area. The near-distance and frequent scanning process may inevitably
disclose the user to the camera.

Also, thermal cameras can reveal heat traces on devices. The work [195]
develops a Deep Neural Network (DNN) model to detect cameras by leveraging
their heat dissipation patterns in thermal camera images. Nevertheless, such a
thermal emission based method needs a training process to pre-build a data set
consisting of visual and thermal images, which may not be possible in a strange

or uncontrollable environment. If a camera model is unseen in training, the
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detection performance degrades accordingly. Meanwhile, this technique needs
the user to repeat trials of taking pictures in front of the target camera, causing
a great risk of disclosing the user.

Recently, many studies have shown the success of leveraging wireless traffic
to detect wireless cameras (e.g., [44}45,86,91,[151/160},162]). By stimulating the
target camera with human motion, the resultant wireless traffic may disclose the
existence or even the exact location of the camera. However, all these techniques
require the user to laboriously perform motion in front of the camera, and most
of them even require the user to carry a smartphone to sense the motion via an
accelerometer. Such preconditions may cause significant discomfort to the user,
and also bring risks of getting caught. PhantomMotion gets rid of real human
motion and can trigger wireless cameras remotely. We compare our work and

previous wireless camera detection schemes in Table [4.2]
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4.8 Conclusion

We present PhantomMotion, a novel technique for remotely triggering wireless
motion-activated security systems (such as widely deployed IoT cameras and
alarm systems) with a laser. It is the first to activate security systems requir-
ing neither penetrating into the same network with target systems nor physical
human motion in close proximity to the systems. By exploiting the working
mechanisms of motion sensors, we manage to create fake motion signals and in-
ject them into an area to stimulate a security system monitoring this area to emit
wireless traffic, which can be collected and correlated with the laser-based stimu-
lus to check whether the target system activates. Our real-world evaluation with
18 popular off-the-shelf wireless security systems demonstrates the effectiveness

and efficiency of PhantomMotion under varying conditions.
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4.9 Non-Line-of-Sight Scenarios

We test a wall with six different materials that can block visible lasers, including
aluminum (alumi for short), brass, copper, brick, stone (lime), and wood. Such
metal and non-metal materials are widely used for building walls or various ev-
eryday objects. A fraction of a side of the wall is inside the motion detection
range of the camera, while we then shoot the laser beams from the opposite side
of the wall. As a result, a fraction of the heat would traverse the wall, and may
then trigger the camera. Meanwhile, the camera is unable to record the laser
beams when it is activated.

Table presents the thermal conductivity rates (referred to as A, denoting
the intrinsic ability of a material to conduct heat [77]) of tested materials. They
are measured in watts per meter kelvin (W/mK) and divided into two categories

(high and low). Empirically, as the thermal conductivity rate of wood is too low,
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Table 4.2: Comparison with prior research efforts in wireless camera detection.

Motion in

Carrying . Motion
System Front of a Devico Motion Type Duration
Camera
DeWiCam [44}}45] v V' (phone) Walking/halting, Default: 15 sec
waving hands, jump-
ing
Motion- v V' (phone) Walking along a Avg: 135-143 sec
Compass 86| specific route
SCamF [91] v V' (phone) Standing still; wav- |30 sec (20 standing
ing hands in varying |+ 10 moving)
postures
SnxoorDoG [162] v v (phone & laptop) |Stop-start-stop; 40 sec (detect.); 30n

jumping jacks; walk- |sec (n-trial loc.)
ing; standing still

Lumos [160] v V' (phone/tablet) |Walking around the |Within 30 min
space’s perimeter

CSIL:DeSpy [151] v X Daily activities (e.g., |8 sec or longer
changing dresses)

Phantom-

Motion X X None 0

Table 4.3: Thermal conductivity rate A (W/mK).

High (metal) Low (non-metal)
Material | Copper | Brass | Alumi [Stone| Brick| Wood
A 398 1146.87| 130 | 1.3 | 1.03 | 0.13

we find that the corresponding heat transmission is too low-efficient to generate
phantom motion signals within an appropriate time (e.g., several minutes). We
then focus on obstacles with the rest five materials. For each material, we perform
100 trials of PhantomMotion.

The success rates for all five materials are 100%, convincingly indicating that
the proposed attack can be launched in NLOS scenarios. Table presents the
mean, minimum, and maximum operation time for different materials. We ob-
serve the operation time is almost inversely proportional to the material’s thermal
conductivity rate, which indicates the thermal transfer efficiency. A high ther-
mal conductivity rate would reduce the laser heating time at each point along

the scan path. Specifically, for all metal materials, the average operation time
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Table 4.4: Operation time vs. material in NLOS scenarios.

: Operation Time (seconds)
Material Average | Minimum | Maximum
Copper 5.7 5.3 6.2

Brass 6.7 6.2 7.1
Aluminum 10 9.7 10.3
Stone 308.4 299.4 319
Brick 399.3 392.6 406.5
1l ]
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Figure 4.39: Scan distance vs. material.
is constantly within 10 seconds; for non-metal materials - Stone and Brick, their
operation times jump to around 5~7 minutes. Figure plots the correspond-
ing scan distances. We observe that the scan distances for different materials are
similar, within the range of 0.82 m to 0.97 m. The material thus has no apparent
impact on scan distance. These results demonstrate that PhantomMotion can be
robust to different heating materials even in NLOS environments.

Examining the Role of Material Thickness: In our preliminary Non-
Line-of-Sight (NLOS) experiments, we consistently used materials with a thick-
ness of 1 cm. Given that the thickness of a material can significantly influence
heat transfer and dissipation, it was deemed crucial to evaluate this factor’s po-
tential effects on our NLOS tests. We chose aluminum as our subject material for
these investigations. Acquiring aluminum sheets in varied thicknesses presented a

challenge, so we sourced 6061 T651 Aluminum Sheets of 1/16, 1/8, 1/4, 1/2, and
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(a) No motion is detected with no attack. (b) Motion is detected with the attack.

Figure 4.40: Camera feeds before and after the black-box attack.
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Figure 4.41: Operating time for different aluminum thickness.
1 inch thicknesses from Amazon, ensuring that all sheets were identical in length
and width. We monitored the temperature on the reverse side of each sheet until
it reached the target temperature, T}, recording the time taken for each thick-
ness. We perform 50 experiment trials per thickness level and calculate the mean
required time for each of the thickness. To establish a benchmark for the actual
time required for the rear of the material to attain the target temperature, we
also computed the predicted total time necessary for heat transfer to the back
of the material. This prediction utilized Equations 5 and 6, with the total time
calculated as the sum of ¢, t5,, and ¢,. For these calculations, we considered
the room temperature as 20 degrees Celsius and set the target temperature to 37
degrees Celsius.

Figure illustrates the time taken for each thickness to reach T; alongside
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calculated predicted times. Notably, the observed and predicted times for laser
heating were closely aligned, and both displayed an inverse relationship with the
increase in thickness.

Special Case: “Black-box” Attack: The above analysis implies that
the proposed attack is able to create fake motion to trigger wireless security
cameras behind the walls, without leaving any evidence recorded by the target
cameras. For a more covert attack, we develop a “black-box” attack method,
in which we put a laser system in a closed box made of opaque materials that
can transfer heat within a reasonable time, such as the five materials we test
above. The laser can be controlled wirelessly via the smartphone. It can then
heat the interior surface of the box, and also the corresponding exterior surface
of the box via a spontaneous heat transfer process. When this exterior surface
of the box happens to face the target camera, the generated fake motion signals
may trigger the camera accordingly. Figure demonstrates such an attack
case, where PhantomMotion successfully triggers the camera. By comparing the
camera feeds before and after the attack occurs, we see that there is no visual
difference.

Frame-by-Frame Examination: An intriguing question arises regarding
whether the laser-induced heating on a material’s surface can cause detectable
changes on the rear side of the material, potentially captured by the camera. To
address this concern, we conducted experiments on three different metal mate-
rials, namely Aluminum, Brass, and Copper. For these experiments, we utilized
the Ring Stickup Cam to capture video footage of the 5-second laser heating pro-
cess for each material. Each 5 seconds video clip is 15 FPS (Frames Per Second)
as pre-formatted by Ring [147], we collecting 100 clips per material so there is

15*5*%100 = 7500 frames for each of the material. Consequently, we obtained 7500
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Figure 4.42: Frame by Frame difference output.
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Figure 4.43: Frame comparison result.

frames per material to compare against a standard video recording (without laser
heating) for similarity analysis.

To evaluate the similarity between each frame, we utilized a straightfor-
ward frame difference method, widely recognized for its effectiveness in detect-
ing motion by comparing pixel differences between frames [101}|127,[164]. For
example, the difference of the current frame and next frame is calculated as
Laonn41) = |Ing1 — In|, where N refers to the Nth frame in the video clip, N + 1
is the succeeding frame, and g n41) signifies the difference between these two
frames.

We applied this method to compare two frames extracted from a video of an
aluminium material being heated by a laser for a duration of 5 seconds. We ran-
domly select one frame before heating and one frame after heating, then visualize
difference. The pixel differences were visualized in Figure [£.42] showing only a few
residual RGB noise, which indicates that the differences are merely random noise

deviations.
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To reinforce our conclusions, we first computed the pixel differences from
a single video clip chosen from the 100 samples for each material, comparing
these with a control case where no heating was applied. Figure [£.43] (a) demon-
strates that during the heating process, all three materials—aluminium, brass,
and copper—show a similar mean pixel difference of less than 40, mirroring the
stability observed in a stationary video under normal conditions. In contrast,
a typical video without heating exhibits a consistent difference of less than 40,
indicating significant frame-to-frame consistency.

Figure [£.43] (b) illustrates the frame difference across four attack scenarios.
The first three scenarios involve heating of three different materials: aluminium,
brass, and copper. The last scenario is the normal case with no heating on any
material. The frame differences for these scenarios, derived from 7500 frames
from 100 video clips, fall within the range of 12 to 38. This closely mirrors the
range of a non-heated video, which is from 12 to 39. Collectively, these findings
corroborate that the subtle changes induced by laser heating remain undetectable

by the camera being investigated.

4.10 Laser Classes

Different from other sources of light, a laser generates coherent and intense light.
The American National Standards Institute’s Z136.1 standard classifies lasers

according to their relative hazard, including

e (Class 3a Lasers: This class contains devices with a relatively low output
power in the range of 1 to 5 mW. Such lasers are considered safe for brief

eye exposure.
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e Class 3b Lasers: This class has intermediate power (5-500 mW), and will

not cause thermal skin burns or fires. The lasers may pose a moderate risk

of eye injury.

e Class 4 Lasers: This class has high power (above 500 mW), and may cause
an eye injury if the beam enters the eye. All eye exposure tob the beams

should be avoided.
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Chapter 5

Future Work

5.1 Embedded Systems and IoT Security

This dissertation has investigated the layered security vulnerabilities embedded
within modern wireless security cameras, approaching the problem from two fun-
damentally different angles. Through WeakCamlID, we demonstrated that ad-
versaries can passively and reliably infer the operational state and subscription
tier of wireless cameras purely by observing encrypted network traffic patterns,
with no need to break any cryptographic primitive or touch a single packet’s pay-
load. Through PhantomMotion, we revealed that the physical sensing layer of
these devices is equally fragile: simple, consumer-grade lasers can be weaponized
to inject phantom motion signals into passive infrared (PIR) sensors, triggering
recording events and alarm states across walls and structural barriers.

Together, these findings expose a foundational tension at the heart of the
[oT security model, where the interplay between network-layer metadata and

physical-layer sensor design creates attack surfaces that neither the cryptogra-
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phy nor the hardware communities have fully addressed. Looking forward, the
insights gained from these two research thrusts open a rich set of future directions
extending beyond wireless cameras to a broader range of IoT systems, including
Automatic Speech Recognition (ASR) devices |[197]. The following sections de-
scribe six promising areas where future research can build meaningfully upon the

foundations laid in this dissertation.

5.1.1 Defending Against Network-based Side-Channel

Attacks via Adaptive Traffic Obfuscation

WeakCamlID established that the volume, timing, and burstiness of encrypted
[oT traffic accurately betray sensitive operational states, such as whether a cam-
era is actively recording, sitting idle, or streaming a live feed to its owner. While
the root cause is the subscription-tier differential behavioral model imposed by
manufacturers, the broader problem is endemic to virtually all IoT ecosystems,
where traffic patterns are dictated by physical events and thus inherently non-
random. A more robust and universally applicable remedy lies in intelligent traffic
shaping at the device level.

Future work must focus on designing efficient obfuscation frameworks specif-
ically engineered for resource-constrained IoT hardware [27]. Conventional mit-
igation strategies, such as continuous dummy traffic injection or constant-rate
padding, are deeply impractical for battery-powered smart cameras. These ap-
proaches impose continuous energy overhead that can slash battery life from
months to days, which is simply unacceptable for consumer products. Instead,
future research should investigate demand-aware, adaptive obfuscation schemes

that activate only when a physical event is detected, selectively masking the
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outgoing traffic burst without flooding the network during idle periods. One
promising avenue is deploying lightweight generative models directly on the cam-
era’s system-on-chip (SoC). Such a model would learn the statistical footprint
of legitimate traffic during normal operation and generate plausible cover traffic
that statistically mimics active states, regardless of the true camera state. The
key challenge here is maintaining the fidelity of this cover traffic across diverse
camera models and network conditions, because a one-size-fits-all approach will

inevitably create its own detectable fingerprint.

5.1.2 Robust Multimodal Sensor Fusion for Surveillance

Security Architectures

The consistently high attack success rate achieved by PhantomMotion ultimately
stems from a single design philosophy that currently dominates the consumer
camera market: entrusting the entire wakeup decision to a single, unauthenticated
analog sensor. PIR sensors are cheap, low-power, and effective under normal
operating conditions, but they are also completely blind to the source of the
thermal stimulus they detect. An adversary with a handheld infrared laser can
trigger the same detection response as a person walking through a room.

Future IoT security architectures must migrate toward robust multimodal
sensor fusion, where a spurious or anomalous reading from one sensor cannot
unilaterally drive a high-stakes state transition. Methodologies inspired by the
Sensor Defense In-Software (SDI) paradigm [175] offer a useful starting point:
machine learning models trained to detect contradictions between simultaneous
sensor readings can flag physically impossible event combinations. For exam-

ple, a PIR trigger that is not accompanied by any corresponding acoustic event,
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vibration, or millimeter-wave (mmWave) radar return is deeply suspicious. Incor-
porating supplementary, low-power sensing modalities such as UWB ranging or
even passive acoustic monitoring can provide dimensional cross-validation before
the camera commits to its recording state. The research challenge lies in im-
plementing these fusion algorithms within the severe memory, computation, and
energy budgets of embedded camera hardware, while ensuring that the fusion
logic itself does not become a new attack surface for adversarial sensor manipu-

lation.

5.1.3 Studying Attack Propagation in Smart Home

Trigger-Action Ecosystems

Neither WeakCamID nor PhantomMotion was designed with the broader smart
home ecosystem in mind, yet both attacks have implications that reach far be-
yond the camera itself. Modern smart home deployments are increasingly built
around Trigger-Action Programming (TAP) platforms such as SmartThings, Ap-
ple HomeKit, Google Home, and IFTTT, where physical events detected by one
device can autonomously actuate another. A camera detecting motion might
unlock a front door, illuminate exterior lights, or notify a neighbor’s security
system. This interconnectedness is a feature, but it also means that a single
spoofed physical event can cascade through the home’s automation logic in ways
the owner never anticipated.

Prior research by Wang et al. has systematically shown that the overlap-
ping interactions among legitimate automation rules in smart homes can create
severe, exploitable logical vulnerabilities |[185]. Future research should formal-

ize the compounding risk that physical spoofing attacks like PhantomMotion
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pose within these trigger-action architectures. Concretely, an attacker who uses
laser injection to generate a fake motion trigger could potentially unlock a smart
door lock, disable a smoke detector, or suppress a perimeter alarm, all without
ever connecting to the home network. Addressing this threat requires decentral-
ized, formally verified event validation mechanisms that cross-check sensory event
claims against multi-source physical evidence before allowing them to propagate

commands to high-integrity actuators.

5.2 Security Threats in Large Language Model
Training Pipelines

The rapid proliferation of large language models (LLMs) as foundational infras-
tructure for information retrieval, code generation, and decision support has in-
troduced a new class of integrity attacks that share a deep conceptual kinship
with the sensor spoofing explored in this dissertation. Just as PhantomMotion
injects a deceptive physical signal into a sensor’s input pipeline to manipulate
its output, adversaries can inject deceptive data into an LLM’s training pipeline
to manipulate its learned behavior in ways that remain dormant until a specific
trigger is encountered.

The seminal work of Gu et al. on BadNets [73] formalized the concept of
backdoor attacks in deep neural networks, establishing that models trained on
poisoned datasets can achieve normal performance on clean inputs while pro-
ducing attacker-specified outputs whenever a pre-agreed trigger pattern appears.
More recently, Wan et al. extended this threat to the instruction-tuning phase of

modern LLMs, demonstrating that poisoning even a small fraction of fine-tuning
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examples can persistently corrupt the model’s behavior on downstream tasks in a
targeted and stealthy fashion [183]. Goldblum et al. surveyed the full landscape
of dataset security for machine learning, underscoring that data poisoning and
backdoor attacks represent a systematic and largely unsolved problem across the
entire machine learning pipeline [69]. In federated learning settings, Bagdasaryan
et al. showed that a single malicious participant can execute a model-replacement
attack that implants a backdoor into the global model with dramatically higher
success rates than simple data poisoning [37].

Future research should examine how the physical and network side-channel
methodologies developed in this dissertation can be adapted to detect, char-
acterize, and ultimately prevent training-time integrity attacks on LLMs. For
instance, the behavioral fingerprinting techniques underlying WeakCamlID could
inspire output traffic analysis approaches to detect anomalous LLM response dis-
tributions that betray the presence of a latent backdoor trigger. More broadly,
building upon recent advances in human input inference [96},(193|, future work
should investigate whether the keystrokes, speech patterns, or interaction behav-
iors of users interacting with a backdoored LLM leave a detectable physical or

network footprint that could serve as an out-of-band early warning signal.

5.3 Electromagnetic Emanation as a Pervasive

IoT Privacy Side-Channel

The traffic side-channel exploited by WeakCamlID treats the wireless network as
the eavesdropping medium. However, every digital circuit that processes or trans-

mits data simultaneously radiates electromagnetic (EM) energy as an unavoidable
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byproduct of its operation. This unintentional radiation, known since the foun-
dational work of Kocher et al. on differential power analysis [103] and further
explored by Mangard et al. in the context of embedded cryptographic implemen-
tations [117], constitutes a physical side-channel that can leak secret information
without any network access whatsoever. Vuagnoux and Pasini demonstrated this
threat concretely in the context of keyboards, recovering typed keystrokes from
electromagnetic emanations at distances of up to 20 meters through walls [182].

For the IoT ecosystem, EM leakage represents a largely underexplored threat.
Modern wireless cameras, smart locks, and home automation hubs all contain
processor cores, memory buses, and radio transceivers that radiate as they exe-
cute code, process sensor data, and manage cryptographic operations. A passive
EM eavesdropper positioned in the vicinity of a home could potentially extract
sensitive operational state information from these emanations without triggering
any network-based intrusion detection mechanism. Future research should inves-
tigate the extent to which EM emanations from [oT edge devices leak inferrable
information about their operational states, user interactions, and cryptographic
key material. This direction is especially compelling in scenarios where network
access is impossible, such as air-gapped deployments or environments with strict
traffic monitoring, yet physical proximity to the device is achievable. Building
upon the physical measurement methodologies developed for PhantomMotion, a
promising direction for future work is to adapt near-field EM capture techniques
to characterize the radiation profiles of commodity IoT devices and to develop
the signal processing pipelines needed to extract meaningful state information

from raw EM traces.
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5.4 Security of Programmable Logic
Controllers in Infrastructure

The vulnerabilities uncovered in this dissertation ultimately concern the bound-
ary between physical phenomena and digital decision-making. This same bound-
ary, when instantiated in industrial environments rather than consumer smart
homes, becomes the foundation of an entirely different and far more consequential
threat landscape: the security of Programmable Logic Controllers (PLCs) in criti-
cal infrastructure. The Stuxnet campaign, thoroughly analyzed by Langner [107],
demonstrated with devastating clarity that cyber attacks targeting PLC logic can
cause real physical destruction, silently pushing centrifuges beyond their opera-
tional limits while reporting nominal behavior to operators. McLaughlin et al.
provided a systematic survey of the cybersecurity landscape governing industrial
control systems, documenting how legacy protocols, flat network architectures,
and the assumption of physical isolation have left PLCs exposed to a wide range
of attacks that are increasingly viable given the ongoing convergence of IT and
OT networks [123]. McLaughlin et al. further showed that even the trusted
safety logic running on PLCs cannot be assumed benign without formal verifica-
tion, proposing a trusted safety verifier that examines PLC code before deploy-
ment [124].

Future research should investigate how the sensing and injection techniques
developed in this dissertation apply to PLC environments. Specifically, the laser-
based thermal injection methodology from PhantomMotion could, in principle,
be redirected at the temperature and vibration sensors that PLCs use to monitor

industrial equipment health. A PLC that receives a spoofed nominal temperature
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reading from a tampered thermal sensor might suppress a protective shutdown,
allowing real physical damage to accumulate undetected. Similarly, the traffic
fingerprinting methodology from WeakCamlID, applied to the Modbus, Ether-
Net /IP, or Profibus communications between PLCs and their supervisory control
systems, could reveal sensitive production schedules, safety setpoints, and opera-
tional configurations to a passive network adversary. Together, these extensions
would open a new and practically significant research agenda at the intersection
of physical-layer spoofing, network-layer metadata leakage, and industrial control
system security.

Concluding Remarks The vulnerabilities documented in this dissertation are
not isolated bugs in particular camera models. They are symptoms of a deeper
mismatch between the security assumptions baked into modern IoT design and
the adversarial realities of real deployment environments. Encryption protects
data payloads but not behavioral metadata. Analog sensors detect physical stim-
uli but cannot verify their authenticity. Automation rules compose individual safe
behaviors into collectively unsafe outcomes. These tensions will only intensify as
smart devices multiply, as LLMs become embedded in decision-critical pipelines,
and as operational technology systems converge with general-purpose IT infras-
tructure. Addressing them fully will require an intentional interdisciplinary effort
that draws on signal processing, hardware security, machine learning theory, and
formal verification in equal measure. The work presented here is a step in that
direction, and the future research agenda outlined above aims to keep the security
community ahead of an adversarial landscape that is evolving at the same pace

as the technology it targets.
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Chapter 6

Conclusion

This dissertation has systematically investigated the pervasive security and pri-
vacy vulnerabilities embedded within modern wireless surveillance systems. De-
spite the widespread deployment of payload encryption and the physical isolation
of smart home environments, we demonstrated that commercial security cameras
remain remarkably susceptible to both network-layer side-channel inferences and
physical-layer sensor spoofing.

In our first work, we introduced WeakCamlID, a novel, passive traffic anal-
ysis attack that exploits the distinct operational states introduced by cloud-
based subscription models. We revealed that the structural differences between
subscription-tied motion recording and local streaming manifest as highly iden-
tifiable patterns in encrypted Wi-Fi traffic. By intentionally injecting physical
motion stimuli into the camera’s environment and passively sniffing the resultant
bursty traffic metadata, an attacker can accurately infer the camera’s subscrip-
tion level, operational state, and whether the owner is actively viewing the live

stream. Through robust methodology, our evaluations successfully uncovered
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these hidden states across various market-leading camera brands without requir-
ing network decryption or authentication. This finding breaks the conventional
assumption that standard encryption sufficiently safeguards the operational pri-
vacy of Consumer [oT devices.

In our second work, we shifted our focus to the physical vulnerabilities of
analog sensing hardware, introducing PhantomMotion. This study demonstrated
that the Passive Infrared (PIR) sensors universally utilized by battery-powered
cameras as their primary wake-up component are critically vulnerable to targeted
thermal and optical energy injections. By employing low-cost, off-the-shelf lasers,
we proved that an adversary could reliably spoof human motion signatures from
substantial distances. Crucially, we extended this attack beyond traditional line-
of-sight boundaries to encompass non-line-of-sight (NLOS) environments. By
directing lasers at opaque materials within the camera’s field of view, the nat-
ural process of thermal diffusion generates a sufficient heat signature to trigger
the camera’s recording mechanism remotely and covertly. The PhantomMotion
attack effectively bypasses physical barriers, allowing adversaries to initiate false
alarms, actively manipulate the camera’s attention, and evade detection without
leaving a forensic digital footprint.

Collectively, these two bodies of work underscore a critical architectural dis-
connect in the design of modern smart surveillance systems: the reliance on differ-
ential network traffic profiles for economic monetization (subscription tiers), and
the implicit trust placed in unverified, single-modality analog sensors. Address-
ing the vulnerabilities exposed in this dissertation will require an interdisciplinary
paradigm shift across the industry. Future Consumer IoT platforms must strive
to bridge the gap between cyber and physical security by adopting intelligent,

battery-aware traffic obfuscation architectures and deploying robust sensor fusion
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algorithms capable of physically validating the environment before committing

to high-integrity network actions.
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