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Abstract

Information security is a crucial concern of modern communicaiigith the

help of cryptography, information can be concealed from undesired people.
However, conventional cryptography only provides conditional securhichw
tends to be broken by the increasing computational power people can get
nowadays.

Quantum key distribution was invented in response to the need of
unconditional security. It is based on the unbreakable laws of quantum
mechanics, which offers the ability to detect the eavesdroppe) (kving the
key distribution process, thus it provides unconditional security.

As the most important quantum key distribution protocol, the BB84 protocol
suggested an effective way to establish a secret key between twanmating
entities (Alice and Bob); however, it experiences some inhereakmesses. It
has a very low efficiency in getting a raw key and a fkel; it takes a long
time and much communication and computation overheads to get a short final
key; it does not have effective defense mechanisms to defendtdgaensand
the conventional channel in the structure indicates a high commonicati
overhead as well as security vulnerabilities.

Aiming at the weaknesses of the BB84 protocol, this dissertatiopopes
three novel quantum key distribution protocols to improve the efficientlyeof

key distribution process. By making use of a dual-quantum channel and a novel

Xiv



basis selection rule, the raw key efficiency is improved from 50%00%,
which means all the random bits generated by Alice are incluidedhe raw
key. The proposed protocols take advantage of the channel diversityhhbbyug
the dual-quantum channel to get the final key much faster frongubhetum
channel with a significantly lower raw key error rate or éa@esdropping-free
guantum channel. Eve’s attack can be effectively frustrateskehging decoy
information on the quantum channel on which Eve is actively eavesdropping. By
XORIing the sifted key with the initialization vector shared et Alice and
Bob, the proposed protocols obtain the final key in a much faster anersecur
way, and the length of the final key is kept longest possible. Thigrthsion
also presents three real-time detection mechanisms of Evesenpese which
greatly help Alice and Bob defend against Eve’s attack. A pobfmoposed in
this dissertation removes the basis information exchange betweenaAt Bob,
and further eliminates the necessity of the conventional chamtie istructure,
which not only reduces the communication overhead and cost dramaticdlly,
also makes the structure all-quantum, presenting less vulneratdlitthhe
eavesdropping attack. In addition, the integrated defense mechamisemted

in this dissertation provides an effective countermeasure todreigre’s attack.
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Chapter 1 Introduction

Ever since the time that people started keeping their own sdopet being
public, there had been security concerns. At that time, the se@eisaved in
one’s brain or written on a material, such as a piece of papethemdiidden in

a secret place. When computers were invented, and especiallthaftaternet
started prevailing in the 1990’s, the way people kept their secrstshvemged
dramatically. Nowadays, secrets are everywhere, flowing en Itibernet,
through computers, cell phones, telephones, and so on, and literally people ar
surrounded by secrets all day long. However, most of the seloretst exist in

the form of characters on a piece of paper any more, in whiehasdsng as the
physical security of that piece of paper can be guarantbedinformation
carried by that piece of paper is secure; instead, thetseame represented by
O’'s and 1’s, in a digital form, which are later transmitted fraace to place.
Since the secrets are represented digitally and transnbtgdeen digital
devices, how to keep them safe and prevent them from being revealedebecom
a big concern, which is the security concern. In the digital agarediving

right now, people managed to create many effective securithansmns to
keep secrets secure, and for a period of time those mechantsiked very
well. However, nobody wins all the time in the war of keepingeteciWith

currently available and yet developing technologies, those peupte are



interested in revealing secrets have gradually gained thiy abiachieve their
goals. Those security mechanisms that used to be effectvena¢ are loosing
their confidence in protecting secrets. However, on the other ek people
who want to keep the secrecy of the secrets are also workingphaalize their
goals. Many researchers have contributed tremendously in evewt aspgbe
field of information security, and many advanced security mechanisme
been proposed and applied. For the past several decades, researehbeehav
proposing security mechanisms that provide adequate but conditionatysecur
suited for the current technologies and people’s current needs, wthke sstme
time searching for security mechanisms that can provide uncondisecality.

In this dissertation, the author is dedicated to providing unconditional
communication security and presents the latest researghsrésat will help

build unconditional security mechanisms for the future.

1.1 A Brief History of Cryptography

Information security has always been a concern. About 1500 BC ago, the
Mesopotamian people wrote a secret recipe in non-standard chau@ackiclay
tablet and enclosed it in a clay envelope [1], Figure 1.1 [2]hdf recipient
noticed that the clay envelope was broken when he got it, he knew that

somebody had read the clay tablet. However since the informatitrabolay



tablet was written in some rare, unusual characters, the pstsbmtercepted
the clay tablet was not able to read it. This way, theeset the recipe was kept

secure.

Figure 1.1 The Mesopotamian clay tablet and envelope

The ancient Greeks, and the Spartans in particular, are said tased/¢he
“scytale” to communicate during campaigns [3]. A scytale i@ used to
transpose the letters in a message so that people who inteic@piiot read it.
It consists of a cylinder with a strip of leather wound arourahdt the message
is written on the strip of leather, Figure 1.2 [3]. When people wadeliger a
message, they deliver the strip of leather. Because theslgttdre message are

transposed, it is not intelligible to the enemies. Only the perdan has the



cylinder with the same radius can read the message, when hethenstsip of

leather around his cylinder.

Figure 1.2 A scytale

Different from the scytale transposition cipher used by the KSreghich
used one of the two core techniques of modern symmetric cryptggragh
permutation, Julius Caesar used the other technique, namely, substantaati
encrypt a message. He used the letter that is three positamsin the alphabet
to replace a letter in the message, so that the messageemfrgption is
unintelligible to others [4].

During the development of the cryptography, many cryptographocithlions
making use of permutation, substitution, and a single key for encryipioa
been proposed, such as Monoalphabetic Cipher, Playfair Cipher, Hill Cipher

Polyalphabetic Cipher, One-Time Pad, Data Encryption Standard (DESle



Data Encryption Standard (3DES), Advanced Encryption Standard (/RE3),
and so on [5]. All these cryptographic algorithms are redetie as the
symmetric cryptography, since only one key is used for both enanyphd
decryption.

Permutation and substitution remained as the core techniques for the
symmetric cryptography until the invention of the asymmetryptagraphy in
1977 by Ron Rivest, Adi Shamir, and Len Adleman [5], whose algorithen wa
named RSA [6]. The RSA algorithm was the result of respondingheéo t
challenge proposed by Whitfield Diffie and Martin Hellman to invent public-key
systems [7]. As an asymmetric cryptography, the RSA algorihakes use of
two keys, one public key and one private key, to encrypt and deueggages.
The security offered by asymmetric cryptography reliesheninfeasibility of
currently available computers solving a very difficult mathérahtproblem
within polynomial time, which actually only provides conditional seguli¥ith
the increasing computational power people can get nowadays, the asy@mm
cryptography tends to be broken more easily than before.

The symmetric and asymmetric cryptography are referedas the
conventional cryptography, whose security is computational-diffidadsed.
Due to the increasing security breaches, there is an urgent foeed
cryptography that can provide unconditional security. In 1984, Charles Bennett

and Gilles Brassard invented the first quantum key distributiorogubt the



BB84 protocol [8], which opened the door for the research of quantum
cryptography and quantum key distribution. Since then, many reseahavers
contributed tremendously in this field, and the research of quantum

cryptography and quantum key distribution has become a hot topic.

1.2 Information Security Becomes a Crucial Concern

With the popularity of the Internet and the extensive usage of comguaters
business and personal purposes, a great deal of sensitive imbormatowing
over the Internet every second. That sensitive information maydmbusiness
information, trade secrets, social security numbers, credit cartharambank
accounts, and so on, and the loss of any of which to others would bring very
serious aftermaths. Businesses with stolen information may édsmely
expensive losses, which can cause great reductions of revenue, losing
competitions to the rivals, and even bankruptcies. The stolen personal
information can be used to fake IDs, steal money, commit crimdssaforth.
So it is a very important issue to protect information security.

During the past years, security incidents and breaches haveasedre
dramatically, and more and more people are affected. Accordinigetalata

recorded by the Computer Emergency Response Team (CERTegpbeed



security incidents increased from only 6 times in 1988 to 138 thousaesl itim

2003, Table 1.1 [9].

Table 1.1 Security incident reports received by CERT

Year 1988 | 1989 | 1990 | 1991 | 1992 | 1993 | 1994 | 1995

Incident Reports

) 6 132 | 252 | 406 | 773 | 1334|2340 | 2412
Received

Year 1996 | 1997 | 1998 | 1999 | 2000 | 2001 | 2002 | 2003

Incident Reports

) 257312134 | 3734 ({9859 | 22k | 53k | 82k | 138k
Received

According to the reports by the Identity Theft Resource Cqi&RC), in
2005, there were 158 incidents, affecting more than 64.8 million peoplern10]. |
2006, the number of security breaches increased to 312, affecting @6arl
million individuals. About 29% of the security breaches were regobg
government/military agencies, 28% by educational institutions, 22%eberal
businesses, 13% by health care facilities/companies, and 8%anyng/credit/
financial services entities [11]. In 2007, 446 security breaches vegorted,
which exposed almost 128 million pieces of records [12].

Information security is becoming a crucial concern, due to thesasurg
number and severity of the security breaches. People arg toyoope with the

security breaches, and are actively seeking effective seaugchanisms to



provide better information security. Although many achievementg lhaen
accomplished, there is still a long way to dealing with all kinfisecurity

breaches in which more sophisticated attacking techniques are being used.

1.3 Quantum Computers and Quantum Algorithms

People are looking for better security mechanisms; however, aathe time
people are searching for more powerful computational machines. dtumia
computer [13, 14] is a powerful computational machine to which people have
been dedicated for a while. A quantum computer has extremely powerf
parallel computational capabilities, and it is considered to be able todirdlae
computational-difficulty-based conventional cryptographic algorithrizer

example, it takes the classical compu®N) time to solve the unsorted
database search problem, however, with Grover's quantum databask sea
algorithm [15], it only take@(\/ﬁ) time, whereN is the number of the entries in

the unsorted database. The factorization problem of a very large datempos
number is extremely difficult to solve using a classical computbe best

known classical algorithm, the General Number Field Sieve ralgo [16],

works in exponential tim@(2"°gN%)), whereN is the composite number. In

1994, Peter Shor from AT&T discovered a quantumorigm that could



factorize a very large composite numbien polynomial timeD((logN)® J17],

which is exponentially faster than the best knovassical algorithm.

The development of quantum computers and quardigorithms indicates
that when people can build quantum computers ane jgantum algorithms
running on them, breaking the conventional crympby would be very easy.
In this situation, in order to keep information wex; we really need an advanced
cryptography, which is not based on computatiofficdlty, but is based on a
totally different idea, which provides unconditibrscurity, and about which
even a quantum computer can do nothing. That aedarcyptography is

guantum cryptography.

1.4 Contributions of this Dissertation

In this dissertation, the author is dedicated te thsearch of quantum key
distribution. Aiming at the low-efficiency problenof currently available

guantum key distribution protocols, the author aertedd a lot of research and
achieved significant results. The contributionshi$ dissertation are as follows:
1. The author proposed a dual-quantum channel stei¢turthe quantum
key distribution process, which improved the e@iwy of sharing the

raw key. And due to the channel diversity broughthe dual-quantum



channel structure, the final key was established faster way, and the
eavesdropper’s (Eve’s) attack was effectively thadr

. The author presented a novel basis selection oulaprove the raw key
efficiency and deter the eavesdropper. When cordbwi¢h the dual-

guantum channel, the raw key efficiency was greatiproved, and

subsequently the convergence speed of the finalMasymuch faster.

. With the aid of an initialization vector shared Weé&n the two

communicating entities (Alice and Bob) and knowrotdy themselves,

the eavesdropper’s attack was effectively frusttatnd the final key
was obtained in a much faster and efficient way.

. The author proposed three real-time detection mmesims of Eve’'s

presence during the key distribution process. Tio@gsed mechanisms
enabled the Alice and Bob to detect whether Eve e@®sdropping or
not in real time, which provided an effective methto avoid and

counter Eve’s attack.

. This dissertation presented a quantum key distdbuprotocol that

removed the basis information exchange on the cdioreal channel,

and further eliminated the necessity of the conweat channel in the
structure, which greatly reduced the communicatwarhead and cost.
In addition, the elimination of the conventionaladnel made the

structure of the proposed protocol all-quantum. sThill-quantum

10



structure presented less vulnerability than theridylstructure with
classical elements (for example, a conventionahcB in it.

6. In order to better frustrate Eve’s attack, thissdrgation incorporated
several effective defense mechanisms making usehef idea of
introducing more randomnesses and unpredictaiiliti®o the structure.
The integration of those countermeasures made Bable to launch

successful attacks to the key distribution process.

1.5 Organization of this Dissertation

The organization of this dissertation is as follows

Chapter 1 is an instruction, which includes a bhistory of cryptography, the
increasing security breaches, and the developmequantum computers and
guantum algorithms. It also summaries the contidimstand organization of this
dissertation;

Chapter 2 introduces the conventional cryptograpigluding the symmetric
cryptography, asymmetric cryptography, and sev@mwpbular cryptographic
algorithms. It points out the ineffectiveness @& ttonventional cryptography to
defend against future security attacks, due tof#uoe that the conventional

cryptography is only able to provide conditionat\sdty;

11



In Chapter 3, we introduce the theoretical basigjudntum cryptography,
several major quantum key distribution protocolad ahe applications of
quantum key distribution in practices. We also aksc the unconditional
security offered by quantum key distribution, adlvas the weaknesses of the
BB84 protocol;

In Chapter 4, we present a quantum key distribypi@tocol making use of a
dual-quantum channel structure and complementaasurang bases on the two
guantum channels; we analyze the raw key efficiearay raw key error rate in
different scenarios; and we propose several methimdsspeed up the
convergence speed of the final key while at theestime effectively frustrate
Eve’'s attack. We compare the proposed protocol wiehBB84 protocol, and
show the superiority of the proposed protocol;

In Chapter 5, we propose a novel basis selectite with the aid of an
initialization vector shared between Alice and Bdlmgether with the dual-
guantum channel, the proposed protocol improvesffi@ency of obtaining the
raw key and the convergence speed of the final &eg,meanwhile offers much
better performance in frustrating Eve’s attack ttraat of the BB84 protocol,

In Chapter 6, we analyze how to reduce the comnatioit overhead on the
conventional channel by deploying the dual-quanthiamnel structure, the basis
selection rule on the two quantum channels, andnitialization vector shared

between Alice and Bob. Our proposed protocol elates the basis information
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exchange between the two communicating entitied, farther eliminates the
necessity of the conventional channel in the stinectWe also present three
real-time detection mechanisms of Eve’s presencegluhe key distribution

process, which help Alice and Bob to detect, avaid] frustrate Eve’s attack. It
is proved that the proposed protocol presents naamantages in reducing the
communication overhead, the cost, and defendingsigiave’s attack;

In Chapter 7, several defense mechanisms thataafuse, fool and counter
Eve’s attack are addressed. The basic idea behes® tdefense mechanisms is
to import more randomnesses and unpredictabilities the key distribution
process. The integration of these techniques isesethe difficulty of Eve to
launch a successful eavesdropping attack, and esswdt, Eve’s attack is
effectively frustrated; and

Chapter 8 concludes the entire dissertation andhtpoout some future

research directions.
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Chapter 2 Conventional Cryptography

Cryptography is an art of concealing informatiom. cbnverts intelligible
information into unintelligible or meaningless infieation, which nobody can
read without properly decrypting. This is how tleeret information can be kept
secret. The secret information that people wantide and transmit is called
plaintext, while the unintelligible message aftacmryption is called ciphertext.
The process of converting plaintext into ciphertextalled encryption, and the
reverse process, which is restoring plaintext faypmertext is called decryption.
In order to be able to encrypt and decrypt messapestwo communicating
entities, Alice and Bob, need to share some kinohitbl secret between them
ahead of time, which is later used in the encrypaod decryption processes.
That initial secret is called an encryption/deciyptkey. According to whether
the keys used for encryption and decryption are shene, conventional
cryptography is categorized into two classes: sytrimeryptography and
asymmetric cryptography. In symmetric cryptographlye encryption and
decryption processes make use of the same key,e whil asymmetric
cryptography, encryption and decryption use twdedint keys. The general

encryption and decryption processes of a cryptesystre shown in Figure 2.1.

14



Key1 Key2

Y Y

Encryption » Ciphertext » Decryption » Plaintext

\

Plaintext

Figure 2.1 The structure of conventional cryptosyst

2.1 Symmetric Cryptography

In symmetric cryptography, Alice and Bob use thea&ey for both encryption
and decryption. That key is referred to as a sekegt and thus symmetric
cryptography is also called secret key cryptographgingle-key encryption [5].
The core techniques of symmetric cryptography arenptation and substitution,
and the security of the symmetric cryptographyerelon the secrecy of the
secret key. Permutation is the process of transgdbie bits in a message, and
substitution is the process of replacing a bit im@ssage by another bit. In the
following sections, we will give a brief introdueti to some of the most popular
symmetric cryptographic algorithms that are widélging used for secure

communication.
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2.1.1 Data Encryption Standard

Data Encryption Standard (DES) algorithm is the nvaglely used encryption
scheme adopted in 1977 by the National Institut8&tahdards and Technology
(NIST) as the Federal Information Processing Stahdé (FIPS PUB 46) [5].
FIPS PUB 46-3 is the latest version of the standd®]. The DES is a
symmetric cryptographic algorithm making use ofeabi secret key to encrypt
a message that is divided into a sequence of 6diks. It deploys a structure
called the Feistel structure [19], which has tHe%ang features:

1. It has a certain number of rounds of processing, ahthe rounds of
processing are identical;

2. In each round, the message is divided into twodsala substitution is
performed on one half of the message, followed pgranutation of the
two halves; and

3. Each round of processing uses different keys tratdarived from the
original secret key.

The DES algorithm consists of 16 rounds of processThe invention of the
DES was mainly contributed by the researchers Bt ii81970’s, with the help
of some people outside IBM. The DES had been th& papular cryptographic
algorithm until the end of last century. In 19998NIsuggested that DES should
only be used for legacy systems and triple DES @Dg&hould be used as a

substitute [18]. The DES algorithm is pretty stragginst a variety of attacks;
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however, due to the small size of the encryption (& bits) and the increasing
computational power people can get, it is easy dobtbken nowadays. For
example, the DES algorithm was broken in 22 howmd 85 minutes by the
Electronic Frontier Foundation’s “Deep Crack” in cambined effort with

“distributed.net” in 1999 [20]. Triple DES uses two three different keys to
encrypt a message, whose total key size reachebitsl@r 168 bits, providing

much stronger security compared to the DES.

2.1.2 Advanced Encryption Standard

Advanced Encryption Standard (AES) is aiming ataepg DES and 3DES in
the long run. In 1997, NIST called for a new cryptphic algorithm to replace
the DES algorithm. In 2001, an algorithm namedridgiel, whose inventers are
Dr. Joan Daemen and Dr. Vincent Rijimen [5], watected as the AES
algorithm and published in FIPS PUB 197 [21]. ThESAalgorithm does not
adopt the Feistel structure as the DES; it use®8abit message block and a key
size of 128, 192, or 256 bits; and the AES depbysounds of processing, 9
out of 10 are identical, consisting of four proces) Substitute Bytes, Shift
Rows, Mix Columns, and Add Round Key, and the lasind contains only

three procedures, Substitute Bytes, Shift Rows,AddiRound Key. Due to the
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bigger key size, the AES provides much strongeursgcthan the DES. So far

there is still no affordable ways to break the AES.

2.1.3 RC4 Algorithm

The two cryptographic algorithms we just introducaiove are both block
ciphers, since the message is divided into fix-&iloeks (64 or 128 bits) and
each block is treated as a single element whengbentrypted. The RC4
algorithm is a stream cipher designed by Ron RieeiRSA Security in 1987
[5]. In a stream cipher, the message is encrygtbdrebyte by byte or bit by bit
instead of block by block in a block cipher. The&R&gorithm uses a variable
key size, such as 128 bits, 192 bits, or even longee key is used as the input
of a pseudorandom number generator, which prodogesdorandom numbers.
The pseudorandom numbers is then XORed with thesagesto be encrypted
byte by byte, and the results of the XOR operafanm the ciphertext. The
security of the RC4 algorithm is very strong, ahdré is no practical attack
against the algorithm with a reasonably long keg.sThe primary advantage of
the RC4 algorithm is that it has a very fast entioypspeed so that it runs very
quickly in software. The RC4 is widely used betweegb browsers and web

servers, and in wireless communications as wek $BL/TLS (Secure Sockets
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Layer/Transport Layer Security) and WEP (Wired Hkglent Privacy)

algorithms also make use of the RC4 algorithm asetitryption mechanism.

2.1.4 One-Time Pad

None of the abovementioned cryptographic algorithisisable to provide
unconditional security. In conventional cryptogrgpithe only cryptographic
algorithm that can provide theatrically unbreakat#eurity is the one-time pad.
The one-time pad was proposed by a U.S. Army SiQuaps officer, Joseph
Mauborgne, as an improvement to the Verman ciphegnted by an AT&T
engineer named Gibert Vernam [5]. In the one-tirad plgorithm, Mauborgne
proposed that a message should be encrypted by th&iehas the same length
as the message and at the same time is a randoivenufte key is only used
once, and then it is discarded. For the next messagew key of the same
length as the message is used. Theoretically, iore-pad is unbreakable;
however, in practice, it is impossible to produedytrandom numbers without
any repetition in the long run. Thus the one-tinad s difficult to be deployed

in practical situations.
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2.2 Asymmetric Cryptography

Different from the symmetric cryptography, whererthis only one key that is
used for both encryption and decryption of a messag the asymmetric
cryptography, the encryption and decryption proegssake use of two
different keys. The two different keys are refertedas a public key and a
private key, respectively. The asymmetric cryptpbsais also called the public
key cryptography, since one of the two keys carpigic. In the asymmetric
cryptography, both of the public key and the pevd&ey can be used for
encryption and decryption. For example, if the pukéy is used for encryption,
then the private key is used for decryption, othé private key is used for
encryption, then the public key is used for dedoypt The asymmetric
cryptography can provide confidentiality, autheation, and non-repudiation
features at the same time. The confidentialityuesais realized by encrypting
the message with the other person’s public keyceSanly the other person has
his private key, he is the only one who can dectiyptmessage and read it. This
way the confidentiality is achieved. The authenioza and non-repudiation
features are realized by encrypting the message yatir own private key.
Since you are the only one who has your own privag, the encrypted
message must have come from you, and you can not tteat you have
encrypted the message, which provides the autlaioiicand non-repudiation

features at the same time. The symmetric cryptdgragan provide
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confidentiality and authentication between the meonmunicating entities, but
it does not offer the non-repudiation feature, sinboth of the two
communicating entities share the same key and daey both claim that a
message is from the other person. We will briefiraduce several major

asymmetric cryptographic algorithms that are widsding used.

2.2.1 RSA Algorithm

The RSA algorithm [6] is the most widely used asyino cryptographic

algorithm invented by Ron Rivest, Adi Shamir, arehlAdleman in 1977. ltis a
block cipher, whose block size is a number betwieand typically 1024 bits (or
309 decimal digits). Its security relies on thet féat it is infeasible to factorize
a huge composite number (309 decimal digits) inractal time at an

acceptable cost with currently available techna@egiThe algorithm is briefly
shown as follows:

1. Select two secret large prime numbegendq, p = q;
2. Calculaten= pxqand releasato the public, wherais a number of

1024 bits;

3. Calculateg(n) =(p-D)x(g-1) , whereg(n) is called Euler's Totient

Function, ang(n) is kept secret;
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4. Select an integer, which is relatively prime t@(n),1<e< ¢(n), and
then release;
5. Calculated = e™*(modg(n )) and keepd secret;
Till now, we have produced the public k&J ={en} and the private
keyPR={d,n}.
6. Calculate the ciphertex =M °modn, whereM is the plaintext,
andM < n; and
7. The plaintext can be restored My= C® modn .

The RSA algorithm is very strong against a varadtgecurity attacks, such as
the brute force attack, mathematical attack, timatack, chosen ciphertext
attack, and so on. According to the report by tisAR.aboratories, it will take
about 55 years on a single 2.2 GHz Opteron CPUoleesthe factorization
problem of a 663-bit composite number, but it willly take about 3 months on
a cluster of 80 2.2 GHz Opteron CPUs [22] to firtisé factorization. However,
the effort of factorizing a 1024-bit number would illions of times harder
than that of the 663-bit number, which makes itasible for currently available

classical computers to solve the problem.
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2.2.2 Elliptic Curve Cryptography

Although the RSA algorithm is still the most popudesymmetric cryptographic
algorithm being used so far, the Elliptic Curve @ography (ECC) starts to
challenge it. The RSA algorithm requires a lot omputational effort, thus it
has a slow processing speed, which is one of the &§orithm’s drawbacks.
For example, in order to provide confidentialitydasuthentication at the same
time, a message needs to be encrypted by the &emsfate key and then
encrypted again by the receiver’'s public key, whieuires the sender to run
the RSA algorithm twice. When decrypting the entegpmessage, first the
receiver’s private key is used, and then the séngeblic key is needed. Since
for each message to be transmitted, the RSA ahgonteeds to run four times,
the entire process becomes very sluggish and afdmsuming. Elliptic Curve
Cryptography, on the other hand, is consideredet@tle to provide the same
level of security using a considerable smaller k&e, and hence requiring
much less computational efforts than the RSA algori

Elliptic Curve Cryptography is a public key ctggraphy based on the usage
of elliptic curves over finite fields. The use dfigic curves in cryptography
was suggested by Neal Koblitz [23] and Victor Sli&i[24] independently in
1985. Just like the RSA algorithm, it also has aywdifficult mathematical

problem serving as the bastion of its security,olvhs referred to as the elliptic
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curve logarithm problem. The mathematics involvedthe algorithm is very

complicated, and we simple omit it in the dissevtat

2.2.3 Diffie-Hellman Key Exchange

The Diffie-Hellman key exchange algorithm was thstfpublic key algorithm
that was proposed by Whitfield Diffie and Martin IHean in 1976 [7]. In that
seminal paper, Whitfield Diffie and Martin Hellmatefined the public key
cryptography, and proposed a way to establish eesé&ey between the two
communicating entities using their public and prévkeys. The security of this
key exchange algorithm is based on the ineffecéssrof solving the so-called
discrete logarithm problem. In the following, wellvariefly introduce the steps
of exchanging a secret key between the two commating entities, Alice and
Bob:
1. Alice and Bob select a prime numlggand a primitive root ofj, which
iIsa,x <q;
2. Alice selects a private keyPR, <q , calculates her public
keyPU , = «" modq, and transmitBU ,to Bob;

3. Bob selects a private keyR, <q , calculates his public

keyPU, =« modq, and transmitBU ;to Alice; and
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4. Alice calculates the secret key Ky= PUBPR’* modg, and Bob calculates
the secret key b = PU,”™® modg.

SincePU,™ modqg = PU,™ modq, Alice and Bob share the same secret
keyK . The discrete logarithm problem is to &, =dlog, ,(PU,), which is

considered infeasible by using currently availabtamputers. However the
Diffie-Hellman key exchange algorithm is subject tte Man-in-the-Middle
attack, where an attacker Eve communicates to Alcié she was Bob, and then
communicates to Bob as if she was Alice, to shasecaet key with Alice and
another secret key with Bob respectively withouic&k and Bob’s notices.
Alice and Bob still think that they are communiogtito each other; however,

they are actually communicating to Eve, instead.

2.3 Conditional Security of Conventional Cryptograpy

The conventional cryptography, including the symmmuetryptography and
asymmetric cryptography, is only conditionally se;uvhich means that they
can only provide conditional security to the entegb message. The
conventional cryptography is vulnerable to manyetypf attacks. Despite of the
many subtle attacks, the brute force attack haayawween a serious one to the

conventional cryptography. The idea of the brutedattack is to try to exhaust
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all the possible decryption keys to search for &cmbetween the ciphertext and
the plaintext. The DES algorithm has been broke2imours by the brute force
attack using the technologies available in 199%rEthe widely used RSA
algorithm, which is considered very secure, is ¢pethmallenged due to the
increasing computational power people can get.alkt, fthe security of the
conventional cryptography is based on the hope ttie@iattacker either cannot
break the ciphertext within the message’s validatime, or the effort needed to
break the ciphertext is more expensive than thaevaf the message itself, so
that the attacker would not bother to attack. THues not necessarily mean that
the attacker cannot break the ciphertext, it onBans that the attacker is not
willing to do that due to lack of motivations.

With the fast development of the computer tedbgies, people are getting
more computational power at a much faster paceh ear people are closer to
breaking the conventional cryptography. In additipeople can work in a
cooperative way to break the conventional cryptplgyaby using distributed
computing techniques. As we mentioned earlier jlittake about 55 years for a
single 2.2 GHz Opteron CPU to solve the factoraratproblem of a 663-bit
number; however, it will only take about 3 montbssolve the same problem if
80 2.2 GHz Opteron CPUs are used at the same ##je |

Quantum computer is a fast emerging research Hreses a totally different

idea to compute, and it provides extremely powenbalrallel computing
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capabilities. The realization of quantum computeils exponentially speed up
the solving of the factorization problem, which wmhake not only the RSA
algorithm, but also all the other computationafidifity-based conventional

cryptographic algorithms not secure at all.

2.4 Summary

In this chapter, we talked about the conventiomgptography, including the

symmetric cryptography and asymmetric cryptography. the symmetric

cryptography, we briefly introduced two block ciphethe DES and AES
algorithms, and two stream ciphers, the RC4 andtiome pad algorithms. In the
asymmetric cryptography, we introduced the widedgdi RSA algorithm, and
the emerging ECC algorithm, as well as the firdiljoukey distribution protocol,

namely, the Diffie-Hellman key exchange algorithiie also discussed the
conditional security provided by the conventionglptography, the challenge it
is facing to the exponentially increasing compuotadl power people can get
with the fast development of the computer technekgrlhe discussion showed

that the conventional cryptography is not secugh for the future.

27



Chapter 3Quantum  Cryptography and Quantum Key

Distribution

3.1 Introduction

Compared to the conventional cryptography introduiceChapter 2, quantum
cryptography is a very different cryptography tisabased on a totally different
idea. Quantum cryptography is based on the lawgiahtum mechanics, which
enable the detection of an eavesdropper’s eavgsidigppctivity during the key
distribution process, and thus provide unconditiosacurity. The terms
Quantum Cryptography (QC) and Quantum Key Distrdyu{QKD) are usually
exchangeable. Although quantum cryptography mayrskerstood as a method
of encryption, it is actually a technique to distiie a secret key between two
communicating entities, so it is better described@antum key distribution.

The idea of using quantum mechanics for cryptogyaplas implicitly
proposed as early as 1969 by Stefan Wiesner iimhisuscript; however, the
manuscript was not published until 1983 [25]. Tingt fquantum key distribution
protocol was proposed by Charles Bennett and GBlessard in their seminal
paper [8] in 1984, which is referred to as the Bp8dtocol. The BB84 protocol
opened the door of the quantum key distributioreaesh. Since then many
guantum key distribution protocols have been pregd26-60], and some of

them have been implemented in experiments andipeadit1-74]. Despite of
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the numerous quantum key protocols proposed witmymaariations and
enhanced features, most of them are based on kewajar quantum key
distribution protocols [8, 26-30]. References [{{-&ive a more complete

introduction to quantum cryptography and quantumdistribution.

3.1.1 Polarization of Light

Although all the particles that manifest quantumchamics properties can be
used for quantum key distribution, for example, tphs, electrons, ions, and so
on, photons are the most popular carrier of quarkagndistribution. Most of
the quantum key distribution protocols availabldaomake the most use of the
polarization states of photons to realize the kstridution. Now we will briefly
introduce the concept of polarization of light.

Light is an electromagnetic wave that is compodeghotons. It is described
by the electric field and magnetic field that aeggendicular and proportional to
each other. When considering the polarization statkght, we only need to
consider either the electric field or the magnétd, since the two fields are
correlated and knowing one equals to knowing theerotUsually the electric
field is chosen when talking about the polarizastate of light.

Light can be polarized or not polarized at all. &wwkng to the projection of

the electric field vector on the plane perpendictdathe travel direction of the

29



light, polarized light can be linearly polarizedjrcalarly polarized, or

elliptically polarized, Figure 3.1.

N
»
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N
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(a) Linear (b) Circular (c) Elliptical
Polarization Polarization Polarization

Figure 3.1 Polarization of light

In quantum key distribution protocols, the linealgsization state is mostly
used. Within the linear polarization state, there #our special polarization
states that are of particular interest: verticdl®YQoolarization, horizontal (0°)
polarization, 45° polarization, and 135° polarizatiwhich are shown in Figure

3.2.
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Figure 3.2 Four polarization states of a photon

3.1.2 Classical Bit and Quantum Bit

In the classical world, the value of a classicaldain only have two options,
either 0 or 1, which are represented by the presen@absence of a voltage in
analog systems. It is obvious that a classicat#it not be both 0 and 1 at the
same time, since a voltage can not be both presehabsent at the same time.
In order to distinguish the bit in the quantum wloffom the bit in the
classical world, we call the bit in the quantum ltaa quantum bit, or a Qubit
for short. A qubit has a totally different story @hit comes to its value. A qubit
can have numerous values, compared to the clagsicavhich can only have

one of the two options. Mathematically, a qubitapresented by a vector

|¢) =a|0)+ A1), (3.1)
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The definition of a qubit: A qubit is a quantum t®eQwhose state lies in a

two-dimensional Hilbert spadé [77]. Here we consider a 2-state quantum
system, where there are only two possible resnlexperiments, for example,
the vertical polarization and horizontal polaripatistates. A general quantum
state is a linear complex combination of the twesibaoolarization states, the

vertical and horizontal polarization states. Wealerthe vertical polarization

state , the horizontal polarization state ,an en a general guantum
tate byT), the h tal pol tion stat d th g | quant

state can be represented by

)=o)+ A1), (3.2)

wherea, f € C,|a|” +|4° =L and —) = [ﬂ‘ﬂ = E} :

Figure 3.3 provides a straightforward view of theationship between a

general quantum state and the two basic states.
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Figure 3.3 A general quantum state

3.2 Basis of Quantum Cryptography

3.2.1 Heisenberg Uncertainty Principle

The Heisenberg Uncertainty Principle is one of st important theorems on
which quantum cryptography is based. It is formedaby Werner Heisenberg in
the 1920’s and developed with other people’s cbation [81].

The Heisenberg Uncertainty Principle can be intgga as follows: It is
impossible to get the precise position and velooita particle simultaneously.
For example, if you increase the accuracy of méaguhe position of a particle,
then you inevitably reduce the accuracy of meagutime velocity of that

particle at the same time, and vice versa. Thedrbisrg Uncertainty Principle
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not only applies to the position and velocity ofparticle, but also to other
guantum properties that do not commute to eachr.ottere “do not commute”,
mathematically, mean&B= BA , where A and B represent two quantum
properties. In quantum cryptography, the polar@astate of a photon is often
used, and the Heisenberg Uncertainty Principle tedl that it is impossible to
get a precise measurement result of an unknowrripal@n state along two
different polarization axes. We will see exampldstiee application of the

Heisenberg Uncertainty Principle in the BB84 proldo be addressed later on.

3.2.2 No-Cloning Theorem

The No-Cloning Theorem is another most importaabtem on which quantum
cryptography is based. It was discovered by Willlfootters, Wojciech Zurek,
and Dennis Dieks in 1982 [82, 83].

The No-Cloning Theorem tells us that it is impoksito create an identical
copy of an arbitrary unknown quantum state. Fonmgda, if you want to copy a
guantum state on a qubit but you do not know thentum state on that qubit in
the first place, you will not be able to get atiful copy of that quantum state.
There are two reasons causing this impossibilityidgntically copying an

unknown quantum state, which are as follows:
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1. If you copy an unknown quantum state on a qubg, gnantum state
changes as soon as you try to copy it, and thetgomstate you get is
different from the original quantum state. In adgfif when you copy the
guantum state, the qubit (polarized single photwmegring the quantum
state is also destroyed; and

2. You can make a faithful copy of a quantum stateaaubit only if you
know the quantum state already. If you do not kilogrquantum state,
then you will not be able to get an identical cagyit. This is like a
deadlock, where you are required to know the quanstate before
making a copy; however, not knowing the quantumtests the
motivation of this copying action, which obvioustpnflicts to each
other and cannot be solved anyway.

In quantum cryptography, the reason that the twaroanicating entities are
able to detect whether an eavesdropper has eappsdron the message or not
is due to the No-Cloning Theorem, which guarantkes if an eavesdropper
eavesdrops on the message, then the receiver afdgbgsage will get a different
message from what the sender has sent, so thatolatafter comparing their
messages, the sender and receiver will noticedhicts in the messages, from
which they can deduce that the eavesdropper hasdapped on the message.

The reason that the receiver will get a differemssage is that as soon as the
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eavesdropper copies the quantum state, it is cdatmenother state that is

different from the quantum state sent by the sender

3.2.3 Quantum Measurement
In a 2-state quantum system, although a quantute stn be a combined

statdp) = a| ) + ,B‘T>, when a quantum state is measured, there aretwoly

possible results, either the horizontal polarizatistate or the vertical

polarization state, with a certain probability, pestively. To be more concrete,

after measuring a general quantum s|tgaj>e, the possibility of getting a
horizontal polarization stat¢-(>)) is|a|2, and the possibility of getting a vertical
polarization state‘@) is|,6’|2, Where}04|2 +|,6’|2 =1.

For example, the 45° polarization sta{t«%@) can be represented as

45°) :%p%%m, (3.3)

which is illustrated in Figure 3.4. If you use aptioal filter that has a

polarization axis along the horizontal directiomen the filter will get a

2

you use an optical filter that has a polarizatiars @long the vertical direction,

2
horizontal polarization stat|ee|2 = (ij = 050f the time; on the other hand, if
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2
then the filter will get a vertical polarizatioraw|,6'|2 = [ij = 050f the time.

V2

In this case, no matter whether you use an opfittat with a horizontal
polarization axis or a vertical polarization axi®u can not get an assured
measurement result, since both results happen 5@ probability. The only
way that you can get a correct measurement refulhe time is to use an
optical filter with a 45° polarization axis (theseno such a filter naturally, but
we can manage to get one with the help of additioomponents, and we will

talk about this in detail later on).

™
) |45°) = o —) + A| )
-3 i
® | )
g=L
2

Figure 3.4 Measuring a 45° polarization state atbeghorizontal or vertical

direction
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3.2.4 Quantum Entanglement

Quantum entanglement [26, 84, 85] is a very astamjsquantum property that
happens exclusively in the quantum world. Therenas counterpart of this
phenomenon in the classical world. Quantum entamghe is a correlation
between two quantum systesndB, in which when quantum systefvs
measured, the state of quantum sydBas changed instantaneously, and the
correlation between the two quantum systems is dmolas soon as a
measurement is made. The measurement results fi@fadt that two quantum
systems can be the same, or the opposite, whictefeneed to as correlated and
anti-correlated, respectively.

Let us take the anti-correlated entanglement faangde to explain the
properties of quantum entanglement. Suppose yoe h&w qubits, and you
know the initial quantum states on them in thet fitace, for example, a vertical
polarization state and a 45° polarization stateodgh some specific procedures,
somehow the two qubits become entangled. As sodheasvo qubits become
entangled, the states on them change to some aincstates that nobody knows.
The two qubits do not need to stay together to taminthe entanglement
between them. They can be separated for an arlyitiarg distance and yet will
remain entangled. But as soon as one qubit is me@sthe quantum state on
the other qubit is changed instantaneously, andettianglement between the

two qubits is broken. If the first person Alice sse specific measurement and
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gets a measurement result 1, then the other p&wiomust get a 0, which is the
opposite of 1, if he uses the same measurementias K Alice gets a 0, then
Bob has to get a 1. This is called the anti-coteelaguantum entanglement of
the two quantum systems.

The special characteristic of quantum entangleroantbe used for quantum
cryptography to distribute a key with unconditiosakurity. The first quantum
key distribution protocol making use of quantumasigiement was proposed by

Artur Ekert in 1991, and the protocol is referredas the E91 protocol [26].

3.3 Unconditional Security of Quantum Cryptography

The essential reason that quantum cryptography pramide unconditional
security is that it is able to detect whether theesdropper has eavesdropped on
the message or not during the key distribution @sec while the conventional
cryptography does not offer this feature.

The eavesdropping activity of the eavesdropperitalely brings disturbances
to the quantum system, which are treated as n@sésiepresented by the errors
in the raw key shared between the two communicatintities. After Alice
generates a qubit with a certain quantum statesands it to Bob, Eve, who is
the eavesdropper in between, intercepts the quimt @erforms a copying

activity. At the moment when Eve tries to copy th&ntum state on the qubit,

39



due to the No-Cloning Theorem, she is not abledbagcorrect copy of that
guantum state, if she does not know the quantute beforehand. According to
the Heisenberg Uncertainty Principle, after meaguthe qubit sent by Alice,
the quantum state on that qubit collapses to ontheotwo possible states, for
example, the vertical polarization state or hortabpolarization state; however,
neither of which happens with 100% probability, eagd the original quantum
state happens to be a vertical or horizontal prdéion. This indicates that after
the measurement, the quantum state on a qubitisgeld to another state that is
different from the original one. Now, when Bob rees the qubit with a
different quantum state from the original one aneasures it, he will get a
different measurement result from the original ination Alice wanted to
transmit. Later on, Alice and Bob compare their sseament results, if they
find a conflict between them, then they can dedhe¢ Eve has been present
and eavesdropped on the message, so that theyddibeamessage and start the
key distribution protocol all over again until th&an conclude Eve is not
eavesdropping on the message. This is how quantyptography can detect
the eavesdropping activity of an eavesdropper aravige unconditional
security.

On the other hand, let us check the conventiongdtography. Alice sends a
string of classical bits to Bob; and Eve, who id&tween, intercepts or copies

the classical data. The classical data sent byeAkould not change to other
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values due to Eve’s eavesdropping activity. Aftee’E copying, the original
classical data remains the same, and Eve can @eix#ct value of that original
data. Then Bob receives the data sent by Alice eawisdropped on by Eve
already, and he will still get the same data aseAliSo eventually, Alice, Bob,
and Eve will all get the same data. Since Alice Bot get the same data, there
is no way for them to tell whether the eavesdrogpmes eavesdropped on the
data or not. Thus the conventional cryptographynea able to provide

unconditional security as the quantum cryptogragdss.

3.4 Major Quantum Key Distribution Protocols

3.4.1 Polarization-Based Quantum Key Distribution Protocol

The BB84 protocol is the first quantum key disttibn protocol and also the
most important one. It makes use of the polaripasiate of a single photon to
represent a classical bit and then distributes Iitabf information from one

communicating entity to the other.
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3.4.1.1 Four Polarization States of a Photon

In this protocol, four polarization states of a o are used, i.e., vertical

polarization, horizontal polarization, 45° polatina, and 135° polarization,

Figure 3.5.
} A A A
» ——p— - >
(a) Vertical (b) Horizontal (c) 45° (d) '135.0
Polarization Polarization Polarization Polarization

Figure 3.5 Four basic polarization states of alsipgoton

3.4.1.2 Rectilinear Basis and Diagonal Basis

Two bases are defined in this protocol: the rewdr basis, denoted by +; and
the diagonal basis, denoted by x. The rectilineaisbrepresents a coordinate
system, in which the two axes point to the horiabmind vertical directions

(Figure 3.6 (a)); and the diagonal basis represamsher coordinate system, in

which the two axes point to the 45° and 135° dwest(Figure 3.6 (b)).
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(a) Rectilinear Basis (b) Diagonal Basis

Figure 3.6 Rectilinear basis and diagonal basis

3.4.1.3 Measuring Polarized Single Photons with a Polarizing Beam Splitter

In terms of measuring a qubit with a certain palation state on it, the physical
meaning of a rectilinear basis is an optical filteith either a vertical
polarization axis or a horizontal polarization afmt allows a qubit to pass
along either the vertical direction or the horizdndirection; and the physical
meaning of a diagonal basis is an optical filtethvaither a 45° polarization axis
or a 135° polarization axis (there is no such apfitter by nature, but it can be
made with the aid of a 45° polarization rotatogttallows a qubit to pass along
either the 45° direction or the 135° direction.

A Polarizing Beam Splitter (PBS) is a good représigon of the two bases.
Let us take the polarizing beam splitter with atieat polarization axis for

example to illustrate the measurement of a quigyre 3.7.
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(a) A vertically polarized single (b) A horizontally polarized single
photon passes through the PBS photon is reflected by the PBS with a
with a vertical polarization axis vertical polarization axis

Figure 3.7 Measuring a vertically polarized singl®ton and a horizontally

polarized single photon using a PBS with a verjodarization axis

A qubit with a vertical polarization state on itsgas the PBS with a vertical
polarization axis with 100% probability. A qubit thvia horizontal polarization
state on it is reflected by the PBS with a vertigalarization axis with 100%
probability. The probability of passing or beingleeted by a PBS with a
vertical polarization axis is decided by the caméints of the vector

representation of the quibt, i.e.andg . According to the vector representation
of a qubit|p) = a|>) + ﬂ‘T>, a qubit passes the PBS with a vertical poladrati
axis with the probability (#6’|2, and it is reflected by the same PBS with the

probability 0f|a|2. A qubit with a 45° polarization state on it passe is

reflected by a PBS with a vertical polarizationsawith equal probabilities, both
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50%, Figure 3.8, which is why using a PBS with #igal polarization axis to

measure a qubit with a 45° or 135° polarizatiotespa it totally randomizes the

measurement result. On the other hand, it you BB with a 45° polarization

axis to measure a qubit with a vertical or horiabpiolarization state on it, the

measurement result you can get is also totallyaand

PBS
y T T
_______ N
i 50%
v

(a) A 45° polarized single photon passes
through the PBS with a vertical
polarization axis with 50% probability,
and after it passes, its polarization state
changes to a vertical polarization state

PBS

_______ r — — — _________»

50%

(b) A 45° polarized single photon is
reflected by the PBS with a vertical
polarization axis with 50% probability,
and after it is reflected, its polarization
state changes to a horizontal
polarization state

Figure 3.8 Measuring a 45° polarized single phaotsing a PBS with a vertical

polarization axis

Since naturally there is no PBS with a 45° poddion axis, in order to be
able to measure the polarization states in theod@gbasis, i.e., 45° and 135°
polarization states, a 45° Polarization Rotator)(BReeded before the 45° and

135° polarized single photons enter the PBS, Figl9e
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(a) A 45° polarized single photon passes (b) A 135° polarized single photon is
through the PBS with a vertical reflected by the PBS with a vertical
polarization axis and a 45° polarization polarization axis and a 45° polarization
rotator, and after it passes, its rotator, and after it is reflected, its
polarization state changes to a vertical polarization state changes to a
polarization state horizontal polarization state

Figure 3.9 Measuring a qubit with a 45° or 135%pmhtion state with a PBS

with a vertical polarization axis (with the aida@#5° polarization rotator)

After a 45° polarized single photon passinguigh a 45° polarization rotator,
it is changed to 90° polarized, which is a verticpblarized single photon. Then
this vertically polarized single photon passes tRBS with a vertical
polarization axis with 100% probability. If a siegphoton detector down the
passing path detects a click, then it knows thatewically polarized single
photon just passed and the original polarizati@tesbf that polarized single
photon is 90°-45°=45° polarization. Similar thingppens to a 135° polarized
single photon. After the 45° polarization rotatthe 135° polarized single
photon is changed to a 180° polarized single photdrich is horizontally

polarized. Then it is reflected by the PBS to th#lecting path, and a single
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photon detector down the reflecting path clicksteAfsubtracting 45°, the
photon detector can get the result of the origpwérized single photon, which
is a 180°-45°=135° polarized single photon. Thiplars how to measure
polarized single photons in the diagonal basis gistn PBS that has a

polarization axis in the rectilinear basis.

3.4.1.4 Representation of Classical Bits by Polarized Single Photons

Two binary values, the classical bits 0 and 1 aedun this protocol, and they
are represented by polarized single photons acuptdi Table 3.1. For example,
the binary value O can be presented by either &dwally polarized single

photon in the rectilinear basis or a 45° polarigedjle photon in the diagonal
basis, and it depends on which basis is chosdme(ette rectilinear basis or the
diagonal basis) to decide which polarized singletph to choose. If you choose
the rectilinear basis, then the classical bit Gepresented by a horizontally
polarized single photon; and if you choose the ali@a basis, then it is

represented by a 45° polarized single photon. Dngbnations in Table 3.1 can
be changed to other forms, for example, one camsEhd@o use a vertically

polarized single photon to represent O in the lieear basis and still use the 45°

polarized single photon to represent 0 in the diagdasis. No matter which
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form is chosen, the two communicating entities $#hdeep synchronized and

both be aware of the content of the table.

Table 3.1 Representation of classical bits by jéarsingle photons

) Basis
Classical

Bit + ><
0 —> /
N

3.4.1.5 Schematic Diagram of the Structure of the BB84 Protocol

The schematic diagram of the structure of the Bp&tocol is shown in Figure

3.10.

Conventional Channel
Alice -y > Bob

Quantum Channel

Figure 3.10 Schematic diagram of the structurdvef8B84 protocol
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As we can see from Figure 3.10, the two commumigagéintities, Alice and
Bob, who wish to establish a secret key betweem{rae connected by two
channels, one conventional channel and one quaciamel. The conventional
channel is a regular telecommunication channel,wdmch Alice and Bob
exchange classical information. The quantum chamen optical fiber, on

which qubits (polarized single photons) are trattsdifrom Alice to Bob.

3.4.1.6 Assumptions of the BB84 Protocol

The assumptions of the BB84 protocol are the falhguw

1. Alice and Bob have already authenticated each atberehow before
the protocol starts;

2. Eve has access to the conventional channel. Shelistam to the
conventional channel and get the information flayvam it; however, she
is not able to change the information on the cotigaal channel. Eve
can listen to the quantum channel, intercept atcaim resend another
qubit to Bob; and

3. Eve’s goal is to eavesdrop on the information tnastied between Alice
and Bob as much as possible without being noti¢edstop Alice and
Bob from communicating, for example, by cutting tfé conventional

channel or the quantum channel, is not the goahefeavesdropper.
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Otherwise no communication system could work ag laa somebody

keeps destroying the equipment physically.

3.4.1.7 Steps to Share a Raw Key in the BB84 Protocol

The two communicating entities, Alice and Bob, neethke the following steps
to share a raw key between them:

1. Alice generates a sequence of random 0’'s and 1’s;

2. Alice randomly selects one of the two possible bgseor x) for each of
the bits generated in the first step;

3. Alice represents the bits generated in the filegp sising polarized single
photons according to Table 3.1, and transmits ttheough the quantum
channel;

4. At Bob’s measuring side, he randomly selects onéheftwo possible
bases (+ or x) for each of the qubits receivedh@nguantum channel
and measures it;

5. If Bob selects the same basis as Alice, then hiegeilthe same data as
Alice’s; and if he selects a different basis froricA's, then he will get

the same data as Alice’s only half of the time;
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6. Bob communicates with Alice through the conventloctzannel about
which bases he used to measure the qubits, and #&lis Bob for which
qubits he used the wrong bases; and

7. Alice and Bob delete all the bits for which theyeddifferent bases and
save the rest of the bits as a sequence, whicheisaw key shared
between them.

Table 3.2 gives us a complete view of the 7 stdpsharing a raw key

between Alice and Bob.

Table 3.2 An example of the BB84 protocol

Step 1 1 1 0 0 1

Alice Step 2 @ >< + @ + @
Step 3 T AN el T —
Bob Step 4 @ + >< @ >< @
Step 5 @ Oor1 @ @

Step 6 Alice and Bob exchange basis information through the conventional channel

0

—

X
S
+

Oor1 Oor1

O~ () -

Alice
and Bob

Step 7 1 0 0 1

O : Correct basis or bit

Comments on step 5: As explained in Sectiorl34if Bob uses a rectilinear

basis (a PBS with a vertical polarization axis)measure a polarized single
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photon (45° or 135° polarized) made in a diagoasald) he will get O or 1 with
equal probability, which is 50%. The same conclusapplies if Bob uses a
diagonal basis (a PBS with a vertical polarizateois and a 45° polarization
rotator in front of it) to measure a polarized $ngphoton (vertically or
horizontally polarized) made in a rectilinear basie will also get 0 or 1 with
equal probability, which is 50%. Because Bob isswt about the measurement
result, he and Alice have to discard this bit dbrmation on which they used
different bases.

Comments on step 6: Alice’s and Bob’s publicly conmicating to each other
on the conventional channel will not release argrmation about the random
bits generated by Alice in the first step or the tey. The information Alice
and Bob exchange through the conventional chamn#éia basis information,
which explains which bases Bob has used to meakereubits, and which
bases Bob has used the same bases as Alice. Sinbebesis, either the
rectilinear basis or the diagonal basis, can bd tseepresent 0 or 1 with equal
probability, Eve is not able to figure out which &icertain basis is representing.
It is equivalent to ask Eve to guess a random numid@ch she can not guess
correctly for sure.

Comments on step 7: The key shared between AlideBab is called a raw
key. If Eve did not eavesdrop on the qubits trattechi by Alice, and the

transmission of the qubits on the optical fiber wasfect, than there would be
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no error in the raw key, and this raw key couldused directly as the final key
shared between Alice and Bob to encrypt messafEseldid eavesdrop on the
qubits, then there would be some errors in the kaw which means the raw
key in Alice’s possession is not exactly the sammethe raw key in Bob’s
possession. In this situation, in order to shar&lantical key between Alice and
Bob, about which Eve has an arbitrarily low levélkaowledge, they need to
adopt the information reconciliation and privacy gdification procedures to
remove the errors in the raw key and distill alfikey out of the raw key. In the
following, we are going to introduce the two progexs briefly, omitting their

details.

3.4.1.8 Information Reconciliation and Privacy Amplification Procedures

When there are errors in the raw key due to Evegesdropping or the
imperfection of the optical fiber (we do not cor@idhe imperfection of the
optical fiber in this dissertation), the raw keyncaot be used until the errors
have been removed and the secrecy of the raw lkeden enhanced.

The information reconciliation procedure is badicadn error correction
process, through which all the errors in the raw &an be removed. The raw
key with all the errors removed is called a sifkeg, or we may call it an error-

free raw key occasionally.
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The privacy amplification procedure is basicallyhash function, through
which a final key is distilled from the sifted kelt.is used to reduce Eve’s
knowledge about the final key to an arbitrarily Itevel to enhance the secrecy
of the final key.

The information reconciliation and privacy ampl#ton procedures are very
time-consuming and effort-consuming. The informatioreconciliation
procedure requires a lot of communication overhazteveen Alice and Bob on
the conventional channel, as well as a lot of cdadpn overhead at each side.
Although the privacy amplification is a very impamt procedure to obtain the
final key; however, it reduces the length of theafikey dramatically, which
indicates a very low efficiency. For example, aQ®@ raw key, after removing
150 errors in it, the length of the sifted key bmes 850 bits. After going
through the privacy amplification procedure, thegth of the final key may be
only 25 bits. It depends on the strength of thehtfaaction algorithm you use

that how many bits can be left in the final keyr EBgample, the Secure Hash

Algorithm (SHA) can reduce a sifted key with thedéh of up to @* —1) bits

to a final key with a fixed length of 160 bits [3}hich can maximally reduce

the length of the final key th15 " of the length of the sifted key.
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3.4.1.9 Weaknesses of the BB84 protocol

Although the BB84 protocol can provide unconditiosacurity to the key
distribution process, it has some drawbacks as. Wek biggest drawback is
that its efficiency of sharing a raw key and a ffikay is very low. In the BB84
protocol, Bob can guess the bases used by Alicedaity only half of the time,
so that only half of the bits generated by Alica b& included into the raw key,
which makes the efficiency of sharing a raw key 50%

Since there may be errors in the raw key, Alice Bod need to employ the
information reconciliation procedure to remove #ie errors, which is a
communication- and computation-consuming procesé fimoduces a lot of
communication overhead and takes a long time tsHirin order to enhance the
secrecy of the final key, the privacy amplificatiprocedure has to be performed.
The privacy amplification procedure is a length-a@sating process that reduces
the length of the final key dramatically, whichnist desirable.

Another drawback is the conventional channel usedhe structure. A
conventional channel means two things in termsaivacks:

1. If there is a conventional channel, then the cotisaal communication
is needed, which generates a communication overdeaell as the cost;
and

2. The conventional channel presents vulnerabilitrethe structure, since

it can be eavesdropped on by Eve without beingcedtby Alice and
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Bob, while the quantum channel does not presestuhinerability. In
addition, one of the assumptions of the BB84 pmitas that the
information exchange between Alice and Bob on tlaventional
channel can not be changed, which puts a strongiresgent on the
application of the BB84 protocol.

One more drawback is that the BB84 protocol assuimasAlice and Bob
have already authenticated each other before théoqmi starts, which leaves
the protocol an incomplete one with a strong retstm.

In addition, the BB84 protocol does not have effectnechanisms to defend
against Eve’s eavesdropping attack. All it has Easasive way to detect Eve’s
presence during the key distribution process ater protocol has finished
running once.

Aiming at the weaknesses of the BB84 protocol, Wweukd improve the
protocol in the following aspects:

1. Improving the efficiency of sharing a raw key anfihal key, in terms of
a faster convergence speed of the keys and a loovemunication and
computation overheads;

2. Introducing effective detection mechanisms of Eve®vesdropping
activity, and further proposing effective defensechmanisms to frustrate

Eve's attack;
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3. Removing the basis information exchange betweeceAdnd Bob on the
conventional channel, and further eliminating thecessity of the
conventional channel in the structure, so that @oenmunication
overhead and cost are reduced, and the vulneyabdining from the
conventional channel as a classical element is vethand

4. Providing authentication for the two communicatiegtities at the

beginning of the protocol.

3.4.2 Entanglement-Based Quantum Key Distribution Protocol

In 1991 Artur Ekert proposed the first quantum Kestribution protocol making
use of the phenomenon of quantum entanglement g, the protocol is
referred to as the E91 protocol. The basic ideankethis entanglement-based
guantum key distribution protocol is that if Alieed Bob use the same way to
measure the entangled photon pair, then they veitl éxactly the opposite
measurement results, so that they can share & kegre

Figure 3.11 shows the schematic diagram of thetsirel of the E91 protocol.
Alice and Bob are connected by two channels, onevaxttional channel, on
which classical information is exchanged, and onantum channel, on which
one of the two photons in an entangled photon igairansmitted to Bob. The

entangled photon pair generator is used to generdassgled photon pairs, and
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one photon in an entangled photon pair is transohito Alice and the other

transmitted to Bob.

Alice

Entangled
Photon Pair
Generator

o0 i
|
|
|
|
|
|
|
|

Conventional Channel

A
Y
V)
o
o

T
: @® = Quantum Channel
|

—E—_— e -

Figure 3.11 Schematic diagram of the structurdefE91 protocol

Alice and Bob need to take the following stepshtare a raw key:

1. Alice generates an entangled photon pair, keepsobtige two photons
in the pair with her and transmits the other phdmmob through the
guantum channel;

2. Alice randomly selects one of the two possible bgseor x) to measure
her qubit, and saves the measurement result;

3. Bob randomly selects one of the two possible b&se&s x) to measure

his qubit, and saves the measurement result;
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4. If Alice and Bob select the same bases, then thyhewe exactly the
opposite measurement results; if Bob selects eréift basis from
Alice’s, then the measurement result he gets alyotandom, and later
on that measurement result will be discarded;

5. Bob communicates with Alice through the conventloctzannel about
which basis he used to measure his qubit, and Adit® Bob whether he
has used the same basis as she;

6. Alice and Bob discard all the bits on which thegdislifferent bases, and
save the rest of the bits in a sequence, respbgtaed

7. Bob reverses the bit value of his sequence, aftechwhis sequence is
the same as Alice’s, and that sequence is the mwshkared between
Alice and Bob.

After Alice and Bob share the raw key, they chge go through the
information reconciliation and privacy amplificatigorocedures to get a final
key. From there on, the E91 protocol shares theegammcedures as the BB84

protocol.

3.4.3 Other Major Quantum Key Distribution Protocols

In 1991 Charles Bennett proposed a quantum keyildiibn protocol that

made use of two arbitrary nonorthogonal quanturtest distribute a key [27].
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Charles Bennett, Gilles Brassard, and David Merpregsented a quantum key
distribution protocol making use of the quantumaegtement without Bell’s

Theorem in 1992 [28], which is simpler than the B®@dtocol and equivalent to
the BB84 protocol. Instead of using either the po#ion state of a photon or
an entangled photon pair to distribute a key, Kyouke, Edo Waks, and
Yoshihisa Yamamoto used the phase difference betivee pulses of a photon
to carry a bit information and distribute a key,iethis more suitable for the
transmission in fibers [29]. In 2006, Subhash Kakppsed a three-stage
guantum cryptography protocol to distribute a kayvhich the communication

remains quantum in each stage [30]. Some discussiorthe Kak’s three-stage

protocol are available in references [86-90].

3.5 Quantum Key Distribution in Practices

Quantum key distribution techniques have evolvery vast recently. On April
21, 2004, the world’s first bank transfer usingaemgiement-based quantum key
distribution took place in Vienna [65]. The Mayadr the Vienna City sent an
online wire transfer from the Vienna City Hall thet headquarter of Bank-
Austria Creditanstalt. The record of free-spacentua key distribution was
achieved in 2006 between the Canary Islands of dlen® and Tenerife via a

satellite based optical free-space link, and ararggied photon pair was
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transmitted over a distance of 144 km [91]. Thegkst fiber quatnum key
distribution was accomplished by Los Alamos Natldraboratory and National
Institute of Standards and Technology together 0062 They were able to
transmit a photon using phase-coding quantum kstrilolition method over
148.7 km [92].

Commercial products of quantum key distribution @vailable on the market
already, which so far are used more in militaryntha business. The four
companies that are offering quantum key distributproducts are: a Swiss
company called “id Quantique” [93], a U.S. compangmed “MagiQ
Technologies” [94], a French company “SmartQuant{®8], and an Australian

company “QuintessencelLabs Pty Ltd” [96].

3.6 Summary

In this chapter we introduced the basis of quantuyptography, including the
polarization state of light, qubits, the two primdaheorems on which quantum
cryptography is based, i.e., the Heisenberg Uniogytdrinciple and the No-
Cloning Theorem, and the very astonishing quantuwpgrty — quantum
entanglement. We explained the unconditional sgcymiovided by quantum
cryptography, and introduced several major quarkegndistribution protocols,

with the emphasis on the first quantum key distrdou protocol, the BB84
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protocol, and the first entanglement-base quantesn distribution protocol —
the E91 protocol, followed by the achievements odrqum key distribution
techniques in practices. Within the introduction tbe BB84 protocol, we
elaborated the details in many aspects, includivey ttvo bases used in the
protocol, namely, the rectilinear basis and thgaimel basis, the representation
of classical bits by polarized single photons, howmeasure polarized single
photons using a polarizing beam splitter, the $tmec of the protocol, the
assumptions it requires, the steps to share a egwakd obtain a final key, the
weaknesses of the protocol, and what should be tomaprove the efficiency

of the BB84 protocol as well.
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Chapter 4 Key Distribution Using a Dual-Quantum Channel

4.1 Introduction

As we discussed in Chapter 3, the BB84 protocoléhasry low efficiency in
getting a raw key and a final key, and it does have effective defense
mechanisms against Eve’s eavesdropping attack. Here‘low efficiency”
means that it takes a long time, a high commurmnatoverheard and
computation overhead to only get a short final eying at the low efficiency
problem of the BB84 protocol, in this chapter, wegent a method to speed up
the convergence process of the final key at a laest and yet provide a better
defense mechanism against Eve, making use of a-qdaatum channel

structure and a complementary measuring basisteieale.

4.2 Dual-Quantum Channel Structure

The schematic diagram of the structure of the quarkey distribution protocol
to be presented in this chapter is shown in Figute

In the proposed structure, two communicating esgjtiAlice and Bob, who
wish to establish a secret key between them, aneemted by three channels,
one of which is a conventional channel, and theerotivo of which are two

guantum channels. The two quantum channels argedfto as a dual-quantum
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channel. The conventional channel is just a regel@communication channel,
which is used to exchange classical informatiorwbet Alice and Bob. The
dual-quantum channel is composed of two opticarEbon which qubits are

transmitted from Alice to Bob.

Conventional Channel
Alice |-t = Bob

|
|
: Quantum Channel 1

r
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
—_

Figure 4.1 Schematic diagram of the structure efftoposed protocol

4.3 Complementary Measuring Bases

In the BB84 protocol, at Bob’s measuring side, &redomly chooses one of the
two possible bases (+ or x) for each of the quieteived on the quantum
channel. In this protocol, we have two quantum ae#) and how to take
advantage of the channel diversity offered by thal-duantum channel and
choose bases for the dual-quantum channel beconuetical issue. In this

section, we introduce a technique called “compldargn measuring basis

selection rule”.
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Since the two bases used in this protocol celtéhe four polarization states
of a photon, with each basis covering two orthog@udarization states, these
two bases are said to be complementary to each ¢tiseead of using randomly
selected measuring bases on both of the two quacitarmels, which makes the
two quantum channels independent of each otheuseegandomly chosen bases
on one quantum channel, and use the complemeni@sgsbon the other
guantum channel on purpose. In doing so, the twdependent quantum
channels correlate to each other and form a duaitgum channel. An example
of the complementary bases used by Bob on theglaitum channel is shown

in Table 4.1.

Table 4.1 Bob’s complementary measuring bases arséioe dual-quantum

channel

oor [T X XXX
acz | XX |1 3 XX

QC1, 2: Quantum Channel 1, 2

For example, if Bob randomly chooses the reeidr basis (+) for the first
qubit on quantum channel 1, then he uses, on peyplos complementary basis,

i.e., the diagonal basis (x) for the first qubitqurantum channel 2, and so forth.
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4.4 The Proposed Protocol

In the proposed protocol, the definitions of thedsand the representation of

classical bits by polarized single photons rem#&ie same as in the BB84

protocol. Alice and Bob need to take the followisigps to share a raw key

between them:

1.

2.

3.

4.

Alice generates a sequence of random 0’'s and 1's;

Alice randomly chooses one of the two possible $d&seor x) for each

of the bits generated in step 1;

According to the basis selected, Alice represeath @f the random bits
by two polarized single photons with identical pation states

according to Table 3.1 and sends each of the gelhsingle photons on
one of the two quantum channels. For example, fdsital and a

rectilinear basis, Alice generates two verticalblgrized single photons
and transmits one photon on quantum channel 1 hadother on

guantum channel 2;

At Bob’s measuring side, he adopts the complemgmterasuring basis
selection rule to select bases and measure thésqebeived on the two
guantum channels. He randomly selects one of tbeptvgsible bases (+
or x) to measure the polarized single photon reckien quantum

channel 1, and for the corresponding polarizedlsipgoton received on
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guantum channel 2, he uses, on purpose, the coraptany basis of the
basis used on quantum channel 1 to measure it;

5. Bob communicates with Alice through the conventloctzannel about
which basis he used to measure each of the pdlasingle photons on
guantum channel 1, and Alice tells Bob for whiclbitjhe used the same
basis as she; for those qubits Bob used differased from Alice’s on
guantum channel 1, he knows that on quantum ch&hhel must have
used the same bases as Alice, since he chose tif@eroentary bases
on quantum channel 2. For example, if Bob chodsesliagonal basis (x)
to measure the polarized single photon on quantuenreel 1, and he is
told by Alice that the diagonal basis is differér@m hers, then he can
deduce that the complementary basis, i.e., thdineetr basis (+) used
by him on quantum channel 2 must coincide with &Bdasis; and

6. Bob saves the measurement results of the qubitshich he used the
same bases as Alice on the two quantum channelsjiacards the rest
of the measurement results on which he used diffebases from
Alice’s. The saved measurement results form a sespjenhich is the
raw key shared between Alice and Bob.

As explained before, if Alice and Bob use differbases on a bit/qubit, then
they will share the same information only half loé time, which is why this bit

of information can not be included into the raw layd has to be discarded.
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Only the qubit on which they use the same basesymdd the same bit of
information for both Alice and Bob, and only in ghsituation can the bit of
information be saved into the raw key.

So far, Alice and Bob finish the process of sharmgaw key. If the
eavesdropper, Eve, was not present during the istrybdition process, then the
raw keys shared between Alice and Bob would betBxdee same; however, if
Eve was present during the key distribution proctdssn the raw keys shared
between Alice and Bob would not be exactly the sawth some of the bits
differing from each other. In this case, the infatimn reconciliation and
privacy amplification procedures need to be adoptedistill a final key from
the raw key, about which Eve has an arbitrarily l@vel knowledge. An

example of the proposed protocol is shown in Tdl?e
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Table 4.2 An example of the proposed protocol

Step 1 1

Step 2 4’—

Step 3/
QC1

Step 3/
QC2

Step 4/
act | X
Step 4/
QC2
Step 5/
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Step 5/
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Step 6 1 1 0 0 1
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QC1, 2: Quantum Channel 1, 2; O : Correct basis or bit

4.5 Raw Key Efficiency, Final Key Efficiency, and Rw Key
Error Rate

In order to evaluate how efficiently a protocol aartain a raw key and a final
key from the original random bits generated by dliwe define two parameters,
raw key efficiency and final key efficiency. Rawykefficiency is defined as the
length of the raw key shared by Alice and Bob ddddoy the length of the

original random bits generated by Alice. Final lefficiency is defined as the
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length of the final secret key (after all necessarycedures) divided by the
length of the original random bits generated bydli

In order to describe how well the raw key incAls possession accords with
the raw key in Bob’s possession, we extend thendiein of “error rate” in the
circumstance of the raw key. The raw key error ratéefined as the length of
the erroneous bits (those bits in the raw keys #hatdifferent between Alice
and Bob) in the raw key divided by the length &f thw key. The erroneous bits
in the raw key could be caused by the imperfeatibthe quantum channel, or
the eavesdropping activity of the eavesdroppetthis dissertation we mainly

consider the impact caused by Eve’s eavesdropaitngts.

4.6 Raw Key Efficiency and Raw Key Error Rate in Diferent
Scenarios with or without the Presence of Eve

In the following, we are going to analyze the ramy lefficiency and raw key
error rate under several different scenarios diagsaccording to whether Eve
is present or not, on either or both of the tworquen channels. Three different
scenarios apply:

1. Eve is not present on either of the two quanturmobbs;

2. Eve is present on one of the two quantum chanaets;

3. Eve is present on both of the two quantum channels.
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4.6.1 Eve is not Present on Either of the Two Quantum Channels

In this case, we can break down the entire keyiligion process into two parts,
with each part being one quantum channel, and aaahem one by one.

On quantum channel 1, for a bit transmitted by éliBob randomly chooses
one of the two bases to measure that qubit, arithe&0% of the probability of
choosing the same basis as Alice and getting time $dt as Alice’s. On average,
on quantum channel 1, Alice and Bob end up withrisgab0% of the original
random bits as their raw key.

On quantum channel 2, because Bob uses the compimyebases to
measure the qubits, for those qubits which he didchoose the same bases as
Alice on quantum channel 1, he would choose theeshases as Alice on
guantum channel 2. This includes the remaining 50%e original random bits
generated by Alice into the raw key. So totallpnfrthe two quantum channels,
Alice and Bob end up with sharing 100% of the avagirandom bits as their raw
key, with each quantum channel contributing to Sff%he final raw key, which
makes the raw key efficiency 100%.

Regarding the raw key error rate, if Eve is notsprg on either of the two
guantum channels, then there would be no errotharraw key, thus the raw

key error rate is 0%.
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4.6.2 Eve is Present on One of the Two Quantum Channels

When Eve is present during the key distributioncpss, she may have access to
only one quantum channel or she may choose to éagmgesn only one quantum
channel to avoid being detected by Alice and Bobt us suppose Eve is
eavesdropping on quantum channel 2.

According to the analysis in Section 4.6.1, if Bsenot present on quantum
channel 1, then Alice and Bob will end up with shgr50% of the original
random bits as their raw key from quantum channahtl there will be no error
in that part of raw key obtained from quantum clarindue to the absence of
Eve. So the raw key efficiency and raw key errée @ quantum channel 1 are
50% and 0%, respectively.

Now let us consider the situation that Eve is pres® quantum channel 2.
The fact that Bob’s bases on quantum channel 2stillcoincide with Alice’s
for the other 50% of the original random bits, natt@r whether Eve is present
or not, is not changed. What is changed is thekayverror rate due to Eve’s
presence, since her eavesdropping activity cangbemors into the raw key
obtained from quantum channel 2. The maximal rawy &eor rate Eve can
bring into the raw key obtained from quantum chankeis 25%, if she
eavesdrops on all the other 50% of the originatloam bits on quantum channel

2, which is explained in Table 4.3.
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Table 4.3 The maximal raw key error rate Eve camghnto the raw key is 25%

when Eve eavesdrops on all the qubits transmitteal guantum channel

Alice’s random bit 1
Alice’s random basis 4’—
Qubit generated by Alice T

Eve’s random basis + ><
Eve’s measurement

result T / \
Qubit resent by Eve T / \

Bob’s random basis —

Bob’s measurement T e T . T
result
Bob’s bit 1 0 1 0 1
Probability 50% 12.5% ] 12.5% | 12.5% | 12.5%
Error rate 0% 125%| 0% |125%| 0%

For a bit of the raw key obtained from quantum cler?, Eve has 50%
probability of choosing the same basis as Alice Bod, and in this case, Eve
does not bring any error into the raw key. Howegéerce Eve also has another
50% probability of choosing a different basis fréiice’s and Bob’s, after she
measures and resends her qubit to Bob, Bob meaiswiéih a different basis

and gets either a 0 or 1 with 50% probability, egdwely. This means with a
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different basis, Bob gets a 0 or 1 randomly. Evalhfufrom Table 4.3 we can
figure out that the probability that Bob gets an§kead of the supposed 1 is 25%,
and that is the maximal error rate Eve can bring ia raw key by her
eavesdropping activity. So the maximal raw keyrerate on quantum channel 2
is 25%.

When combining the two quantum channels togethércansidering them as
a whole, the raw key efficiency becomes 50%+50%%d@hd the average raw

key error rate is equal to 0%*50%+25%*50%=(0%+25246)/2.5%.

4.6.3 Eve is Present on Both of the Two Quantum Channels

When Eve is present on quantum channel 1, accotditige analysis in Section
4.6.2, the raw key efficiency and maximal raw keperate are 50% and 25%,
respectively. It is the same on quantum channeh@mEve is present, with the
raw key efficiency and maximal raw key error rateing 50% and 25%,
respectively. So in all, when Eve is present olwdtthe two quantum channels,
the raw key efficiency is 50%+50%=100%, and the imakraw key error rate

is 25%*50%+25%*50%=(25%+25%)/2=25%.
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4.7 Making Use of the Difference between the Two RaKey
Error Rates on the Two Quantum Channels to Speed ufhe Key

Distribution Process and Frustrate Eve

We can take advantage of the channel diversity ditoby the dual-quantum
channel structure to speed up the process of aiathe final key and better
frustrate Eve.

If Eve is not present during the key distributiorogess at all, then there
would be no errors in the raw key, and hence #wg key can be used directly
as the final key to encrypt messages. Sometimes nkay be eavesdropping on
both of the two quantum channels, bringing a maxmaf 25% errors into the
raw key. In this case, the information reconcitiatiand privacy amplification
procedures need to be adopted to remove the emdng raw key and distill a
final key from the raw key. However, as analyzefbte this process is very
effort-consuming and has very low efficiency. Oalyery small size of the final
key can be obtained after the information recoattdn and privacy
amplification procedures.

Sometimes Eve may not have access to both of thejt@ntum channels, so
she only eavesdrops on one quantum channel, omalgechoose to eavesdrop
on only one quantum channel to try to avoid beietgcted by Alice and Bob. If

Alice and Bob could find out that, during a certaeriod of time, the raw key
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error rate on one quantum channel is significalotiyer (it is also possible that
the raw key error rate is 0%, which gives Alice aBdb an even greater
advantage) than that on the other quantum chatiesl,they can take advantage
of this situation by using the measurement resuitg on the quantum channel
where the raw key error rate is lower (or 0%), dmekp sending decoy
information on the other quantum channel whereetlie®a higher raw key error
rate and Eve is actively eavesdropping. By doingAéice and Bob can have the
benefit that the processing time of obtaining thi##ted key through the
information reconciliation procedure is much shokg using a raw key with a
lower error rate. The reason is simply that lesskwis needed by the
information reconciliation procedure when dealinghva raw key with a lower
error rate. Ideally, if the raw key error rate oneoquantum channel is 0%,
which means that Eve does not eavesdrop on thainehat all, then all the
measurement results from that quantum channel earséd directly as the final
key, without even going through the tedious infatiova reconciliation and
privacy amplification procedures. In this case,fthal key can be achieved in a
much faster way, and the length of the final keymisch longer than if the
privacy amplification procedure is deployed. At tame time, Alice and Bob
keep sending decoy information on the other quarthamnel on which Eve is
focusing on eavesdropping, so that Eve’s attent®rdrawn to the decoy

guantum channel instead of the quantum channelgdl@tually transmitting the
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real information, Figure 4.2. As a result, Eve’'svesalropping attempt is

restricted within the decoy quantum channel andd®fesdropping attack is

effectively frustrated.
Conventional Channel
Alice - > Bob
| | [
. o
| | Decoy Information Quantum Channel 2 : :
| A Eve ---——--------———- - !
| |
| |
: Real Information Quantum Channel 1 :

Figure 4.2 Transmitting decoy information on theuum channel on which
Eve is actively eavesdropping while sending remrimation on the other

qguantum channel on which Eve is not eavesdropping

4.8 Making Use of an Initialization Vector Shared letween Alice
and Bob to Improve the Convergence Speed of the FihKey and
Frustrate Eve

We introduce an initialization vector (V) shareehieen Alice and Bob to help

speed up the key distribution process as well ter deve. We show that, with
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the aid of an initialization vector, Alice and Bahn obtain the final key in a
much faster way and have a better defense agarme& &ttacks.

The raw key error rate can be calculated eithearasaverage of the two
guantum channels or separately as described inoSetf/. It does not matter
how the raw key error rate is calculated. Aftercaliand Bob get the raw key,
they adopt the information reconciliation procedio®btain a sifted key. After
getting the sifted key, instead of proceeding t® miext step as usual, i.e., the
privacy amplification procedure, Alice and Bob signgOR the sifted key with
the initialization vector shared between them, a&hd result of the XOR

operation is the final key, Figure 4.3.

Initialization
Vector
.  J .
Raw Key Sifted Key Final Key
_ Information ‘f _
Reconciliation 'kj o
XOR
Operation

Figure 4.3 Obtaining the final key by XORing th#texd key with the
initialization vector shared between Alice and Bob
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As we know, the privacy amplification procedureaivery tedious process
that reduces the length of the final key dramdgica&ince it is not deployed
here, the length of the final key obtained is thme as the length of the sifted
key, which is usually a little shorter than thed#nof the raw key, however,
may be hundreds of times, if not thousands, lotigan that of the final key if
the privacy amplification procedure is deployed. dAsince the privacy
amplification procedure is not deployed, the fikay can be obtained much
faster. Further, since Eve has absolutely no kndgdeabout the initialization
vector shared between Alice and Bob, she woulchawe any knowledge about

the final key either. This way, Eve is effectivélystrated.

4.9 Security Analysis and Solutions

Just like the BB84 protocol and all the other quankey distribution protocols,
the proposed protocol is also subject to the eawppihg attack. During the
eavesdropping attack, Eve not only brings errais tine raw key, but also gains
some information about the raw key. In order taucedor even eliminate Eve’s
knowledge about the raw key, several methods caubpted.

First, we can set up a threshold for the error witehe raw key shared
between Alice and Bob. From previous analysis wicadhat if Eve is present

on only one quantum channel, then she will brimgaaximum of 12.5% errors to
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the raw key. Thus we may set the threshold at 1216%dice and Bob find out
that 12.5% or more of the raw key is in error atemparison, they discard the
raw key and start the proposed protocol all oveiragntil they get a raw key
with an error rate that is lower than the threshéldure 4.4. This way, Alice
and Bob can detect Eve’s presence and prevent féwe Knowing too much
information about the raw key. In practice, when co@sider the imperfection
of the transmission of the qubits on the quantuinaokls, we need to set the
threshold to a lower value to compensate the impadhe raw key error rate
that is caused by the imperfect transmission, siheeerror rate we really want
to deal with is the one caused bye Eve’s eavesdrgpgctivity, not the one
caused by the imperfect transmission.

If the raw key passes the threshold test, theneAdind Bob are pretty sure
that either Eve was not present on the quantum nehisn or she only
eavesdropped on a part of the bits transmitted lmye Aluring her presence. In
this case, we know that Eve may get partial knogdeaof the raw key, but not to
a significant extent. Even so, we still want totlfigr reduce Eve’s knowledge
about the raw key to an even lower level to providgher confidence. In order
to achieve this goal, Alice and Bob need to adbptibformation reconciliation
and privacy amplification procedures to distillinal key out of the raw key,

about which Eve does not have any knowledge.
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Figure 4.4 Comparing the raw key error rate with pneset threshold to decide

whether a raw key should be kept or discarded

Since there are two quantum channels in the prapps#gocol, Eve may not
have access to both of the two quantum channedscattain time or she may
choose to eavesdrop on only one quantum channehoh®f two to avoid being
detected by Alice and Bob. If Eve is eavesdroppimgonly one quantum
channel and leaves the other one intact, then byadng the raw key error
rates on the two quantum channels, Alice and Bab fgure out on which
guantum channel Eve is eavesdropping and on winehssnot eavesdropping.
In this situation, Alice and Bob can keep sendimgay information on the

guantum channel that is being eavesdropped on kyt@&wattract her attention,
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and sending real information on the other quantbanoel, on which Eve is not
eavesdropping. By doing so, Eve’s eavesdroppiraglaitan be easily frustrated.
Compared to deploying the privacy amplificatiprocedure to eliminate
Eve’s knowledge about the final key, Alice and Balm adopt a better solution,
which is to make use of the initialization vectbasd between them to obtain
the final key in a much faster, and much more effitway, while at the same
time frustrate Eve’s eavesdropping attack effegfivafter getting the raw key,
Alice and Bob perform the information reconciliatiprocedure to remove the
errors in the raw key and get the sifted key, titey simply XOR the sifted key
with the initialization vector to obtain the fin&ky. Since the initialization
vector is shared and known to only Alice and Bdimpwt which Eve does not
have any knowledge, she would not be able to gekaawledge about the final
key either. This way, the tedious and length-deatagj privacy amplification
procedure is skipped, which not only results iastér and securer way to obtain
the final key, but also increases the length offith@ key dramatically. In other
words, the convergence speed as well as the eftigief obtaining the final key

is greatly improved.
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4.10 Comparison to the BB84 Protocol

4.10.1 Differences between the Proposed Protocol and the BB84 Protocol

The proposed protocol differs from the BB84 protandhe following aspects:

1. The proposed protocol uses two quantum channeldugquantum
channel) to transmit qubits, while the BB84 proloases only one
guantum channel;

2. In the proposed protocol, for each of the randoi® dpenerated by Alice,
she uses two polarized single photons with idehpotarization states,
each transmitted through one of the two quantunmroéla, while in the
BB84 protocol, only one polarized single photonsed for each bit; and

3. In the proposed protocol, at Bob’s measuring slige,performs two
complementary measurements on the two quantum elsaansing two
complementary measuring bases, while in the BB®&fopol, only one
random measuring basis is used on the only quaaotamnel.

Due to the special structure and the diversity ghowy the dual-quantum
channel, the proposed protocol offers a much bptgormance than the BB84
protocol, in terms of the efficiency of getting theal key, and the ability to

counter Eve’s attack.

83



4.10.2 Performance Comparison between the Proposed Protocol and the

BB84 Protocol

In the BB84 protocol, Bob chooses the same basAfiasonly half of the time,
which results in that only 50% of the bits geneddby Alice are included into
the raw key, making the raw key efficiency 50%. W the proposed protocol,
with the aid of the dual-quantum channel structanel the complementary
measuring basis selection rule on the two quantimanmels, all the bits
generated by Alice can be included into the raw, kepking the raw key
efficiency 100%, which is twice as much as thathef BB84 protocol.

As for the raw key error rate, the maximal raw layor rate of the BB84
protocol, due to Eve’s presence, is 25%, whilentiaximal raw key error rate of
the proposed protocol can be 12.5% or 25%, acogrdirhow many channels
Eve is eavesdropping on. In general, the proposeibgnl has a lower raw key
error rate than that of the BB84 protocol. Tablé gives a clear comparison
about the raw key error rates of the two protogoldifferent situations.

Compared to the BB84 protocol, the proposedopad obtains the final key
in a much faster and securer manner, and the lesfgthe final key is much
longer. In addition, the proposed protocol hasdhdity to effectively defend
against Eve and frustrate her attacks. The tecksigue use in the proposed
protocol are the following: comparing the raw keyoe rates on the two

guantum channels and using the one with a lowerkay error rate to distill a
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final key; sending decoy information on the quantcimannel on which Eve is
eavesdropping to fool her, while getting the filkaly directly from the other
eavesdropping-free quantum channel; and XORing sifted key with the
initialization vector shared between Alice and Bolobtain a secure final key,
about which Eve does not have any knowledge. Aééhfeatures offered by the

proposed protocol are not available to the BB84qual.

Table 4.4 Comparison of the raw key error rateiffeicent scenarios between

the BB84 protocol and the proposed protocol

BB84
QC protocol QC1 | QC2 | Proposed protocol
0 0% 0 0 0%
0 1
12.5%
1 25% 1 0
1 1 25%

QC - Quantum Channel; 0 — Eve is not present; 1 — Eve is present

4.11 Conclusion

The BB84 protocol has a low raw key efficiency,emylow final key efficiency

and a high raw key error rate. In this chapter wesg@nted a new quantum key
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distribution protocol using a dual-quantum chanaeldd a complementary
measuring basis selection rule to improve the raw dfficiency, the final key

efficiency, and reduce the raw key error rate. disvproved that the proposed
protocol offers a much higher raw key efficiencylanlower raw key error rate
than those of the BB84 protocol. We analyzed dfférscenarios according to
whether Eve is present or not during the key diistron process. We proposed
several techniques to eliminate Eve’s knowledgeuatiee raw key and the final

key to frustrate her attacks. With the techniquesgnted in this chapter, Alice
and Bob share a much longer final key in a muctefasecurer way than the

BB84 protocol; while at the same time frustrate 'B\adtack effectively.
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Chapter 5 Quantum Key Distribution Using a Novel Basis

Selection Rule

5.1 Introduction

In Chapter 4 we introduced the dual-quantum chansklcture and

complementary measuring bases used by Bob on thedantum channels to
improve the efficiency of the key distribution pess. In this chapter, we will
present a new quantum key distribution protocolmprove the convergence
speed of the final key and effectively deter Eveubing a novel basis selection
rule on the dual-quantum channel with the aid ofratmalization vector shared

between Alice and Bob. The structure of this protdollows the one presented
in Chapter 4, but in addition to that, Alice andbBare required to have an

Initialization Vector (IV) shared between them, (g 5.1.

Conventional Channel
Alice (IV) |- » Bob (IV)

I I

| |

| | Quantum Channel 1 |
_____________________________ J
|
|
|

Figure 5.1 Schematic diagram of the structure efftoposed protocol
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5.2 A Novel Basis Selection Rule on the Dual-QuamuChannel

With the aid of an initialization vector shared weén them, Alice and Bob
make a prior agreement about how to select bas#dsedmwo quantum channels.
Alice and Bob can agree that for the bit 1 in thaialization vector, Alice

would randomly choose one of the two possible bésegach of the bits on
guantum channel 1, and use the same random basjgaoium channel 2; and
Bob would randomly choose a basis for each of tlarzed single photons
received on quantum channel 1, and use the comptanyebasis on quantum
channel 2. The basis selection for the bit O in itligalization vector is the

opposite of bit 1 on the two quantum channels, twiscas follows: Alice would

randomly choose one of the two possible basesdcin ef the bits on quantum
channel 1, and use the complementary basis on wmaadbhannel 2; and Bob
would randomly choose a basis for each of the padrsingle photons received
on quantum channel 1, and use the same random drasjgantum channel 2.
The basis selection on the two quantum channelsrdiog to the value of the

initialization vector is summarized in Table 5.1.
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Table 5.1 Basis selection on the dual-quantum aiaautording to the value of

the initialization vector shared between Alice 8ub

Alice Bob
Initialization
Vector

QC1 QC2 QCH1 QC2

1 Random basis Same rgndom Random basis Complementary
basis basis

0 Random basis Complementary Random basis Same rqndom
basis basis

5.3 The Proposed Protocol

Alice and Bob need to take the following stepshare a raw key, making use
of the basis selection rule with the aid of aniafization vector shared between
them:

1. Alice generates a sequence of random 0’s and 1’s;

2. For each of the bits generated in the first stdpeAselects two bases,
one for quantum channel 1, and the other for quanthannel 2,
according to the corresponding bit value in thdiahzation vector
(Table 5.1);

3. Alice represents each of the bits by two polarizedgle photons
according to the bases selected in the secondaatiphe representation

of bits by polarized single photons as introducedable 3.1, and sends
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one polarized single photon on quantum channeindl, the other on
guantum channel 2;

4. Bob selects a measuring basis for each of the gjudxkeived on quantum
channel 1 and quantum channel 2, respectively, rdoap to the
corresponding bit value in the initialization vect@rable 5.1), and
measures the polarized single photons;

5. Bob communicates with Alice through the conventloctzannel about
which basis he used to measure each of the pdlasingle photons on
guantum channel 1, and Alice tells Bob for whiclbitgi he used the
same basis as she; and Bob can deduce, for whigits qpn quantum
channel 2 he has selected the same basis as aticerding to the bit
values of the initialization vector; and

6. Bob saves all the measurement results for whichsee the same bases
as Alice on the two quantum channels in a sequamzkthat sequence is
the raw key shared between them.

An example of the proposed protocol is showhable 5.2.
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Table 5.2 An example of the proposed protocol

Initialization 1 0 1 0 0 0 1 1
Vector
Step 1 1 1 0 0 1 0 1 0
Step 2/
e |+ X [P X[+ XD
. Step 2/
Alice QCZ@+®><@®><
Step 3/
Qc1 T AN VBl AN > AN
Step 3/ —
Qc2 T T A0 T /! N
Step 4/
2 X R+ [D]F [ X [XR]D
Step 4/
s | D] X ||+ DX+ | X
Bob Step 5/
ep
QC1 Oor1 @ Oor1 @ Oor1 Oor1 @ @
Step 5/
Qc2 @ Oor1 @ Oor1 @ @ Oor1 Oor1
Step 6 1 1 0 0 1 0 1 0

QC1, 2: Quantum Channel 1, 2; Q : Correct basis or bit

5.4 Raw Key Efficiency

The raw key efficiency of this protocol is 100%idtguaranteed in this protocol
that all of the random bits generated by Aliceiaptuded into the raw key, with
each of the two quantum channels contributing b dfathe raw key. This is
realized by the novel selection rule of the baseshe two quantum channels.
From Table 5.2 we can find out that, no matter wiia bit value of the

initialization vector is, it is ensured that on oofethe two quantum channels,
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there is one pair of bases, and only one pair,whiatoincide. For example, if
the bit value of the initialization vector is 1, ié¢ randomly selects the
rectilinear basis (+) for quantum channel 1 andsuke same random basis,
which is the rectilinear basis (+), for quantum el 2, and Bob randomly
selects the diagonal basis (x) for quantum chanbeland uses the
complementary basis, which is the rectilinear bésjsfor quantum channels 2,
then there is a coincidence on quantum channeh@e ®oth of them select the
rectilinear basis. This way, there has to be asbasincidence for each bit,
happening either on quantum channel 1 or on quantbhemnel 2, which

guarantees the 100% raw key efficiency.

5.5 Raw Key Error Rate

According to whether Eve is present or not, onegitir both of the two quantum
channels, there are three different scenariodist@rmine the raw key error rate:
1. Eve is not present on either of the two quanturmobbs;
2. Eve is present on one of the two quantum chanagets;
3. Eve is present on both of the two quantum channels.

In the following, we are going to analyze the thseenarios one by one.
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5.5.1 Eve is not Present on either of the Two Quantum Channels

If Eve is not present during the key distributiangess, then there would be no

error in the raw key, hence the raw key error i@%o.

5.5.2 Eve is Present on One of the Two Quantum Channels

When Eve is present on one of the two quantum cHanfor example, on
guantum channel 1, her presence would bring a maxiwf 25% errors into the
part of the raw key obtained from quantum channéitice Eve is not present
on quantum channel 2, that part of the raw keyinbthfrom quantum channel
2 is error-free. Because each quantum channelibotes to half of the final
raw key, on average, Eve’s presence on one quaonhamnel would bring a
maximum of 25%*50%+0%*50%=(25%+0%)/2=12.5% errar®ithe final raw

key, which results in a 12.5% raw key error rate.

5.5.3 Eve is Present on both of the Two Quantum Channels

When Eve is present on both of the two quantum rélanthe maximal raw key
error rate on each quantum channel is 25%, thusxubeage raw key error rate

on the two quantum channels is 25%, maximally.
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5.6 Three Ways to Obtain the Final Key

In this protocol, there are three ways to obtaefthal key:
1. Distilling the final key from the raw key by gointhrough the

information reconciliation and privacy amplificatigorocedures, Figure

5.2;
Is the raw -
Start the key error Discard the raw
» Raw key key and restart
protocol rate<the the protocol
threshold? P

Information
reconciliation

A

Sifted key

A/
Privacy
amplification

A

Final key

Figure 5.2 Distilling the final key from the rawykby going through the

information reconciliation and privacy amplificatigprocedures
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2. Figuring out on which quantum channel Eve is notesdropping by
looking into the raw key error rates on the two rfuan channels, and
getting the final key directly from the eavesdromgpfree quantum
channel (previously shown in Figure 4.2);

3. Comparing the difference between the two raw kegreates on the two
guantum channels, and getting the final key from gqnantum channel
with a significantly lower raw key error rate byogding the information

reconciliation and privacy amplification procedyrégyure 5.3; and

Raw key
error rate ‘ Information
Compare | Choose the _ | reconciliation »| Final ke
P ~| lower one "] and privacy o y

Raw key f amplification

error rate 2

Figure 5.3 Comparing the difference between theramokey error rates on the
two quantum channels and picking the raw key wilbwaer error rate to obtain

the final key

4. XORing the sifted key with the initialization vectshared between
Alice and Bob to obtain the final key (previoushosvn in Figure 4.3).
The first way is the standard method used to oltanfinal key after Alice

and Bob get the raw key from the two quantum chisnhésually this method
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takes a long time and much effort to obtain thalfikey, and the length of the
final key is very small. Thus this method is a lefficiency solution of getting
the final key.

Since this protocol provides channel diversity lB=w Alice and Bob, they
can use the second and the third method to obkeanfibal key in a faster
manner. If Eve is present on only one of the twarum channels, then the part
of raw key obtained from the quantum channel onctviitve is not present is
error-free and can be used directly as the fingl Kénis can be realized by
calculating the raw key error rates on the two quainchannels respectively and
finding out on which quantum channel Eve is not esavopping. If the
information reconciliation and privacy amplificatigorocedure are not used to
get the final key, the speed of getting the fingy kvill be much faster, and the
effort needed to get the final key is much smalewell. Even if Eve is present
on both of the two quantum channels, using thedst@hmethod to distill the
final key from the quantum channel with a signifitg lower raw key error rate
is still much faster than in the normal situatit/ecause less error-correcting
work is needed for a raw key with a significant &verror rate.

In the fourth way, Alice and Bob can take advantafehe initialization
vector shared between them to obtain the finalikey much faster and securer
manner. After Alice and Bob get the raw key, theyfgrm the information

reconciliation procedure to remove the errors il itiw key and get the sifted
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key, and then they XOR the sifted key with theiahization vector to obtain the
final key. Since the privacy amplification proceedurs not adopted, the
convergence speed of the final key is improved,taadength of the final key is
kept the same as the length of the sifted key, taanuch longer than that of
the final key if the privacy amplification proce@uis adopted. Since Eve does
not have any knowledge about the initializationteeshared between Alice and
Bob, she is not able to get any knowledge aboufittzd key either. Thus, by
using this method, Alice and Bob can get a longecurer final key in much a

faster way, while Eve can be effectively frustraéédhe same time.

5.7 Two Ways to Frustrate Eve’s Attack

The proposed protocol offers two effective methtmldrustrate Eve’s attack,
which are realized by the usage of a decoy quantimannel, and an
initialization vector shared between Alice and Bob.

Since sometimes Eve may not be able to eavesdropotm of the two
guantum channels, or she may choose to eavesdropnignone quantum
channel strategically, Alice and Bob can figure oaotwhich quantum channel
Eve is actively eavesdropping by comparing the kaw error rates on the two
guantum channels. After finding out on which quamtthannel Eve is actively

eavesdropping, Alice and Bob keep sending decaynmdtion on that quantum
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channel and switch the real information on the otfuantum channel on which
she is not tampering with. This way, the informatEBve gets is just some fake
information, the real information is protected, &hk’s attack is countered.

As we mentioned before, the final key can be adddwy XORing the sifted
key with the initialization vector shared betweelicéd and Bob. Since Eve does
not have any knowledge about the initializationtegcshe would not have any
knowledge about the final key either. This way, 'Bvettempt to get the final

key is effectively frustrated.

5.9 Conclusion

In this chapter, we introduced a new quantum kesgridution protocol that

takes advantage of a novel basis selection rul¢hertwo quantum channels
with the aid of an initialization vector shared weén Alice and Bob and the
dual-quantum channel structure to improve the iefficy of the key distribution

process, the security of the final key, and effedyi frustrate Eve. The basis
selection rule and the dual-quantum channel strectoake sure that all the
random bits generated by Alice in the first step iacluded into the raw key,
which makes the raw key efficiency 100%. The fikay is obtained in a much
faster and securer way by using the initializatv@ctor shared between Alice

and Bob. Eve’s attack can be effectively defeatethis protocol by using the
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stratagem of fooling Eve with a decoy quantum clearamd the initialization

vector shared between Alice and Bob.
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Chapter 6 Quantum Key Distribution without Basis Information

Exchange and the Usage of the Conventional Channel

6.1 Introduction

As we know the conventional channel has been aspedsable component of
all the quantum key distribution protocols that éa@wer been proposed so far,
on which classical information regarding the basesd by Alice and Bob and
the error correction process of the raw key isgnaitted. In this chapter, we are
going to introduce a new quantum key distributieat@col in which the basis
information exchange on the conventional channeémoved, and further the
necessity of the conventional channel in the stinects eliminated. In doing so,
the communication overhead is avoided, and theeestiiucture of the proposed
protocol becomes all-quantum, presenting less vahigy than the traditional

structure with a classical element (the conventiochannel) in it.

6.2 Roles of the Conventional Channel

In quantum key distribution protocols, the convendl channel is used for the
following two purposes:
1. The conventional channel is used to exchange bdsisnation between

Alice and Bob. After Bob finishes measuring the itgibeceived on the
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two quantum channels, he needs to tell Alice whielis he used to
measure each of the qubits on the two quantum efmnhrough the

conventional channel, and then through the sameetional channel,

Alice tells Bob which bases he used are the samieees After this

communication on the conventional channel, botltéAlknd Bob know
exactly for which quibts they have used the sansesbao that they can
save those bits as the raw key and delete theofake bits for which

they have used different bases; and

. After Alice and Bob share the raw key, they needheck whether Eve
has eavesdropped on the raw key during the keyildisbn process.

This is realized by checking if there are any error the raw key. If

there are errors in the raw key, then they can ladecthat Eve was
present during the key distribution process. Ancoatding to how high

the raw key error rate is, they decide whetherdepkthis raw key or
discard it. Basically what they need to do is tods® each other a small
portion of the raw key in each person’s possessamrexample, the first
50 bits of the raw key, and compare the portioriked from the other
person with their own to see if there is any inestesicy. If there is an
inconsistency in the raw key, namely, error, thegatude that Eve has
eavesdropped on the raw key. Then they make amagin of the raw

key error rate by calculating the error rate of ploetion they exchanged,
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and compare the value of the estimated raw keyr eat® with the
threshold set up beforehand to decide whether sheyld discard or
keep the raw key. If the raw key error rate is low&n the threshold,
then they keep the raw key and go thought the eowection process to
remove all the errors in the remaining portiontef taw key, which also
needs the conventional channel to transmit classiftamation between
them. After they remove all the errors in the rasy kthey do not need
the conventional channel any more, since the pyivamplification
procedure can be finished on their own without exging any
information.

The benefit of the elimination of the basis infotioa exchange on the
conventional channel is obvious. Since the badmrnmation exchange is not
needed, the communication overhead is reduced lgreand the further
elimination of the necessity of the conventionarmtel in the structure not only
totally removes the communication overhead, bud alakes the entire structure
all-quantum, which are very beneficial to Alice aBdb. That is because only
the quantum structure is able to detect Eve’s emopping activity, while the
classical structure can not, so that the all-quandgtructure is less vulnerable to
the eavesdropping attack than the hybrid strudtrecture with both classical

and quantum elements in it).
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6.3 The Proposed Protocol

In this section we are going to present a new gunarkey distribution protocol
in which the basis information exchange is not eeedluring the key
distribution process, and further we will discuise elimination of the necessity
of the conventional channel in the structure.

The basic structure of the proposed protocol fadldive previous structure,
Figure 6.1. Since the conventional channel is elahie, we use the bold dashed

line to represent the dispensable conventionalraian

Alice IV) | — —— ————————— —»{ Bob (IV)

!
|
|
|
B g L s
|
|
|

Figure 6.1 Schematic diagram of the structure eftoposed protocol

Before the protocol starts, Alice and Bob need akenan agreement on the
selection of the bases on the two quantum chamelsrding to the bit value of
the initialization vector shared between them. &ample, they may agree that
for the bit 1 in the initialization vector, they @bse the rectilinear basis for

guantum channel 1 and the diagonal basis for qoachannel 2; and for the bit
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0 in the initialization vector, they choose thegtinal basis for quantum channel
1 and the rectilinear basis for quantum chann&lizce Alice and Bob share the
same initialization vector, they know exactly whigases the other person uses
on the two quantum channels. The selection of based on the two quantum
channels according to the bit value of the initigtion vector is summarized in

Table 6.1.

Table 6.1 Selection of bases on the two quantumrata according to the bit

value of the initialization vector shared betweditédand Bob

o Basis
Initialization

Vector

1 + ><
X |+

Alice and Bob need to take the following stepshare a raw key:
1. Alice generates a sequence of random 0’'s and 1’s;
2. Alice chooses the bases for each of the bits gtk the first step for
the two quantum channels according to the valuth@fcorresponding

bit in the initialization vector (Table 6.1);
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3. According to the representation of bits by polatizengle photons
(Table 3.1), Alice generates two polarized sindietpns for each of the
bits generated in the first step using the basestsel in the second step
and transmits the polarized single photons throggéntum channel 1
and quantum channel 2, respectively;

4. At Bob’s measuring side, he chooses the basis doh ef the qubits
received on the two quantum channels accordinghéovialue of the
corresponding bit in the initialization vector (Tal6.1); and since Bob
shares the same initialization vector with Alice,Uses exactly the same
bases as Alice on both of the two quantum channels;

5. Bob uses the bases selected in step 4 to measaneotarized single
photons received on the two quantum channels; and

6. Bob saves the measurement results in a sequetrtive @sv key.

An example of the proposed protocol is showhable 6.2.

So far the conventional channel has not beed yst. Since Alice and Bob
know exactly which bases the other person usedyabis information exchange
between them is not necessary. The conventionalnehas also used for the
error correction of the raw key, and we will shoawhto eliminate the error
correction procedure and further eliminate the as#ghe conventional channel

in the structure later on.
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Table 6.2 An example of the proposed protocol

2 [ [ [ [ [ < [ F|F
mice | SR N + X I I I X | X
R I Ml P N 0 O 0 s
IR R
@D [D] DD
o |0 | QD CI DD D] CI ]I
@ (D] ()
EAIOOIOIONOIONONO

QC1, 2: Quantum Channel 1, 2; Q : Correct basis or bit

6.4 Raw Key Efficiency and Raw Key Error Rate

The raw key efficiency of this protocol is 100%.eTheason is that Alice and
Bob both use exactly the same bases as the oth&wrnpen the two quantum
channels, thus all the bits generated by Alice iackuded into the raw key.
Since Alice and Bob both know exactly which bas$esdther person uses, there
is no need for them to exchange basis informatioough the conventional

channel as usual.
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Similar to the analyses in the previous chapteusind the key distribution
process, Eve may or may not be present, on onetbr df the two quantum
channels. So three different scenarios apply:

1. Eve is not present during the key distribution pss If Eve is not
present, then there would be no errors in the ray which makes the
raw key error rate 0%, and the raw key automatidadéicomes the final
key shared between Alice and Bob;

2. Eve is present on one quantum channel. If Eve esgnt on only one
guantum channel, then the maximal raw key err@ st can bring into
the raw key obtained from that quantum channel5&,2and the error
rate of the other raw key obtained from the othemmgum channel on
which Eve is not present is 0%. Since both Alicd Bob use exactly the
same bases on the two quantum channels, therevareotncidences of
basis on the two quantum channels, so that therte@surement results
on the two quantum channels for a specific bit &hdwe the same.
However, due to Eve’s eavesdropping, 25% of the ibitthe two raw
keys obtained from the two quantum channels arferdifit. For those
25% bits that are different from each other, Bob toapick up a bit from
a quantum channel as the raw key, where he has d&0ptobability
picking up a wrong bit, which makes the maximalrage raw key error

rate on the two quantum channels 25%*50%=12.5%; and
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3. Eve is present on both of the two quantum chanifelsze is present on
both of the two quantum channels, then the maxnaalkey error rates
on the two quantum channels are both 25%. Fronalloge analysis in
Scenario 2, when the measurement results on thewantum channels
are different, Bob has 50% of probability of chawsithe wrong bit.
Now, suppose that in the 25% errors of the rawddggined on quantum
channel 1, there adX%that are the same as the 25% errors of the raw
key obtained on quantum channel 2, wiereX < 25, then the maximal
average raw key error rate on the two quantum aHanns

25% - X% 25% - X%

X% =25%.

6.5 Four Ways to Obtain the Final Key

The three ways to obtain the final key introducedhe precious chapters can
also be used in this protocol. Here we just sunueatiem briefly:
1. Using the standard information reconciliation amiygry amplification
procedures to distill a final key out of the rawyke
2. Comparing the raw key error rates on the two quantthannels
respectively, finding out the quantum channel vatkignificantly lower

raw key error rate, and using the measurementtsesual that quantum
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channel by going through the information recontiia and privacy
amplification procedures to distill a final key;

3. Figuring out on which quantum channel Eve is notesdropping by
calculating the raw key error rates on the two ¢quanchannels, and
using the raw key from the eavesdropping-free guarthannel directly
as the final key; and

4. XORing the sifted key with the initialization vectshared between
Alice and Bob to obtain the final key.

The benefits of the four methods as introdueadier still apply to this

protocol, such as a faster convergence speed ofirthekey, a securer and

longer final key, and effectively frustrating Eveigacks.

6.6 Two Ways to Frustrate Eve’s Attack

The two ways mentioned in Chapter 5 to frustrate’&attack can also be used
in this protocol, which are as follows:

1. Transmitting decoy information on the quantum clemmm which Eve is
actively eavesdropping and sending real informatmm the other
guantum channel on which Eve omits or choosesmeavesdrop; and

2. XORing the sifted key with the initialization vectshared between

Alice and Bob to get the final key and frustrateeEv
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6.7 Real-Time Detection Mechanisms of Eve’'s Presenduring

the Key Distribution Process

Besides the two ways to frustrate Eve’s attack meat in Section 6.6, there

are three additional detection mechanisms in ttogopol that are able to detect

Eve’s presence in real time:

1.

If Eve is present during the key distribution preseshe would bring
errors into Bob’s measurement results on the twantium channels,
which generally will make the two corresponding sweament results
on the two quantum channel differ from each ot would notice

the conflict between the two measurement resultshentwo quantum
channels when he has to decide which one of the m&asurement
results to choose as the raw key. As soon as Botesahis conflict, he
knows Eve is present, Figure 6.2. For example,aoandom bit 1
generated by Alice and transmitted on the two quanthannels as two
polarized single photons, due to Eve’s interferefm may get a 1 on
guantum channel 1 and a 0 on quantum channel thidf situation

happens, then Bob will not know which one of theamwement results
should be chosen as the raw key, thus he can dmchat Eve is

eavesdropping.
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Measurement
result on QC1 }

Compare

Measurement f

result on QC2 Yes

No Eve is

eavesdropping

Eve is probably
not eavesdropping

Figure 6.2 Comparing the measurement results otwihiguantum channel to

detect whether Eve is eavesdropping

2. The availability of an initialization vector sharbdtween Alice and Bob
leads to an easy way to detect whether Eve is presanot in real time.
Instead of generating a sequence of random O’slanuh the first step,
Alice uses the initialization vector shared betwéen and Bob as the
random sequence, and then they follow the stepaf#6troduced above.
As soon as Bob receives a qubit, measures it, atgltige measurement
result, he compares it with the corresponding bitthe initialization
vector, if he notices any conflict, the he knows kv present, Figure 6.3.
Because he knows he is supposed to get a measurersel that is the
same as the corresponding bit in the initializatieator, if he does not
get it, the only reason is Eve’s interference. 8aén conclude that Eve

is eavesdropping at that moment.
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Figure 6.3 Alice transmitting the initializationater to Bob and Bob comparing
the measurement results with the initializationteeto detect whether Eve is

eavesdropping

3. In order to make it even harder for Eve to guessnwlice and Bob are
transmitting the initialization vector, they mayodse to transmit it
sporadically in a random order at random momentstead of
transmitting the entire initialization vector inetmormal order at the
beginning. For example, Alice and Bob may transthé bits of the
initialization vector in a random order at randonoments that are
determined by a secret algorithm known to only tbelwes. Since there
is no way for Eve to figure out at which momentsl am which order
Alice and Bob transmit the bits of the initializati vector, by no means
she can avoid being detected if she is really ewepping. This
mechanism provides a real-time detection of Eveésgnce, because as

soon as at a certain moment Bob finds a conflictween his
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measurement results and the initialization vectwr, knows Eve is

present.

6.8 Eliminating the Basis Information Exchange betwen Alice
and Bob on the Convention Channel

It is a necessary step in all the quantum key itdigion protocols proposed
before this protocol for Alice and Bob to communmécaith each other about the
bases used by them on the two quantum channelsasthey can decide which
bits should be discarded and which bits shouldnotuded into the raw key.
However the basis information exchange is not ngeadhis protocol, which
saves a great deal of communication overhead. iShiealized by using the
initialization vector shared between Alice and Buoid the basis selection rule
adopted in this protocol. Since Alice and Bob shheeinitialization vector with
each other, and they have a prior agreement onto@elect the bases on the
two quantum channels according to the bit valuthefinitialization vector, they
know exactly which bases the other person usesi®mwo quantum channels,
thus they do not need to communicate with each ro#imut the basis
information through the conventional channel asaustihis way, the basis

information exchange on the conventional channednsoved.
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6.9 Eliminating the Necessity of the Conventional Rannel in the
Structure

As introduced before, one of the purposes of theveotional channel is to
exchange basis information between Alice and Bdlickvwe have proved its
unnecessity in the proposed protocol; and the qibgrose of the conventional
channel is to figure out the error rate of the kay and remove the errors in it.
Now if Alice and Bob can figure it out that theeero error in the raw key, then
the conventional channel can be eliminated. Aftenirating the conventional
channel, the structure of the proposed protocobimes all-quantum, which
means there is no classical element, such as aestiom channel, in the
structure. The all-quantum structure has the unmpheantage over the hybrid
structure with classical elements in term of sdégubecause only the quantum
structure can detect Eve’s eavesdropping actiwtyile the classical structure
cannot. So the all-quantum structure presents Vesserabilities than the
classical structure and the hybrid structure.

In order to eliminate the conventional channelcéland Bob need to be able
to figure out that the raw key error rate is 0%inigia period of time so that no
error correction is needed through the communinaten the conventional
channel. The real-time detection mechanisms of £ypeésence presented in

Section 6.7 give a very good preparation to achtliegoal. Since Alice and
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Bob can detect Eve’s presence in real time, thewnkexactly when Eve is not
eavesdropping in real time. If Eve is not eavespimyp then there is no error in
the raw key, the error correction procedure ondbmventional channel is not
needed, so that the conventional channel can fmenetied. If there is no error in
the raw key, then the raw key can be used direxglyhe final key to encrypt
messages. In this case, the communication overhsademoved, the
conventional channel is eliminated, the convergespeed of the final key is

improved, and Eve’s attack is effectively frustchte

6.10 Conclusion

In this chapter, we introduced a new quantum kesgriBution protocol that
makes use of the dual-quantum channel structurettendasis selection rule
with the aid of an initialization vector shared weén Alice and Bob. We
showed that the basis information exchange on dneentional channel is not
needed, which reduces the communication overheedtlgr In the proposed
protocol we discussed four ways to obtain the fik@y, and two ways to
frustrate Eve’s eavesdropping attack. In additmthat, we presented three real-
time detect mechanisms of Eve’s presence duringdlyedistribution process,
which further enables the elimination of the neitgsef the conventional

channel in the structure. The proposed protocolokat the basis information
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exchange between Alice and Bob, eliminated the ais#gthe conventional
channel in the structure, and turned the struaititbe proposed protocol into an
all-quantum structure. The proposed protocol was tbobtain the final key in
a much faster, securer way while at the same tirastrted Eve’s attacks
effectively without the communication overhead ahd conventional channel

in the structure at all.
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Chapter 7 Defense Mechanisms to Eve’s Attack

7.1 Introduction

The BB84 is a protocol to distribute a secret keynf Alice to Bob, with the
ability to detect whether Eve has eavesdroppeabduring the key distribution
process after the protocol has finished runningeomicdoes not have a strong
defense mechanism to frustrate Eve’s attack rdtteer just passively detecting
Eve's eavesdropping after a round of the runningth&f protocol. In this
dissertation, we have presented several technidpa¢scan be used to not only
detect Eve’s eavesdropping in real time, but alstvely counter Eve’s attack
on Alice’s and Bob’s own initiative. In this chapteve consider from the
defender's perspective on how to thwart Eve’'s &ttdny adding more
randomnesses and unpredictabilities into the pegp@sotocols, such as, time,
location, wavelength, order, content, and so on.adress several techniques
that can effectively deter Eve’s attack, and togethith previously presented
techniques, the integrated defense mechanism aifarach stronger capability
to actively and effectively frustrate Eve’s attawljich enhances the security of

the key distribution process.
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7.2 Several Techniques to Frustrate Eve’s Attack

7.2.1 Changing the Representation of Bits by Polarized Single Photons

Before a protocol starts, Alice and Bob need to enak agreement on the
representation of bits by polarized single photdrige representation we use in
this dissertation is shown in Table 7.1 (a). Theeament can be public to the
eavesdropper, however in order to better frusteaks Alice and Bob can make
a secret agreement between them that is not pzddiciThere are totally four
different forms to represent the classical bitgpbiarized single photons, Table
7.1. Now, instead of making use of only one publikhown representation,
Alice and Bob can actually use the four secret @ggmtations in a random
sequence for a random period of time, all decidga Becret algorithm known
to only themselves. For example, Alice and Bob mag Table 7.1 (b) for 3
seconds, then use Table 7.1 (d) for 8.2 seconds,dWwitch to Table 7.1 (a) for
1.8 seconds, and then use Table 7.1 (c) for 15hssc&ince Eve does not know
the sequence of the representations, the conteheakpresentation being used,
as well as the duration of a certain representativere is no way for Eve to
figure out the meaning of her measurement resutitisEve, the measurement
results do not mean anything but some random irdbon. This way, Eve is

effectively frustrated.
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Table 7.1 Four different representations of bitpblarized single photons

Basis Basis
Classical Classical
Bit Bit
+| X +| X
0 —» / 0 —> \
1 T AN 1 T N
(a) (b)
Basis Basis
Classical Classical
Bit Bit
+| X +| X
0 T ol 0 T AN
1 —» \ 1 — /

(d)

7.2.2 Using the Decoy Quantum Channel to Transmit Fake Information

When Eve is eavesdropping during the key distrdsuprocess, she may be only
present on one quantum channel while leave ther atkect. In this situation,
Alice and Bob can pretend to be transmitting re&rmation on the quantum
channel on which Eve is actively eavesdropping, dw@w in fact transmit real

information on the other quantum channel on whigk E not eavesdropping.
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The decoy information on the decoy quantum chaoaeldraw Eve’s attention
and keep her focusing on the decoy quantum charmhed. way Eve is fooled
and the real information is protected. Alice andbBoan judge on which
guantum channel Eve is eavesdropping by calculaimd) comparing the raw

key error rates on the two quantum channels.

7.2.3 Locating the Two Quantum Channels in Different Optical bers or

Optical Fiber Cables

The two quantum channels do not have to use ornieabfiber or one optical
fiber cable, although putting the two quantum clesim a single optical fiber
cable is difficult enough already for Eve to loc#ite two quantum channels,
since an optical fiber cable can have up to a thiedi®ptical fibers in it. In order
to better puzzle Eve, the two quantum channels lmrocated at different
optical fiber cables, which makes it even moreiclift for Eve to be able to
locate the dual-quantum channel. If Eve can noatlche dual-quantum
channel, then she can not launch successful atsaEast them.

Further, if the situation with many optical dils or optical fiber cables and a
switch is available, then Alice and Bob can make o§ the programmable
switch to change the connections between fibergames, Figure 7.1. The

connections inside the switch is decided by a $edgerithm shared and known
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to only Alice and Bob, about which Eve does notéhawny knowledge. The
connections in the switch change randomly andftaist random period of time.
So Eve would not be able to find out which fibealfle) is switched to which
fiber (cable). For example, quantum channel 1 maycbnnected to fiber 3
(cable 3) for 5 seconds, and then it is switchefibir 4 (cable 4) for 4 seconds,
and so forth. Quantum channel 2 can also be svdtth®ther fibers or cables
randomly. Since Eve is not able to locate the twangum channels, it is

impossible for her to launch a successful attackresg them.

Fiber or cable Fiber or cable
17 — — 1
2 2
3 3
4 4
Programmable
Switch

Figure 7.1 Changing the locations of the two quanthannels

7.2.4 Assigning the Two Quantum Channels with Different Wavelengths

By introducing the Wavelength Division Multiplexin@vDM) [97] technology

into quantum key distribution, we can assign quantdnannel 1 and quantum
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channel 2 with two different wavelengths accordiogthe secret algorithm
shared and known to only Alice and Bob, Figure F&. example, for a random
period of time, wavelength2 may be assigned to quantum channel 1, and for
another random period of time, wavelengthmay be assigned to quantum
channel 1, and so on. Quantum channel 2 can bgnaskiwith a random
wavelength for a random period of time in the savag. Since there is no way
for Eve to find out at a certain moment which wawgjth is corresponding to
which quantum channel, there is no way for heraimmth a successful attack

against the quantum channels.

Wavelength Wavelength
wl ——— — w1
w2 ———— — W2
w3 — w3
w4 — — w4
wh — — w5
Multiplexer Demultiplexer

Figure 7.2 Assigning different wavelengths to the juantum channels
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7.2.5 Using the Initialization Vector Shared between Alice and Bob

In this dissertation, the initialization vectorused to XOR with the sifted key to
obtain the final key, and to be transmitted instefthe randomly generated bits
to detect Eve’s presence in real time. Since th@lization vector is an initial
secret shared and known to only Alice and Bob, aladiuch Eve does not have
any knowledge, any operations that are decidedhéymitialization is known to
only Alice and Bob themselves. Eve is not abledbany information without

knowing the initialization vector, thus her attasleffectively frustrated.

7.2.6 Transmitting the Initialization Vector in a Random Manner

In Chapter 6 we presented a method to detect Ewessence in real time.
Instead of transmitting the bits in the initializat vector in regular order, Alice
and Bob can use the secret algorithm shared andrkim only themselves to
decide the sequence of the bits in the initialatvector to be sent, and the
random moment to send a certain bit. Since thedbgsent at random moments
in a random order, there is no way for Eve to fegaut the situation. If Eve is
really eavesdropping on the information transmitbedween Alice and Bob,
then there is no way for her to be able to avoiddpdetected by them. This way,
Eve’s eavesdropping activity is detected in realeti and Alice and Bob can

adopt eluding or defending mechanisms to thwartttack accordingly.
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7.2.7 Introducing a Random Delay between the Transmissions on tf&avo

Quantum Channels

Although as implied in the proposed protocols iis thissertation, the two
polarized single photons that are correspondingataertain random bit
generated by Alice in the first step are transmditié the same time on the two
guantum channels, they can be transmitted at diifenoments, with a random
delay between the transmissions on the two quarmtusnnels. This enhances
the security of the key distribution process.

If Eve does not know which two qubits are twe torresponding to a certain
random bit generated by Alice, then she loses gmordunity to get additional
information from the correlation of the two qubitghich is useful to launch a
successful attack. For example, Alice may startsimatting a qubit on quantum
channel 1 at a moment, while delay the transmissfdhe corresponding qubit
on quantum channel 2 by a random period of timegei@ample, 6.2 seconds.
This way, Eve can not figure out which two qubits g a pair, so that she is not

able to launch a successful attack against thebm@sponding qubits.

7.3 Integrated Defense Mechanism to Eve’s Attack

Each of the techniques mentioned above is a goathanésm to defend against

Eve’s attack. Additionally, these mechanisms caruged together to form an
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integrated defense mechanism that provides a muainger defending
performance against Eve’s attack. Several randoseseand unpredictabilities
are involved and combined together, such as tiowation, wavelength, order,
content, and so on, which make it extremely diftifor Eve to be able to figure
out what is going on with the two quantum chanrmeld the qubits transmitted
on them. The secret algorithm shared between Adiog Bob can be just an
algorithm that generates random values, and actpra the random values
generated, Alice and Bob choose how to manipuiate, ltocation, wavelength,

order, content, and so on.

7.4 Conclusion

In this chapter we presented several techniques ctma effectively frustrate
Eve’s attack, and by using the integrated defensehamism, it is even harder
for Eve to be able to launch successful attacks.idiea behind these techniques
is to introduce more randomnesses and unpredittediinto the protocols, such
that Eve can not figure out what is really happgrbetween Alice and Bob on
the two quantum channels, hence she is not ablauttch successful attack

against the key distribution process.
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Chapter 8 Conclusions and Future Work

8.1 Conclusions

The BB84 protocol is a key distribution protocolathis able to provide

unconditional security to the key distribution pees. However this protocol is a
very low efficient protocol in terms of sharing @aw key and the convergence
speed of obtaining a final key. In addition, the&3Borotocol does not have an
effective countermeasure to defend against Eveaclatexcept for passively
detecting whether Eve has eavesdropped or notafteround of the running of
the protocol. It is vulnerable to Eve’s eavesdragmttack.

In this dissertation, we mainly focused on two ¢snHow to improve the
efficiency of sharing a raw key and a final keyddrow to effectively frustrate
Eve. Three protocols were proposed in this disserntaoffering much better
performances than the BB84 protocol. They have @hmitigher raw key
efficiency, they can obtain the final key in a mudakter and securer way, they
can keep the length of the final key the same asl@hgth of the sifted key,
which is much longer than what the BB84 protocah cdtain, and they can
effectively deter Eve’s attack. Overall, the progebgrotocols provided a highly
efficient and highly temper-resistant key distribat

In the protocol proposed in Chapter 4, we introdugelual-quantum channel

structure and complementary measuring bases of @olthe dual-quantum
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channel. With the dual-quantum channel and the temmntary measuring
bases, the raw key efficiency is increased from %0%00%, which is a huge
improvement over the BB84 protocol. The raw keyerate of this protocol is
generally lower than that of the BB84 protocol, @aedording to whether Eve is
present or not, on either or both of the two quantihannels, we analyzed three
different scenarios with three different raw keyoemrates. Due to the channel
diversity brought by the dual-quantum channel $tn&; the raw key error rates
on the two quantum channels can be calculated ctgply and compared
afterwards, which offers an effective method todeluand frustrate Eve’s
eavesdropping attack. With this feature, Alice &uwdb can figure out on which
guantum channel Eve is actively eavesdropping anaituch quantum channel
Eve is not, so that they keep sending decoy infaanan the quantum channel
on which Eve is actively eavesdropping to attraet &ttention, while at the
same time sending real information on the othentiua channel on which Eve
is not eavesdropping. This way, Eve is fooled, alhthe information she gets is
just some garbage information. Because Eve isquathing the other quantum
channel, the raw key obtained from that quantummicikis error-free and can
be used directly as the final key without goingotigh the tedious information
reconciliation and privacy amplification procedur@soviding a much faster
way to obtain the final key. In addition, by XORirige sifted key with the

initialization vector shared between Alice and Babd known only to
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themselves, the final key can be achieved in a nfaster, securer, and more
efficient way. Since Eve does not have any knowdedgout the initialization

vector, she is not able to get any knowledge atimifinal key either, thus Eve
is effectively frustrated.

In Chapter 5 we proposed a quantum key distribupiariocol that adopted a
novel basis selection rule with the aid of an alitiation vector shared between
Alice and Bob. According to the value of the bitsthe initialization vector,
Alice and Bob make a prior agreement on how toctdlee bases on the two
guantum channels. This selection rule is formedaimay such that all the
random bits generated by Alice in the first stephaf protocol are included into
the raw key, making the raw key efficiency 100%nc®i it employed the same
dual-quantum channel structure as the protocokepted in Chapter 4, the same
scenarios regarding the raw key error rate applWed.presented four ways to
obtain the final key in this protocol: going thrdughe standard information
reconciliation and privacy amplification proceduris obtain the final key,
comparing the two raw key error rates on the twanfum channels and using
the one with a significantly lower error rate td gee final key by going through
the information reconciliation and privacy ampléton procedures, using the
raw key obtained from the eavesdropping-free quanthannel directly as the
final key, and XORing the sifted key with the ialtzation vector shared

between Alice and Bob to get the final key. We gisoposed two ways to
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frustrate Eve’s attack in this protocol: sendingcale information on the

guantum channel on which Eve is actively eavesdngppand using the

initialization vector to eliminate Eve’s knowledgbout the final key. Since Eve
does not have any knowledge about the initialiratiector shared between
Alice and Bob, she does not have any knowledgetaheuinal key either. Due

to these reasons, Eve is not able to launch suatesttacks, thus she is
effectively deterred.

In Chapter 6 we proposed a quantum key distribupi@tocol in which the
basis information exchange between Alice and Bokherconventional channel
is not needed, and further the necessity of thevextional channel in the
structure is eliminated. In this protocol, the imlization vector shared between
Alice and Bob is used to decide the bases usedliog And Bob on the two
guantum channels. Since Alice and Bob use exaeysame bases on the two
guantum channels, they do not need to communicekeeach other about the
basis information through the conventional chanwiich significantly reduces
the communication overhead. The methods used tairobhe final key and
frustrate Eve mentioned in Chapter 4 and ChaptareSalso applicable to this
protocol. Besides those methods, we introduceck thietection mechanisms that
are able to detect Eve’s presence in real tim&isgrotocol. With the help of
the real-time detection mechanisms, Alice and Barb respond to Eve’s attack

in a time-efficient manner so that they can betefend against Eve. Given the
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ability of detecting Eve’s presence in real timieistprotocol eliminates the
necessity of the conventional channel between Adiog Bob, which makes the
entire structure all-quantum. This all-quantum aite not only means much
lower communication overhead, but also indicatess leulnerabilities, since
only the quantum structure is able to detect Eesisesdropping, while the
classical structure and the hybrid structure ateabte to do so.

In Chapter 7, we proposed several methods to impore randomnesses and
unpredictabilities into the protocols to thwart EBvettack. We introduced
several the following techniques: randomizing tle@resentation of bits by
polarized single photons, using a decoy quantummradlato transmit fake
information to Eve, changing the locations of thlwotquantum channels,
assigning different wavelengths to the two quantimannels, making use of the
initialization vector shared between Alice and Badmdomizing the sequence
and moments of the bits in the initialization vedt be transmitted to Bob, and
employing a random delay between the transmissmnghe two quantum
channels. Each technique increases the difficaltyElve to launch a successful
attack, and with all the techniques combined togretls an integrated defense
mechanism, it is extremely difficult for Eve to bble to launch a successful

attack, hence she is effectively frustrated.
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8.2 Future Work

This dissertation has led to several thoughts ler future research work in
guantum cryptography. First, the authenticationbfgm in quantum key
distribution is still an open problem. It is a uaisal assumption that before
Alice and Bob start the key distribution protocdhey have already
authenticated each other. In most of the timeatitbentication between the two
communicating entities is realized by physical nseaor conventional
authenticating techniques, but some research ha®dtfocusing on finding a
guantum way to authenticate Alice and Bob [42-@Jantum digital signature
is another emerging direction to solve the autleatibn and non-repudiation
problem in quantum key distribution [98, 99].

Second, another assumption in the quantum keyildistsn protocols is that
although Eve can copy the classical informationgnaitted on the conventional
channel, she is not able to modify the classicirimation. This indicates that
where there is a classical element in the structhere are vulnerabilities and
restrictions. So fully eliminating all the clasdiedements in the key distribution
process is a great idea to not only reduce comratiait overhead, but also
more importantly, remove the restrictions and tamerabilities in the structure.
Since the quantum structure is able to detect Eeal®sdropping activity, an

all-quantum structure is more robust in terms dfisteng attacks. So fully
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eliminating the convention channel and all the sitzed elements in the structure
is another important research direction in theritu

In addition, other quantum key distribution protiscproposed prior to this
dissertation also experience the low efficiencybpem, and they are not able to
defend against Eve effectively. Future researchkvgbiould also focus on how
to improve the efficiency of the key distributiomopess and the ability to

defend against Eve for those protocols.
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