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Abstract

We examine the challenge of multi-agent command and control (C2) scenarios
where autonomous agents accomplish objectives by observing their environment, de-
ciding optimal actions to meet the objective, and then act upon their environment. The
most common method for these agents to observe their environment is through the use
of radar. The domain of cognitive radar follows a similar perception-action cycle and
accomplishes radar resource management (RRM) tasks. Modern C2 challenges with
multiple autonomous agents using radar presents a unique challenge to both domains.
Multi-agent autonomy is often formulated without the uncertainty and complexity of
higher-fidelity radar and radar task methods often optimize singular systems as op-
posed to coalitions of agents. The integration of radar task methods with multi-agent
systems presents a unique challenge that requires maximization of collaborative util-
ity instead of singular performance. This work examines C2 challenges where agents
have increased uncertainty and reduced resources but can and should coordinate ac-
tions. We designed a simulation environment for C2 challenges with medium fidelity
radar detection simulations. Within this environment, we present agent action meth-
ods in the fields of machine learning and reinforcement learning to perform with low
resources and increased uncertainty. Novel to this work is the use of game theory and
meta-cognition to coordinate multiple agents for increase utility in the radar tasks of
detection, track confirmation, and optimal surveillance. In order to meet the needs of

the C2 domain, special attention is paid to methods that are scalable and modular.

Xix



Chapter 1

Introduction: Multi-Agent Command and Control

The early 1980s saw the expansion of the military concept of command with the
inclusion of control. Modern technology has created a domain with more informa-
tion and a need for agility alongside accuracy and assurance. McCann and Pigeau [1]
summarize command and control (C2) as establishing a common intent to achieve co-
ordinated action. More specifically, C2 systems look to collect data, identify intent by
analyzing this data (reasoning), and use established intent to define actions (planning)
[2]. Additionally, modern C2 often references the observe-orient-decide-act (OODA)
model originally presented by Boyd (1996), an operational framework and guide to ac-
tivities that encompass C2 [3]. Although not the only component of C2, radar systems
play a major role in observing the environment, analyzing information, and taking rel-
evant actions. Modern software-based radar systems utilize autonomy and radar signal
processing methods to support C2. Command and control (C2) represents the mech-
anism for diverse operations to navigate an environment filled with uncertainty, com-
plexity, and ever decreasing time to react. In all but the most trivial use cases, modern
C2 operations utilize multiple platforms to achieve strategic objectives, making the

addition of collaborative coordination paramount to the success of such operations.

For more than 100 years, autonomy and radar signal processing have improved

military, industrial, and domestic fields largely through the use of closed-form ex-
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pressions, heuristics, and probabilistic methods. Beginning with sensor management
techniques, which utilized radar resource management (RRM) in the 1960s, advances
in the 1990s focused on maximizing the performance of multiple radar functions such
as detection, tracking, and classification. Advanced methods in constant false alarm
rate (CFAR) detectors and adaptive clutter suppression further increased adaptivity in
RRM [4]. These technological advances culminated in the term “cognitive radar” pre-
sented by Haykin in 2006. Cognitive radar is characterized by the perception-action
cycle. The core characteristics of cognitive radar are a system that perceives an envi-
ronment, has the ability to learn, and can adaptively determine the appropriate system

response [5, 6].

The C2 domain has the goal of coordinating multiple assets to meet mission ob-
jectives in real time. This simple sounding goal is in reality complex and challenging.
In order for command to make action decisions, the environment must be observed,
processed, and summarized from complex technical information (radar return infor-
mation and intel). This information is summarized and analyzed for intermediate mis-
sion impacts (tracks and entity information) and finally used to produce course of
action (COA) recommendations for command. This process has to happen on a short
timescale so that action decisions can have a relevant impact on the environment.
Radar is an important subset of the tools used to address this challenge and plays a
vital role in the success of C2 operations. Two factors have heavily influenced the
difficulty of modern C2 operations: the growing scale of interconnected systems and
the increased agility of actors. The introduction of unmanned aerial vehicles (UAV),
or drones, has increased the number of actors in the environment, which requires ded-
icated effort and design to coordinate or enable autonomous action. Additionally,
advances in computation speeds and the increased use of artificial intelligence (AI)
have led to systems that operate at timescales orders of magnitude faster than human

response capabilities. RRM is no stranger to these challenges and has a history of
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research into cognitive radar advancements and optimizations to radar task execution.
This makes RRM an ideal area of application and exploration for possible improve-
ments to C2. The majority of RRM methods presented in the available research lit-
erature assume a single radar platform that can take multiple actions and complete
multiple tasks. C2 environment often has multiple platforms with differing locations
and capabilities that need to coordinate. This provides a useful space for exploring the
formulation and execution of radar tasks with the goal of optimizing the collaborative

performance of multiple systems.

The need for collaborative systems in C2 and RRM lends itself to the field of
game theory (GT). GT is the study of mathematical and logical models to describe
and optimize agent utility or achieve some defined success. A subset of this field is
collaborative GT, which focuses on methods to optimize the utility of multiple agents
collaborating instead of individual agents maximizing only their personal utility. This
concept aligns well with the C2 mission and challenges. There is precedent for the
use of GT in RRM and radar applications, including a focus on MIMO radar systems
[7, 8, 9]. Similarly, GT has achieved success in the fields of adaptive jamming [10],
trajectory optimization [11], and cognitive radar detection [12]. In each of these ex-
amples, GT is utilized to find optimal strategies. Within the realm of collaborative GT,
the consensus method was explored by Deligiannis et al. [13], who optimized power
allocation for beam forming, and Marden et al. [14], who approached exponential

scaling of collaborative agents with a nearest neighbor approach.

The challenge of autonomous systems has a history in controls and cognitive radar.
Applications of artificial intelligence and machine learning (AI/ML) were considered
in radar in the early 1990’s with the proposal of intelligent systems that learned from
their environment using data to drive sensing and resource management [15]. Michael
Wicks introduced “Sensor informed robotics” which focused on integrating the capa-

bility of sensors and sensor networks with platform actions [16]. This progression in
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cognitive radar and autonomy has led to the current explosive growth of AI/ML and
its application to the radar domain. The accomplishments in the field of AI/ML have
resulted in its massive focus in research, development, and adoption of software in
nearly every aspect of modern life. The impressive performance of AI/ML utilizing
deep learning architectures, reinforcement learning (RL), and transformer-based gen-
erative methods make it a powerful tool. AI/ML techniques could provide solutions
to problems beyond heuristic and probabilistic methods and provide coordination of
complex systems to a scale unattainable by manual software implementation. How-
ever, these deep learning methods are largely black boxes that are difficult to under-
stand and interpret [17]. After a model has trained on data, the values of the parameters
are far from interpretable and can result in undesirable consequences like over-fitting,
learned bias, hallucinations, lack of repeatability, and unpredictable behavior. A cur-
rent challenge for software developers, Al engineers, and researchers is to explore the
potential of AI/ML while addressing new challenges in explainability, trust, security,
and certification of those capabilities. Specifically, RL has seen an increase in the rate
of exploration as a tool for autonomy and cognitive radar. The use of RL and GT
together provides the benefits of flexible learning from RL along with strategy opti-
mization methods provided by GT. This has been studied extensively in the literature,

particularly in the context of multi-agent RL [18, 19].

The domain of modern command and control presents a unique and under-
explored challenge of accomplishing radar tasks with multiple autonomous platforms
that need to collaborate. With the introduction of low-resource UAV swarms, the C2
challenge of coordinating these platforms is a scenario necessitating new methods for
task competition and collaboration. This dissertation explores this intersection of radar
task execution with multiple low-resource platforms and the new methods needed to
autonomously coordinate and execute while remaining scalable to increases in plat-

form count. To accomplish this exploration, I built a simulated environment with
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medium fidelity radar and the C2 scenario then proposed and tested novel AI/ML,
RL, and game theory methods with traditional RSP methods. (See Figure 1.1 for the
breakdown of the domain and the methods explored) The primary contributions of
this work include: a game theory method to collaborate RL and traditional agents to
confirm highly evasive targets, a game theoretic utility representation to optimize col-
laborative search with moving platforms, and a scalable metacognitive detector that

performs CFAR detection across multiple clutter profiles.

Command and Control

Observe Orient Decide

Multi-agent
Autonomy

Detection  Search Jracke Distributed Scalability
Confirmation Autonomy

Tools & Methods
Adapt'_‘fe Raster Gaussian MeFa‘— Reinforcement
Detection | search | Confirmation coenition Learnin
GLRT Al/ML GLRT E
Method Domains

Artificial Intelligence

Figure 1.1: Domain and Methods Summary




1.1 Summary of Contributions

To showcase the effectiveness of collaborative, multi-agent methods that scale
for autonomous systems, multiple techniques have been designed, implemented, and
tested for multiple radar tasks in C2 scenarios. The work in this dissertation has one
foundational simulation and three research areas that each have their own contribu-

tions.

1.1.1 C2 Scenario and Radar Simulation

The first area is not a contribution but a necessary simulation to facilitate the test-
ing and validate the contributions for two of the following research areas. In order
to test autonomous and collaborative methods, a C2 environment was necessary to
generate scenarios, manage multiple agent’s perception and actions, and have realistic
responses to those actions. Essentially, the observation-action cycle for C2 scenarios
requires a simulation to facilitate multiple factors in real time. As the work in this
dissertation is focused on radar tasks, the observation portion of the simulation has an
active radar component. Additionally, agents act as cognitive radar actors by making
action selections that cause the radar simulation components to illuminate physical

space in a given scenario.

The simulator has three levels of fidelity as it improved during the journey of this
dissertation. The lowest fidelity version estimates the probability of detection using
the radar range equation and a simulated phase array radar. The medium fidelity sys-
tem utilizes more advanced clutter profiles to generate support samples for range and
Doppler gates. These samples are used with an adaptive detector to produce detections
and false alarms. The final simulation models a full pulse-Doppler radar with transmit
waveform, simulated return signal with noise and clutter, ranged-Doppler processing,

and a cell-averaging CFAR detector. Each version of the simulator has the same C2
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environment but increasing fidelity in the radar observation simulation. As this simu-
lator is not a research contribution it does not have a dedicated chapter, but given its

importance in interpreting results a detailed description is included in Appendix A.4.

This simulator was used in the research topics: “Multi-Agent Track Confirmation”
and “Scalable Multi-Agent Surveillance with Utility Representation”. Additionally, it
is explained and was used for three publications supporting this dissertation’s contri-
butions: “Collaborative Game Theory and Reinforcement Learning Improvements for
Radar Tracking” [20], “Multi-agent track confirmation utilizing reinforcement learn-
ing and game theoretics” [21], and “Utility Representation for Collaborative Surveil-

lance” [22].

1.1.2 Multi-Agent Track Confirmation

The first research area explores the impact of RL and GT methods for a multi-
platform mission to confirm a track of a highly evasive target following an initial
detection. A C2 scenario focused on the RRM task of track confirmation was de-
signed and implemented with multiple radar backend simulations. Track confirmation
focuses on the process of confirming that a detection is a target of interest instead of
a false alarm. This requires multiple subsequent detections of the target in a short
time period. Traditionally a radar system will illuminate the same space additional
times given the assumption that either the target is not evasive or the time period to

re-illuminate the target is such that it can not effectively leave the area of illumination.

This work is modeled after close range UAV detections, where both the target is
evasive and the time between illuminations is longer. Additionally, the evasive target
is designed to turn perpendicular to an illuminating source and thus has a relative ve-
locity close to zero which is hidden in a ground clutter ridge. Given the evasive target
and lower radar time resources, this work explores the viability of low-information

tracking methods and the impact of game theory given multiple platforms that are
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separated in space. Scenarios were simulated with medium-fidelity radar and clutter,
and the scenario success, action error, and probability of detection were recorded. Ad-
ditional analysis was conducted regarding the impact of platform separation and false

alarms.

The core contributions were the exploration of low information tracking meth-
ods, including the AI/ML method of reinforcement learning, and the impact of col-
laborative game theory for multi-agent autonomy. Given the increase in UAVs and
distributed autonomous systems, this research impacts both the RRM task of track
confirmation as well as multi-agent collaboration. An early implementation of this
work was published in the proceedings for the International RadarCon 2023 [20]. An
expanded journal publication was published in IET Radar, Sonar, & Navigation in Jan-
uary of 2025 [21]. This research was funded under the Air Force Office of Scientific
Research (AFOSR) grant with award number FAFGA03158J001.

1.1.3 Scalable Multi-Agent Surveillance with Utility Representa-
tion

The next research method was a first principles based utility method to optimize
surveillance in C2 scenarios. Surveillance is the first RRM task and represents the
challenge of searching space for potential targets of interest. This challenge is a
balance of exploration of unknown space and exploitation of domain knowledge re-
garding likely regions of target presence. Traditionally, search methods assume all
space has equal importance and should be given equal priority in the search algorithm.
However, C2 scenarios often have spaces too large to fully search, and optimization
is necessary. This search scenario was expanded to a multi-agent challenge where I
established collaborative methods that scale with low computation for an unlimited
number of platforms and can maximize multi-agent utility with and without direct in-

formation sharing.



These scenarios included C2 inspired regions of greater importance that are ap-
proached by targets of interest. I designed a GT based utility representation of the
space that utilized platform position, the C2 based priorities, and a beta distribution to
balance exploring new space and re-searching priority locations more often. This rep-
resentation enabled passive and active collaboration of platforms that scales linearly.
This representation was tested against multiple other methods to compare the number

of targets detected and the target distance from vital locations when found.

The core contribution of this research is a scalable optimization for multi-agent
surveillance. The C2 surveillance challenge requires the collaboration of multiple
agents and approaches surveillance with domain priorities that should be utilized. The
beta distribution based balancing of exploring unknown regions and revisiting high
priority spaces is applicable to other search methods and provides a dynamic solution.
This work has been accepted and will be presented in the 2025 International Radar
conference [22]. This work was also funded under the AFOSR grant with award
number FAFGA03158J001.

1.1.4 Scalable Meta-Cognitive Radar Detection

The final research contribution was the development of a meta-cognitive adap-
tive detector that made CFAR detection across multiple spherically invariant random
variable (SIRV) types of clutter. I collaborated with a research partner and devel-
oped an adaptive detection system that used ML to determine statistical information
about clutter samples and then dynamically adjusted the threshold to maintain a CFAR
for samples under test (SUT). I utilized divergence methods to determine statistically
distinct regions across multiple distributions. I designed an ML discriminator to de-
termine the most likely distribution region. As part of the meta-cognitive structure, a

second layer of specialized neural networks determined the optimal threshold.
An extension to the Meta-Cognitive detector work analyzed multiple clutter dis-
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tributions and fit them into a single system. Clutter distributions have overlapping
regions and high complexity when analyzed in full. This system broke the problem
into manageable regions and resulted in finely-tuned threshold selectors. This resulted
in CFAR performance for the full system. This system also produced smaller ML
models that train quickly and operate at real-time speeds. I completed expansion work
on this system to dynamically scale the system for different users with different clutter
data or expectations. The original system was the result of training multiple models
with experts exploring and testing to find the optimal configuration. The dynamic sys-
tem I designed will automatically use data or user input to self-form, train, and test
models so that this system can be used by a radar system without reliance on the orig-

inal designers.

The core contributions for this research includes a statistical divergence method
to determine statistically unique regions, an adaptive detector that has CFAR perfor-
mance across multiple clutter distributions, and a scalable self-forming application
that enables adoption for radar systems. This work was published in the IEEE Trans-
actions on Aerospace and Electronic Systems as part of the Special Section on Deep
Learning for Radar Applications [23] in 2023. This work was also funded under the
AFOSR grant with award number FAFGA03158J001.
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Chapter 2

Radar Background

2.1 Introduction

This dissertation will focus on scalable, multi-agent technologies within the com-
mand and control (C2) domain. The initial steps of C2 frameworks focus on “observe”
and “orient” tasks. For modern systems, the domain of radar and radar signal process-
ing is the primary mechanism to accomplish observation and orientation. Therefore,
the work in this dissertation uses radar simulation and signal processing methods as
the environment and agents for research exploration. These methods provide a driving
force in applicable AI/ML and game theory based methods. The work presented uses
a radar simulation and addresses scaling and multi-agent solutions to radar tasks. In
this chapter, I will discuss signal formulation for a pulsed-Doppler radar, radar detec-
tion methods, C2 and radar resource management(RRM), and the specific RRM tasks

of search and track confirmation.

2.2 Pulsed-Doppler Signal Formulation

The following sections will describe the formulation of a pulsed-Doppler radar
transmitting an active radar signal and receiving signals including potential targets of

interest, environmental noise, and clutter from the environment. Different detection
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methods will utilize data at different levels of processing. This section will explain the
signal formulation process from simulation of the transmit signal to range-Doppler
processing and provide explanation for modeling realistic clutter and the effects of
platform motion. The majority of the information in this section comes from “Funda-

mentals of Radar Signal Processing” by Mark Richards [24].

2.2.1 Radar Range Equation

Within radar signal processing, an active radar is characterized by a transmit signal
of electromagnetic energy often referred to as x. The corresponding return signal is
formulated as a discrete-time measurement of reflected electromagnetic (EM) energy,
ambient energy, and other unwanted EM sources. This return signal formulation is

shown in equation 2.1:
Z=y+n+w 2.1

Where z is the return signal, y is the potential return of target(s) of interest, n is
the noise within the environment, and w are sources of interference. Often noise and
clutter are represented together. Each component will be explained in more detail in
the following sections. A common estimation of return power (F,) is the radar range

equation:

-Pthxer/\2U
P=——— 2.2
(47)3 L L, R* 22)

This equation utilizes the radar parameters to estimate the return power with F; as
the transmit power, G, the radar system gain during transmission, G,., the receiver
gain, A the carrier wavelength, o the radar cross section of a potential target, L, is
the system loss factor, L, is the atmospheric loss, and R is the range. Additionally, a
simple formulation for the noise power (F,,) can provide an estimate for the signal-to-

noise ratio (SN R). This noise power is often estimated as:
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For noise power the important variables are Boltzmann’s constant (&), (/3) is the
signal bandwidth, (F') is the noise figure, and (7}) is system temperature. This can
be combined to provide an estimate for the SN R which is useful for lower fidelity

estimations. The final SN R equation is:

PthxGrm/\20

NR =
SN (47)3ky ToBF Ly Lo R

2.4)

SNR calculations are vitally important because all signal processing methods
need sufficient SV R or targets of interest can not be distinguished from ambient noise,
let alone environmental clutter or active interference. For higher fidelity discussions
in this section, the signal-to-interference-and-noise ratio (SN R) will be considered.
SIN R will include the environmental and active interference source in it’s calcula-

tion.

2.2.2 Pulsed Radar Transmit Signal

The following section will discuss a high-fidelity representation of radar trans-
mit and receive signals. This is the foundation for later discussed signal processing
methods used for radar detection. For pulsed-Doppler radar, a transmit signal is char-
acterized by a carrier signal and a time-varying signature envelope (a(t)). The general

form for a transmitted signal is:

x(t) = a(t) cos(2m Fyot + 6(t)) (2.5)

Where Fj is the frequency for the carrier signal, ¢ is time, and (¢) is a time varying
phase. Note that the envelope a(t) and the phase 6(t) are not always present in every

radar system. Although the return signal will contain additional noise and clutter
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information, it will also contain reflections of this transmitted signal. In modern radar
systems, this signal is usually sampled using a “quadrature” receiver. This provides
radar information in a form called 1Q-data, which represents the complex envelope.
To understand the form of this data, consider the original transmit signal. Using the
trigonometric identity: cos(A + B) = cos(A) cos(B) — sin(A) sin(B) the original

signal can be written as:

z(t) = a(t) cos(2mFyt) cos(0(t)) — a(t) sin(2m Fyt) sin(0(t))

x(t) = x1(t) cos(0(t)) — xg(t) sin(0(t))

(2.6)

These components of the complex envelope are called the in-phase component
(x7(t) = a(t) cos(2m Fyt)) and the quadrature component (z¢(t) = a(t) sin(2m Fyt)).
Given their slow variation compared to the high frequency carrier these are considered
narrowband signals and can be represented as a complex envelope of form: (I,'(Nt) =
xr(t) + jrg(t) = a(t) exp[jO(t)]. The in-phase and quadrature signals are sampled
within the receiver hardware by utilizing an oscillator with two mixers that are 90°
out of phase. Some of the detection methods used in this dissertation will utilize 1Q-
data, but the following discussion will explore formulating the reflected information
from potential targets of interest, ambient noise, and environmental clutter. This work

assumes no active interference as the field of electronic warfare and jamming is out of

scope but can be explored in more detail [25].

The following section will explain the formulation of a transmit signal and a re-
ceive signal containing potential targets of interest and ambient noise for a single
waveform used as part of the simulation in this work. Earlier the transmit signal was
formulated as a carrier signal and a complex envelope (a(t)). This envelope can take
on different waveforms and is often windowed. The waveform can affect radar signal
processing in multiple ways, including SN R and the range and Doppler resolution.

There are multiple classes of waveform, including frequency modulated (FM), phase
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codes, frequency codes, and random noise. Additional discussion of waveforms and
their impact can be found in an overview by Shannon Blunt and Eric Mokole [26].
The most common waveform from the FM class is the linear FM (LFM). This is often
used because it is simple to implement with hardware and has positive Doppler prop-
erties. The research in this work uses an LFM waveform and will be the focus of the
discuss on formulation hence forth. The transmit signal is a baseband signal that is
modulated to the carrier frequency. The baseband component is the waveform and is
the focus of the following formulation. This baseband wave form can be represented
as its baseband form Z(t) = a(t) cos(2n F.t) and the corresponding complex envelope
s(t) = a(t) exp(jé(t)). For profiling the LFM the focus will be on the complex enve-
lope. The amplitude envelope (a(t)) is typically a rectangular windowing function. In

this work the Hanning window was used for the amplitude envelope with the form:
w(n) = 0.5(1 — cos(2rn/N), where 0 < n < N 2.7)

In this case N = %, where T, is the transmit pulse width and the sampling interval

is Ty > with 3 as the bandwidth of the signal. Considering that the LFM is a

1
28°
frequency modulation technique, the majority of the waveform is within the phase

component. For the LFM the phase function is a linear sweep from [_76, g] and is

£t). The phase function is derived with the

represented as: frru(t) = (22 + T,

following equation:

BLin(t) = 2 / Foar(©)dC + o
0

5 5 (2.8)
Orrar(t) = £2m(——t + 1) + 6
Ly (1) (= tor )+ 0o
By combining, the final LFM complex envelope is:
o . _B B 2
s(t) = a(t) exp(j2m(—t + ——=t°) + b)) (2.9)
2 2T,
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The final baseband signal takes the form:

In most radar literature, the term gamma (y = /1)) is used to represent the chirp
rate for an LFM waveform. The variable 6, is the phase offset and is usually a random
constant in simulation. An important variation to discuss is that often the chirp is a
triangle as opposed to a sawtooth. The main reason for this is that the up frequency
followed by the down frequency plays an important part in measuring the Doppler
frequency in later processing. The LFM used in the simulator for this work used this

up beat and down beat triangle frequency chirp method. A visual representation of an

s(t) = a(t) cos(2m(F. — g)t + ngtQ + 6p)

LFM complex envelope is shown in Figure 2.1.

Amplitude

In pulsed-Doppler radar this transmit signal is repeated for M pulses. It is through

LFM Complex Envelop

Time(s) «108

|— — — hanning window real phase imaginary phase|

Figure 2.1: Complex Envelope for a Triangular LFM
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these M pulses that the Doppler information can be processed and differentiates
pulsed-Doppler radar. The rate at which the pulses are repeated is called the pulse
repetition frequency (PRF"), and its reciprocal is called the pulse repetition interval
(PRI = ﬁ). The coherent pulse interval (CPI) is the product of the M pulses and

the pri.

2.2.3 Target of Interest Formulation

Now that we have a realistic representation of a transmit signal, the following
section will discuss the process to represent the range and velocity impacts of a target
of interest on the return function. Assuming there is a target at range (R), and a relative
velocity (v,.), the return signal will have a time delay due to range and a Doppler shift
due to the relative velocity. The relative velocity is the radial component of velocity
between the target and the platform. The range component is related to the time it
would take the EM wave to travel to and from the target. This delay is 7 = %,
where c is the speed of light. Considering the repeated pulses and the velocity of
the target, the range at each pulse differs in position. Typically the variable m =
[—M/2,—M/2+1,---,0,---,M/2 — 1] is used to represent the pulses centered at
0. M is usually chosen to be a base of 2 (64, 128, 256, etc.) and has the trade-off that

more pulses improve Doppler resolution but also increase the CPI. The real time delay

is a function of m taking the form:

T(m) = 2.11)

The range at each pulse is increased by the target velocity. The effect of the ve-
locity is to increase or decrease the frequency of the return signal compared to the

transmitted signal. The Doppler shift (Fp) is a function of the relative velocity and is:

c+ v, 20, 20,
) — FO ~ FO =
c— v, c Ao

Fp = Fy( (2.12)
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This approximation holds true if the relative velocity is much lower than ¢ which
is true for terrestrial targets. The final component is the scaling of the return power
expected for the signal. From 2.13, This ratio of the return power given the transmit

power is:

P, G?2)\20
— = 2 2.13
“TVE T\ Un)eR 2.13)
By combining all of these components together the return signal will be time

shifted by 7(m), scaled by alpha «, and Doppler shifted by the Doppler frequency

F);. The receive waveform has the form:
y(t) = aa(t — 7(m)) cos(2m(Fy + Fp)(t — tau(m)) + 6(t — 7(m)) (2.14)
The final form of the complex envelope is then:

y(t) = aa(t — 7(m)) exp(—j2m(Fo + Fp)r(m) + j2nFpt + jO(t — 7(m)) 015
= aa(t — 7(m)) exp(j0(t — 7(m)) exp(—j2n(Fy + Fp)7(m) + j2r Fpt)

Recall that 6(¢) for an LFM was given in equation (2.8). Although this complex
envelope does have all of the components needed to simulate a target, one can utilize
both the time and frequency domain, through the use of a Fourier transform. This
simulates the target with a series of simple steps. Considering that the delay 7 is
for each sample m, the following steps will include the sample dimension, as these
changes are needed for each sample. The steps to calculate a return envelope from the

transmit envelope are as follows:

1. Define the length of the samples for a desired range L = tm‘”TM where t,,,. =

—QR*C”” + T, and t,, = —QR;“”.

2. Complete a length L fast Fourier transform (FFT) and an FFT shift of z(t, m) —
X(f,m)
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3. Generate a frequency range (f) of length L from —F /2 to F/2.

4. Tmplement the time shift due to 7(m) in the frequency domain by multiplying

X(f,m)es = X(f) exp(—j2m f(T(m) — t;))
5. Conduct an inverse FFT shift and then a inverse FFT ( X;(f,m) — x5(t, m)).

6. Finally, apply the Doppler shift and alpha scaling in the time domain using:
y(t,m) = zy5(t, m)aexp(j2m Fpt) exp(j6p)

This pulsed-Doppler return now includes the target information for each sample in
the CPI. This process can be repeated for multiple targets of interest that are expected

to be in the beam-width of a transmitted signal.

2.2.4 Thermal Noise

Now that a received CPI can be simulated with targets of interest, a realistic signal
will contain both noise and clutter from the environment. Thermal noise is due to
the motion of electrons within any material that is greater than 0° K. This noise is
present in the receiver hardware and propagates through the radar system before signal
processing can be performed. To represent this loss, the term F' is used as the noise
figure of the radar system. A detailed discussion and methods for calculating the
noise figure for specific radar systems can be found in [27]. For many simulations,
a reasonable noise figure between 2-10 dB is selected. The noise power is typically
estimated using (2.3). Thermal noise is modeled as additive white Gaussian noise
(AWGN). Gaussian white noise is characterized by having zero mean, is independent
with regards to time, has constant power across all frequencies, and follows a Gaussian
distribution. In reality there is a high frequency component of radar electorincs, but in
the operation range of radar systems, it is fair to assume thermal noise is AWGN. The
process to generate complex AWGN to be added to the return CPI y(¢,m) is shown in

the following equation:
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n(t,m) = /P, /2N[0,1](t,m) + jN[0,1)(t, m) (2.16)

Where N[0, 1](¢,m) is the normal distribution with mean of 0 and standard vari-
ation of 1 for all terms in ¢ and m. This noise is then added to the CPI y(¢,m). The
visual impact of this thermal noise is shown in section 2.2.7 in Figure 2.4 following

the discussion of range-Doppler processing.

2.2.5 Matched Filter

Now that we have a formulation for the return signal, it is important to address
the most common processing method performed on return signals, called the matched
filter. The matched filter is designed to maximize the signal-to-noise ratio at some time
for a given signal. For a reflected transmit signal within a return signal, a matched filter
is designed to be a time revered, conjugated copy of the transmitted waveform. The
time and frequency versions of the matched filter are shown in the following equations:

h(t) = ax*(Ty —t) o1
H(F)=aX"(F)exp—j2nFT,

Where 77, is the time where we want to maximize the SNR and typically is equal
or greater than the transmit pulse (73, > 7,) in order to maintain causality. The
Cauchy-Schwarz inequality is used to derive the matched filter and can be explored
in detail in [24]. The term « is a scaling constant that is usually set to 1 during the
analysis of signal returns. The filtering process is a convolution of the signal and the
filter. In practice, matched filter processing is usually done in the frequency domain as
the convolution corresponds to multiplication. The process for applying the matched

filter is the following steps:
1. Given the time based return signal y(¢, m).
2. Complete a FFT and an FFT shift for the return signal of y(¢,m) — Y (f,m)
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3. Generate the matched filter by taking the conjugate of the transmit signal and

reversing the signal order h(t) = z*(—t).

4. Convert the matched filter to frequency domain with FFT and FFT shift.
(h(t) = H(f))

5. Multiply the matched filter and the return signal in frequency domain:

Yon(fym) =Y (f,m) - H(f)

6. Finally, return to the time domain with an inverse FFT shift and inverse FFT:

Yoo (f, 1) = ym(t,m)

The matched filter is not the only range processing method, but it is simple, ef-
fective so it is the method method used in this dissertation. The matched filter is an
important step for range-Doppler processing in section 2.2.7. Matched filtering is also
used to derive the ambiguity function, which is an important tool for analyzing the
effect of the waveform in time and Doppler frequency. The work in this dissertation
is not focused on waveform optimization, and the LFM was chosen for its positive
range resolution characteristics, which are important for radar simulations using these

methods. More information on the ambiguity function can be found in [24].

2.2.6 Clutter Simulation

Clutter is a passive form of interference that is the result of environmental reflec-
tions that are not targets of interest. There are multiple forms of clutter with an exten-
sive literature explaining their formulation and foundation. Two sources with detail
on clutter simulation include chapter 2 of “Fundamentals of Radar Signal Processing”
[24] and chapter 11 of “Academic Press Library in Signal Processing” by Greco and
Watts [28]. The following section will discuss two methods relevant to a scenario of
an airborne pulsed-Doppler radar illuminating targets with a ground-based, environ-

mental background.
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The first form of clutter is due to the environment over different ranges. There are
three major methods to represent this clutter: point scatterers, volume scatterers, and
area scatterers. Point scatters use the same method as targets of interest as they repre-
sent strong reflection points in the environment. Often, the clutter simulation methods
use a distribution to spread the points in the environment. Point scatters are com-
putationally expensive to simulate and need appropriate density to map to physical
features. Volume scatters and area scatters utilize the normalized clutter reflectivity
(o) to represent the distribution of clutter power in a similar method as RCS to rep-
resent the reflectivity of a target. Volume scatters are usually used for platforms that
have weather as the radar environment background. Figure 2.2 from [28] shows a vi-

sual of a volume scatter scenario.

Pencil beam

Radar pulse

Figure 2.2: Volume Clutter Illumination

The equation for the illuminated volume and the corresponding volume reflectivity

7 1s:

‘/c - apR2 eazeel

o

=

(2.18)

Where « is a scaling factor due to the compressed waveform and is 1 for
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rectangular-shaped pulses and 0.753 for Gaussian-shaped beams. The range reso-
lution is p. ,, and 6,; are the azimuth and elevation beam width. According to [28],
the value of reflectivity (Z) for weather patterns tends to range from -35 to 80 dBZ.
Note that dBZ is a decibel conversion of the units mm?®/m? and is 180dB greater than
volume reflectivity 1 with units of m®/m?. The full volume scatter power equation is
a modification of the radar range equation and is:

PtG2)\2np9az96l
(473 R2L,Lo(Ro)

Py(Ry) = (2.19)

For area scatterers there are two cases based on if a radar illumination beam is

beam-limited or pulse-limited. The different cases are illustrated in Figure 2.3.

Beam-Limited Case Pulse-Limited Case

Ground Plane Ground Plane

Figure 2.3: Area Scatterer Examples
The boundary cases are differentiated with the following inequality:

Beam limited: £ tand > 0.
(2.20)

Pulse limited: £ tand < 0.

The power equation for the beam limited case is the range equation modified by

the area backscatter for one instance of R%0,.0,, / sin ¢, to make the following equation
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for clutter power:
P,G*)X2599,.0,,
(47)3R3LyLo(Rp) sind

Papr(Ry) = (2.21)

For the pulse limited case the one instant back scatter is Rp/ cosd and has a cor-

responding clutter power of:

P.G2)20% 6,
(4m)3R3LsLy(Ry) cos

Papr(Ro) = (2.22)

The final step to determine the power from an area scatterer is to determine the
normalized clutter reflectivity (¢°). There are multiple models used to estimate this
parameter. The simplest model is the constant gamma method which uses the equation
0¥ = ~sind. This is used to estimate the plateau region of empirically measured back
scatter from [29]. A general estimation of gamma for different terrain is provided by

Barton [30] and is replicated in Table 2.1.

Terrain Mean ~ (dB m?/m?)

Mountain, Urban | —5
Wooded hills —10
Rolling hills -5
Farmland, desert | —15

Flatland —20

Table 2.1: Typical Values of ~ for Different Types of Terrain

The second clutter type to explore is ground clutter. This clutter is present for
platforms illumining targets with a background that is the ground. It is processed as
a band near 0 Hz in Doppler that represents the stationary or slow moving ground
environment. For a pulse-Doppler radar this uses the clutter power from the area
clutter method described above but models the Doppler component appropriately. The

primary source for this Doppler modeling comes from the work by Hassanein et al.
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[31]. This work estimates a clutter covariance matrix (CCM) to generate the samples

with the following equation representing the CCM values.

™Tpo o
)

#(n) = P.e 8 (2.23)

Where 7, is the pulse repetition interval, and A is the wavelength. The N x N
Clutter Covariance matrix is then constructed, with each component being calculated
with (2.23), where n is the distance from the diagonal of the matrix using the following

structure:

(2.24)
FIN—1) - #1)  #0)

This CCM can then be used to generate samples from a multivariate Gaussian
distribution. Together this provides a clutter signal (w(¢, m)) that can be added to the
noise and potential target return signal to represent a simulation of the return signal
(z ) as given in (2.1). The visual representation of the full signal is shown in section

2.2.7 in Figure 2.4 following the discussion of range-Doppler processing.

2.2.7 Range-Doppler Processing

Considering that a target of interest will delay the signal in time given its range
and induce a Doppler shift due to its relative velocity, we would want to be able to dis-
tinguish targets given both features. This process is called range-Doppler processing
as we will take the return CPI z(¢, m) and process the range from the time axis (fast

time) and the velocity/Doppler information from the samples m (slow time).

As discussed in Section 2.2.5, matched filtering compresses the fast time response

into a range axis. For the slow time axis we will use the FFT and a FFT shift to trans-
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late the samples into the frequency domain. The result will display range and Doppler
cells in two different axis that visualize targets and clutter. This range-Doppler data
can be used in future detection methods like cell-averaging constant false alarm rate

(CA-CFAR) detection.

The range Doppler plot is effective at the visualization of a CPI, therefore the
following figures are used to display the simulation features. Figure 2.4 shows the
range-Doppler plot (zgp(R, fp) or zrp(R,v,)) for a full return signal z(¢, m) which
contains a single target at a range of R = 6940m and a relative velocity of v, =

—122m/s and has both thermal noise n and area scatter clutter w.

Range Doppler Plot

9000

8000

Range m

7000

6000

—200 —150 —-100 —-50 0 50 100 150
Velocity m/s

Figure 2.4: Example Range Doppler Plot
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As can be seen in Figure 2.4, the target of interest is present (close to the true
location), but the range, velocity resolution, and thermal noise obscure the true infor-
mation. This figure visualizes the ground clutter from an area scatterer and the clutter

ridge from the work in [31].

2.3 Radar Detection

Detection is a foundational task within radar signal processing, as most other tasks
are dependent on the information provided during the detection process. In simple
terms, detection is the determination of whether a target of interest is present within
a return signal or a CPI of return information. Beyond the determination of the pres-
ence of the target is the additional estimation of the range and relative velocity of a
target if detected. An important aspect of detection is understanding the relationship
between detection and false alarms. This problem assumes a pulse-Doppler radar that
transmits m pulses, comprising a coherent processing interval (CPI). The return signal
is received and digitally sampled to create m pulses of length n. A single range bin

within the CPI is a complex signal, z with the form:

z = [21,22, ..., Zm)" (2.25)

The function of a detection system is to determine whether or not z contains a
signal return from a target of interest. In the event that it does, then z is comprised
of an additive combination of the signal of interest and interference. Otherwise, z
consists entirely of interference. This can be written as a binary hypothesis test. The

two hypotheses can be represented as:

Hy: z=n+w
(2.26)

Hi: z=s+n+w
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In (2.26), n is the m-dimensional complex noise vector, n is the m-dimensional
complex interference vector and s is the m-dimensional target return vector. The
results of this hypothesis test and the truth of the signal return results in four possible

situations. These four hypothesis results are shown in Figure 2.5.

Det

Prediction

Figure 2.5: Hypothesis Test States

The two desired states are when prediction matches truth which happens in the:
null state and detection state. The other two conditions are a disconnect from pre-
diction and truth and negatively influence performance: miss state and false alarm
(FA) state. For a series of /V events the two ratios of importance for detection sys-

tems are the probability of detection (Pp = % for the H; events) and the

probability of false alarm (Pps = % for the H, events). As the number

of empirical events approach infinity the Pp and Pp4 approach the true values for
the system and environment. The following section will explain multiple detection
methods starting with P, estimates, a constant false alarm (CFAR) method and an ex-

pansive discussion of space-time adaptive processing and adaptive detection methods.
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2.3.1 Probability of Detection Approximations

For simple simulations often the goal is to represent a probability of detection
given the conditions of the radar system and the environment. These method are sim-
ple but lack a Pr 4 condition or assume a constant Pr 4. The first method is a Swerling

1 estimation method from Richards [32]. 2.27:
i)
Pp(R) = Py, (2.27)

This method uses desired Pr4 and an SNR calculation from 2.4. A second simple
method is derived from Albersheim’s equation [33]. This equation estimates the SNR
from the Pp, Pr4, and the number of samples /NV. Albersheim’s equations are given

as

.62 P
A= mﬂ), B =In(—2-)
Pry 1—-Pp
454 (2.28)

vn 4+ 0.44

The derivation provided by Richards in [33] shows a derivation for estimating Pp

using Albersheim’s equations:

Z: SNRdB+5IOg10N B ]_OZ_A

4.54 )’ =
1
Pph= ——
D= e B

These simple estimation methods do not make a hypothesis test decision for a
series of events. Instead, they provide an estimated Pp which can be used to determine
a detection by generating a random uniform number (U0, 1]) and then comparing if it

is greater or less than the estimated Pp.
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2.3.2 Cell Averaging CFAR

A detection method often used on range-Doppler processed data is the cell-
averaging CFAR method. This method uses a threshold to make a detection deter-
mination for a cell under test (CUT) by utilizing the mean of neighboring cells and a
desired probability of false alarm. The logic behind this method is that these support
cell represent the H case which includes only noise and clutter. Since the [, case
will also contain a target of interest then if we use the mean of the support samples as
part of the threshold then a target will return a power value high enough to pass some

threshold.
The equations for this method are:

A=oP,
. 1 N
P, =— 2.30
n NWLZ:lxm (2.30)

a= NP 1)

In these equation A is the threshold value, ﬁn is the estimated noise/clutter power,
N is the number of support samples, z,,, are individual support samples, and Py, is the
desired probability of false alarm. The final detection determination uses the following
inequality: if xcpyr > A then a detection is assumed. In order to determine the support
samples two parameters are used in cell-averaging CFAR: guard cells GG and training
cells T'. The guard cell parameter are the rectangular offset of cells directly around the
CUT that are not included in the support samples. The train cell parameter determine
the offset beyond the guard cells that will constitute the support samples. A visual

representation is shown in figure 2.6.

Cell averaging CFAR can be performed across single or 2 dimensional data. The

following is the amount a samples for range Doppler data given the guard and training
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Training Cells Cell Under Guard Cells
T=(3,3) Test G=(2,2)

Figure 2.6: Example of 2D Cell Averaging CFAR

parameters: N = (2Gr+ 1+ 2TR)(2Gp + 1+ 2Tp) — (2Gr + 1)(2Gp + 1), where
G = (Ggr,Gp), T = (Tg,Tp), R is the range dimension, and D is the Doppler
dimension. This evaluation is performed on every cell of interest in the range and
Doppler data. Because the cells near the edges need support samples it is typical to

process more data than will be evaluated or to use a padding method.

Since every cell in the RD data needs to be evaluated, two nested loops can be used
but this is computationally inefficient. Conveniently, the cell averaging CFAR method
can utilize a convolution operation to process the full RD data much more efficiently.

A practical implementation of cell averaging CFAR is as follows:
1. Find N given G and 7.
2. Calculate « for the operation given Py, and V.

3. Build a 2-D window W as seen in Figure 2.6, where the value of training cells

is 1/N and the guard cells and CUT are 0.

4. Use convolution to create an estimation matrix P, from the original RD data

2rp(R, fp): Pu =W - 2pp.
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5. Create the CA-CFAR plot (zcacrar) by compareing each point in the RD
data to the threshold: For zgrp > oz].:;n, zcacrar = 1 and for zgp > 041511,

zcacrar = 0.

An example of a CA-CFAR operation is shown in Figure 2.7 with a target at a
range of R = 4677m and a relative velocity of v, = —83m/s along with the presence

of thermal noise n and area scatter clutter w.

Range Doppler Plot Cell Average CFAR map
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Figure 2.7: Example of CACFAR

Given that larger power returns from targets can be detected by CA-CFAR in mul-
tiple adjacent bins, an association is often made to find a center point and represent

the bins as a single detection for the list of detections returned.

2.3.3 STAP Detection and Non-Gaussian Clutter

The following is a discussion of the literature around radar detection with a specific
focus on adaptive detection utilizing space-time adaptive processing (STAP) given raw
I/Q data from a pulsed-Doppler radar. Throughout the literature, the interference is

modeled as n = /7x, where 7 is referred to as the texture and x is the speckle. Here,
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T is positive and represents localized clutter power. x represents local back-scattering
and is typically modeled as an m-dimensional Gaussian random vector with zero mean
and normalized Hermitian covariance matrix £[nn*] = M. For convenience in sim-
ulation, here we adopt the model where M; ; = pl"=7| (1 < i, j < m). The correlation
coefficient, p, is positive in the range 0 < p < 1, with higher values modeling more
correlated interference and lower values modeling less correlated interference. The
results presented in this dissertation are general and applicable to any scenario where
the interference term is correlated. In practice for a single channel radar a Doppler
power spectral density model (PSD) would be adopted [34], and for a STAP applica-

tion a more advanced covariance model would be introduced [35].

The target return signal is modeled as s = ap. « is an unknown positive random
value representing the amplitude of the signal return. This is meant to capture the
effects of channel propagation. p is the m-dimensional known steering vector p =
[e=92m/pTs | e=32mmIpTs] where fp is the Doppler frequency and T} is the pulse

repetition interval. We can now rewrite the previous hypotheses as:

Hy: z=.7x

H;: z=ap+7x

(2.31)

In addition to the sample/cell under test, it is assumed that there is a number K,
of additional samples that contain only interference. These are typically referred to
as training or secondary data in the literature; here they are represented as z; = ny

where E[nnf’] = E[nn”| = M.

2.3.4 Clutter and Spherically Invariant Random Processes

An important component of a CUT in the above problem statement is the inter-
ference or clutter represented with n. This clutter represents the reflected transmit

energy due to the environment which can increase the signal to interference and noise
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ratio (SINR). The most common method for detection is to establish a threshold value
that is compared with a test statistic. For adaptive detection the test statistic is usually
related to an estimate of the clutter covariance matrix (CCM). Section 2.3.7 will go
into specific detail regarding specific adaptive detector test statistic methods. Before
discussing the development of adaptive detector test statistics and threshold selection

the modeling of clutter should be explored.

The most common representation for clutter is the Gaussian case. This is largely
influenced by the central limit theory assumption that random samples from an inde-
pendent stochastic process will be Gaussian. Due to the nature of Gaussian distribu-
tions, clutter of this type is more simple to model and some detectors can use Gaussian
assumption to generate closed form solutions. Although many natural process can
be accurately represented with a Gaussian distribution, many types of environments
(ocean, urban, etc.) cannot and need a different representative distribution. A com-
mon clutter representation for non-Gaussian clutter is the use of spherically invariant
random processes (SIRPs) and their sample vectors (SIRVs). SIRPs and SIRVs are
special families of random processes and vectors with key characteristics that make
them useful in modeling clutter [36]. SIRVs are random vectors that can be entirely
defined by a mean vector, covariance matrix, and a first order characteristic probability
density function (pdf). SIRPs are random processes from which any sampled vector
will be a SIRV. In [37], SIRVs have certain properties that make them useful as a rep-
resentative distribution and enable methods for sample generation, which is important

for simulated research.

Rangaswamy et al. define four theorems of SIRVs that enable this behavior, along
with two methods for simulating clutter as SIRVs. The first two of these theorems are

especially relevant for research in this dissertation. The first states:

Theorem 1. If z = [z125...2y] is a complex SIRV, there must exist a non-negative

random variable S with PDF fs(s) that can be used to condition z to generate a
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complex Gaussian random vector, X = [x12...x | with zero mean and covariance

matrix M.

It follows from Theorem 1 that we get z = Sx. It is then clear that by setting § =
/T, we get the form of Hy in (2.31) with the conditioning variable /7 representing
the texture and the zero mean Gaussian vector x the speckle. Note that S and x are
assumed to be statistically independent, allowing for unique control of the texture
and speckle elements. This is a powerful relationship that allows any SIRV to be
generated as a combination of a zero mean Gaussian distribution and a characteristic

PDF. Theorem 2 extends this relationship:

Theorem 2. When a SIRV, z = [z125...2x], with characteristic function fs(s) under-
goes a linear transform:

y = zA + 4 (232)

The result, y, is also a SIRV with the characteristic function fs(s), mean i, and

covariance M = AAT.

Based on Theorem 2, it is possible to transform a SIRV with zero mean and iden-
tity covariance matrix into a SIRV with the same characteristic PDF and any desired

covariance structure and mean using a simple linear transformation.

2.3.5 Generation Methods for Specific SIRVs

The research in this dissertation often simulates a clutter component in return sam-
ples that utilized a SIRV of the Gaussian family. In general there are four common
methods for generating random variables. Distributions like uniform, Gaussian, and
gamma are readily available with modern software (e.g. Python sci-py, Matlab) The
second method uses a uniform distribution with the inverse of the cumulative distribu-

tion function(cdf) [38, 39, 40].
Compound Gaussian distributions have been broadly applied in the literature to
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better model these more challenging clutter scenarios. In this work, three of the more
commonly used clutter distributions are used in the development and testing of the

proposed system: Gaussian, Pareto, and the K-distribution.

As was described in Section 2.3.4, the interference (n) is modeled as a multi-
plicative combination of speckle (x) and texture (7). In the work of this dissertation,
speckle is modeled as a complex zero-mean Gaussian vector with Hermitian covari-
ance matrix (IM) defined by the one-lag correlation coefficient (p). The clutter texture
is used to represent the local power level of the clutter and is modeled as a positive real
value that remains constant over the course of a signal but can vary between signals.
Modeling the clutter in this way as n = ,/7x means that the clutter texture can be used
to easily adjust the distribution of the generated data so that if fits either a Gaussian
or compound Gaussian distribution ([41],[42]). As described in [43] this results in the

PDF of a clutter-only signal taking the form:

nfAM—1n

fa(n) = T fe(mydr (2.33)

1 1
()N |IM]] / GLl

This allows for the generation of different clutter distributions based on the selec-

tion of 7. When the texture parameter is set to 7 = 1, equation (2.33) simplifies to:

o 1 —nfM~—1n
fn(n> - (ﬂ_)NHMHe (234)

and the clutter is modeled as a complex Gaussian distribution.

In order to generate the K-distributed clutter model, 7 is set to be Gamma dis-

tributed with shape parameter a and scale parameter b:

1

onie (r)e e (2.35)

fT(T) =

Where I'(e) is the Gamma function. The amplitude PDF of the clutter can then be

represented as a K distribution [43]:
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flln) = <|n|\/;) Koo (|n|\/%> 230

Where K (e) is the modified Bessel function of the second kind.

Pareto distributed clutter can be modeled by using an inverse gamma texture with

shape parameter a and scale parameter b: [44],[41]:

1

) = Gt (7) "+ (2.37)

In each of these cases, adjusting the shape and scale parameters for the clutter tex-
ture 7 also modifies the shape and scale (respectively) of the K and Pareto distributions
(as one would expect). As such, these will here on out be referred to in the broader
context as the shape and scale parameters for the clutter distribution. All interference

samples are assumed to be independent.

2.3.6 Divergence Measurements of Distributions

Within the field of statistics there exist multiple ways to characterize and compare
the probability density function of distributions. A single pdf is often characterized by
summary statistical measures like the mean, covariance, standard deviations, skew-
ness and kurtosis. These tools give insights into a single distribution but often we
want to compare two distributions. Although there are multiple ways to compare two
distributions like summary statistic comparison and hypothesis testing methods (e.g.
T-test, Z-test, or Kolmogorov-Smirnov test) this section will focus on divergence mea-

surement methods as they are the primary methods utilized in later research.

The core divergence method I will discuss here is the Kullback-Leiber divergence
(KLD) [45] and its symmetrical expansion the Jensen-Shannon divergence (JSD) [46].
The KLD is a likelihood based divergence measurement between two distributions.

The general form assumes two distributions P and ().
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Typically P represents data and () represents a reference distribution for compari-
son. The KLD has the form:
> P(x)

DeslPIQ) = [ Py oslg

|dz (2.38)

The KLD provides a measure of statistical distance by calculating the relative
entropy between two probability distributions (P and (). For discrete distributions

within a space X the KLD is:

z)

)

Dic(PIIQ) = 3 P(a)iog(

P(
> I ) (2.39)

The KLD is not symmetric, (D, (P||Q) # Dk (Q||P)). The KLD has been used
with SIRVs recently as a measure of statistical uniqueness given different distributions.
Bomburn et al. has explored the use of the KLLD with both SIRVs [47] and with the
product of a multivariate generalized Gamma and a Uniform distribution [48]. An

important principle explored in these papers includes probabilistic independence of

SIRVs:

pz(z) = p-(T)px (x) (2.40)

Additionally, a chain rule expansion of the KLLD can represent the texture and

speckle components separately:

Dir(pz(2)|lqz(2)) =

Dicr(p-(7)lg=(7)) + Drcr(px (%)l gx (%))

(2.41)

The work in [47] has derivations for closed form KLD for Inverse Gamma
and Fisher distributions with additional KLLD derivations for Weibull in [49]. The
Kullback-Leiber divergence provides a measure of statistical distance by calculating

the relative entropy between two probability distributions (P and @)).
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The Kullback-Leiber divergence is not symmetric (Dg;(P||Q) # Di(Q||P)). In
order to have a symmetrical divergence method utilizing the KLLD I will now discuss
the JSD. The JSD is symmetric divergence to the average of two distributions based
on the KLLD method. The JSD is symmetric by calculating the Kullback-Leiber diver-
gence with respect to a new divergence M = %(P + Q) which is the average of the

original distributions. The Jensen-Shannon divergence is:

JSD(PIIQ) = 3 Dxe(PIIM) + 5 Dics (@1 M) (242)

2.3.7 Adaptive Detectors

Adaptive detectors are a class of detectors that utilize a test statistic that is typi-
cally derived from statistical analysis of support samples. This test statistic is com-
pared to a threshold value to determine if a target of interest is present (/) or if
only noise and interference are present (/). Although multiple adaptive detectors are
commonly used like the adaptive matched filter (AMF) [50, 51], adaptive covariance
estimator (ACE) [52], the adaptive Roa detector [53], and multiple two-stage algo-
rithms [54, 55]; the work in this dissertation utilizes Kelly’s generalized likelihood
ratio test (GLRT) [56]. The GLRT is an adaptive radar detector for use in the presence
of unknown homogeneous Gaussian noise. This detector has been used extensively
in the field and has decades of expansive investigation [57, 58, 59, 60, 61, 62]. The
GLRT is an extensions of a likelihood ratio test (LRT). This likelihood test is based on
the joint probability density functions (PDFs) for the return signals that either contain

a target (H,) or not (Hy). The general from for these joint PDFs is shown in 2.43 [56]:

K
w] [ flz), i=01 (2.43)

k=1

fi[Z>Z17 "'>ZK] = f[Z

If the signal consists only of interference (/) and is assumed to be zero mean

Gaussian and identically distributed as the train samples, then this joint PDF becomes:
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1 K+1
f(] [Z, Ziy, ..., ZK] = (—etrace(MlTo)) (244)
| [M|

K
_ 1 H H
T, = (K+ 1) (zz —l—;zkzk) (2.45)

where NV is the number of pulses in each sample, equivalent to m in (2.25). The

interference covariance matrix M must be estimated from the support samples.

When z contains both a target of interest and interference, the PDF becomes:

1 K+1
filz, 21, ..., zk] = (—etmce(M_lTl)) , (2.46)
| |[M|

T, = (K;H) <(z —ap)(z —ap)? + szzkH> : (2.47)

k=1

The return signal amplitude « in addition to M must be determined or estimated
for the return signal fo the /1, case. The true interference covariance matrix is typically

estimated as 2.48 though other methods exist:
K
M~S=> zz (2.48)
k=1

A likelihood ratio test provides a test statistic by comparing the ratio of two like-
lihood estimations. These likelihood estimations provide a statistical model which
maximizes the PDF for some parameter. The final form including the hypothesis cases
is:

_ MaXM,« fz|H1 [Z, Z1, ...y ZK]

maxm fz|H0 [27 Zy, - ZK]

21 Ao (2.49)

By combining (2.44) and (2.46) with (2.49) and performing the maximization, the

final test statistic takes the form:
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1+ (27 (M) 'z)

1+ (2(M)'z) — R0

A:

(2.50)

By using the CCM estimation (2.48) and rearranging the test statistic to the form

n= % we get the well known form of the GLRT test statistic from literature:

|pHsflz|2

(PS~1p)[1 + (2118~ 1z)]

n= (2.51)
The thresholds is derived from the desired probability of false alarm (F,) and

assumptions regarding the clutter:
Pfa = P()\ > )\0’H0) (2.52)

Kelly [57] provides an estimation of the threshold given a target (Py,) for the
GLRT detector and a Gaussian assumption:

1

Pra = )\éeNH

(2.53)

Considering this is only a function of /K, N, and )¢, the GLRT has been proven to

be CFAR with respect to the clutter covariance in the Gaussian case.

2.4 Command and Control and Radar Resource Management

2.4.1 Command and Control

Command and Control is a domain that represents the mechanism for diverse op-
erations to navigate an environment that is filled with uncertainty, complexity, and
ever decreasing time to react. In the late 90’s, C2 was summarized as establishing
a common intent to achieve coordinated action [1]. As technology has advanced the

framework for C2 was expanded to include systems that look to collect data, identify
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intents from analyzing this data (reasoning), and break down intent into actions (plan-

ning) [2].

Over the years there have been multiple models to describe the C2 process with
the most common being the observe-orient-decide-act (OODA) model originally pre-
sented by Boyd (1996) as an operational framework and guide to activities that encom-
pass C2 [3]. A common framework that coincides with the radar domain and repre-
sents additional challenges is the Find, Fix, Track, Target, Engage, Assess (F2T2EA)
framework [63]. In 1990, US General John Jumper proposed the C2 framework find-
fix-track-target-engage-assess to address the OODA loop in more detail. This ex-
panded framework overlaps well with the goals of radar systems as they are the dom-
inate method to observe and orient in the environment and by applying the find, fix,
track, and target tasks. The RAND organization has assessed the viability of AI/ML
in C2 to fulfill autonomous needs in the target, engage, and assessment steps [64]. Ad-
ditionally, Al for decision support has been aligned to C2 with multiple viable tools

[65].

2.4.2 Radar Resource Management

Advances in modern radar have led to a range of new capabilities for searching
and tracking targets through a space. In particular, there has been extensive research
into effectively coordinating multiple beams to minimize the time it takes to search
a space and maximize the number of tracks that can be maintained. Multiple beams
can be generated in multiple-input and multiple output (MIMO), phased-array, and
digital array radars. Coordinated multi-agent search and track tasks are commonly
found in drone swarms and satellite constellations. Whether coordinating multiple
beams on a single platform or multiple radar systems on independent platforms, that
coordination is generally framed as a limited resource optimization problem. This

formulation flows naturally from the goals and restrictions of radar platforms. Ideally,
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a sensing system provides a full and current understanding of an operational space.
However, each platform has a limited power budget, processing time requirements,
and movement/steering restrictions. Each limits the amount of space the platform can

effectively observe.

The field of RRM has arisen to identify methods to optimize the utilization of mul-
tiple radar beams. In general, RRM defines a set of tasks that need to be performed and
a number of agents that are available to perform those tasks. In RRM, an agent refers
to an available beam, and agent tasks are typically broken out into three categories: 1)
search, 2) confirm, and 3) track. A search task directs an agent to observe an area to
see if an untracked target exists there. The confirm task directs agents to observe an
area where an initial detection occurred to attempt to establish a track. A track task
involves having agents observe the next expected location of a tracked target to update

its position and velocity information.

A cost value is defined for each available task based on the radar resources required
to perform and the impact if not performed. For instance, updating the track of a target
far from the available agents generally requires more power and time resources than
doing so for closer targets. However, the longer that distant target goes unchecked,
the more likely it is that the track will be lost. RRM algorithms seek to optimize the
allocation of available resources in order to minimize the overall cost to a scenario.
This optimization becomes more challenging as the search space and number of tracks

increase.

RRM research largely focuses on mathematical representations of the cost asso-
ciated with various tasks and in exploring different optimization algorithms. Com-
mon optimization schemes applied to this space are the quality of service (QoS)
method [66, 67, 68] and methods that apply the Cramer-Rao lower bound (CRLB)
[69, 70, 71,72, 73].
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2.5 Radar Search

The radar search function is a task within traditional RRM steps. Search is often
also referred to as surveillance, and represents the use of radar resources (energy and
time) directed at azimuth and elevation angles with the goal of detecting potential
targets of interest. The search function could be a sequence of radar illumination
actions in a set pattern or it could be determined at each radar action cycle based off
some criteria or policy. Traditionally, the search function is considered along with the
track function by an RRM scheduler. In those scheduler based systems the goal is to
balance radar resources between updating new tracks and search the radar space for
potential new targets. The classic challenge becomes a matter of maintaining as many
tacks as possible while still searching the radar space often enough to cover the space.
In both cases the illumination action space for the radar is the same as a function of
azimuth, elevation, power, and dwell time [74]. The following section will examine
three aspects of the search function from RRM: 1) search methods based on a pattern
or sequence of illumination to cover a space efficiently, 2) methods to represent the
search space to influence intelligent search decisions, and 3) intelligent search method

given varying degrees information or representations of the search space.

The first class of search pattern has its foundation in a geometric analysis of se-
quential illuminations often referred to as a raster scan method. The simplest raster
scan will partition the search space into a Cartesian space and then progress in either a
row or a column sweep. Typically, the raster scan will include an overlap of the previ-
ous illumination in order to reduce the likelihood that a moving target will evade in the
scan direction. Once a column or row has been swept, then the pattern will move in the
other Cartesian option. This will continue until the full space is scanned, and then it
will repeat [74]. If information is available regarding the geometry or intended direc-

tion of the target then a modified raster can be developed. The work in [75] explores a
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hallway example with a target attempting to pass a space undetected as well as a target
within a circle attempting to exit the space. In both cases the authors devise a pattern
and bounds to assure that given the target’s maximum velocity and the search agents
time resource that the target will be found. The second class of pattern based search
methods implement a stochastic approach with random or pseudo-random search pat-
terns. In these methods the search agent will illuminate areas based on a distribution
(typically uniform or Gaussian) and will search without replacement from a discrete

representation of the radar space.

The second aspect of search research and implementation is focused on different
ways to represent the radar search space. The default assumption is that all space has
equal importance and that there is no a priori knowledge. Many methods will use
this assumption but research has shown that if you have a priori knowledge you can
improve search efficiency. Additionally, even without initial assumptions, some rep-
resentation can improve search efficiency with a representation that updates following
the results of previous radar search illuminations. For this class of representation it
is common to descretize the space and then assign some value or probability to each
potential search location. The work in [76] assumes that targets have specific radial
velocities and radar cross sections but will appear in the space at different ranges given
a known probability distribution. Each possible action the radar can take is modeled
with a task quality and utilizes a cumulative probability of detection to drive action
selection. Conversely, [77] represents the search space with a probability of target ex-
istence and modeled a scenario with environmental generators of targets (i.e., an air-
port). This information is used to drive search action selection by selecting the action
to cover that areas of highest target probability. The work by Chen et al. [78] repre-
sents a top down view of the radar space (x and y Cartesian) with cells that contain
a likelihood value for a hidden target based on the stationary features of the environ-

ment. Finally, an entropy based method for search is presented in [79]. They model a
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probability of target presence with an entropy of 1 for probability of 0.5. There is no
a priori information but as areas are searched (initially randomly), the probability is
either increased or decreased, which updates the entropy toward 0. The goal is to max-
imally reduce the entropy in each time step. [80] represents previous scan data, and
multiple beam’s range and Doppler information to develop a large multi-dimensional

map.

The third aspect will focus on the methods that have been employed to determine
radar search actions often with a representation presented in the second aspect. A
simple approach when utilizing a space representation is to perform a summation of
some utility and identify the location of greatest value of said utility. The work in [81]
utilizes the linear solver CPLEX to create sub-regions to then perform raster scans.
Another common method is to use Bayesian theory to update the posterior probability
distribution given the information during a radar illumination [82]. Following the
feature representation presented in [80] the authors use a Hough transform to find
the features representing target. The work in [83] utilizes a genetic algorithm with a
fitness function focused on expected discovery distance and expected discovery time.
Finally the multi-agent challenge for surveillance has precedence using game theoretic
concepts like price of anarchy to coordinated multi-platform search coordination [84].
These methods are typically paired with a space representation or some features of
the search space. This is due to the fact that if there are no environmental factors or
a priori information, then all space should be searched with equal importance, and a

method like a raster scan or uniform random is optimal.

2.6 Radar Track Confirmation

While detection algorithms are designed to keep the Py, low, false alarms still oc-
cur regularly in real radar systems. This is due to a combination of the large number

of measurements that are taken and suboptimal performance in the interference rejec-
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tion of the detector [85]. If every detection not associated with an existing track was
used to establish a new one, then many false alarms could produce a track. This could
result in the track list growing rapidly with false tracks, consuming significant radar
resources to monitor targets that don’t exist. To avoid that scenario, a process called

track confirmation and association is performed [85].

Track confirmation is a relatively simple but important task. When a detection is
observed, it is first evaluated to see if it should be associated with an existing track.
Association is typically done using one of various probabilistic [86, 87] or joint prob-
abilistic [88, 89] association methods. If a detection is not associated with an exist-
ing track it is flagged as a potential track. That potential track must then be verified

through multiple repeated detections in rapid succession.
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Chapter 3

Machine Learning and Game Theory Methods Background

3.1 Introduction

The work in this dissertation focused on scalable multi-agent technologies within
the command and control (C2) domain utilizing radar for the initial steps of the OODA
loop. The pivotal decide and act steps have historically been completed by human
users with varying degrees of computer based assistance. As the modern C2 challenge
increases in scale, complexity and agility, additional domains in autonomy have been
explored and show great potential. A promising and powerful tool for automation and
autonomy in the last several decades is the emergence of AI/ML. The autonomy chal-
lenge has demanded methods for multi-agent coordination as realistic environments
expand into interconnected challenges where harmful action can emerge from allied
systems due to lack of coordination. Additionally, these systems need to scale from
single or low system collaboration to large distributed systems. This dissertation uti-
lizes the field of game theory to explore and address the growing need for multi-agent
collaboration. In this chapter, I will discuss the fundamentals of machine learning, the
ML method of reinforcement learning (RL), concepts of multi-agent RL. and meta-

cognition, and the field of game theory.
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3.2 Machine Learning

The field of machine learning has exploded in both popularity and applications in
the last 20 years. This includes application in engineering and radar signal process-
ing. ML is a subset of the larger field of artificial intelligence which is the utiliza-
tion of machines or computing to replicate the capabilities or task performed through
human intelligence. Al encompasses a very large range of methods from state ma-
chines, heuristic methods, and mathematical algorithms to modern trillion parameter
deep learning models. The following discussion will present and discuss the field of
machine learning but focus specifically on the deep learning methods used in this dis-

sertation.

ML is a subset of Al that includes the requirement that the parameters of a model or
equation are not predetermined, but instead determined through interaction with data
and/or an environment. The modern advancements in computational power has lead to
increase innovation in a subset of ML called deep learning (DL). DL is characterized
by the use of neural networks as the foundation for a machine learning model. There
are multiple model configurations in the domain of DL that are focused on different
applications and challenges. Figure 3.1 is a visualization of only a portion of deep
learning methods. Specifically these are methods that pertain to the C2 and RMM
domains. Additional detail will be given to the methods used in the research in this

dissertation, but an overview of these methods can be found in [90, 91, 92].

As shown in Figure 3.1, most ML methods can be classified in four main categories
based on the methods used for models to learn parameters as well as the expectations
of the data or environment. Most ML literature includes the categories: unsupervised
learning, supervised learning, semi-supervised learning, and reinforcement learning.
Unsupervised learning is a method of training a model to identify the underlying pat-

terns held within data or in the case of autoencoders to learn a mapping of input infor-
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Figure 3.1: Methods in Machine Learning

mation to some output data. Supervised learning is learning with data and label pairs.
The label is a truth value corresponding to input data that the model learns to predict.
Semi-supervised methods typically contain some form of truth or goodness metric but
typically have the model learn some task or behavior with a mixture of truth infor-
mation and the impacts of model performance. Popular generative models [93] and
large language models are examples of semi-supervised learning [94]. Reinforcement
Learning is a subset of semi-supervised learning that has a model act on a dynamic

environment and learns based on its impact upon the environment [95].

The work in this dissertation utilized supervised learning artificial neural networks
(ANN) and reinforcement learning extensively and will be discussed in detail in the
following sections. Additional discussion is made regarding multi-agent architectures

and methods in machine learning.
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3.2.1 Neural Networks and Supervised Learning

The oldest form of DL is also the core building block of modern DL models, the
perceptron. The perception was introduced in 1943 by Warren McCulloch and Walter
Pitts [96] and is modeled after the biological neuron found within most animal life.
This mathematical representation of the neuron, the perceptron, is relatively simple

with an example shown in Figure 3.2 and a mathematical representation:

g = flwo+ Z w;T;) (3.1
i=1

xz‘wz: Zf() y

Wy

Figure 3.2: Simple Perceptron

A single perceptron can have m inputs that are weighted and summed with a bias
weight. This summation is then processed by an activation function. The learned com-
ponent for a perceptron are the weighting parameters. Activation functions in practice

are required to be non-linear and differentiable. The reason for this requirement is due
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to the solution to the exclusive or (XOR) problem famously presented by Minsky and
Papert in 1969 [97]. This work made the case that a single layer of perceptrons were
unable to solve an XOR data set. Even with a non-linear activation function a single-
layer continuous boundary of any form cannot separate this data. Admittedly they
mentioned the use of multi-layer perceptrons, but at the time they lacked a method for

updating weights in a multi-layer perceptron.

A major breakthrough for neural network systems came with the work by Rumel-
hart in 1986 with the introduction of backpropagation [98]. The weights of the per-
ceptron were updated by using the error from a prediction to change the weights based

on their contribution to an incorrect prediction. This took the form of:
W; = Wi — ﬁ(yj - 3/})%‘ (3.2)

Where w; was the weighting parameter for ¢ inputs of a perceptron, y; is the truth

or label corresponding to data input x; for j outputs, and y; is the predicted output.

This process works well for a single layer but it presented a challenge for multi-
ple layers. The introduction of backpropagation utilized the chain rule in calculus to
propagate the error gradient through layers. This combined with a matrix representa-
tion and linear algebra creates an elegant solution to update all weights efficiently that
also was computationally efficient for parallel processing units like graphic process-
ing units (GPUs). A full multi-layer perceptron also called a dense neural network or

ANN is shown in Figure 3.3.

To better under stand the math for back propagation, first we will define the for-

ward process for each layer:

7L — ) x (L)
AW = funy (2™ (3.3)

c® = fr,(v® y®) for output layer
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Figure 3.3: Artificial Neural Network

For this matrix representation, Z(%) is the cross product or sum of the product of
weights and inputs, A" is the activation output of a layer (this is Y (©) for the output

layer), and C'") is the cost at a layer. The equation to update the weights of a layer is:

65O &)
o _ o _ 0
W —w €S (3.4)

Effectively, this process assigns gradient associated with each weight given that
weight’s contribution to the cost from the loss function. In order to determine this
back propagation used the chain rule to determine three gradients and uses matrix
multiplication to update weights. The three gradients relate to the series of equations

in (3.3) and are:
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sC(L) sZ@L) §AWL) §O(L)
SWE — WD 520 §AL)

% = X1 = A

jAD (3.5)
570 = Jaw)(Z7)

sO(L)

SAD) F YD ADY = 2(A — ), for L2 norm

The elegance of this method is that cost associated from the prediction in the final
layer and the loss function can be propagated through any number of layers and the
weights can be updated based on their contribution to the error in the prediction. This
efficient updating method is the source of the requirement that activation functions f,

and loss/cost function f, are differentiable.

Now that the form of an ANN is presented the discussion of the function and
setting used for model formulation is important. These additional design selections
are referred to as hyper-parameters. The first set of hyper parameters to discuss are
common activation functions. In order to use back propagation these functions must
be differentiable. A common list of activation function and the situations to use them

are included in Table 3.1

All of the above are common hidden layer activation functions, but some suffer
from issues identified by the community. The sigmoid and tanh functions suffer from
the “vanishing gradient problem’ which happens when the input become very large or
small then the corresponding gradient approaches 0. This cause an issue were learning
can either stop or slow down significantly. The standard ReLLU can suffer from the
“dying ReLLU problem” because any negative value will become 0. This means that if
a neuron can become negative then the neuron will “die” as the gradient cannot change

future weights.

When it comes to output activation function, the list should reflect the problem that

is being solved. The most common problems solved by ANNs are either regression or
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\

Activation Equation Challenges
Function
Sigmoid falx) = H% vanishing  gradient
problem
Hyperbolic fa(z) = tanh(z) = S7= vanishing  gradient
Tangent (tanh) problem
Rectified Linear | f,(z) = max(0,z) dying ReL.U problem
Unit (ReLU)
.
Leaky ReLU | fu(x)=4 = =Y N/A
(LeLU) |z, otherwise
.
Exp. Linear Unit | f,(z) = o r=0 N/A
(ELU) ale® — 1), otherwise

Table 3.1:

Commonly Used Hidden Layer Activation Functions

classification problems. A regression problem trains the model to predict continuous

values in some range and a classification problem looks to predict if the input data

is part of some class. Both the type of problem and the range will often necessitate

different output activation functions. Common output function are presented in Table

3.2

fule) = 555

7

Activation Function | Equation Utilization

Linear folz) =2 Regression

Sigmoid folz) = H% Binary and Multi-label classification
Softmax classification of N classes

Table 3.2: Commonly Used Output Layer Activation Functions
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The next hyper-parameter to discuss is the types of cost function typically utilized
for ANNSs. It is important to use a loss function that supports success for the challenge
the model is training to predict. Some of the functions are useful for regression or
classifications and others are hybrid methods or address some derived component of

fitness or goodness the model should attain. Common cost/loss functions include:

Cost/Loss Equation Utilization
Function

Mean Absolute | f.(y,9) =+ > [y" — ¢ Regression
Error

Mean  Squared | f.(y,9) = = > " (y' — §')? Regression
Error

y

%Z?(yz _QZ)Qa
ly' =9 <o

Sy =),

o(ly' = 9’| = 30) >0

Huber Loss fe(y,9) Regression

\

Binary  Cross- | fo(y) = £ 37 —y,log(p;) + (1 + vi)log(1 — p;) | Classification

T n

Entropy

Categorical fely) = 52320 X2 yiglog(piy) Classification
Cross-Entropy

Table 3.3: Commonly Used Output Layer Cost Functions

The list above are common loss functions, but it is important to understand that
significant research is underway regarding custom cost functions as well as utilizing
distribution based approaches like the Kullbeck-Leibler divergence and Cosine Simi-

larity.
A common problem with ANNSs is a result called overfitting. Overfitting is when
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a model learns a dataset so well that it learns the predict the noise within the data
instead of the underlying function or problem. To avoid overfitting, the methods of
drop out and normalization are common. Dropout is a method to ignore updating
some percentage of weights at random. While normalization is smoothing effect that
is applied to weights in the same layer after updating. Additionally, it is very important
when training and testing a model to maintain independent training, validation, and
testing subsets of the data/label pairs. At the end of some training interval, called an
epoch, the current model is tested against the validation training set which is used to
measure the convergence of the model instead of the of the training set. It is very easy

for a model tested on its training set to overfit.

The final hyperparameters can have significant impacts on learning for ANN mod-
els. The learning rate e controls how much parameters change for each update. Typi-
cally, learning rate is a small number (e ~ [0.01,0.00001]) as the cost for uncontrolled
learning is usually more problematic than needed longer training cycles. Typically
training is done in batches where some batch of data is trained before each parameter
update. The final consideration for training a model is the stopping criteria. This is
the method to determine when to stop training. The simplest method is a set number
of epochs before stopping. This is not very effective as often a model can over train if
run too long or can plateau if not trained long enough. One common stopping criteria
is based on evaluating an epoch for some success criteria. Another method is called
patience. Patience will look at the change in performance for a model and save the
best model over time. Then, it will stop if a new iteration has not surpassed the best

saved model after some time period.

3.2.2 Reinforcement Learning

Reinforcement Learning (RL) is a method within machine learning that utilizes

feedback from an environment to train agents to make decisions. This process has an
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agent make an action selection a; based on an observation w; of the environment state
s¢. In turn, those actions will impact the environment and a reward r; is returned to
the agent providing context regarding the impact of the action selection. The agent
will then utilize machine learning methods to update action selection for the future.
Finally, the environment will provide the updated state and the process will iterate. A

visual representation of this process is shown in Figure 3.4 [99].

Agent
I
ay Wi+1 Tt
Environment
—
8t — St11

Figure 3.4: Agent-Environment Interaction

A core aspect of RL is that the agent uses trial and error experience of the environ-
ment as opposed to a priori knowledge of the environment state. The goal of RL is for

the agent to learn good behavior or strategy for action selection.

The majority of RL methods assume a Markov decision process which is modeled

by a 5-tuple (S, A, T, R, ).
* S is the state of the environment.

* A is the action space, which is the output for the agent. The action state space

represents all possible actions the agent can make toward the environment.

* T is the state transition function, which describes the probability that the envi-
ronment changes from state s to state s’ after the cognitive agent takes action a.

Mathematically, this is written as
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T(3t7 ag, 3t+1) = P<St+1|5ta at) (3.6)

* R is the reward function R : S X A xS — [0, R4, of the environment, which

is a reflection of the objectives of the environment.

* v is a discount factor which decays the impact of past rewards in cumulative

reward calculations.

There are various RL methods but each will focus on some combination of policy,
value, and models of environments. The work in this dissertation focuses on model-
free RL algorithms for an extensive overview of model-based RL see [100]. A break

down of model-free RL algorithms can be seen in Figure 3.5 from [101].

Q-Learning

4-[ Limited States H Dlscfrete ]7
Actions

SARSA

I

Model-Free DQN, DDQN
RL Algorithm Discrete
Actions

Deep SARSA

Unlimited
States

Value

REINFORCE

Continuous Policy Optimization
Actions (TRPO, PPO)

Actor-Critic

—

Figure 3.5: Model-free RL Algorithms

Policy represents how an agent selects actions and is represented as 7(s) : S — A
for direct action selection or 7(s,a) : S x A — [0, 1] representing a probability of
action selection given a state. The value function is the expected return given a policy

selection. This is expressed as:

o0

V(s) =E[>_ vrilse = s, 7] 3.7)
k=0
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An additional equation of interest used across RL is the concept of the Q-value
function Q" (s, a) : S x A — R which represents the expected return for an agent that
takes a specific action a given a state s while it follows a policy 7. This is expressed

as:

Q"(s,a) = E[Gy|s; = s,a; = a, 7]

> (3.8)
Gy = Z Y Tt+k
k=0
The final concept important to RL is that of the advantage function, which repre-
sents the expected advantage of action selection given value and Q-value. This takes

the form:
A" (s,a) = Q"(s,a) — V™(s) (3.9)

There are multiple versions of RL that utilize policy, value, Q-value, and advan-
tage to encourage learning. The following is a detailed discussion of two methods
appropriate to signal processing and radar game models. [99]

The first method is called the double deep Q-network (DDQN). In a deep Q-network

the estimated Q-function is represented as:
Q' (s,a) = Egc[r +ymax Q*(s', d)|s, d] (3.10)

where Q*(s,a) is the estimated Q-value given a state-action pair. A basic DQN
will train a deep neural network (DNN) to be the agent policy by using the Q function
for back propagation and neural update. In practice the DQN will overestimate the Q
value of the system which leads to unstable policies and reduced performance. The
DDQN has a primary DQN (0) that learns for same period 7 and then transfers the

neural network parameters to another target DQN (#') with identical structure. At
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each 7 period the parameters in the target network are updated by a combination of its

historical parameters and the primary DQN:
0 710+ (1—1)0 (3.11)

The updated target model makes action selection while the primary model learns
every time step before the next update step. This balanced structure reduces unstable
behavior as the policy DQN is updated slower and has a smoothed understanding of

the system’s Q-value. [102]

The second method to discuss is the actor-critic model (AC). The AC model has
two DNN'’s with the actor providing policy and the critic estimating the value (or Q-
value). The actor utilizes a gradient policy method from the REINFORCE RL method.

The core concept is that policy methods define an objective function:

T-1
J(0) = E[> il (3.12)
t=0

The gradient of the REINFORCE objective function is calculated to update the

policy parameters:

T-1

VoJ (0) =B, > Vologm(ar]s)G] (3.13)
t=0

The critic in the AC method decomposes the gradient of the objective function and
applies the expected value calculation to the GG; function 3.8 as a substitute for the
Q-function. A recent update to AC models called A3C updated the Q-function to the

advantage function in equation 3.9:

T-1

VoJ(0) = B> ologm(ais,)]A(sy, a) (3.14)

t=0
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Figure 3.6: Actor-Critic Architecture

A depiction of the AC methods is depicted in Figure 3.6 [103, 99].

The work in this dissertation uses Asynchronous Advantage Actor Critic (A3C),
of which there are two independent sets of parameters: Critic (¢) and Actor (6) pa-
rameters both optimizing a single policy (7). The Critic’s parameters are optimized
to create a function (V™ (w|¢p)) representing the value of a state (w) when following
the learned policy. The quality of a state (Q(w, «)) is the discounted reward of the
state-action («v) pair in question given future states achievable in a single episode (7').
As the state space is large, we estimate the () function by calculating the discounted
sum of rewards when following an execution of the current policy through a single

episode:

Q™ (w, ) = > [Rlwi|an) x "] (3.15)

t
where ¢t € T’ is a state-action pair in the ordered set of episode state-action pairs
(T), R(w¢|cy) is the reward for the state-action pair, and v € [0, 1] is the discount
factor for future rewards received. As the value function needs to be biased towards

the quality of a state to recognize future potential rewards, we optimize the critic’s pa-
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rameters by the mean squared error between the value function and estimated quality

of a state, making the loss function as follows:
1
L(g) = |—T|Z[V”<w\¢> — Q" (w, )] (3.16)
t

The Actor is responsible for the action made given a state, known as the action
distribution (mg(cv|w)). As actor-critic is a temporal-difference algorithm, we want
to optimize the Actor’s parameters by discovering the advantage of taking one action
over another. We define the advantage function as the difference between the estimated
quality of a state-action pair following the policy and the estimated value of a state,

shown below:
AT (w,a) = Q" (w, ) = VT (w]|o) (3.17)

To bias the actor model towards a better action, the output of the actor is treated
as the mean of the action distribution. To update the parameters of the model, the
loss function is defined as the normalized log-probability of the taken action and the

advantage of the action taken:
L(0) = —log(ms(r|w)) * A™(w, @) (3.18)

This is derived from Proximal Policy Optimization (PPO) [104] and allows the
model to compare the temporal-difference between action distributions. This encour-
ages convergence to better actions when optimizing both loss functions independently.
RL methods have the advantage of being very flexible and only relying on observa-
tions with limited information and the mechanism design of reward functions. This
comes at the cost that it can be difficult to optimize the observations and the rewards

to encourage learning desirable strategies.
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A modern update to RL includes the use of multi-Agent RL (MARL) methods
to train agents that learn multiple related objectives with the same model [18, 19].
The field of meta-cognition utilizes a hierarchy of single task agents and a selection
mechanism to determine the appropriate task given the environmental state. Meta-
cognition has the advantage of being modular and allowing agents to be replaced with
other methods [105]. Nevertheless, MARL has shown that when tasks are related, then
learned behavior is more consistent and multi-task and multi-agent coordination can
be learned in a single model. RL methods have the advantage of being very flexible
and only relying on observations with limited information and the mechanism design
of reward functions. This comes at the cost that it can be difficult to optimize the

observations and the rewards to encourage learning desirable strategies.

3.3 Game Theory: Representations

Game theory (GT) studies the interactions between agents in an environment or
game. These interactions are logically and mathematically modeled to describe and
optimize an agent’s decisions. The games are represented by rules and objectives to
achieve a specific desired end state. These rules and objectives are used to limit the
complexity of games which allows for mathematical modeling. The strategic form
game is the most common form studied in GT. This game utilizes a payoff function,
u, which assigns a utility value to actions which are then used to determine a course of
action. Strategic form games allow for adversarial, collaborative, and multi-objective

interactions between agents.

G = (K, (Sk)reics (Ur)rek)

where ug, : S X -+ xS — R (3.19)
(817 R Sk) — uk(s)
This will often include the notation: s_, = (S1,...,Sk_1,Sk+1,---,Sk), Which
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represents the strategies taken by all agents other than agent £ [106].

Depending on the variations to a strategic form game, the goal for agents in this
game is to either minimize cost or maximize utility for themselves. The “solution” to
the game is a mixed concept called optimality which relates to a stable equilibrium
or dominant strategy. The primary optimality for strategic form games is the Nash
equilibrium (NE) which is a point in the game where no player can gain greater utility
by changing their strategy as long as all other players maintain their current strategies
[107]. It is possible for a game to have more than a single NE as any local maxima
in the utility function can result in an equilibrium state. The strategy methods sec-
tion will breakdown common methods to encourage solutions toward the global NE
or transform the game function to enable optima variations. Strategic form games can
be adversarial, collaborative, or mixed objective focused. These variations are repre-

sented when the sj, and s_j, vectors map to unique utility functions for different agents.

Extensive form games are a strict representation of adversarial and collaborative
games, similar to the standard form, except they require perfect information and uti-
lize a tree structure to represent all strategy options with leaves terminating in utility
values. The extensive form is more complete than the strategic form and is intuitive for
full game solutions. The main drawback in using the extensive form is that it requires
full information of all strategies and the resulting utility, which makes it infeasible for

many applications. [106]

Where strategic form games can be either adversarial or collaborative, the coali-
tion form games are only collaborative and assume that all agents are willing to
work together to maximize the utility of the system. Following the assumption
that all agents are willing to work together, coalition form games focus on solu-
tions that form coalitions (subsets) of agents. This game form is concerned with
the size and amount of coalitions, when they should divide or sustain member-

ship, and the optimal configuration to maximize utility. Inside each coalition, the
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players may choose strategies, similar to a strategic-form game, but the goal is
to analyze the formation of the coalitions given communication between the play-
ers. Coalition form games consists of £ = {1,..., K} players with a total of
28 = {0,{1},{2},..., {K},{1,2},...,{1,..., K}} possible coalitions (C). Each
of these coalitions has a value function (v) that represents the utility of the players
within a coalition. The general framework for coalition form games is:
v:2k — R
(3.20)
C—v(C)
Strategic form collaborative games focus on a balancing of utility or mechanisms
to discourage disruptive actions. Coalition form games, instead, focus on maintaining
stable coalitions as the environment changes, not just resource allocation and individ-

ual utility maximization. [108]

This work focuses primarily on collaborative, strategic form games. This assumes
that agents are willing to work together and form coalitions with the intention of
achieving an optimal coalition configuration to maximize utility. This form of game
can converge to a point where future agent decisions or actions will not increase util-
ity for the agents. When this condition happens it is called a solution. However, for
complex games, such as those in the radar domain, a solution may not exist or may
be unsolvable in a closed form. Collaborative GT applications include: information
sharing for informed agent strategy; game solution design; and established methods

like consensus, price of anarchy, and regret management.

3.4 Game Theory: Agent Methods

As discussed above, the primary solution for strategic form games is related to
optimality (7). The original representation of optimality is the NE. Both local and

global NE can exist in complex games. In order to drive solutions that align with the
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global NE, multiple methods have been proposed which modify the NE interpretation.
These methods include: Pareto optimality, social optimality, price of anarchy, and

mechanism design techniques.

The Pareto optimality is the point where it is not possible to increase the utility of
one player without decreasing that of at least one other. This optimality encourages
stability in a game where a strategy cycle among players is present [109]. The social
optimality looks to maximize the utility in the system as a whole. It represents a so-
lution for the combination of player strategies that results in the greatest total utility
regardless of individual agent results. The price of anarchy is a measure of perfor-
mance loss given selfish actions among agents. Specifically, it is a ratio of the utility
from the current strategy divided by the worst possible NE in the system. Price of

anarchy is represented as:

maXses Z uk<3)

PoA = kek 321
aRT— Ty (21
kel

Price of anarchy can be used to weight the utility of game states due to the social
welfare cost of strategies [110]. The last solution mechanism related to the NE is
called mechanism design. Mechanism design looks to improve system efficiency and
stabilize to desirable states by applying a transformation to the utility function and
then obtaining the NE for the transformed game [111]. More broadly, mechanism
design, also referred to as Reverse GT, can alter the design of games in such a way as

desirable solutions are both possible and stabilize to a NE.

A second class of strategic game solutions keeps the game and NE the same but
modifies the solution concept. The two most common methods to accomplish this are
the correlative equilibrium and the Nash bargaining solution (NBS). The correlated
equilibrium method is a randomized assignment of action recommendations to agents

where all agents have no benefit to deviate. This is represented as a joint probability
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distribution calculated across all strategy combinations. The main purpose of corre-
lated equilibrium is to use probability distributions to recommend actions leading to
NE that incentivizes agents to accept[112] [106]. Parameters of the correlated equi-
librium include using either public signals providing recommendations to all agents
or private signals providing recommendations only to a subset of agents. A variation
called coarse correlated equilibrium assumes players decide whether to commit to the

recommendation before receiving a public or private signal.

The NBS uses a communication mechanism to encourage bargaining between
agents to explore the options with the maximum product of utility among strategies
from a disagreement point. NBS requires the utility function ¢/ to be a convex set as it
provides a solution of:

max (u1 — )\1)(U2 - )\2)
() (3.22)

subject to: uy > Ay, us > Ao
where (A1, \o) is a “disagreement point” within /. Originally NBS applied to only
two player games but it can be expanded to multiple players. This expanded form still
needs a convex utility function and is often updated to a coalition form solution as the

NBS is improved by considering coalitions[113].

The simplest form of GT, or lack of GT, is the best policy method. This method
has all agents implemented separately and then they select the action from their policy
which best maximizes their utility. A variation is the collaborative best policy method
in which agents share information. After information is shared the individual agents
are free to follow their best action policy, but usually incorporate the new information.
Both of these methods are often included with other learning agents as they represent

a strategy instead of an agent themselves.

The best response dynamic (BRD) is a type of evolutionary game theory that up-

dates strategy rules, where player’s strategies in the next round are determined by their
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best responses to some subset of the population. Two common variations of BRD are
the Gauss-Seidel method [114] and the Lloyd-Max algorithm [115]. The Gauss-Seidel
method is a sequential application of each agent using BRD in turn until convergence.

This method originated from iteratively solving a linear system:

ap; a2 0 I 71
a1 Q22 T Yo
- t+1 3.23
given time ¢: z1(t + 1) = Y1 — apwa(t 1) (3.23)
an
- t+1
a22

where x, is the action of an agent, yy, are utility observations by agents, and a;; are
assumed to be known conditions of the game. This assumption is a strong restriction as
it requires understanding of the game mechanics. The Lloyd-Max algorithm is similar
to k-means clustering as it partitions a space into cells and aligns the cell centroids
to the optimal regions in the space. When applied to the utility function this iterative

method can lead to convergence among multiple agents.

The regret management algorithm utilizes an evaluation of regret to apply a prob-
ability of action selection. Each agent assigns a regret value for a selected action ay, ,
by calculating the difference between always doing this action versus following the

current strategy. This is expressed as:

t
1
Tk,ak,n@ + 1) = z Z uk(ak,n, a,k(t’)) — uk(ak (t/), a,k(t’)) (324)
/=1
Regret management assumes that the agents have a method to estimate their own
utility. As the algorithm iterates, it builds an action distribution 7 (t) =
(Thap1s- -+ Thiany)- This is updated by the regret calculations where positive regret

implies that the given action should have higher probability. Similarly, negative regret
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implies that the action should have a lower probability. The system stabilizes its action

distribution when regret approaches zero. [116]

The final category of agents includes the collaborative methods consensus and
merge-split. The consensus algorithm utilizes full information sharing among collab-
orative agents to reach an optimal consensus strategy. It operates on the assumption
that players will share full information and that a strategy exists that optimizes col-
laborative utility. A simple version of consensus utilizes a weighting matrix 3. This
matrix represents the confidence each agent has in its collaborative partners. This is

expressed as:

ag(t +1) = ap(t) + > Brja;(t) — ax(t)) (3.25)

JEAK
A simplified version allows the convergence matrix to collapse the relationship
with the weighting matrix (C) with the form a(t + 1) = Ca(t) and reflects a dynamic
weighting of collaborative action intent influencing an agent’s action selection. [117]
There are multiple versions of consensus implementation, but a core characteristic is
information is shared and action policy is modified in light of the additional informa-

tion.

3.5 Collaborative Game Theoretic Examples for RRM

A specific class of GT utilized in this dissertation are collaborative methods for
coordinating agents. These examples are all characterized by game designs and GT
methods that encourage agents to meet shared goals. The applications discussion will
focus on those with minimal information sharing, direct collaboration, and examples
with integrated collaborative mechanisms. The work in [118] specifically explored
producing a collaborative outcome while using non-cooperative approaches. They

used reward and punishment structure within a zero-sum distributed Goore game
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model. The Goore game model asks agents to make action selection without any
shared information or observation of other agent actions; then the game rewards or
punishes individuals based on a collaborative objective and their part in the result.
The agents attach a probability to action based on rewards. It was shown that the
agents will settle to a collaborative NE if one exists. Song et. al. utilize a two step
process to structurally enable collaborative search with multiple UAVs. In their sce-
nario, multiple UAVs will perform an optimized domain search pattern until a target
is detected. Then the group identifies the closest searcher and they engage in a local
search algorithm based on a matrix of action options and their estimate of target mo-
tion to hunt the target. The remaining members continue the search for other targets.
Together the framework leverages collaborative search and strategic finding methods

for improved performance over heuristics and other pure strategy methods. [119]

This next class of collaborative search examples have individual agents that opti-
mize personal utility but include a structure or hierarchy that causes a collaborative
system response. The authors in [120] present a search game with different regions
with underlying receiver operating characteristics (ROC) representing the trade-off of
detection rate and probability of false alarm. There are a set of searchers and an in-
telligent planning agent. As the searchers explore the region with random sweeps the
planner estimates the ROC in the map. The centralized planner then orchestrates the
search patterns of the search agents in order to improve overall detection rates. This
single planner creates a collaborative search result without controlling direct actions,
but by influencing the underlying search agents. The work in [13] investigated GT ap-
proaches to a joint beamforming and power allocation problem. It initially tests selfish
agents with no collaboration and compare it to a leader-follower consensus modifica-
tion with a Stackelberg game. The Stackelberg game included a surveillance agent as
a leader which sets an interference cost. The follower agents then select actions while

leveraging the interference cost. Then the leader selects its action to optimize any gaps
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in the follower’s actions. This results in a mechanism to discourage interference with

an intelligent optimization of the remaining search space to be covered.

The last two examples of collaborative search use integrated GT approaches to or-
chestrate collaborative action among players. The consensus algorithm is utilized in
[14] with a modification to address the exponential growth issue for all collaborative
agents analyzing and optimizing with all other agents. They implement a local neigh-
bor optimization which modifies each agent’s utility function to account for the action
of its (n) neighbors. The neighbor list is relative to proximity and changes throughout
the game. They showed that this local optimization causes a positive global collab-
orative response. The final example [121] utilizes a particle swarm optimization to
address collaboration by multiple agents. Each particle is treated as a possible strat-
egy for the agents. The particle swarm algorithm then causes the particles to con-
centrate around winning strategies. This grouping drives action selection probability.
These collaborative search methods demonstrate the breadth of games, agents, and GT

methods that can be viable in the domain of search and evade.

72



Chapter 4

Multi-Agent Track Confirmation

4.1 Introduction

This chapter will focus on the exploration of multi-agent methods to address the
command and control (C2) challenge of confirming highly evasive targets with lim-
ited radar resources. This challenge is modeled as a search and evade scenario for a
specific radar resource management (RRM) task. Traditionally, the challenge of track
confirmation is addressed by having a radar platform illuminate a potential detection
again. The logic is that it is increasingly unlikely that a false alarm will happen in
the same range bins in the case of repeated illuminations with the same or very simi-
lar elevation, azimuth, and power settings. This assumption holds for radar platforms
with much greater resources (time budget and computational speeds) than the potential
motion of a target of interest. Essentially, if we assume that a subsequent illumina-
tion happens quickly enough that a moving target will not have moved enough to be
missed. Additionally, even if the target has moved, if it moved in a simple linear or
constant heading then it can be associated with the original detection and a track can
be established. In these scenarios the RRM task of track confirmation is a trivial effort
of repeated illumination. The work in this chapter explores the situations where this

assumption does not hold and a target is evasive while the platform has reduced radar
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resources. In this scenario, a repeat illumination is unlikely to find the target, instead
this becomes a search and evade challenge where the platform is trying to accomplish

low history tracking and space reduction strategies.

The reasoning for presenting this scenario and exploring this space is inspired by
the C2 reality, that multiple UAVs with reduced resources and computational capacity
will be engaging with other smaller and highly evasive UAVs. In this scenario, the
targets are more evasive and the platforms have less time to attempt to search and
find targets. This creates an interesting and underexplored domain in RRM that can
benefit from both AI/ML tools and includes the potential for multi-agent collaboration.
This scenario is very difficult for any single low-resource radar platform to effectively
confirm another evasive target. But given that this C2 scenario will have a swarm of
collaborative platforms, this work explores multi-agent strategies for success. When
combined together, this track confirmation challenge becomes a challenge for low

information collaboration of multiple radar systems.

An additional C2 based need that I choose to address with the methods explored is
the desire for potential human-machine pairing. This drives an engineering need for
systems to be modular in design such that a radar task could be conducted using the
AI/ML methods explored in this work, traditional radar methods, or a human user. Ef-
fectively, this pushes a design philosophy toward hierarchical architectures with each
component focused on a specific role and well-defined input and output requirements.
Therefore, I avoided methods that integrate multi-objective or multi-agent action se-
lection that are determined with internal ML mechanisms. The reasoning for avoiding

these methods also supports the C2 need for explainability and trust in systems.

The reality of the C2 domain is that the performance of a method is only one
aspect of the adoption of new technology. When the impact of a method has high
cost and the capacity for false alarms or false confidence is low, then there exists a

high bar to entry for adoption. Therefore, in this chapter I approach the exploration
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of methods with the goal that AI/ML methods are either explainable or have focused
action spaces so that their behavior has a tighter scope and erroneous behavior is easier
to isolate and analyze. Practically, this means that the methods explored will focus
on specific singular objectives, and thereby avoid monolithic structures, that looks to

solve multiple objectives using internal integration.

The final constraint driven by C2 operations is a practical aspect of potential soft-
ware methods. In many cases, C2 operations need software to be integrated on embed-
ded systems and it needs to operate in real time with the other systems in the operation.
This incentivizes the method to have a smaller computational footprint. For AI/ML
methods, this means focusing on lower parameter counts and efficient feed-forward
run times. It is important to note that AI/ML methods are often computationally ex-
pensive during training, but the feed-forward or off-line implementation has lower
computational requirements. As a result, much of the work in this section will imple-

ment simple ANNSs and efficient game theoretic methods.

As with any engineering challenge, there is a trade-off for adhering to these con-
straints. The performance of integrated multi-agent learning referenced in section
3.2.2 is promising but its internally integrated nature is often at odds with the mod-
ularity constraint. Similarly, many advanced AI/ML techniques utilize transformers
the translate input states into difficult to explain latent spaces. The use of latent space
based methods provide enhanced performance and flexibility, but has to be used with
the understanding that they increase the difficulty of explainability. Research is un-
derway to bridge the gap of latent space explainability [122], but as of this work it
is not mature enough to be broadly considered explainable. Finally, many promising
advanced ML methods require very large parameter counts. This imposes a challenge
as training these large models requires super computing access and has large compu-

tational requirements even in off-line or feed-forward modes.

This chapter will follow my research over the last two years with a conference
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publication, journal publication, and additional testing. This work was accomplished
with a philosophy that focused on testing a low assumption baseline implementation
and then increase to fidelity of the simulation to approach realism. Additionally, this
iterative process resulted in changes and improvements to the methods proposed. Al-
though the work was completed in three separate time frames and tested to complete-
ness for publication, there is significant overlap in the simulation and methods. In
order to streamline the presentation of this work the following sections will discuss
the problem space, simulation designs, heuristic evasive target behavior, implementa-
tion of track confirmation agent and multi-agent collaboration, results, and discussion
of all three iterations together with insight into the differences and the reasons for the

changes.

The initial work was published in the proceedings for the International RadarCon
2023 in [20]. The next improvement was an expansion upon this baseline concept
and implementation. The simulation is updated with a medium fidelity radar simula-
tion that implements detection clutter ridges with reduced probability of detection as
Doppler frequency and radial velocity approach zero and well as the impact of false
alarms. This work was published in an expanded journal in IET Radar, Sonar, & Nav-

igation in January of 2025 [21].

4.2 Problem Space - Mechanism Design and Radar Challenges

The main problem space for this work is the search and evade type of game in GT
with the underlying environment and agent observation modeled as a radar challenge.
In this work, the term game will be used in the context of a game mechanism from
GT. This includes the physical representation of the environment, the agents whose
actions impact the environment, the methods and restrictions to agent perception and
actions within the environment, and the rules governing gaining utility in the game

and ending the scenario.
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This search and evade game is a strategic challenge that has increasing difficulty
for agents when information is limited. In this game, the challenge for the agents is
the find and confirm the position of an evasive agent. In this case the intelligence,
surveillance, and reconnaissance (ISR) agents will undergo multiple steps in the RRM
domain. This challenge is critical when a highly evasive target of interest has conflict-
ing objectives and engage in a adversarial exchange. This will entail surveillance of
a space, identifying a target of interest, and establishing a track confirmation. In this
game mechanism the ISR agents will survey objective points, one of which the target

is attempting to reach.

RRM is characterized by three common tasks: search, confirm, and track. The
search task surveys a radar space that could contain potential targets of interest. The
goal of the search task is to find those targets as efficiently as possible. Track con-
firmation is a required task given that the process of detection could result in false
alarms. Therefore, a potential detection needs additional detections to confirm that it
was a target and not a false alarm due to noise or interference. Once a track is es-
tablish following confirmation, the the tracking task predicts the future position of a
target and utilizes resources to maintain the track with updated detections. Track con-
firmation has increasing complications with a highly evasive target as it may no longer
be in the same location as a detection when confirmation attempts are made. If a radar
system has limited resources and a target is highly evasive then confirmation becomes
a challenge similar to tracking but with little to no historical information about the po-
tential target. It is this challenge that inspired the original game design to explore low
information track confirmation methods and the potential of multi-agent collaboration

using game theoretic principles.

Traditional RL techniques have been used with deep learning models to create
agents that learn strategies from the environment [99]. These learning agents are

used to support traditional controls and signal processing tasks in multi-agent and
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distributed systems. Subsequently, there is a corresponding need for effective coordi-
nation of these agents. The field of GT has historically provided this coordination by
modeling a game representation of an environment with structured rules and solution
mechanisms. GT focuses on game adaptation to physical environments, methods to
analyze adversarial behaviors, and coordinating responses from collaborative agents.
The combination of learning agents and GT methods provides the tools to develop
cognitive systems that explore dynamic solutions for complex radar challenges. This
chapter explores the impact of collaborative GT methods applied to RL search agents
within a search and evade challenge as a strategic form game [106] of a command and

control challenge.

In modern command and control there are multiple evasive agents, search agents,
and naive actors. This results in a complex environment and establishes a growing
need for cognitive systems and multi-agent coordination for successful operation.
There are core challenges to adapting GT concepts to the RL domain. The follow-
ing research describes my development of a realistic radar search and evade game
followed with exploring collaborative GT methods and how to apply them to deep RL

agents with a comparison to a Gaussian baseline.

4.3 C2 Scenario Design

This section will explain my design of a baseline implementation of a two agent
collaborative approach to track confirmation in a search and evade game. This work
will focus on the track confirmation task, but also includes a heuristic search task
utilized by all agents. The mode selection implementation for each agent is a naive
heuristic that will always select the track confirmation task when a potential target is
detected and will select the search task if the target is lost. In addition to exploration
in the track confirmation task the two agents will use a game theory based operations

method to improve coordinated utility. This work was published in the paper [20]
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and presented at the international radar conference 2023 in Sydney Australia, and was

included in the best papers award list.

In order to limit the complexity for this initial research, I decided to limit the ob-
servable area and potential locations for objectives and targets to a 10 km by 10 km
two-dimensional space. The view of the observable space is a top down view and
subsequently limits the radar actions to range and azimuth. I designed the underlying
simulation to scale for future research such that the simulation can generate any num-
ber of radar agents, targets of interest, and objective points. This was developed using
the gym environment [123] in Python and included classes to represent important fea-
tures and actors. For this initial research I made the design decision to include two
radar platforms, one target, and four objective points. I made this decision to limit the
amount of computation and time needed to test the simulation as well as to limit the
amount of variable actors, so that I could have greater confidence in results and iso-
late variance while still receiving generalized results. My colleague, Timothy Sharp,
coded a render function that could visualize videos of scenarios for debugging issues
and for presentation. A frame of one of these videos and representation of the game is

shown in Figure 4.1.

For this initial implementation the two radar platforms were positioned at -3,400
meters in the y-dimension and along the x-axis at 3,333 and 6,666 meters. The four
objective points were uniform randomly initialized within the 10km by 10km game
area but not within 100 meters of an edge. The game was design to test the track
confirmation task and therefore began each scenario with a target detection and each
radar agent beginning to attempt subsequent detections to confirm the target. The
target internally selected one of the objective points as its goal and was initialized at
a uniform random position offset by a 3 km radial to its goal. The inspiration for
this design is based off of a C2 scenario and challenge in which targets are more

evasive and UAV swarm platforms have reduced radar resources. Additionally, many
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Figure 4.1: Render of the Game

tracking scenarios in the literature will have a target that is following a path that is
often linear or constant velocity/acceleration. Regardless, the target is not heading
toward anything in particular. But the C2 challenge I wanted to represent here was one
in which a target is of interest because it is a threat to a specific strategic area. This was
the inspiration for the objective points. These points act as a generic representation of
a geographical area, that the surveillance agents do not want hostile targets to reach.
The target is trying to move within a set radius of one of the objective points before
the radar agents can establish a track confirmation. In this case the objective points
represent known information for the surveillance radar agents and would need to play
a role in the scenario design. In the scenario, the targets are initialized with a single
objective of multiple possible objectives to add additional complexity and not present
a trivial challenge where the observation agents would have information of exactly

where the target is heading.
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For each game scenario the target of interest was detected and the radar platforms
were given information as if they had just received a detection. The target has prob-
abilistic logic to move toward its goal objective point. The radar platforms kept an
internal detection window of size m = 10 that would remove the {_,,, at each time
step and slide all window locations forward and then fill the ¢, location with a 1 for
a successful detection and a 0 for no detection. This window was used to calculate
one of the end conditions to the scenario and was utilized for mode switching. If the
sum(win) > 6, then a track is confirmed, and the game is considered a win for the
radar platforms. The other terminal condition is if the target maneuvers to within 100

meters of its goal objective, then the scenario is a loss for the radar platforms.

The simulation for detection by the radar platforms utilizes the radar range equa-
tion to estimate the probability of detection. This work was an initial exploration of
the agent track confirmation methods and game theoretic solutions and focus less on
the fidelity of the radar. The back end radar system estimated the signal to noise ratio
given a constant noise power and the expected return power assuming a digital phase
array. The specifics for the simulation are included in Appendix A, Section A.2 be-
cause while the method was not particularly novel, it was important to have a realistic

action-state-observation cycle to test the C2 scenario.

The following discussion will present the scenario for the expanded research pre-
sented in the IET journal paper [21]. This work included minor parameter updates to
the scenario and used the medium fidelity radar simulation with adaptive detection.
(See Appendix Section A.3 For the updated game representation). I included a free to

use background graphic from the US National Park Service depicting Crater Lake.

The objective point generation, the windowing method for success criteria, and the
loss criteria of the target approaching objective point are the same as presented in the
initial exploration. This new expansion instead focuses on additional tasks as well as

the impact of a clutter ridge and false alarms. The evasive target logic is the same as
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Figure 4.2: Render of the Game.

Background: US National Park Service, Bill von Allmen, Crater Lake

www.shadedreliefarchive.com/Crater-Lake.html

was presented for the initial exploration. The evasive target logic is still effective and

valid for an evasive target, but is now able to impact the trackers effectively.

The majority of the map is very similar to the initial work. One update I made
to create smoother motion was to implement the updates on the target motion at a

faster time scale than the radar agent action space. This expanded research utilized a
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radar action rate that was a fourth of the rate used in the initial work. The new time
scale (Atigrget = %) means that velocity and angle updates were calculated more often
but were also updated at a fraction of their normal value. This had a small effect on
evasiveness and motion was smoother, but mostly provided rendered video that looked

less jumpy.

This expanded scenario and game simulation also included significant updates in
the fidelity of the radar platform detection and false alarm capabilities. This increase
in fidelity was necessary to test the viability of the methods proposed in this chapter.
But the increased fidelity was an implementation of existing methods in the literature
as opposed to a contribution of new novelty. Therefore the radar details and specifics
are included in appendix a section A.3 (GLRT Dynamic Simulation). Some of the dis-
cussion in this chapter and during conclusions are built upon the false alarm and higher
fidelity clutter included in this version of the simulation. The reasoning for this radar
simulation update was two fold. First, the new implementation processes an adaptive
filter detection that conducts a two-hypothesis detection test. This means that there
are false alarms, and the parameters of the detector were set so that false alarms could
happen frequently enough to affect agent success. Given that the reaction of a track
confirmation agent to false alarms is a real problem in the domain it is important to
include and analyze. Second, the updated clutter profile included a clutter ridge which
results in lower detection rates when the radial velocity of a target approaches zero.
This is a realistic maneuver in a C2 environment and was part of the original logic for
the target maneuverability. The fact that these evasive targets have a tendency to move
orthogonal to an illuminating platform both increases the difficulty and complexity of

the challenge but also highlights the importance of the collaborative coordination.

The final testing was identical to the journal expansion scenario. The only change
was with the radar detection methods processed in the backend of the simulation.

This testing and results utilized a range-Doppler processing and cell averaging CFAR
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detector. This process is more realistic then the previous two methods and is described
in Appendix A, Section A.4. Given the similarity to the journal expansion, this method

will not be referenced until the results discussion.

4.3.1 Evasive Target Design

I designed the targets with a probabilistic heuristic that determined their motion
behavior. The original design was more basic then the final implementation as my
colleagues, Timothy Sharp and Joseph Karch, worked on a truncated normal improve-
ment that resulted in both more realistic and interesting target behavior. Both the
initial exploration and the journal expansion work used the same evasive target logic.
The methods presented here fully explain their design and parameter tuning that was
inspired by my original design with standard and evasive modes. There are two be-
havioral modes for a target which is based on environmental results from the radar
agent(s) action selection in a given time step. The first behavioral mode is when the
target is not illuminated by a radar agent and it is progressing toward its target objec-
tive point. The target retains a heading angle and a velocity. This information is used
to update the corresponding position for each time step. The angle is updated with a

random angle offset given as:
et = Gt_l -+ (Ae,max X N(.T)) (41)
where 0 is the heading of the target, ¢ is the time step, Ag 4, is the maximum

allowable change in angle (here set to 30°), and N(x) is the truncated normal distri-

bution:

o3 1_5(?)_1# , —1<z<1
0, otherwise,
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where Z(e) is the PDF and ®(e) the CDF of the standard normal distribution with
zero mean and unit variance. For this mode the mean (x) and standard deviation (o)

dynamically reduce as the target approaches the objective point:

Oopi
/1 = min (1,max (—1, X e )) (4.3)
0,max
. Rt ob;+5
min <100, %)
o= A, “4.4)

00, 1s the angle between the current target heading and its target objective, Rp op;
is the distance between the target and objective, min (o) refers to the minimum and
max (e) refers to the maximum operators. This behavior encourages the target to
progress toward its objective point but retains some randomness in its path to confuse
and avoid detection. This modification to the original pseudo-random behavior was a
key improvement by Sharp and Karch as it stopped the target from circling a goal or
moving in random directions as it was close to the goal. This improvement means that
as the target got closer to the goal, it was less random and operated in a logical and

consistent behavior.

The velocity is updated at each target time step. The velocity has a simple update

given in equations 4.5 and 4.6.

U(Ovama:p)a ‘/;5—1 < Yoz
a = 4.5)

U(07 _amax)y ‘/t—l > Ymaz
Vi=Vieita-t (4.6)
In these equations a is the acceleration, V' is the velocity, ¢ represents time, and

U () represents a uniformly distributed random value between the internal arguments.

For this work V.. = 300 m/s.
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The second behavioral mode I designed happens when the target is illuminated.
The logic for this behavior utilizes the realistic clutter response where the probability
of detection reduces as the radial velocity of a target approached 0. What this means
from the target’s perspective is that when the target is illuminated we assume it will
know that a source may have detected it and the angle from the illuminating source. If
possible, the target can turn or veer to travel perpendicular to the the angle of illumina-
tion. When the target does so, it will move into the clutter ridge and reduce its effective
probability of detection. Given the basic radar simulation and detection method used
in this initial work, this aspect of evasion does not impact these early tests, but I do
implement this aspect with the expanded simulation methods. An additional advan-
tage to moving perpendicular for the target is that the target is more likely to leave the
area of a searching radar beam if the radar tries to confirm a detection by looking at
the same location. This is a common method and still served as an intelligent aspect

of target evasion for the initial research.

Given the above logic, I designed it so that if a radar agent directs a beam in
the direction of the target with a detectable transmit power then the target knows it is
illuminated and the incident angle of illumination detection, 6,.;. Within this mode the
target will take evasive movements in order to avoid detection. The goal for the target
is to accelerate and to veer into a perpendicular direction of the angle of illumination.
The logic is to move into the O Doppler clutter ridge and reduce P, for the radar that
illuminated it. The following discusses the specifics of the evasive behavior for the

illuminated response mode.

In my original design the target had a static probability to veer or maintain its
current heading when illuminated, but this proved to create situation where the target
was too evasive for the radars to win, but was veering often enough that it did not reach
the goal objective. This resulted in excessive game times, and so my colleagues Sharp

and Karch implemented a dynamic probability to veer. This probability reduced as the
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target approaches the objective point. The closer the target is to the objective point,
the more likely it is to increase velocity and continue heading toward the objective
point. This probability is:

tanil ( RT,objf].UOO)

Py = 0.5 — - 200 4.7)

A random variable (z,.. = U(0, 1)) is generated and compared to result of P,
given the range from the target to the objective, 27 ;. The subsequent behavior is

represented as:

‘/tfl + Amaz Tyeer < Pveer
Vi= (4.8)

standard mode, (4.5-4.6) Zyeer > Ppeer

The new target heading is calculated by comparing the target’s current heading, 0
and illumination detection angle, 6,.,. Figure 4.3 depicts the behavior for determining

the target’s new action heading. This heading angle update is calculated as:

evasive mode, (4.10), Toeer < Ppeer
0, = 4.9)

standard mode, (4.5-4.6) Zyeer > Preer

Once in evasive mode, the target determines a target heading as a mean of the
tangential angle to the illumination source with a uniform distribution with an offset of
30°, Orangent = U(Orruth tangent — 30, O1rutn tangent +30) and 07,y tangent = Oder £90°.
Then on each time step the heading angle updates to either the target tangent heading

or a max angle change (25°), whichever is lower. This has the following behavior:

et = etfl + max«etangent - et)a emam (410)
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Figure 4.3: Target Heading for Evasive Behavior

4.4 Track Confirmation Agents

Each detector is assigned an agent with a policy to determine the action location
for beam forming. After each time step an observation of the game state is passed to
each agent, consisting of the data shown in Table 4.1. It is an important distinction
that this is the maximum observable state that an agent method could use, but each

agent may use a subset of this information for its personal policy decision.

This observation state was used by the agent to decide the next look location,
which is then processed into beam splitting, transmit power, and azimuth. During a
scenario the agents are initialized in the track confirmation mode. If a target is not
detected in some time then the operations agent will switch to a search mode. The
process to switch to the search mode is based on consecutive missed detections (when
the number of missed detections exceeds the parameter (n7r)). The next look location

is determined based on which mode the agent is in: search or track.

If the radar agent does not have a detection in a set number of turns, then they will
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Name Symbol Description and Bounds

Detection Fp 1 if a detection is made, decreas-

History Flag ing linearly to O after npy turns
[0,1]

Detection (Td, Ya) Coordinate pair of the last suc-

Location cessful detection [0,10000]

Radial Velocity V., Vy,) Coordinate pair of the target radial

velocity to agent [-300,300]

Platform Location (p, Yp) Coordinate pair of the radar agent

location [-3000,13000]

Detection Flag F; Boolean flag if previous action re-

sulted in a detection [0,1]

Previous Action (A1, Ay) Coordinate pair of the previous ac-

tion [0,10000]

Objective (Zobj1s Yobj1, - - - » | Four Coordinate pairs of objective

Locations Tobjns Yobjn, ) points [0,10000]

Table 4.1: State Array

move to a search mode in order to recover the target for confirmation. The number
of turns until the track is lost is represented by 7. Regardless of the confirmation
agent, the same search method is implemented during this recovery phase. The search
mode is a simple Gaussian track that utilizes the a priori knowledge that the target
is interested in one of the objective points. The search method is implemented with
a Gaussian action selection with a mean at the center of one of the objective points
chosen with a uniform random selection probability. The action method is defines as:

AIsearc >Aysearc =N Hobjs 800, 800
( h n) = N (1o ( ) @i

[topj = uniform selection among objective points.

89



When a radar agent makes a detection in this search recovery mode then it will

begin track confirmation and the track window is reinitialized.

4.4.1 Naive Gaussian

The first track confirmation method used in this work is treated as our baseline
and is a naive Gaussian confirmation method. The main differences are recorded here
and are based on radar parameter changes for the higher-fidelity implementation. This
confirmation method only utilizes a subset of the observable state. Specifically, the
naive Gaussian only utilizes the detection location pair, (24, y4). The detection loca-
tion is used as the mean of a Gaussian selection for the next action. The naive Gaussian

action selection is:

(Axguas& Aygauss> - N(Ndet; ( )) (412)

The standard deviation is based on the expected maximum velocity of a target of
interest. For this work V.., = 300 as this approaches the sound barrier velocity. The
max velocity is divided by 3 for the standard deviation to represent the assumption
that the target is most likely to maneuver within 3 standard deviations and be limited

by the max velocity expectation.

4.4.2 Gaussian Velocity Predictor

The second method implemented in this work is a heuristic Gaussian confirmation
method that utilizes detection history to estimate a linear velocity, which is used to
bias a Gaussian action selection. This method was not used in the initial iteration, but
was tested for the journal expansion and the range-Doppler processed versions. The
reason for this track method came from exploring tracking methods like the Kalman

filter family. Ideally, a Kalman filter, like the unscented KF, should be considered
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for a tracking task. This is due to the common use and Bayesian based confidence
to predict consistent motion. Even though the target is evasive, there are likely to be
periods where it’s motion is conducive to a motion prediction method. The problem
with KF variants during testing was that they need a history of detections to converge
and begin providing accurate prediction. In this scenario a detection history will be
very low. This inspired the method presented here as it is a simple linear prediction.
My idea was to gain some motion prediction benefit, even though a low detection
history would be provided. The information from the observable state utilized by the
Gaussian velocity predictor is a subset but includes historic information from the state.
This method computes a linear velocity estimation and requires at least two detections
to begin making velocity estimations. For the first time step of confirmation attempt,

the method will use the naive Gaussian method in section 4.4.1.

Initially and when the predictor has a successful prediction, the detection location
(4.0, Ya.10), the current time step, o, and previous estimated velocity (Vxyg, V) are
stored. At each time step the predictor will use the current detection location, (24, yq),
the current time step, ¢ and detection flag, F;. Then at each time step the linear velocity

vector is estimated using:

(Viag, Vyto)nf,gf() F, = False
Va, Vy = 4.13)
(ﬂvd’yd);(_xti,t(hyd,to) F, = True

If the previous time step did not have a successful detection then the velocity vector
is the same as the previously stored estimate but with a time based decay (7,e; = .9).
If the difference between ¢ and ¢ is greater then an uncertainty limit (3 for this work)
then the process will reset to the initialized mode which does a standard naive Gaussian
method (section 4.4.1). This velocity estimate is then used to determine the mean and

standard deviation for the Gaussian selection method as:
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HgaussP = (Ida yd) + (V‘T7 Vy)
Vinaz
3

(A$gaussP7 AygaussP) = N(MgaussPa OgaussP)

Tgaussp = maz(||(Ve, Vy))ll, —=) (4.14)

This method still utilizes a Gaussian selection for the final step in action selection
given the uncertainty of the detection range resolution and that the target will violate

the assumption of constant velocity and linear motion.

4.4.3 RL Agent Design and Training

For part of this exploration, I wanted to explore RL as a method for action selec-
tion for the track confirmation task. While completing this research, I designed the
observable state and the initial reward structure with my colleagues, Dr. Stringer and
Bryan Lavender. During the design process I approved changes and discussed ideas,
but they worked with me to code the models, update the state and reward, and conduct

the training and testing for the final models.

The final track confirmation method was an RL agent trained in a modified version
of the full game scenario. The discussion of the RL agent in this section will focus
on the environment design, the observable state, the action expectation, the RL design
structure, and the training and testing results. The main motivation for looking into
RL as a potential tracker is that I built a C2 scenario and have a simulation that can
be used as a training environment. Additionally, this track confirmation challenge has
an evasive target and a low information state. The radar must establish a track with
multiple detections when both false alarms and the variable probability of detection
result in actions that do not always succeed. False alarms affect any method that
overly trusts a “detection” as it could lead the agent astray. The motivation here was

to explore if RL could generalize a low information tracking strategy.
The modified environment for the training of the RL agent uses the game mech-
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anism described in section 4.3, but is truncated to encourage learning the patterns a
confirmation tracker needs in order to effectively implement action selection. The RL
environment has only a single agent and four objective points present with an initial-
ized state that has detected the target. The end conditions of the game are if the agent
establishes a track using the window method or is if they lose the track. There is no
search mode implementation or secondary track confirmation due to recovery during
search. This decision, to only have a single agent, was motivated by the modular de-
sign philosophy. This meant that these agents are trained in a solo environment, and
then the future collaborative methods are applied to them the same as any other track

confirmation method.

The observable state, w, utilized as an input to the RL agent, is the full observable
state presented in Table 4.1 with a modification. The observable state is modified such
that all values except the detection history flag (Fp) and the detection flag (F}) are
scaled so that they range from -1 to 1 for radial velocity (Vz,., Vy,) and O to 1 for all

other values.

For the RL model, an A3C algorithm with PPO optimization was selected. The
primary motivation for using the A3C algorithm with the PPO optimization is due to
the background literature review from Section 3.2.2. Included in that section is dis-
cussion about the appropriate types of algorithms to be used in different scenarios and
in this case we have a continuous state and a continuous action space. Additionally,
this C2 challenge includes a confidence-based disconnect between an action and its
impact on the environment. This means that even if an action given a state would
result in a reward in one scenario the exact same action-state pair may not in another.
This is the reality of the radar domain that probability of detection and the potential
of false alarms will mean that this action-state mapping is stochastic. Therefore, the
A3C algorithm provides an interesting balance between optimizing policy as well as

estimating a value function (in this case the advantage function). This estimation with
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deep neural networks is important because a generalized solution is necessary, given
the uncertainty of an action-state pair and its impact on the environment. Both the
actor and the critic are three-layer deep neural networks. The action output

(ATRL.of fsets AYRLoffset) » @ sample from the actor policy (7y(a|w)), is the normal-
ized offset from the prior detection point (2., Y14s:) and is scaled then summed to
determine the global action selection (Az gy, Aygr) for the game:

(AZRLof fsets AYRL,of fset) = To(at|w)
' ' 4.15)

(Azgr, AYrr) = (Ta, Ya) + WrL(AZRL of fsets AYRL of fset)

Various action scaling factors were tested, so it will be treated here as one of the hy-
perparameters. During this process, I and Mr. Lavender explored multiple variations
of the RL model. This exploration included utilizing a subset of the state, multiple
reward functions, and a transfer learning approach. The state exploration showed that
the detection flag, detection location, and previous action were the most important in-
put features for the RL agents. A total of 12 RL agents were trained between the two
years of research and the three simulation implementations. One agent was trained
with an internal recurrent neural network, but it had issues training quickly and due to
the uncertain nature of the challenge it tended to converge on behavior that observed
the center of the map instead of attempting to track or move based on the previous
detection location. Multiple agents were trained with sub sets of the state. The first
had a state that only included five features: [Fp, x4, Ya, Az—1, A, — 1]. During investi-
gations of trained models weights and their activation contributions, I found that these
5 where the most important for action selection. The second medium sized state had
seven features: [Fp, 4, Ya, Var, Vyr, Au—1, Ay—1]. This version included the relative
velocity information with the reasoning that that information could inform the general
direction a target was heading and improve action selection. Both of these state varia-
tions resulted in models that converged with a maximum reward within 5% of the best

models that used the full state.
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A major area of exploration was with the detection mechanism during training.
Originally the detection mechanism (range equation, GLRT with synthetic samples,
and range-Doppler processing with cell averaging CFAR) were used, but they resulted
in difficulties for the models. The main issue I found during RL exploration and
training was that if the model had inconsistencies in their actions and the impact on
the environment then the policy had issues converging. The best models used illu-
mination as the method for determining successful action and reward. Illumination
occurred when a target is within a detector’s 3 dB beam width and under the cutoff
range in Table A.4. A detection was processed using the radar simulation (range equa-
tion, GLRT, or range-Doppler and cell averaging CFAR) and was subject to the clutter
profile. This choice was made so that the RL agent learns motion patterns for the tar-
get and is not punished by the realistic Pp drop as Doppler frequency/radial velocity
approaches zero. Although the clutter impact is realistic, it was deemed not to be rel-
evant to initial training of the RL agents. In the early phases of training, the RL agent
needs to learn the basic motion characteristics of targets. When the clutter response
was included during RL training, the agent often made an action selection that held
the target in its beam but was not rewarded. This confused the agent and made rewards

tied to aspects outside the agent’s control.

The final area of RL exploration was with multiple reward functions. The first
reward functions mirrored the testing scenario with a small reward based on the detec-
tions in the sliding window increasing, followed by a large reward for track confirma-
tion and a large punishment for losing the target completely. The agents were trained
in games with one detector, one target, and four objectives. Two primary variations
of reward function were developed and tested when training RL agents for this game.
The first established a two stage reward. One small reward was provided for each time
step in the game of 41 for a detection and —1 for a missed detection. A larger reward

of £50 was administered upon reaching one of a set of win/loss conditions. Each
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training game was considered won if four out of the last ten measurements resulted in
a detection, while a loss occurred if either the target reached its objective or the agent
had five consecutive time steps without a detection. The intent of this reward func-
tion was to teach the agent both the importance of getting detections and of quickly
establishing tracks. This resulted in learning but the model seemed to get a medium
reward (a few detections in the window) and then stopped exploring to increase the
reward. Further investigation showed that this was due to reward sparsity. The loss
condition was much more common than the win condition and the agent would settle
to get negative reward with slight improvements (achieving 3 detections then losing
the target). Since the large positive was very hard to achieve for the learning agent it
did not receive it often and had difficulty reinforcing what components of its action

resulted in the success.

Through investigation, I found that a simpler reward with larger rewards for illumi-
nation provided the best results. Additionally, this reward was calculated immediately
after an action. Since the model did not have memory beyond a single time step (past
actions in the state [A,_1, A,_1]) a reward for a series of actions resulted in confusion
and policies that converged toward the mean of actions toward the center of the map.
The transfer learning method initially trained a model with the ability to cheat so that
it was provided exactly the information of where the target was likely heading. This
resulted in a successful model but did not help the model when tested to perform in
the low information state. Instead the model was heavily affected by false alarms and

tracked those false detections away from the target.

Due to the disparities between these approaches, it is not possible to directly com-
pare the performance of the reward functions based on the average reward. So, in
order to compare these models, they were each integrated with the main game and
tested as the tracking mode detectors in 1, 000 randomly generated games. They were

evaluated based on their win percentage in the main game. Agents trained presented
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here were the top performing for the original simulation, the GLRT expansion, and
the range-Doppler processing. Of the 12 models, multiple came within 5% of the best
models. This testing showed that there was an upper limit to the expected RL perfor-
mance that likely needs a re-evaluation of the RL structure or the training process to

exceed this limit.

Two models were used for different phases of this effort. The first model was for
the initial work and had a reduced state and was trained in the original simulation
(Section A.2). This model’s architecture is summarized in Table 4.2 and its hyperpa-

rameter settings are summarized in Table 4.3.

Actor Model

Layer | Input Dim. | Output Dim. | Activation

Input 13 13 N/A

Hidden 13 128 ReLU

Output 128 2 N/A
Critic Model

Layer | Input Dim. | Output Dim. | Activation

Input 13 13 N/A
Hidden 13 128 ReLU
Output 128 1 N/A

Table 4.2: Model Architecture - Original Simulation

The initial reward function provide the agent with a reward of 45 after each time
step in which the target was detected and a —5 after each time step if failed to detect
the target. No win condition was set and each training game would end when either
the target reached its objective or the detector lost the track (five consecutive misses).
If the target reached the objective before the detector lost the track, the game simply

ended without any additional positive or negative reward. A reward of —10 was pro-
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Parameter Value | Parameter Value

Actor learning rate | 10~* || Critic learning rate | 1074

Actor Optimizer Adam || Critic Optimizer Adam
Batch Size 2 Discount Factor 0.9
PPO Clip Ratio 0.2 Action Scale Factor | 2,000

Table 4.3: Model Hyperparameters - Original Simulation

vided if the agent lost the track. This approach was simpler and focused more heavily

on teaching the agent to simply get a detection after each action.
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Figure 4.4: Training Curve for the RL Tracking Agent.

The final model was trained for ~935, 000 steps and converged to an average re-
ward of just under 0.5. The model converged after 300, 000 steps. The training curve

for this model is depicted in Figure 4.4. The final model was selected by integrating
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the trained model into the game detectors and measuring the win rate for each in the

final game setting.

This process of exploration with the expanded game and the more advanced sim-
ulation methods resulted in the final model which is summarized in Table 4.4 and its

hyperparameter settings are summarized in Table 4.5.

Actor Model

Layer Input Dim. | Output Dim. | Activation

Input 18 64 ReLU
Hidden (x3) 18 64 ReL.U
Output 64 2 N/A
Critic Model

Layer Input Dim. | Output Dim. | Activation

Input 18 64 ReLU
Hidden (x3) 18 64 RelLU
Output 64 1 N/A

Table 4.4: Model Architecture

Parameter Value || Parameter Value
Actor learning rate | 10~* || Critic learning rate 1074
Actor Optimizer Adam || Critic Optimizer Adam
Batch Size 10 Discount Factor 0.9

PPO Clip Ratio 0.2 Action Scale Factor (wgy) | 1,000

Table 4.5: Model Hyperparameters

The reward function for an RL agent reflects the action selection’s impact on the

environment and will reinforce desired results with positive rewards and discourage
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undesirable behavior with negative rewards. The reward design and tuning is often the
most influential and difficult process for RL utilization. We decided to use a simple
reward structure to better isolate the factors leading to convergence and diagnose un-

desirable behavior. The reward structure used for the final agent is in equation 4.16:

+25 target is illuminated
Reward = (4.16)

—5  target not illuminated

The final model was trained for 100 epochs. Each epoch was a series of 20 games
and the average number for time steps in those games was recorded to be 8.55. This
means that the agent was trained for ~200, 000 steps and converged to a cumulative

reward of 29.24. The training results are shown in Figure 4.5:
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Figure 4.5: RL Rewards per Epoch During Training
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The agent converged its reward at ~650 epochs. This model was saved and the
actor policy (7) was implemented in a feed-forward mode to act as the track confir-
mation agent. The results of the agent and its integration with the GT are discussed in

results section 4.5.

4.4.4 Game Theory Implementation

The final area of novelty I researched is the impact of game theory (GT) principles
to impose collaboration upon multiple agents. I provided the full design, implementa-
tion and ideation for this work and hold sole novelty. Section 3.3 goes into detail on
GT as a field but it is important that the work here explores modified applications of
GT methods and not a solution focused application of GT. A major subset of GT is to
model and define a game and then utilize solution methods to derive optimal strate-
gies to solve the presented game. The application of GT in this work looks only at the
collaborative strategy methods in the literature that are used to maximize utility for a
multi-agent game. The main reason to avoid solution methods is that those solutions
often need to have games with more rigid rules, high or full information, and/or as-
sumptions about environments and agents. This work is focused on the radar domain
and it is important that any simulation or game is representative of reality and the radar
challenge. Given that necessity, it is difficult to have a close form solution in the GT
solution sense. Regardless, the field of GT has great potential to improve multi-agent
task generation. The approach I decided to take is to examine collaborative GT meth-
ods, and adapt them into the research as strategic modification methods in the hopes

of driving improved performance even if a solution is unattainable.

The final steps of implementation for this work focused on the application of three
GT based collaborative methods. This first method is a baseline method that is the
lack of collaboration. This method is called non-collaborative best policy/response

(NCBP/R) and means that each agent will not share information but will take the
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action that its policy determines given the observable state.

The first GT method, NCBP/R, is implemented as a baseline to test the effective-
ness of the track confirmation methods without any information sharing or state/action
override. Both agents will see their own observable state based on the confirmation
method used. This often results in different agents existing in track confirmation and
search modes at different times. Because these agents are not sharing any information,
they will often be in different modes between track confirmation and search recovery.
Their beams will overlap and they do not attempt to optimize actions given multi-agent

information.

The second method is a naive collaborative method called collaborative best poli-
cy/response (CBP/R). This method will have agents share detection information such
that if one agent has a detection then the second agent will gain that information and
make policy decisions as if it had also made the same detection. These agents will
continue to make personal action selection based on their policy but there is no mech-

anism to try and optimize collaborative utility.

The final GT method is a modification of the consensus method inspired by the
Stackelberg game type. The Stackelberg game is simply a game structure where ac-
tors take turns to implement their actions as opposed to simultaneous actions. The
consensus method attempts to maximize the utility of of all agents in a collaborative
network or coalition as opposed to each agent maximizing its personal utility. In this
research I refer to the consensus method as a leader-follower (LF) consensus method.
This method was very similar to the initial implementation and the expanded sim-
ulations. There are a few updates to the LF consensus algorithm for the expanded

simulation and results.

For this LF strategy, information is shared between agents. When in track con-

firmation mode, one agent is assigned the role of leader and the other the role of
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follower. The inspiration for the LF method was to force a following agent to augment
the action selection of a leader and the search in areas near the leader but not directly
overlapping. The updated method utilizes the following logic and equations. When
the LF GT method is being used, the two agent’s will determine the “leader” as the
agent with the most recent detection in the previous time step. If both agents have a
detection then one is chosen at random. If both agents get detections on the same time
step or last received a detection at the same time step, then the closer agent takes the
role of leader. The leader continues to take personal optimal actions while the follower
obeys a heuristic to support the leader’s actions. This heuristic directs the center of
the follower beam as a Gaussian offset with the mean as the difference between the
closest leader 3d B beam edge and the communicated detection location. Equations

4.17 shows the selection for the follower action and subsequent beam(s):

N(Nfollowa QOOm)

(ZieadsdBs Yicadsdn) + (Tdet, Ydet)

K follow = 9

(4.17)

(xleadBdBa ylead3dB) = argmin(z; icqa3dp Vi, icad3dB)

Range[(xz,lead?,dB, yi,leadeB)a (JU follow, Y follow)]

Where Range(e) = v a? + b2, (% jeads3dB, Yijeadsan) 18 the list of 3d B edge points
generated by the leader action’s beam, and ( foliow, Y foliow) s the location of the fol-

lower detector.

N(pr, 200m)

(z1,yr) J; (zp,yp) (4.18)

UF =
(ZEL,?/L) = argmin(xi,L,yi,L) < (%‘,L,?/i,L)a (fF,yF) >

Where < e > is the Euclidean distance between points, (x; 1, ;) is the list of
3dB edge points generated by the leader action’s beam, and (z r, yr) is the location of

the follower detector.
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This leader-follower method was designed with the goal to cause the agents to not
only search together but to avoid wasting potential utility by directing their beams to
overlap. There will always be some overlap and it is not strictly a disadvantage as
even a beam directly on the target can fail to detect and the simulator implements a
probability of detection. Nevertheless, the optimal strategy would be for the follower
to search near the leader but to effectively extend the search space by being offset to
the leader action. For this initial research I utilized a heuristic method and included

the variance of a Gaussian selection to continue providing flexibility.

For the expanded work the LF method was modified to include the velocity infor-
mation to improve performance. The mean for this selection utilizes the leader action,
the beam width, and the leaders radial velocity. Using the beam width and number of

the beams the algorithm determines the radial edges from the action:

([xedgeh yedgel]7 [xedgeQa yedQGQ]) -

(4.19)
(R, cos(0r, £ Opwnpeam), R sin(0r, £ Opynpeam)]

In (4.19), R}, represents the range between the leader action and the leader’s loca-
tion, 6, is the azimuth angle between the leader location and the action coordinates,
Oy and Npeq, are the beam width and number of beams in the selected beam splitting
mode. Once the edge pair is calculated then the follower determines which edge loca-
tion is closest to its location. Finally, the leader’s radial velocity is added to the closest
edge to determine the mean of the follower action. The logic behind this method is
that the follower should focus a beam that will support the leader if the target evades.
Neither radar knows where the target might evade, but the radial velocity information
does tell the radar agents if the last detection had the target moving toward or away
from the leader and a rough magnitude of that velocity. The standard deviation is the
maximum between the norm of the leader radial velocity and a third of the max veloc-

ity. In other words, define the following as:
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Hfollow = (xedgea yedge) + (erLa Ver)
Vmam
-3 )
(Axfollowa Ayfollow) = N(,ufollowa Ufollow)

O follow = max( H (erL, Ver) H7 (420)

An example of this behavior is also depicted in Figure 4.6. In addition to the action
override for the follower, the followers state is also modified using the CBR method
so that if the follower becomes the leader on following time steps then the state will

be in a usable form for a track confirmation that uses state history information.
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Figure 4.6: Leader Follower Visual Example
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4.5 Track Confirmation Results and Discussion

This work was tested three times with a different radar simulation and expanded
methods for a journal publication. Therefore the following results section will be
organized by the different metrics and analysis topics. For each testing metric or
analysis testing it will present each version that is relevant and discuss both the result
and insights regarding the impact of the simulation and method differences. The first

section will discuss the methods for testing and recording of metrics.

4.5.1 Testing Set-up

For the original range equation based simulation a total of six combinations of
methods (two tracking agents and three GT methods) played 10,000 games each. Each
combination of agent and GT was executed and analyzed for two variations on the

parameter nyy..

This initial exploration into a multi-agent track confirmation RRM challenge ap-
plied a track confirmation, search method, and collaborative GT heuristics. I set up
the testing scenarios with variance, but with enough consistency so that a Monte Carlo
implementation would enable confidence in the impact of the agent methods and the
game theory applied. The following is a discussion of the results from this initial re-
search and will focus on agent methods and their impact followed by the GT method

impact and a final analysis of their combined impact.

The core metrics analyzed for this initial conference paper included win rates for
each combination of track agents and GT, and the turn that games ended. A win,
as described in the game scenario section, is if six detections are made in a sliding
window of ten and a loss is due to the target moving within a radius of 200 m of its

target objective point.
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The expanded game for the journal was designed with the adjustable parameters
to support different testing methods. The goal of the testing is to explore the effec-
tiveness of the three track confirmation trackers (naive Gaussian, Gaussian velocity
predictor, and RL agent) as well as the impact of the three GT methods utilized with
those track confirmation methods. The first testing method looks at the performance
of the track confirmations without collaborative GT and for a single agent. This test-
ing was conducted with a game simulation containing a single target of interest, four
objective points, and a single agent. The position of the agent is always 3000 m from

the surveillance map in either the x or y coordinate.

This expanded game also used the metric of win rate but tested a sweep of agent
starting angles in order to get a greater insight into the impact of the clutter ridge. This
implementation of the game featured four objective points and two agent radars. The
first radar 1s placed randomly with an offset of 3000 m in either x or y coordinate,
while the second is given an angle offset centered at the middle of the map. This
allowed us to test a sweep of different angles between radars to see the impact of the
orthogonality of the beams on the agents and GT methods to confirm the track of a
target. These sweeps were run at 15° increments from 30° to 180°. Each sweep had a
total of 500 independent game scenarios for a total of 5, 500 tests for each combination

of track confirmation method and GT pair.

Beyond the win-rate metric this journal explored several additional metrics in or-
der to gain additional insight into the impact of the track agents and the collaborative
methods. The additional areas of analysis include: probability of detection, percent
overlap of action beams, and the impact of false alarms. These additional analysis
metrics were introduced due to an expanded scope for the journal and due to the intro-
duction of a clutter ridge and false alarms. The original range equation simulation did
not have a clutter ridge or false alarm impacts to analyze. The updated range-Doppler

and cell averaging CFAR simulation has the same testing set-up and metrics for anal-
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ysis as the GLRT journal simulation. The following section will include the results in

order of success metric and analysis topic.

4.5.2 Track Confirmation Results

4.5.2.1 Results - Win Rate

The win rates for the initial simulation is shown in Table 4.6:

Gaussian Track Agent

GT Method | Win Rate (n7;, = 5) | Win Rate (nr;, = 3)

NCBP 40.10% 43.15%
CBP 44.65% 49.04%
LF 55.51% 58.15%

AC-PPO RL Track Agent
GT Method | Win Rate (nr;, = 5) | Win Rate (nyr, = 3)

NCBP 53.59% 53.96%
CBP 53.38% 54.64%
LF 59.62% 60.52%

Table 4.6: Win Rate Results (10,000 games each method)

The initial results showed a few trends that inspired the pursuit of additional test-
ing. First the scenario was designed with appropriate difficulty to gain meaningful
results. Within the field of GT a challenge needs to have a baseline success rate that
is not too close to 0% or too close to 100%. This need is so that the impact of dif-
ferent agents and collaborative methods can be observed and analyzed. In this case
the baseline method, naive Gaussian track confirmation method with no collaboration
(NCBP), had a win rate of 40.10% and 43.15% for ny;, = 5 and 3. For a simulation

with no clutter ridge or false alarms, the RL agent performs significantly better than
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the Gaussian, with an increased win rate of 10 — 13%. The parameter for turns to
enter search (nrr) had minimal impact on both methods but was slightly positive for

entering the search mode earlier and potentially recovering a lost target.

In order to have deeper insight into the impact of mode-switching for the different
agents, I recorded the length of games regardless of outcome. This information was
processed into histograms representing the turn when the game ended for each track
confirmation agent and the corresponding outcome. Figure 4.7 gives more insight into
which turn the end condition occurred and which agent won. The earliest turn a game

could be won is on turn six (the window size to establish a track).

Analysis of these histograms show that the RL agent is much more likely to win
after the initialized detection on turn zero. Although both methods do have some
games won after a search mode switch, the target is evasive enough that once lost, it
is much more likely for the agents to lose. The following sections will now analyze
the impact of the GT methods on the win rate for both the naive Gaussian and the RL

track confirmation methods.

The first GT method to review is the impact of the CBP GT method. As expected
the fact that the agents looked in the same area of the target improved win rates for
both methods. The naive Gaussian method saw an increase in win rate of 5 — 6%.
The histogram in Figure 4.7a shows that the majority of this increased win rate was on
turn six. This means that additional sharing of information increase the probability of
the two agents getting subsequent detections and winning in those first ten turns more
often. Effectively, the pair got to look twice with the Gaussian track at each time step,
and better detect the target if it does not evade out of their search zone. On the other
hand, the RL agents see almost no change in their win rate due to this collaboration.
This is due to the two RL agents being copies of each other. Given that their observable
state will be very similar I found that they consistently looked in the same place. The

histogram in Figure 4.7b supports this assertion as the win rate on turn 6 increases by
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10% for just CBP. This method is increasing the probability of maintaining the target
track from game start but loses win rate from a second detection and track later in the

game.

The LF GT method had a noticeable increase in win rate for both the Gaussian
and RL tracking agents. The greatest gain was experienced by the Gaussian agent at
9—11%. The Gaussian agent, using the LF method, gains the benefit of collaboratively
searching the same localized region without the inefficiency of both agents generating
beams that are mostly overlapping. The RL agent also saw improvement from the
LF method but to a lesser extent ( 6%). The histogram shows that the majority of
the gained win rate is in the turns six to ten. This means that the follower action is
supporting the RL agent with a larger effective search region. Given the LF method is
a Gaussian override, it improves coverage with less look overlap but it is not optimal
for RL. Ideally, an RL agent trained to be in a follower mode could provide more

support and a greater increase in win rate.

The mean win rates for the journal expansion and the range-Doppler processing is

shown in Table 4.7.

Additionally, the expanded simulations both were tested for a sweep of angle dif-
ference of the two platforms. The Figure with these results are shown in Figure 4.8

and Figure 4.9.

This expanded work has multiple differences from the initial results discussed
above. Most importantly, I designed an additional tracking agent and the higher fi-
delity radar simulation introduced both a clutter ridge and false alarms. This additional
tracking agent (Gaussian Velocity Predictor) was inspired by traditional tracking meth-
ods in the family for the Kalman filters [124]. Some early testing attempted to use the
extended Kalman filter to help with reducing noise and tracking the target, but that

class of Bayesian trackers needed several detection points to converge. The proposed
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GLRT Simulation

Track Confirmation | GT Test Run | Win Rate
Naive Gaussian NCBR 5500 19.22%
Naive Gaussian CBR 5500 62.76%
Naive Gaussian LF Consensus 5500 69.51%
Gaussian Velocity NCBR 5500 58.95%
Gaussian Velocity CBR 5500 84.36%
Gaussian Velocity LF Consensus 5500 78.93%
RL Agent NCBR 5500 37.62%
RL Agent CBR 5500 59.24%
RL Agent LF Consensus 5500 60.36%

Range-Doppler Simulation

Track Confirmation | GT Test Run | Win Rate
Naive Gaussian NCBR 5500 3.84%
Naive Gaussian CBR 5500 29.25%
Naive Gaussian LF Consensus 5500 44.96%
Gaussian Velocity NCBR 5500 31.44%
Gaussian Velocity CBR 5500 67.44%
Gaussian Velocity LF Consensus 5500 60.29%
RL Agent NCBR 5500 18.09%
RL Agent CBR 5500 30.76%
RL Agent LF Consensus 5500 37.85%

Table 4.7: Mean Win Rates

confirmation track challenge has limited information, and by the time enough detec-

tions occur a confirmation agent has succeeded or the target has evaded enough that
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Figure 4.8: Win Rate Plots for Angle Offset Between Detectors - GLRT Simulation

detections are not frequent. This motivate the heuristic design of the velocity predic-

tor so that it would utilize the information from multiple detections, but still keep the
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Gaussian variability to reflect the uncertainty in the evasive target behavior.

The clutter ridge implementation (Section A.3.2) combined with the evasive target
behavior to truly highlight the necessity of multi-agent collaboration in this space.
Once a target was illuminated it had a tendency to move orthogonal to the illuminating
source. This means that its relative velocity would approach 0 and the target would

become hidden in the clutter ridge and greatly reduce Pp (see Figure A.1). This
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Figure 4.9: Win Rate Plots for Angle Offset Between Detectors - Range-Doppler

Simulation

feature is also the inspiration for the sweep testing in these methods. This way I can
analyze and discuss the impact of agent separation for detection of this class of evasive
targets. The impact of the false alarms is analyzed in detail later but it imposes a real
challenge for tracking methods that rely too heavily upon the certainty of any specific

detection.

The naive Gaussian with NCBR had the lowest win rate at just below 20%, which

was in line with our expectation as the system parameters were designed to make
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the default game difficult. The range-Doppler simulation shows this fact even more
profoundly as the baseline method has 4% win rate. This is because the agents are not
collaborating and the target will turn orthogonal to single illuminating agent. In this
case the naive Gaussian will lose the target and have very little chance to find the target
again. The reason this is even more pronounced for the range-Doppler simulation is
that the CA-CFAR detection is even more sensitive to the clutter ridge. Effectively a
target could be resolved as it approach the clutter ridge much more effectively with the
GLRT than the CA-CFAR. Since the Gaussian velocity predictor utilizes state history
to predict velocity it was expected to perform better. The RL had a greater increase in
win rate over the naive Gaussian, but did not benefit for the second agent as much as

the probabilistic methods.

In all cases the GT methods showed improvement over the absence of collabora-
tion represented in NCBR. The information sharing with CBR increased win rate as
both confirmation agents made action selections in the same local region as the past
target detection location. Although CBR improved win rate by > 20%, it still had the
naive Gaussian and RL agents waste potential utility by having beams overlap heav-
ily and not explore unique space. The Gaussian Track method was improved most
by CBR. Further analysis showed that this was due to the way that each agent in this
mode would collaborate and update their personal velocity estimations. If a platform
had a personal detection they would trust their detection information. If only a sin-
gle platform had a detection then they would share the detection location. In either
case, each would use it’s own detection history to derive the velocity estimation and
determine the next action. This means that information was shared but actions did not
necessarily overlap and waste utility. The improved LF method from the original work
in [20] utilized the radial velocity information to not only have each agent’s action in
the local area of detections but to have the supporting agent increase collaborative

utility by looking away from the leader agent by the magnitude and direction of the
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radial velocity. For the Gaussian and RL methods, the LF had a slightly greater impact
on win rate. Although the win rate for the range-Doppler processed simulation were
lower the general trend between methods was similar to the GLRT. This confirms that
the impact of the clutter ridge and the performance of the trackers and GT methods

are consistent.

An interesting and expected behavior seen in the angle sweep plots is that for the
collaborative methods (CBR and LF) that the angle difference between the platforms
has an impact upon win rate. As expected the closer that the angle difference ap-
proaches 90% the maximum win rate occurs. Further analysis shows that this is due to
the fact that the evasive target will attempt to move so that its velocity vector it orthog-
onal to the illuminating source. But if the collaborative agents are orthogonal to each
other then the target cannot hide in the clutter ridge against both observers. Similarly

as the agents are positioned closer to 0% and 180% their performance degrades.

A result shown in these plot that was discussed some in the section on RL 4.4.3
is that the RL seems to hit a performance ceiling in both its personal performance
as well as the impact of the GT methods. Further investigation into the challenge
with RL has lead to the following insights: The RL was trained alone and utilized
the illumination for reward. This was necessary for convergence of a model, but also
caused the model to converge an deterministic state action estimates. This means that
the given a previous detection and other similar state information the RL will typically
take a similar action with little variance. This means that it will not benefit from CBR
very much as both agents will typically look at the same spot given the similarity of
their state. This can improve Pp if the target is illuminated but it also narrows the
space illuminated resulted in a lower chance of target illumination. This is why the
RL-CBR pair shows lower win rate gains and does not have the same angle response as
the other track methods. Also the rigid policy of the RL does not have the time history

of the velocity predictor or the variability of the Gaussian methods. This is why the
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non-collaborative RL performs between the other trackers with no collaboration, but
gains the least from the GT. Future effort in RL will likely need to completely re-
analyze the state, the model (giving memory with an RNN), and/or investigate MARL

option to train multiple agents simultaneously.

4.5.2.2 Results - Probability of Detection

Although a metric like win rate for this scenario provides information on the per-
formance of the methods and GT, I want to include an additional analysis of the prob-
ability of detection for each combination of methods and GT. For these results, the
individual look actions across the angle sweep testing were analyzed, but only the
actions taken in a track confirmation mode (not search) were considered. The proba-
bility of detection results are shown in Figure 4.10 for the GLRT method and Figure
4.11 for the range-Doppler and CA-CFAR method. This represents the joint F; of the

platforms so that if either platform has a detection, then it is counted as a detection.

The P, results follow a pattern similar to the win rate results and confirm that the
confirmation scenario with the detection window is correlated to the individual de-
tection rate. An interesting trend that is shown in both the win rate and P figures is
that the naive Gaussian and RL methods show the best results as the starting position
of the platforms approaches 90°, with a degradation in performance as the platforms
approach 30° and 180°. This is likely due to the impact of the realistic clutter profile
used in the simulation, which reduces F; as the Doppler frequency and corresponding
radial velocity approach zero. The question arises as to why the Gaussian velocity
predictor does not see this same effect. Although some smoothing could be attributed
to the variance of the scenarios, a total of 500 scenarios with ~ 5000 radar actions
and P calculations were analyzed for each angle difference, which indicates there are
additional factors involved. The velocity prediction method differs because it utilizes

detection history information, but its actions are derived from velocity estimations and
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Figure 4.10: Mean P, for Angle Offset Between Detectors - GLRT Simulation

not directly from the detection location. This is the reason it does not see a P; response
to the clutter based on orthogonal spacing of the platforms. Even if the platforms do
not detect an illuminated target, their next look will progress with their velocity esti-
mation (with a small decay). Therefore, a missed detection does not hamper their next

action as much as the other two methods that do not incorporate historical information.
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Figure 4.11: Mean P, for Angle Offset Between Detectors - Range-Doppler

Simulation

4.5.2.3 Results - Action Error

Figure 4.12 shows the heatmaps of 2, 000 tests performed to further understand the
actions of the agents and the paths of the targets. The two radars were located below
and to the right of the target starting location (90° separation) and the objective above
and to the left. The tracking heatmaps clearly show that the spread of look locations
were along the beam axis. In addition, when compared to the naive cases, the target

behavior was pushed away from the objective far more by the tracking agents. This
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is likely the source of the additional error in the histograms and confirms the idea that
the constant velocity or a policy to lead the target ends up harming the methods when
the target is more likely to veer and stay in a local region. This means that the more an
agent relies on assumptions regarding linear or near linear motion, the more it harms

performance when the assumptions are violated.

Within Figure 4.12, Blue rectangles represent look locations, and red hexagons
represent target locations. These plots are histograms, but the RL look locations are
normalized logarithmically to better highlight the look structure. These heatmaps do
show that the RL policy learned to lead the target based on detections. But since
future detection where less reliable compared to the illumination in training, the RL
made logical action selection but its lack of space exploration resulted in losing the

target more often.

4.5.2.4 Results - Action Distance and Beam Overlap

The previous discussions were focused mainly on the impact of action selection
methods alone or a broader analysis in the context of the track confirmation scenario.
The following is an additional analysis and discussion focused on the two GT methods
and the impact they had on action selection and overall win rate. The first analysis
metric was the distance between action selections when using a collaborative method.
These results are shown in Figure 4.13 for the GLRT simulation and Figure 4.14 for
the range-Doppler simulation. These were conducted for a sweep of platform angles

and includes the mean of actions over all angles.

The first and most obvious insight is that the distance for LF is greater than CBR
and has less variance. This is expected as the LF method is a heuristic action override,
so it should only have variance due to two conditions. First, variance occurs as a result
of the Gaussian component in the follower look selection. Second, variance occurs as

a result of target location and platform locations. The CBR has lower action distance
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Figure 4.13: Action Distance Between Two Platforms - GLRT Simulation

given that if only one platform has a detection, then both platforms will share and
make action selections based off the exact same detection location. The exception is
the CBR-RL pair for the Range-Doppler simulation. Additional analysis found that
the newest RL models had a state that included the velocity and platform information.
This resulted in the actions in the CBR to have more separation as the states were

different enough to increase distance in the action selections.

The second form of analysis of the GT methods investigates the degree of overlap
for the beams generated by each of the platforms. To calculate these percentage values,
the 3 dB beam was drawn for each platform based off their action selection. Then, a
1 km radius circle was drawn around the target. The total area of the circle that was
covered by either of the beams and the total area covered by both of the beams are
divided by the full circle area to represent the percent of overlap. A radius of 1 km

was chosen because in a game window there could be up to 5 turns of missed detection
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Figure 4.14: Action Distance Between Two Platforms - Range-Doppler Simulation

before the agents switch to search mode and the mean velocity of the target was 200
m/s. Therefore, the 1 km radius represented the reasonable space the target could
maneuver in a game window. These results are shown in Table 4.8. In this table,
coverage refers to the portion of the map that was observed by any platform, while

overlap specifically refers to regions that are simultaneously viewed by both.

In general, this shows a trade-off between the coverage and the overlap. If the
target has maneuvered to be orthogonal to one detector then an overlapping look will
increase the probability of detection. On the other hand, if the target is performing
evasive maneuvers, then increased coverage of possible target locations is of greater
importance. For the naive Gaussian and RL methods the win rate is higher with LF
consensus and they optimized search area over a double beam look compared to CBR.
The highest performing method, Gaussian velocity prediction using CBR, seems to

have balanced beam coverage with beam overlap. This is due to each platform sharing
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GLRT Simulation

Track Confirmation | GT Coverage || Overlap
Naive Gaussian CBR 56.0% 18.7%
Naive Gaussian LF Consensus 58.6% 18.1%
Gaussian Velocity CBR 60.2% 19.9%
Gaussian Velocity LF Consensus 59.1% 17.7%
RL Agent CBR 52.1% 16.2%
RL Agent LF Consensus | 54.1% 15.6%
Range-Doppler Simulation
Track Confirmation | GT Coverage || Overlap
Naive Gaussian CBR 41.6% 10.7%
Naive Gaussian LF Consensus 44.6% 11.5%
Gaussian Velocity CBR 45.4% 12.2%
Gaussian Velocity LF Consensus 45.0% 11.4%
RL Agent CBR 37.7% 8.6%
RL Agent LF Consensus | 41.8% 10.3%

Table 4.8: Percent Overlap for 1km Radius of Target

4.5.2.5 Results - False Alarm Impacts
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information but also utilizing their own personal state history and velocity estimation.

The next area of testing captured the impact of false alarms on agent performance.
The GLRT radar simulation and the range-Doppler simulation included the possibility
of false alarms. The game simulation had a Pr, = 107° for the GLRT version and
a Pry = 1078 for the range-Doppler version. The main reason for this difference

is that the GLRT had 16 range gates and 16 Doppler/velocity gates where the range-




Doppler version had 560 range bins and 128 Doppler/velocity bins. This increase in
evaluated gates/bins was given to the increased number of bins during evaluation. For
both simulations if a detection and false alarm was added to the detection list from
a single illumination then an association process based on the distance to a previous
detection would reduce the detection list to a single return. This means that not all
false alarms had an impact on the agents, only those that happened in the absence of a

target detection.

The parameters were tuned so that false alarms were frequent enough to impact the
agents but not so frequent as to invalidate actions due to uncertainty. During scenarios,
I recorded if false alarms were associated and assumed to be detections. In ~ 40% of
games a false association happened and could affect the agent’s behavior. Table 4.9
shows the win rates of each agent GT combination when a false alarm was present
or not. For the GLRT version it shows that false alarms had a distinct but minimal
impact on the win rate of the games. In the case of the range-Doppler simulation the
difference is much more pronounced. The presence of false alarms always resulted in a
low win rate regardless of method. The Gaussian velocity predictor was most affected
by the false alarms, followed by the RL. This makes logical sense, as a false alarm
would be trusted and then result in a false velocity or negatively affect a policy’s action
selection. For the velocity predictor this false velocity would negatively affect the next
three actions as the predictor will follow that velocity estimate. Conversely, the naive
Gaussian and the RL agent would only have the state for that time step corrupted by
the false alarm. These results not only show the validity of including false alarms
as they are a real challenge for RRM, but that agents that perform extremely well
with perfect information will likely struggle as the certainty of the detection history

reduces.
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GLRT Simulation

Agent NCBR CBR LF

Naive Gaussian |19.2% 62.8% 69.5%
No FA 21.4% +2.2%|65.3% +2.5%|(72.2% +2.7%
FA 16.8% -2.4%60.0% -2.8%|66.6% -2.9%

Gaussian Predictor|58.9% 84.4% 78.9%
No FA 63.5% +4.6%|85.9% +1.5%|80.8% +1.9%
FA 52.2% -6.7%|82.7% -1.7%|76.8% -2.1%

RL 37.6% 59.2% 60.4%
No FA 41.8% +3.8%|60.9% +1.7%\61.8% 1.4%
FA 32.3% -5.3%|57.2% -2.0%|58.8% -1.6%

Range-Doppler Simulation

Agent NCBR CBR LF

Naive Gaussian | 3.8% 29.3% 44.9%
No FA 4.8% +1.0%|34.3% +5.0%|52.1% +7.2%
FA 2.8% -1.0%|20.2% -9.1%|28.6% -16.3%

Gaussian Predictor|31.4% 67.4% 60.3%
No FA 38.5% +7.1%|(74.7% +7.3%68.4% +8.1%
FA 19.3% -12.1%|44.6% -22.8%|38.5% -21.8%

RL 18.1% 30.8% 37.9%
No FA 23.4% +5.3%|36.7% +5.9%(44.9% +7.0%
FA 10.1% -8.0%(19.7% -11.1%24.1% -13.8%

Table 4.9: Win Rates Given False Alarms

4.5.2.6 Results - Computation Cost

A final area of analysis focused on the computational cost of the three track confir-

mation methods. For this analysis, I ran each method and had it make action selections
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for random target locations and states that they experienced during the simulation. A
total of 100, 000 iterations of each method were run, and the mean was computed.
These results were run on a Dell Precision 7750 with an NVIDIA quarto RTX 3000
GPU, an Intel Xeon W-10855M CPU with 2.80 GHz speed and 128 Gb of RAM. The
naive Gaussian method averaged 1.89 us per action, the Gaussian velocity predictor
averaged 24.61 ps, and the RL in feedforward mode took 659.4 pus. As expected,
the simplest method took the least amount of time with the same computational re-
sources. Even though the Gaussian velocity predictor was 13 times more costly and
the RL was 349 times more costly, they were all still able to operate in real-time for
radar scheduling needs simulated here. This is an important engineering trade-off, but
assuming a radar system has similar or better computational resources, every method

would perform in the available radar time budget.

Overall, these results confirm the effectiveness of GT methods, as both the act of
information sharing and the optimization of shared utility provided marked improve-
ment for the agents. The track confirmation method provided interesting insights into
the benefit of using additional information to improve action selection. It also illus-
trated how individual first principles based calculations can both avoid wasted utility
and outperform heuristic methods. The RL agents show that as a problem space in-
creases in complexity, there is potential in flexible methods that make few inherent
assumptions but also observe underlying patterns through Monte Carlo training to al-
low an ML model to find patterns and strategies from the environment. Methods like
deep RL are less inherently understandable and require hyper-parameter exploration
and tuning, but the potential flexibility and performance in high complexity or low

information scenarios is worth exploring as potential options.
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4.6 Conclusions

This work explores the RRM task of track confirmation but within the C2 challenge
of UAV swarm search and evade. This adds the constraints that the target of interest
is highly evasive with an intelligent behavior to utilize the 0 Doppler clutter ridge
to avoid detection. Additionally, the ISR radar platforms have limited resources and
are unable to re-illuminate a target detection for confirmation as the target may no
longer be in the same space. The track confirmation task is performed to confirm that
a detection is a target of interest and not a false alarm. False alarms will happen but if
a detection is repeated and associated as the same source then confidence in detection
greatly increases and a track is established. Traditionally, track confirmation is simply
a re-illumination of the space. This method is effective when the radar platform has
the resources and agility to illuminate the potential target quickly enough that it is
close to the location of the initial detection. Alternatively, if the target does move too
far from the initial detection, but follows a constant velocity path then the track can
still be confirmed with a local search. This chapter address the C2 scenario where

these assumption do not hold true.

In order to address this new challenge I design and implemented three core areas
of contribution. First I was able to code an expandable simulation and environment in
python that will prove invaluable for continued research. There exist multiple tools for
simulation and environment including Matlab Radar toolboxes, python gym environ-
ment, and hi-fidelity simulations like RFview and AFsim. Although any or all of these
could be used to explore either high-fidelity radar challenges or an interactive search
and evade scenario with multiple agents, none could do both. Additionally, I would
argue that there is value in implementing and understanding the radar and game mech-
anism components of the environment as it improves understanding of those domains

and enables updates and improvements for the future. This simulation environment
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had three increasing fidelity radar detection methods over two years of iterative re-
search and learning. A current challenge in the simulation domain is that high fidelity
radar simulations exist but require extreme computation. With in the RL and GT work
there are multiple “games” that are representative and computationally efficient, but
they tend to lack the realism and uncertainty that is a reality of the radar domain. This
iterative simulation found a middle ground where radar realism and medium fidelity
were included, but the computation and GT game design principles built a scenario
that is agile enough for training RL and testing C2 scenarios. This contribution was
not directly novel to radar or GT, but was a necessity to test and evaluate the other

contributions in this work.

The second major contribution is that I was able to implement tracking methods
for evasive targets in the absence of a detection history. This is a difficult challenge
especially when the C2 scenario was formulated to have low radar resources and eva-
sive targets, but the addition of collaborative multi-agent tactics resulted in perfor-
mance improvement. This multi-agent UAV swarm scenario is an under-explored and
growing challenge in the C2 autonomy domain. Additionally, both the low history
tracking and the collaboration were implemented in such a way that it is modular to
the human-in-the-loop C2 need. The final research benefit is the novelty of exploring
advanced behavioral techniques like RL. Even the non-ML method were novel in their
C2 knowledge added design. This means that the heuristics developed were based on
the C2 information available to the agent. A total of three low history tracking methods
(naive Gaussian, Gaussian velocity predictor, and multiple RL. models) where imple-
mented, tested, and analyzed. A final component of research novelty is the process
of adapting GT methods focused on collaborative utility for multiple agents. Specif-
ically a baseline of no collaboration, a strict information sharing, and a consensus
leader-follower method were developed and tested. This application of GT showed

improvement for the multi-agent case by establishing cooperation and optimizing col-
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laborative utility for multiple agents.

Together these contributions provided an environment to test medium-fidelity
radar tasks in a multi-agent C2 scenario. The core research goal to address the C2
autonomy challenge was to accomplish a difficult under explored challenge (track
confirmation with low resources and evasive targets) but also to highlight the viability
and importance of multi-agent utility maximization (using GT). The results showed
that in a realistic scenario, agents should utilize information and history (Gaussian
velocity predictor and RL), and they should include generalization mechanisms (i.e.
probabilistic action variation). This main reason for the generalization mechanisms is
that the realistic presence of false alarms can distract and lead astray methods with too
rigid of an action policy. The RL research and exploration showed that the tool has
promise but needs additional research and creative re-evaluation to improve. The RL
methods were explored extensively but future research needs to explore completely
new architectures and the potential of multi-agent training scenarios and integrating
GT concepts into the training process. The application of probabilistic heuristic GT to

a solo trained RL agent had diminished impact.

The implementation of GT was very successful and proved a vital component to
accomplishing detection with a clutter ridge and evasive target. the evasive target de-
sign was intelligent and would balance approaching it goal and attempting to move
orthogonal to an illuminating platform. Effectively, this would reduce its Doppler
component to enter the clutter ridge and greatly reduce probability of detection. Ex-
tensive testing showed that the GT improved agent success in general. As platforms
approached orthogonal positions relative to the target their collaborative success in-
creased. These result validate that this C2 scenario requires new low history methods
and that collaborative action augmentation can greatly improve objective success for

collaborative agents.

The contributions in this work show the value in a collaborative multi-agent ap-
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proach to integrated C2 challenges in autonomy. The domains of radar, autonomy,
and multi-agent collaboration all have deep research and advances in solving prob-
lems within their domain. A key contribution in this work is exploration and testing
of effective methods when all of those domains interact together to represent more
complex and dynamic challenges. The likely reason that this interconnection of do-
mains has less research is that it requires both a depth and breath of topic in multiple
domains. Nevertheless this research is relevant because a method that is overly opti-
mized in one domain may have reduced performance when integrated with the other
domains in play for C2. An example in this work is that the RL in the simplified range
equation simulation performed better than the baseline in all cases. But once the un-
certainty imposed by higher-fidelity radar (clutter ridge and false alarms) was present
then the GT made a much larger impact and the baseline tracking with GT surpassed

the RL.

Part of the research philosophy for this work was to create track confirmation track-
ers and collaborative methods that were modular to enable human-in-the-loop possi-
bilities. The proposed method succeeded but there was a cost. This came specifically
in the result for the RL models. The exploration and results for the RL. models showed
that either there is a limit to its performance in this space or more likely the models
need a training environment that is multi-agent. This has the potential of improved
performance and the field of MARL show promise in this direction, but as the process
becomes more integrated in the deep learning networks the more difficult modularity
becomes. A single RL model could be replaced with another model or person, but
single actor in a multi-agent model can’t be replaced. Care was taken for the non-ML
methods to generalize and scale with changes in environment as they were based on
radar parameters or expectations about the targets. The additional issue with RL is
that additional effort is required to build a model that generalizes to changes in envi-

ronment or scenario. Design choices like action factors and state normalization were
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implemented to encourage generalization, but large changes in scenario would likely
need a retrained model. Even with the constraint, RL and ML has shown promise in
multiple domains as the technology learns from data and can generalize solutions and

strategy for complex problem spaces.

Although these results effectively modeled and explores this C2 challenge, consid-
erable work 1s needed to build confidence, scale to realistic operations, and integrate
this with real systems. As discussed, the RL models in this space could warrant a
full graduate work to itself. The RL models should explore multi-agent training sce-
narios including MARL. The RL model could benefit from an architecture with some
form of memory like an RNN. Finally the RL exploration could benefit from research
into reward function. For the multi-agent RL case the use of GT methods like price
of anarchy could be utilized to build dynamic collaborative reward functions. This
work did explore GT as a collaborative solution but the field of collaborative GT in-
cludes multiple algorithms for utility optimization. The topics of price of anarchy,
regret management, and confidence-bargaining method are promising and should be

explored in addition to the consensus methods in this work.

Finally, this C2 scenario was simplified to only two stationary platforms and one
target. A major area of expansion is scaling this scenario with many agents and mul-
tiple evading targets. Additionally, the platforms in this simulation could move but
movement was not tested due to maintaining a complexity scope. Testing with motion
is much more realistic and should be explored. A challenge imposed by this increase
in scale is balancing tasks and collaborative resources. If there are 20 agents then
not all 20 should look for the same target when other targets may exist. This could be
addressed with a centralized control, but modern C2 scenarios are concerned with con-
tested environment and a decentralized autonomy is a growing need. Proposed ways
to scale in a decentralized way is to combine localization and implement a confidence-

negotiation structure from coalition GT. A confidence-negotiation structure will have
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agents evaluate the importance of possible tasks and then negotiate task selection with

other agents to find an appropriate response of swarm resources.

The work presented in this chapter built an environment to test multi-agent track
confirmation with C2 challenges. It is core to my research goal to utilize AI/ML and
GT within RRM and C2 challenges. The C2 scenarios are domain relevant to the re-
search, but the utilization of realistic radar is required to have confidence in the novel
methods. The building of the scenario and the radar simulation greatly improved my
understanding of radar signal processing and learning the challenges of the C2 do-
main. My research with the track confirmation methods improved my understanding
of the balance between strategy and the need for generalization given uncertainty. A
core interest when exploring C2 was the need for collaboration. During my career a
challenge was integrating systems where individual components were optimized for
their personal utility. When those systems where integrated they often harmed to col-
laborative utility because their local optimization was wasteful or counter-productive
to the collaborative objective. The GT methods, focused on maximizing collaborative
utility, was foundational to my research goals and showed promise from these results.
These contributions were peer reviewed and evaluated by the community through a

conference paper [20] and a journal paper for the expanded work [21].
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Chapter 5

Scalable Multi-Agent Surveillance with Utility Representation

5.1 Introduction

As a continuation of my research into scalable multi-agent methods for radar re-
source management (RRM) tasks the next area of focus was inspired by the C2 chal-
lenge for space surveillance. Similar to the work presented in Chapter 4 the inspira-
tion for this work examined the C2 scenario of multiple smaller UAV’s as intelligence,
surveillance, and reconnaissance (ISR) agents with the goal of accomplishing an RRM
task. In RRM, the goal is to manage the resource utilization across multiple tasks. The
most basic of these tasks are search, confirm, and track. Searching involves a system-
atic method for surveying unknown space with the goal of detecting potential targets
of interest. Traditional search methods usually attempt to solve the problem under the
naive assumption that all space is equal in importance. The second assumption is that
updating and recovering lost tracks are of higher priority than searching space. In this

case search is often what an RRM scheduler will do when it has left over resources.

The research in this section explores search while challenging these assumptions
and expands to the multi-agent case with platform movement. In many real-world
C2 scenarios, the search space may be too large to cover in a reasonable time. A

solution to this time constraint is to rank small subspaces by importance. In many
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C2 applications, intelligence information is used to assign importance to areas of the
search space. Some algorithms incorporate prior information, but many are relatively
rigid in the granularity of how the search space is segmented. The search method
proposed balances exploration of radar space with exploitation of prior knowledge to
meet the objective to find targets of interest. This method prioritizes higher probability
of detection by illuminating more of the local area and optimizes collaborative utility

when multiple platforms search together.

In a C2 scenario, it is reasonable to assume that a radar surveillance has physical
locations that are of importance and therefore all points in space do not have equal
priority. This led to a literature review (section 2.5) into the field of knowledge-aided
search in which prior information can and should drive new search actions. The re-
search includes a class of solutions focused on representations of the search space
which use measures like entropy, probability of target existence, and radar action
utility. This concept of a representation, given prior information, inspired the util-

ity search framework presented in this section.

The goal of the utility representation is to balance exploitation of prior information
and likelihood of success with exploration of unknown space. To accomplish this I de-
signed an efficient representation with multiple layers that perform this balance. The
first layer will estimate the likelihood of an action’s success by using a Swerling 1 Pp
estimation with the radar range equation. The second layer, called the objective layer,
will represent C2 intelligence and encode the importance to survey areas of strategic
importance. The final information layer utilized a novel beta distribution implemen-
tation that drives searching new areas but will revisit higher priority locations more

often than low priority regions.

The final aspect, presented in this representation, is the ability for multiple search
agents to share their search history and then search the space while maximizing col-

laborative utility. Even more significant is that this representation does not need action
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sharing in real time to maximize utility as agents utilize their personal location to guide
search selection. This results in improved collaborative search without making unreal-
istic communication simultaneity assumptions. When information can be shared then
the collaborative utility is optimized to minimize beam overlap. The sharing process

was designed to be scalable regardless of the number of agents.

I want to discuss my choices regarding the two-dimensional representation of the
search scenario for this work. Given that a radar sensor on a platform transmits a prop-
agating wave which both expands and loses power with range the actions are typically
represented in a polar coordinate system. Specifically, the radar actions are repre-
sented with the azimuth angle, the elevation angle, and the range a beam of a given
power can propagate and receive return energy that could be detected. If a researcher
intends to reduce complexity they will often reduce the problem to only two dimen-
sions. For RRM actions the most common choice is to assume that the radar action
space should be represented with only azimuth and elevation. This representation is

convenient as the space can then be represented by a grid, as shown in Figure 5.1.
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Figure 5.1: Example of Azimuth and Elevation Representation [81]

In this work I make the choice to represent the RRM space instead from a top
down view of the geography (x and y Cartesian coordinates) for the surveillance space.
The reasoning for this type of representation is due to two C2 driven factors and one
assumption regarding mobile platforms (e.g. UAV drones). A visualization of the

global scenario is shown in Figure 5.2.
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Figure 5.2: Utility Search C2 Scenario

The first C2 assumption is that the location of areas that need to be surveyed are
going to be geographically located in the environment and relevant regardless of the
radar action capability. For a single platform that is stationary these are the same but
once platforms are going to coordinate they need to be able to understand the surveil-
lance area with a global representation. The second factor is that these platforms are
capable of moving and an azimuth-elevation selection will illuminate a different lo-
cation from time-step to time-step depending on the motion of the platform. Finally
we assume that targets of interest will have greater variance in their x-y coordinates

as opposed to the z Cartesian dimension. Therefore elevation of a moving platform is
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the more appropriate dimension to hold constant for a two dimensional C2 scenario.

The representation and testing in this chapter provides a contribution to the field of
C2 surveillance where detecting targets of interest as they approach key objectives is
more important then a full space search. Beyond the C2 relevance, these method can
optimize search when the radar scheduler resources are insufficient to search the entire
space. This design can optimize collaborative search by multiple agents in the same
surveillance space. This collaboration can succeed both with and without real-time

information sharing and is linearly scalable as the number of agents increase.

The following sections will present the utility map representation framework, the
method I designed and implemented to utilize this representation, the comparison
methods selected, and the testing procedure and results discussion. The following
discussion will explain the details for how each sub-layer is calculated and will in-
clude my ideation to use radar principles to design the layers. The majority of the
work detailed in this section is my contribution from concept to implementation. My
research colleague, Timothy Sharp, contributed with the integration of the layers into
the full simulation, the planning of the layer design and software implementation, and
supported testing. I came up with the design of each layer, the framework and the
search methods, implemented the majority of the layer code, integrated the system,
and conducted testing. This work has been accepted and will be presented in the 2025
International Radar Conference [22] and was funded under the AFOSR grant with
award number FAFGA03158J001.

5.2 C2 Design and Simulation

The scenario used for evaluating and testing the proposed methods is detailed in
the radar simulation Appendix A. Specifically for this work the conference paper uti-

lized the the GLRT with clutter implementation detailed in section A.3. Additionally,
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testing was performed including platform motion with the most recent radar simula-
tion which performed range-Doppler processing and accomplished detection with the
cell-averaging CFAR method (Section A.4). The parameters in both cases did not
change except that this work utilized a transmit 3dB beam width of 8, = 0.5° instead

of the #, = 1° utilized in Chapter 4.

5.3 Utility Search Representation

This search representation incorporates multiple strategies in a collaborative
framework. It uses two separate layers: the utility layer and the information layer.
The utility layer represents any layer that informs the agent regarding higher priority
locations. The information layer is a decaying layer with a history of illuminations
that are subtracted from the utility layer to encourage the platform to search new loca-

tions.

The approach to this C2 inspired search representation is to evaluate multiple as-
pects of the environment and a platform’s location and how they impact the priority
to survey space. To do this I have devised a search representation that incorporates
multiple representation strategies together to gain benefit from each in a collaborative
framework. This representation has two separate macro layers: the utility layer and the
information layer. The utility macro layer represents any layer that informs the agent
regarding higher priority areas or which will result in higher probability of successful
detection. The information layer is a decaying layer with a history of illuminations
that is subtracted from the utility layer to encourage the platform to search new lo-
cations. Before discussing specific layers and their design I will explain the general

form of a layer.

There are multiple ways that a command and control space could be represented.

As discussed in section 5.1, I chose to use a global top down x-y Cartesian coordinate
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representation of a radar search space. Given that a platform can be placed anywhere
around the exterior of the search space and that the platforms can move, I decided to
use a simple grid discretization in x and y dimensions. For each individual platform,
its radar beam will spread radially and thus not fit any grid perfectly, but a radial
representation for any single platform would not be representative for other platforms
located elsewhere. Given that all platforms will have this spread effect I choose to
represent the space in a way that is easy to understand for a C2 operator. For the work
found here all layers are the same 10km by 10km space with a grid size of 10m by
10m for a 1000 by 1000 grid map. Figure 4.2 shows a visual representation of the

view geological map used in this work. Figure 5.3 is a representation of the utility
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Figure 5.3: Collaborative Utility Search Representation Layers View
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map frame work and will be used to aid in the description for each individual layer

that follows.

The following sections will explain the reasoning and equations to calculate the
utility or the information for each layer. These equations will often use the range
and/or the angle of a point in the (x,y) plane compared to some point (platform, ob-
jective point, target prediction location). To do this efficiently the grid representation is
saved as a mesh grid matrix where each location has identical columns of the x global
location or rows of the y global location, respectively. These matrices are then used
as the inputs to calculations used for future layer calculations. The common equations

are shown in (5.1)

X = |[zg,...,z0)" [21,...,21]7 [N
[y07 e 790]
y — [yla .- 7y1]
(5.1)
_[yn; e 7yn]_
Rpoint,xy = \/(X - :Cpoint>2 + (Y - ypoint)2

(Y - ypoint) )

O point,zy = arctan( ( P—
— Lpoint

The two common calculations used in layer representations are the relative range

(Rpoint,zy) and angle (0,0int,2,y) of each point in the grid to a source location.

As discussed earlier the two macro layers, utility and information, are the weighted
sum of the other sub-layers in their layer group. This can include negotiated or shared
layers from other platforms. The weighting variables are parameters used to tune
the impact of local layers and are used for shared layers as an option for trust based
confidence in future work. For the current implementation the weights are all set to 1.

The two layers are the weighted sum of the other sub-layers in their layer group. For
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this implementation the utility layer has a platform layer unique to each platform and
an objective layer that includes C2 intelligence information about the environment.
This can include shared layers from other platforms. The weighting variables are
parameters used to tune the impact of local layers and shared layers. Once all the

sub-layers are weighted and summed, the utility macro layer is normalized from O to

1.

The information layer retains a memory of the previous information layer which
has a beta distribution based decay. For this implementation the default information
layer is unique to a platform. For a collaborative representation the information layer
will include the history from other allied platforms. The information layer is sub-
tracted from the utility layer to create the final representation. The combined repre-
sentation contains the available utility in the space and it used by the agent methods to

drive search.

5.3.1 Platform Layer

The first layer in the collaborative utility representation is the platform layer. The
idea for this layer was inspired by the work in [76] which took in account the position
and capability of the platform to inform a utility measure of radar actions. The plat-
form layer represents an estimated probability of detection if a target was present. To
do this estimation, I decided to use a Swerling 1 model with a range equation based
estimation. The following are the equations used to calculate the estimated probability
of detection for the platform layer. The first calculation is to determine the signal SNR
based of of radar parameters and range.

PthxGm;)\ZU

SNR(R) = (47)3R*kT, B, L

(5.2)

Where SN R is the signal to noise ratio, P, is the transmit power, G, is the transmit

gain, GG, is the receiver gain, \ is the carrier wavelength, o is the radar cross section
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for the target, R is the range, k is Boltzman’s constant, 7 is the system temperature,
B,, is the noise bandwidth of the receiver, and L is the total system loss. In order
to simplify the calculations and to appropriately incorporate the components of the
phased array simulation, I decomposed the radar range equation into three components

as:
SN Ragy = 1010g,0(Glo0p) + 1010g;(0) — 401og,o(R) (5.3)

Here the variable G,,, represents the loop gain and can be represented with the
following subset of the range equation.

Pt Gt:r Grm )\2

G(oo =
P T (4n)3P,

(5.4)

Where P, is the noise power. We are utilizing a phased array so the calculation
for several variables above include additional parameters. The calculations for these

components are as follows:

Pt = nGpcPta:,eleloGde/lO

Gpe = BWT
DBW (5.5)

aZpwClow

P, = KT, 10"/ f,

Gtm = Grm =

Where n is the number of elements in the phased array, G, is the pulse compres-
sion gain, P, .. the the transmit power of a single element, G, is the element gain,
BW 1is the signal bandwidth, 7 is the pulse width, D it the directivity of the array,
a2y, and ely,, are the azimuth and elevation beam-widths, Fy is the noise figure, and
fs 1s the sample rate. Together all of these parameter use the radar range equation to
calculate the estimated SNR at a given range R. Now that we have the estimated SNR

we can use the Swerling 1 probability estimation method from [32]:
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1
Upi = Pp(R) = Py (5.6)

Where P, is the probability of detection, Pr 4 is the probability of false alarm, and
SN Ry, is the linear version of the SNR value. For the research in this section table

5.1 has the components that were used for implementation and testing.

Parameter Value Parameter Value
Array elements 16 x 16 Center freq. 2 GHz
Sample rate 100 Mhz Bandwidth 30 MHz
Pulse width 1 us PRF 8.5 khz
Max Power 6W Beamwidth 0, =0.5°
n 16 Sample Support 64
Pr4 107° T 110 %sec
T, 290K Max Velocity 318 m/s
fs 100 - 105H 2 Fy Adb
D 2600 Ié] 3-10°Hz
Piyele 3dbW Geie 10db
K 1.38-10723

Table 5.1: Radar Parameters for Pp Estimation & Swerling-1

Using these parameters resulted in the following Pp, curve (Figure 5.4) given range

for the radar space I will use in testing.

Additionally, the plot includes the Monte Carlo results from the radar simulation
using a Doppler frequency based clutter and STAP detection with the GLRT as de-
scribed in section A.3. Included are the results for different Pp given the impact from
the radial velocity clutter as it approaches the 90° orthogonality. The utility represen-
tation cannot know the actual Pp but it does show that it is a relatively good estimation

and should serve to drive platform based utility. Figure 5.5 is a visual representation
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Figure 5.4: Probability of Detection for Estimator and Actual Simulation

of the platform layer for a sample scenario where the platform is at to location [13000,

5000].

5.3.2 Objective Layer

The second layer in the collaborative utility representation is the objective layer.
The objective layer concept was inspired from the C2 influence on a surveillance sce-
nario. A core inspiration for the objective layer was a combination of two different
methods from the literature. The first source was the work of [77] which represented
locations in the search space as potential generators of targets of interest. The second
was the work in [79] which utilized a top down visualization of the search space and

modeled search locations with entropy based off a probability of target presence.

For the design of the objective layer, I chose to represent the information of ob-

jective points that are of defensive value. This is the inverse of the generator concept,
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Figure 5.5: Platform Layer with Swerling 1 Pp Method

as it is instead areas that I assume targets of interest would approach. This motivation
challenges the assumption that the entire search space has equal priority. Instead, it
assigns higher priorities to identify targets approaching objective points. To represent
the need to survey around the objective points, I designed a utility offset to drive action
around them. I experimented with both a Gaussian and exponential representation for
the utility around the objective points. I decided to use a Gaussian offset following a
review of the work by [75], as McGee et al. utilized an assumption about a target’s
maximum velocity to design a geometric pattern that could assure the target could not
escape some space. The idea for the Gaussian offset in the objective layer is that, given

an assumption regarding a potential target’s maximum approach velocity, we can set
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Figure 5.6: Objective Layer with Gaussian Utility

a mean offset from the objective point and a standard deviation that should maximize
the probability of surveying the target before it reached an objective point. A visual
representation of the objective layer is shown in figure 5.6, and the foundational equa-

tions are:

4 % VH + Rblind

fobj = At
2%V, + Ryun
Oy = b (5.7)

Uobjwy = N(Robjzy — Mobjs Tobs) see (5.1)
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Where V, is the mean expected velocity of the targets, [%inq 1s a blind range where
the target has reached the objective point, At it the number of radar actions per second,
Rpj 2y 1s the range for an (x, y) pair from the objective point, and U,y; ,, is the utility
due to the objective point at a given (z, y) location. For the work in this section target

velocity is between V' = [100, 300]m /s with V,, = 200m/s and Ryjing = 200m.

5.3.3 Utility Layer

The utility search representation is design to allow any number of personal sub-
layers for a platform (platform layer, objective layer, etc.) and other shared layers
form collaborative platforms (other objectives). Once all of the layers are generated
of shared then the macro-layer, utility layer, is collapsed and normalized. The process

to collapse and normalize the layers is:

layers

Uuir = »_ Ui
=0

Uutilnorm -

(5.8)
Uutil - mzn(Uutzl)

max(Uyit) — min(Uy)
A visual representation of the combined utility layer is shown in Figure 5.7.

Before incorporating the information layers, this collapsed and normalized layer,
biases the utility for both the estimate of the platform’s performance and the C2 knowl-
edge based areas with a priority to survey. The combined utility will incentivize radar
actions that illuminate as many objective regions as possible and prioritize looking

closer given the increased Pp.

5.3.4 Information Layer

The information layer represents the information gained by previous actions per-

formed by a platform. It utilizes the beam width information derived from the range
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Figure 5.7: Normalized Utility Layer

and beam splitting in Table A.4. Two matrices representing the map grid (1000 x 1000)
calculate the information layer each time an action is selected. A time matrix, T, and
a beam splitting mode matrix, B, are updated at all indices within the 3db beam width
cutoff for a selected action. New actions, that overlap indices already containing val-

ues, override previous values.

The information layer is inspired by how the illumination of a region lowers the
entropy of that space [79]. Similar to the way entropy grows over time in many sys-
tems, this information should decay with time and incentivizes searching new spaces

with platforms revisiting previously observed locations after an appropriate amount of
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time. This layer included a lot of exploration regarding how to represent the balance
of exploring new space and revisiting high utility locations that were previously illu-
minated. Because the information layer is subtracted from the utility layer this can be
represented by a decay in the weight of the previous illuminations. I decided to use
the platform layer values, but only for the points that are within the illumination beam.
The 3 dB beam and the azimuth angle are used to draw the outer lines of the beam.
Then the points between the lines are updated on the information layer matrix with
planform layer values. Since the platform layer is the estimated Pp, it was logical that
it also represented the probability of finding the target in an illumination and would

fairly represent the gain in certainty due to an illumination given range.

The decay was the first major area to explore and multiple iterations before the final
method was designed. The first decay methods were a linear decay and a multiplicative
decay given time. The initial decay method was chosen because it does not require a
history of the map and was easy to implement. To the linear decay method a rate 0 >

€un > 1 1s chosen based on how quickly the refresh rate should be. The naive decay

1

reset

could also be formulated as ¢, = ; where 7),...¢; 1 the desired turns to look again
for full utility of 1. This was simple to implement as the entire map could subtract €;;,,
and then any negative values would be set to 0. Similarly, the multiplicative method
would have a decay rate 0 > €,,,;; > 1 and then multiply the entire map by 1 — €,,,;;-
This would slowly decay the values toward zero. The challenge with both of these
methods came when trying to tune the parameters. If you refresh too often then the
agents look at the same few locations and do not explore. Conversely, if the rate was
too low then the agents will assume an early area has been illuminated and not look

again until the whole space is explored. In fact if €;;,, or €,,,;; is zero then the method

becomes an ordered search of the space with no priority besides order.

At this point I discussed the issue with my research colleagues and we explored

options. I expressed that, ideally, I wanted to refresh searching areas of C2 importance
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more often but still not immediately search space recently illuminated. My colleague
Dr. Stringer suggested that the beta distribution [125] could balance two variables
overtime. | dug into the beta distribution and found that its parameters worked per-
fectly when mapped to variables already used in the scenario. The equation for the

beta distribution is shown in (5.9):

C(a+5)

= gerl(] — g)ft .
M) Y >

fbeta(xvaaﬁ)

The key parameters of the beta distribution are the input variable 0 < z < 1 and
the shape parameters «, 5 > 0. When z approaches 0, the 5 component dominates the
distribution, and conversely when x approaches 1, a will dominate. The independent
variable 0 < z < 1 would drive a change in the beta distribution and mapped well to
the time since the last illumination. But this variable needed to range from 0 to 1 so
the following is a time based translation for all z points within X, y as a matrix of all
points in the representation with this normalized time difference.

750 - Tx,y

Xyy =
Y tO - Tx,y + tma:p/z

(5.10)

Where ¢ is the current time and the variable ¢,,,,, is the upper limit in time at which
the decay will be 1 or greater. The matrix T is the same size as the representation and
includes the time that those locations were illuminated. This matrix is initialized with
a negative number (—1), and then, each time an illumination action is processed, the
illuminated grid points are set to the current time. This is an efficient way to keep
track of time change for the entire representation as only the matrix is saved and only

illuminated points are updated. The o and [ parameters are defined as:

a=2 f=5xU,,+1 (5.11)

The o parameter is a constant that will cause full decay as x approaches %,,q;.

The 3 component plays an important role as it uses the current utility (platform and
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objective) at each point to decay the information content at different rates. When
the utility at any point is maximum (i.e., 1), the beta distribution will fully decay at
T R tm% A point with a utility value of 0, will decay completely at ¢,,,,,. This
causes the decay to be dynamic with utility value as the decay is low if time since last
illumination () is near 0 but then balance out as time approaches t,,,,. The dynamic
decay behavior is desirable as a platform utilizing this decay method will refresh areas
of higher utility (prior knowledge) more often. The decay is then used by the full

information layer (5.12):

Ix,y = [1 - Cbetafbeta(x> «, 5)] : Uplt(B> (512)

Where cper 1s @ weighting constant (cper, = .75) to cause maximum decay at ¢,
(tmaz = 8s) and Uy, (B) is a Swerling 1 Pp, (5.6) estimation for the matching power

level given beam splitting mode B.

The final component of the information layers is the ability to utilize the shared
illumination history for collaborative platforms. Collapsing of the the layer that scales
with any amount of collaborative agents is accomplished by taking the maximum in-

formation at each point between all information layers.

Loty = max 1" 5.13
collab i—ltoN TV ( )

A visual representation of the Information layer is shown in figure 5.8 where two
agents are sharing information layers after 10 actions. The effect of the beta dis-
tributed decay can be seen as the objective points from Figure 5.7 refresh sooner.
The combination of the utility and information layers for the full representation

(Usunt = Uutit — Lcotiap) 18 shown in Figure 5.9:

This visualization illustrated the balance of exploration and exploitation provided

by the beta distribution. Effectively, the regions with greater utility will increase faster,
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Figure 5.8: Information Layer

given the decay in the information layer. The dynamic beta distribution decay causes
a utility maximizing searcher to refresh areas of high utility often but to search new

locations with remaining resources.

5.4 Action Selection Methods

This section discusses an action selection method employing the utility representa-
tion and multiple comparison methods. The primary method used with the full utility
representation is a two step maximization method which optimizes the location that

will illuminate the greatest total utility (within a utility representation). Initially this
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Figure 5.9: Full Utility Representation

was accomplished by scanning the possible utility of a targeted beam at each dis-
cretized cell within the map. That proved to be very computationally expensive. In
order to reduce the computational cost, I worked with my colleague, Mr. Sharp, to
use a pooling method to determine the general area of utility concentration. Then the

local area was searched for each action to maximize utility in the local region.

The utility evaluation selects a cell in the map (z;,y,) and generates the look in-

= YIS L, ), where (X, y,) are all index pairs

formation for that beam (/,, i

n,Ym

within the beam. The beam information uses the same Swerling 1 Pp estimation from

the platform layer section. This beam value acts as a weight that multiplies with the
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current utility representation as:

Ubingm = 3, Upltsanm * Lon (5.14)

After calculating all x,y points in the map, the point with the highest total utility
was selected for action selection. This method selects the point that generates the most
utility, but is computationally costly for all one million points within the representation
matrix of size 1000 x 1000. This led to a two-step solution that used average pooling

as preprocessing to locate an action in the top 1% of utility coverage.

Average pooling is used in image processing and machine learning to reduce the
size of a large matrix or image by averaging values within a pooling window to create a
smaller matrix. The pooling size was set to p = 10, which resulted in a reduction of 10
in both dimensions, creating a matrix of size 100 x 100, with each point representing
a 10 x 10 location in the original representation. Using this pooled matrix, the max-
imum cell of the 10,000 available cells was identified. Then, the utility calculation
above was calculated for the 100 points in that subspace, and the point with the great-
est utility was selected as the action point. This two-step method was 182 times faster
than the original and found a solution with < 1% error compared to the action with
maximum coverage. This maximization method was performed on two variations of
the utility representation. The first used a representation for each platform with only
the information layer from their own actions. The second utility representation ex-
plored the option to share information layers between radars. A visual representation

of the pooling operation is shown in Figure 5.10.

Two raster methods were utilized for comparison. The first was a full raster of the
10k x 10k space. This raster method utilized the three beam-splitting modes and, for
each mode, swept the angle in a clockwise motion between the ends of the map with
an increment of the total 3dB beam width. This is shown in Figure 5.11 as this method

will radially cover the map space at each range mode.
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Figure 5.10: Example of Average Pooling

©

Figure 5.11: Raster Scan of the Full Space

The second raster method (focused raster), utilized the prior information proved by
the objective points. For this raster, the radar would select one of the objective points
with a uniform random chance (without replacement). Once an objective point was

selected, the focused raster would calculate the point with an offset of 11,,; = 1200m
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and +90° from the angle between the radar and the target objective point. Using these
edge points, a similar span of raster angles was swept. The raster scan was performed
for each of the three beam width modes in a clockwise motion. A visualization of this

method is shown in Figure 5.12.

AN

©

©
©

Figure 5.12: Focused Raster Scan of Objective Points

5.5 Utility Search Results and Discussion

The testing of the utility representation was conducted with two scenario and radar
simulation versions: the GLRT version (Section A.3) and the range-Doppler process-
ing version (Section A.4). Both scenario simulations implemented the utility rep-
resentation and action selector, with and without collaboration, and the two raster
comparison methods. The baseline comparison had stationary platforms. Additional
testing was conducted with only the range-Doppler processing simulation that had the
platforms moving in a circular pattern around the main viewing area. The following

section will describe the testing set-up for both the stationary and the moving platform
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surveillance scenarios.

5.5.1 Test Scenario Set-up

The testing for both the utility representation and the action selection method was
performed in two medium-fidelity gym environments presented in Section A.3 and
Section A.4. Twelve scenarios were run to explore the impact of the four action se-
lection methods (full raster, focused raster, utility selection, collaborative utility selec-
tion) with three amounts of radar platforms present (1,2, and 4). For each scenario,
the physical space is restricted to a 10k by 10k space. Up to four platforms are ini-
tialized in four locations outside the simulation space ([5000, 13000], [5000, -3000],
[13000,5000],[-3000, 5000]). Each platform had a random, unique position from these
options. Four objective points are randomly generated between x = [1000, 9000] and
y = [1000, 9000], and no objective points were within 1000m from each other. Each
scenario initializes with a number of targets equal to twice the number of radar plat-
forms, and then at each time-step, each objective point has a probability of generating
anew target (., = .25), continuing until 30 targets are generated. Targets randomly
select an objective point and are spawned at a random point within 4 km of the objec-
tive point. Each target travels at a constant velocity (200 m/s) toward the objective. At
each time step, the platforms select an action coordinate, and a beam with the corre-
sponding beamwidth and power is generated (table A.4). Detection is accomplished
with the GLRT or cell averaging CFAR depending on the simulator being used. If the
detection method determines a detection and a target is present (not a false alarm),
then the target records the time it was found and its distance from its objective point.
Targets within 200 m of the objective are recorded as missed. The simulator continues

to run until all targets are detected or arrived at the objective.

Three metrics are stored from these scenarios: the number of targets found, dis-

tance from the objective point, and the percent of the utility representation coverage at
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each time step of the scenario. 100 unique configurations of random objective points
were generated and tested across the twelve scenarios with randomly selected radar
platform locations. For each scenario the mean and standard deviation of the metrics
for all 100 configurations were analyzed and presented in Section 5.5. The distance
metric only track detected targets (missed targets would be < 200m and bias the re-
sults). The utility metric was the mean utility after time step 10 for each configuration.
Turn 10 was selected given plots of that utility over time showed that utility began at
0 and grew. Following turn 10, all methods had stabilized and the mean represents the

effective utility provided by the search method.

This work was originally run with the GLRT simulation and accepted for publica-
tion at the international radar conference 2025 [21]. Additional testing was conducted
with the final radar simulation which generated a transmit signal and conducted range-
Doppler processing and used the cell averaging CFAR method for detection. This
method also used a clutter profile that included a clutter ridge. Using this scenario
simulation I did additional testing which included the motion of the platforms. For
this testing the radar platforms moved in a circular motion with a constant radius of
8000m from the center of the scenario map. The platforms all moved in a counter-
clockwise direction with a constant velocity V,, = 100m/s tangential to this circular
path. The goal for this motion based testing was to explore the effectiveness of the
utility representation and the comparison raster methods when moving. Typically a
raster method assumes a stationary position to ensure that the intended space is cov-
ered. If the platform is moving then one of two scenarios happen to the raster actions.
The following figures 5.13 show the raster actions and what happens if the platform

moves in the same radial direction or in the opposite direction.

The results and discussion will expand on what is seen in the plots. The process of
a raster scan with motion will result in a heavy overlap on a focal point based on the

rate of raster and the motion of the platform (as seen in the opposite motion plot). If

159



Raster with.Opposite Direction Motion \\ Raster with Same Direction Motion

‘\\ \\\
= \.. /.
\i \
! !
@ | ”

Figure 5.13: Raster with Motion

the motion is with the direction of the raster then there is less overlap but areas of the
raster that should be covered will not be covered. The motion based impact on raster

methods will be discussed and observed in the following results.

5.5.2 Results and Discussion

This results section will discuss the three core metrics: targets found, distance
of target from its objective, and utility score. Within the discussion of each metric I
will begin with the results from the GLRT simulation published in [22] followed by
the new results that includes the motion testing. The targets found from 30 total in a

scenario is shown in Figure 5.14 for the GLRT simulation.

The results from the scenarios indicate multiple interesting and promising trends.
Observing the targets detected, the utility methods consistently found 10-20% more
targets than the raster methods, with the greatest gain in the two-platform scenario.
These results confirm that the use of both prior C2 information in the objective layer
and the encoding of the platform location in the platform layers had an impact. This
representation includes layers that drive searching priority C2 locations (objective
layer), prioritizes beams with higher Pp (platform layer), and balances searching new

space versus rechecking high activity locations. The focused raster also used prior
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Figure 5.14: Target Metric for GLRT Simulation

information, but the utility method’s platform layer drove agents to search objective
points closer to themselves and/or select beam actions that would cover multiple ob-
jective points. The full raster method would maximally explore the space but not use
any C2 information. The success of the utility method is that both exploration and
exploitation of prior information enable more efficient search. The targets found re-
sults from the range-Doppler simulation for both the stationary and circular motion is

shown in Figure 5.15.

Figure 5.15 shows the number of targets found out of 30 total in the scenario. The
first promising result is that the results for this simulator differ from the first testing but
the general trend remains that the utility method find more targets than the two raster

methods. In order to better understand the difference in performance, Table 5.2 shows
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Figure 5.15: Target Metric with Motion for Range-Doppler Simulation

the percent difference from the lowest performing method. This percent difference is
calculated as D = W - 100 where M, are each method and M,,,;,, is the lowest

scoring method.

These difference percentage values help with understanding the impact of the
methods as well as the platform motion. The first observation is that the utility meth-
ods perform better (7 — 15%) then either raster method, with the focused raster as the
lowest performance. It is important to point out that all methods were tested with the

same random scenario configurations.
The motion causes each method to perform worse than the same method when
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Percent Diff-Min | Percent Diff-Min | Percent Diff-Min
Search Method 1 Radar 2 Radars 4 Radars
(static, moving) (static, moving) (static, moving)
Full Raster 1.9%, 0.7% 3.5%, 2.6% 7.1%, 9.9%
Focused Raster 0%, 0% 0%, 0% 0%, 0%
Utility 16.0%, 13.1% 8.3%, 9.9% 13.7%, 18.0%
Collab Utility 19.9%, 19.3% 8.9%, 11.8% 14.3%, 19.3%

Table 5.2: Percent Difference Targets Found from Minimum Method

Loss From Motion | Loss From Motion | Loss From Motion
Search Method
1 Radar 2 Radars 4 Radars
Full Raster —7.86% —5.02% —3.88%
Focused Raster —6.76% —4.11% —4.68%
Utility —9.07% —2.69% —1.04%
Collab Utility —6.92% —1.52% —0.46%

Table 5.3: Percent Target Found for Motion

stationary. But the utility method show a gain in performance compared to the raster
methods. This means that the utility methods are much more resilient to the impact
of platform motion. The main reason for this is that the utility methods determine
the highest utility action at each look and the platform layer is calculated for the new
position. This motion was in the same direction as the raster (see Figure 5.13) and
as shown in that figure had a reduction in effectiveness for the raster methods that
was much greater than the impact on utility methods. This is the better scenario for
area coverage and we would expect a motion in the opposite direction to be more
punishing. Table 5.3 shows the decrease in performance for each method when motion

is included. The impact of motion decreases with more surveillance radars, but the
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utility methods have much less loss due to motion.

One final observation is how close the performance of the two utility methods are.
The collaborative utility methods has the radars share their action and performs better
as it encourages the platforms to not waste resources searching recently illuminated
space. But the agents without sharing are close in performance. This similarity is due
to the influence of the platform layer for each radar and the distance of the platforms
from each other (over 11 km and 90-180° relative to the map center). The default
method selects actions that have higher expected Pp, which given their distance, will
be unlikely to overlap and thereby waste collective utility. This is desirable because,
in a contested environment, the further platforms are from each other the more likely
delay in communication or denied communication becomes. In that scenario they will
still perform well as they are unlikely to illuminate the same space. If the radars are
closer then they would need to share looks to avoid wasting resources but they are also

more likely to establish communication.

For the distance metric, the larger the number, the sooner the target was found.
This is a desirable result, as earlier detection allows more time for a response. The
results for the GLRT Simulation are shown in Figure 5.16. An interesting trend is that
for the single platform case, the full raster finds targets earlier. This is expected, as it
searches space further away from the objective points, but as the number of platforms
increases, it is the utility methods and the focused raster that increase the distance
of targets found. Logically, a single platform covering all objective points will have
to find targets closer, given it must cover all of the objectives. As the number of
platforms approach the number of objectives, the utility methods will automatically
divide up the objective points and improve both in the number of targets found, and

find them at further distances.

The distance for all targets including those that are not detected (with a distance

of Om) is shown in Figure 5.17. This represents the distance biased by the number
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Figure 5.16: Distance Metric for GLRT Simulation

of targets found and provides insights into the realistic distance when target success
is included. The standard deviation is not presented as the inclusion of the missed
targets, with a distance of 0, causes large standard deviations that do not contain useful

information.

The distance metrics for the range-Doppler simulation show the same trend as seen
in the published testing. The impact of platform motion seems to be minimal regarding
the distance that targets are found. One aspect of these results is that the variance is
very high for all methods, but the 4 radar scenario does show that the focused raster

and the utility methods find targets further from the objectives.

Similarly to the original simulation result, Figure 5.19 is the distance for all targets
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Figure 5.17: Distance Metric for All Target for GLRT Simulation

including those that are not detected.

The utility metric is a measure of the effectiveness of each method to reduce the
utility in the representation. As expected, the method that maximizes utility succeeds
compared to the traditional raster methods. The utility results for the GLRT are shown
in Figure 5.20 and the results for stationary and motion testing with the range-Doppler

simulation are shown in Figure 5.21

The single platform case is a baseline and indicates a trade-off between the targets
found vs the effective range. The exploratory method, full raster, finds targets at the
furthest distance but finds fewer than the objective point-focused methods (focused
raster and the utility selectors). As the number of platforms increase, the utility method

increases in both targets found and distance found over the full raster, but the margin is
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Figure 5.18: Distance Metric with Motion for Range-Doppler Simulation

less as the number of platforms reaches four, since they more saturate the surveillance
space. These results indicate the utility method balances exploration and exploitation
of the C2 biased space more effectively than the raster methods (optimized for either

exploration or exploitation).

An important trade-off is computational cost as utility methods are costlier even
with the pooling optimization. Testing of the methods indicated the raster methods
(implemented on a Lambda Tensorbook with an 17-11800H, RTX 3080 Mobile, and
64Gb of RAM) averaged 0.1 ms per action, while the two-step utility method needed
600 ms per action. This cost is greater by a factor of 6000, but if an operational system

has similar or greater processing, then the utility representation would be capable of
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Figure 5.19: Distance Metric for All Targets with Motion for Range-Doppler

Simulation

real-time surveillance. The computational complexity was tested using different size
representations for the utility search (from the original 1000 x 1000 map size to a test
run with 100 x 100 map size that ran 70.15 ms). This reduces the computational cost
to only 700 times greater. The visuals from Figure 5.10 show that it is likely that both
the map size and the pooling could be increased to reduce computational costs. A
future area of improvement would be to limit test how low a resolution of the utility

map could still perform well.

5.6 Conclusions

The work in this chapter explores the RRM task of search within a C2 scenario

and with multiple collaborative platforms. Traditionally, search of a space treats all
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Figure 5.20: Utility Metric for GLRT Simulation

space as having equal importance and the entire space is cycled given radar resources
and beam width. The field of knowledge-aided search revealed multiple methods to
optimize search by incorporating information about the platform’s location and ca-
pability, representing space priority with areas of target generation, and entropy and
utility methods to represent space already searched. All of these methods where in-

spirations for the proposed utility representation.

The main contribution from this representation is the combination of these meth-
ods. The platform’s expected Pp is used to bias the platforms to prioritize searching
space with a higher chance of detection over locations further from the platforms.

The inclusion of C2 knowledge in the form of objectives in the map drives opti-
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Figure 5.21: Utility Metric with Motion for Range-Doppler Simulation

mized surveillance of higher priority locations. Finally, a novel beta distribution decay
method was used to balance the challenge of exploring new locations versus the need
to research higher priority locations as uncertainty increases over time. This repre-
sentation improved search for a single radar, but an expanded contribution is that this
representation can efficiently include search history from collaborative radars to im-
prove multi-agent performance even further. Also the method for sharing information

is efficiently scalable as the layers are collapsed and stored efficiently.

This work showcases a utility search method that uses prior information from
domain-specific scenarios to outperform more traditional search methods. Not only

does this improve on naive search methods, but the flexibility and granularity allow
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for noticeable performance improvements over other methods relying only on domain
information. The utility search method is dynamic, different domain information can
be encoded, allowing for use in complicated C2 applications. Not only can the utility
layers be set up to bias individual agents into collaborating, but by building in collab-
oration, they can avoid wasted resources via sharing layers. The results indicate that
applying the utility search method to a scenario with targets moving toward objective
points consistently results in a greater than 10% improvement in targets found along
with lower time-to-detect. This indicates dynamic and balanced exploration of the
radar space and exploitation of prior knowledge has benefit for the surveillance task.
Multiple platforms using this method will collaborate automatically when further from
each other. In close proximity, they can share information with low computational

cost, continuing collaborative actions that avoid wasted radar resources.

The contributions in this work show the value of incorporating prior knowledge
about the platforms and the surveillance space to optimize search and the value of
collaborative representations to improve multi-agent RRM tasks. The domain of
radar search, distributed autonomy, and multi-agent collaboration all benefit from this
method. The three core layers are all inspired by methods in the literature and for-
mulated with radar and C2 concepts. This work shows novelty in the combination of
these methods in an efficient format and provides a novel decay method using the beta
distribution. This decay method balances the search new space vs. revisit challenge in
surveillance with an elegant equation. This method also explored computational cost
improvements and provides a linearly scalable ability for multiple agents to maximize

collaborative utility.

This method shows great potential, and there are many places where it can be im-
proved. For the multi-platform C2 domain, autonomous collaborative radar tasks are
of value, given increasing complexity and volume of systems. Additionally, the poten-

tial of collaboration without direct communication is desirable for contested spectrum
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scenarios. This paper used simple prior information to generate the utility layers but
as the domain becomes more complicated, generating good utility layers may become
more difficult. Analyzing what makes a good utility layer, and how different layers
should be weighted will be very useful. Changing the way utility is removed after an
action is taken will change the structure of the utility map which affects future actions.
There may be additional performance improvements based on allowing overlapping
beams or removing more utility around the beam to space out the search beams. This

section of the utility search algorithm is another area for future research.

Motion was tested in this work, but all of the platforms move in the same counter-
clockwise direction at the same rate. An area of future effort is to explore the impact
of the collaborative representation as platforms move closer to each other. The au-
thors hypothesize that when platforms are closer, it is more likely that illuminations
will cover the same space. This should be accomplished with increased communi-
cation between agents, and is likely unnecessary when the agents are far away and
the burden of communication increases. The results show that the utility method is a
dynamic method that balances exploitation of prior knowledge, exploration of space,
and collaborative optimization by selecting high probability actions given physical dis-
tances and/or sharing collaborative information. Investigating how the search method
interacts with a radar scheduling system managing search and track actions will be im-
portant. This may highlight an advantage of the utility method in adapting its search

actions based on the tracking actions.

The work presented in this chapter built tested multi-agent surveillance within a
C2 scenario. It is core to my research goal to build scalable multi-agent methods
to address RRM tasks and C2 challenges. The C2 scenarios are domain relevant to
the research, but the utilization of realistic radar is required to have confidence in the
novel methods. My research with this collaborative utility representation improved

my understanding of the balance between exploring new space and exploiting prior
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knowledge for effective surveillance. A core interest when exploring C2 was the need
to optimize collaborative utility but also to has efficiently scalable methods. Often a
more complex method will only work for single or small amounts of integrated agents.
The collaborative representation, focused on scalable coordination and utilizing prior
knowledge with balanced exploration and revisit mechanisms, was foundational to my
research goals and showed promise from these results. These contributions were peer

reviewed and evaluated by the community through a conference paper [22].
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Chapter 6

Scalable Meta-Cognitive Radar Detection

6.1 Introduction

This chapter will focus on the first area of research I conducted within the field
of cognitive radar. I will detail my inspiration, logic, and process regarding decisions
made during the research process. This first research effort included collaborative de-
sign and development of a novel ML-based adaptive detection architecture. Utilizing
my understanding of challenges in the radar detection domain, I supported and refined
an idea for a meta-cognitive adaptive detector. This included understanding the chal-
lenges for adaptive detection when clutter distributions are non-Gaussian and helping
to design a flexible meta-cognitive architecture to dynamically adapt to radar returns
with changing clutter distributions. The architecture added capability and flexibility to
a specific detection task given a distribution assumptions and included a second layer
that perceived the environmental clutter distribution and selected the appropriate task
parameters. This meta-cognitive architecture was designed, implemented, tested, and
published in [23]. T will note here that the initial idea for this research was proposed
by my colleague, Dr. Alexander Stringer. I provided support in refining the archi-
tecture and was a major contributor to this work with a focus on the meta-cognitive

components. I will take care to distinguish between our contributions.
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My initial research was motivated by a desire to add flexibility to existing systems
and address the challenge of scaling problems into the multiple agent domain. This
research interest drove collaborative research to address a class of challenges in radar
where a method exists to solve a problem but has core assumptions that cause trouble-
some edge cases. The primary author’s motivation for this research came from a liter-
ature review on adaptive detection techniques. They came to the conclusion that ex-
isting detection algorithms made assumptions that clutter interference was known and
relatively consistent. Attempts to operate over a broad range of distributions would
largely develop lookup lists of test statistics and thresholds. Then these parameters
were selected with heuristic methods to approximate distribution followed by selec-

tion from the lookup tables.

Early work with ANN’s showed their potential as universal function approxima-
tors. A literature review of ML methods for adaptive detection revealed other re-
searchers had similarly explored the use of deep learning ML for adaptive detection.
Some focused on using ML to directly classify detections but resulted in similar or
worse detection performance to likelihood based detectors, but added additional un-
certainty by utilizing less interpretable ML methods. Others utilized deep ML to iden-
tify distribution types and parameters fitting to the lookup tables previously discussed
[126]. Additionally research was conducted to identify distributions and set the corre-
sponding threshold with regression ML [127]. Each of these methods met challenges
because they could not both generalize across multiple distribution and provide high
accuracy for heavy-tailed regions where slight changes in threshold have large impacts

on CFAR behavior.

The primary author identified the potential for a meta-cognitive approach and 1
helped refine the problem statement and potential solution space. We identified mul-
tiple issues that cause previous methods to struggle and devised methods to address

them. The first issue was regarding the generalized need versus finely-tuned distri-
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bution response and led to the proposal of multiple specialized detectors. The next
issue was that methods to distinguish between distributions often struggled because
they would use unprocessed random samples from distributions and expected ANNs
to classify patterns. Although ANN’s are adept at finding patterns, random sample
data often leads to difficulty converging. A final issue was that systems would train on
live data which often contained mixed distributions or non-distribution features which

confused model classification.

When approaching the challenge of adaptive detection (described in detail in sec-
tion 2.3.4) a common method for modeling clutter interference is the use of SIRVs.
SIRVs are characterized by their shape and scale parameters and can differ greatly as
their parameters change. The shape parameter typically has an exponential response
at low values but approaches Gaussian at high values. This presents a challenge when
attempting to determine a SIRV class distribution and its shape parameter with one
model or prediction method. This ambiguity is what inspired the concept of not only
distinguishing between distribution but also to identify shape parameter regions that

are locally similar.

The principle author proposed the use of a meta-cognitive approach which I helped
refine and implement. In this approach we designed a discriminator to analyze pro-
cessed simulated data of multiple SIRVs and then make a classification for both the
distribution type and which region to which it most likely belonged. Once a region was
selected, multiple ANNs were trained for each distribution and region combination to
determine the fine-tuned threshold value used for the detection criteria. The following
section will explain the architecture and design of the original system. Then I will
detail a follow-on effort I led to formalize the distribution region division process and
my work to implement the meta-cognitive system as a micro-service and containerized
software ready for orchestration in a cloud system. Finally, I will present and discuss

the results from the dynamic expansion and how this research contributes to the radar
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domain.

6.2 Proposed Approach

The architecture described in this research is a meta-cognitive detector presented

in figure 6.1.
Preprocessing Down-sampled
v Maghnitude
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Statistics
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Figure 6.1: Meta-Cognitive Architecture

The following subsections of this proposed approach section will go through each
of the component sections of the meta-cognitive architecture and explain the thought
process, design details, and implementation. The discussion will start with a descrip-
tion of the original raw 1/Q, the GLRT adaptive detector implementation the process

for selection of the task distribution regions, the discriminator design and training, and
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the threshold selectors design and training.

6.2.1 Input Data

The expected input data for this system is raw I/Q radar data. Specifically the
data contains a sample within a range cell referred to as a cell under test (CUT),
zcur, of length N = 16. Per section 2.3.3 the CUT will contain interference but may
contain a target which is desired to be detected. Together this characterizes the binary

hypothesis test for adaptive detection.

Hy: z=n

(6.1)
H,: z=s+n

In (6.1) n is the N-dimensional complex interference vector and s is the N-
dimensional target return vector. Throughout the literature, the clutter interference is
modeled as n = /7x, where 7 is referred to as the texture and x is the speckle. Here,
T is positive and represents localized clutter power. x represents local back-scattering
and is typically modeled as an m-dimensional Gaussian random vector with zero mean
and normalized Hermitian covariance matrix £[nn*] = M. For convenience in sim-
ulation, here we adopt the model where M, ; = p'i*j (1 < i, < m). The correlation
coefficient, p, is positive in the range 0 < p < 1 with higher values modeling more

correlated interference and lower values modeling less correlated interference.

The target return signal is modeled as s = ap. « is an unknown positive random
value representing the amplitude of the signal return. This is meant to capture the
effects of channel propagation. p is the N-dimensional known steering vector p =
[e=92m/pTs | e=92mmIpTs] where fp is the Doppler frequency and T} is the pulse

repetition interval. We can now rewrite the previous hypotheses as:
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Hy: z=.7x

Hy: z=ap+ /7%

(6.2)

An additional K = 2 - N = 32 length N = 16 support samples were generated
that contained only the clutter interference components. These support samples were
used during the pre-processing stage for input to the discriminator and the thresh-
old selectors as well as the required components of the adaptive detector. The clutter
component for the CUT and the support samples was generated in Matlab using speck-
le/texture based SIRV generation techniques for Gaussian, Pareto, and K-distributed

random variables.

6.2.2 Adaptive Detector

Now that the form of the data has been established it is important to understand
the role of the adaptive detector, how it generates a test statistic and the role that a
threshold value plays in detection. A core philosophy for this research was to ex-
plore using AI/ML to augment existing state of the art radar detection methods as
opposed to replacing them. Therefore, the role of the adaptive detector and its input
requirements provides areas for added capability due to AI/ML based techniques. The
primary adaptive detector used for this work was Kelly’s GLRT. The AMF was also
implemented and used for comparison. For a full derivation of the GLRT and AMF
test statistic see section 2.3.7. The well known form of the GLRT test statistics is:

_ p"'S~'2|”
T (pASTIp)[1 + (7S 12)]

(6.3)

Where n = % ) is the threshold value, S is the estimated clutter covariance ma-
trix, z is the CUT, and p is the steering vector, The steering vector is generated given
the radar system parameters and the CUT is generate for hypothesis testing according

to (6.2). The remaining components, estimated clutter covariance and threshold value,
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are determined from the additional K support samples containing only interference
information. The real clutter covariance matrix is unknown and is estimated using the

following method:

K
S=> zz (6.4)
k=1

Zj, = 1y represents the support samples which contain only interference informa-
tion. This is a baseline CCM estimation method and requires a minimum of K = 2- N
supporting samples in order to ensure that the inverse CCM is stable. Extensive re-
search has been conducted to increase accuracy of CCM estimation while relying on
few samples. Many methods will utilize assumptions about the form of CCMs like
persymmetry, Hermitian, Toeplitz, and Low-rank dominance combine with recon-
struction methods to estimate the CCM with fewer samples. But for this initial im-
plementation we generated the minimum number of support samples to estimate the

CCM with (6.4).

The threshold value is more difficult to determine as it depends on the target proba-
bility of false alarm Pr,4 and assumptions regarding the distribution of the clutter. For
interference with a zero-mean Gaussian distribution assumption there exists a closed

form calculation for the Pr4 and inversely the ideal threshold for a target Pr4 [57]:

1

Pra= =
>\0

(6.5)

Ao = (Ppa)Fnet (6.6)

The GLRT has been proven to be a CFAR detector with respect to clutter that fol-
lows the zero-mean Gaussian assumption. When this assumption does not hold the
GLRT can still provide CFAR -like behavior with the appropriate threshold. For non-
Gaussian distribution this threshold is typically found using empirical methods and

then stored in a look-up table [126]. I spent considerable effort mapping, storing and
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training ML to provide threshold values for non-Gaussian distributions in the follow-

ing sections.

6.2.3 Distribution Region Selection

The next phase in our research was focused on the criteria for dividing up the
threshold regions. This process had an impact on the discriminator by determining the
output classes and had a direct correlation to the possible accuracy of the trained ANN.
Our research proposed the concept of distribution regions to frame the fine-tuned task-
based threshold selectors so that they focused on statistically distinct distributions but
covered a similar enough region to gain high-fidelity threshold predictions. As dis-
cussed in 2.3.4 the SIRVs, Pareto and K-distribution are defined by the shape and
scale. The shape has the greatest impact in the distinctness of the distribution. There-
fore, we used a halving algorithm presented in 1 to sweep the threshold values to sup-
port analysis for unique regions. Additionally, I conducted a Jensen-Shannon analysis
of perspective regions to confirm that these regions where statistically distinct. The

following section will detail this pre-design analysis for distribution region selection.

Algorithm 1 uses a Monte Carlo method to identify optimal thresholds that main-
tain a CFAR-like detection response. Specifically this algorithm will iterate toward the
optimal threshold for the target Pr 4 and then it will select a new point in the direction
of the target Pr4. This new point will either increase or decrease by the threshold
delta (\p a) unless the specific event where any selected point has switched between
increasing or decreasing [Event( sgn(Pf, target — Pra)]. Once this event has happened
then new points will halve the threshold delta until it converges on the optimal thresh-
old given some margin (¢). Monte Carlo methods for identifying are commonly used
to identify thresholds for covariance inversion detectors like the GLRT due to a lack
of closed form expressions to calculate thresholds in non-Gaussian clutter. It is, of

course, infeasible to use Monte Carlo methods in real-time systems, so many classical
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Algorithm 1 Threshold Search
for C,, € cys do

for a; in Region(C,,) do
Initialize A\g = A\, and Ao o = Ay
while | Pra — Pro target| > € do
Generate 10?/ Pf. targets Z1c samples with a = q;

Calculate A with GLRT for all samples

Event(A>)\o)
Py = 2 Bvent(Azro)
FA Pfa,target'102

)\0 — )\0 + Sgn(Pfa,target - PFA)AO,A
if Event( sgn(Psq targer — Pra) change has happened) then

Ao, A
2

AoA —
end if
end while
end for

end for

approaches to dynamic thresholding in non-Gaussian scenario use them to populate a
look-up table of threshold values. Such approaches are limited by their size and res-
olution, limiting their utility in real-world applications. Here, we use Algorithm 1 to
analyze and select threshold regions but in section 6.2.6 it is also used for generating

training labels.

In algorithm 1 the classes of distributions and their distribution regions are re-
flecting the the set cqist = [Ce, Ck1—kry,, Cr1i— p,,p]. For the set classes representing
K-distribution (Ck1_ g, ) and Pareto (Cpi_pr,) they contain a finite number of dis-
tribution regions. (r; and r, respectively) Within each region is a finite set of shape
parameters (a) that I swept through to generate an observable curve as well as generate
supervised labels for the threshold selectors discussed in section 6.2.6. This halving

algorithm initialized two threshold parameters: a guess threshold value (A\g = ;) set
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to the ideal Gaussian threshold and the halving delta ( A\g o). The threshold delta was
set to .1 and had the trade-off that is two small it would take additional iterations be-
fore the first halving but if too large it will take additional iterations to halve enough
to meet stopping criteria. The Py 44r4¢¢ 15 the desired probability of false alarm and
Pr 4 is the current P4 calculated given the current threshold. Figure 6.2 is a visual
representation of the halving algorithm. It is important to note that this method is
computationally light and converges quickly but only for a problem surface that is
monotonically increasing or decreasing. For more varied problem surfaces a multi-

agent mountain climber method or a genetic algorithm would be needed.

P}a
Event: [

Sgn(Pfa,target - Pfa)
Changed |

T —

(A

Pfa,target-"‘”

Ao

m

Figure 6.2: Illustration of Halving Algorithm 1

Using this halving method to empirically determine a threshold within some € error
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for a given distribution and shape parameter, I was able to sweep the K-distribution
and Pareto distribution for analysis. Figures 6.3 and 6.4 show the results of these
sweeps for K and Pareto respectively.
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Figure 6.3: Optimal Threshold Labels (K-Distribution)

I used these curves to determine nearly linear regions. The reason for defining
linear regions is to enable the threshold selector ANNs to achieve high-fidelity predic-
tions. An important parameter for the meta-cognitive design is the number of regions.
Ideally, more regions will enable higher fidelity selector regions, but could create more
confusion for the classification of the discriminator and increases memory needs and
training time for the additional ANNs. The linearity of the threshold regions is only

one aspect for determining the distribution regions.

The second factor about the nature of SIRV distributions and the design for the

regions we analyzed had to do with the distinctness of the regions. To accomplish
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Figure 6.4: Optimal Threshold Labels (Pareto)

this I conducted a JSD (see (2.42)) for all regions and visualized it in a heat map.
This JSD matrix is shown in Figure 6.5 and was used to evaluate how similar a set
of regions were with 0 being identical and 1 being completely dissimilar. To ensure
consistency a total of 20,000 samples of Zj (length 512 complex values) for each

class were generated and the average JSD over those samples is presented in Figure

6.5.

In this case the shape parameter used was the center of the regions with these initial

regions displayed in table 6.1.

Both the sweep of the threshold values at a target Pp4 and the JSD matrix were
tools used to determine the initial selection of distribution regions. The specific re-
gions in table 6.1 and figure 6.5 were the regions selected for the initial design, but

I also used the JSD matrix method to test multiple parameter variations including a
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Classes Gaussian | K-Dist K-Dist K-Dist
a Regions - 0.1tol | 1.25t03.5 | 3.75t0 10
a Training label 0 1 2 3
Classes - Pareto Pareto Pareto
a Regions - Sto25| 3t06.5 7 to 10.5
a Training label 0 4 5 6
Table 6.1: Clutter Ranges and Labels
Jensen-Shannon Divergence
Gaussian - 0.13 0.074 0.24 0.17 0.3 -0.14
K-dist(a=0.55)-  0.13 0.19 0.35 0.11 0.07 0.11 -0.12
S Kdist(a=2.375) -| 0.074 0.19 0.029 0.1 0.055 0.26 0.38 - 0.10
8
_.9 K-dist(a=6.09) - 0.24 0.35 0.1 0.03 0.18 0.44 0.53
S
u 0.06
() Pareto(a=1.4) - 0.11 0.18 0.032 0.15 0.26
0.04
Pareto(a=4.75) - 0.17 0.07 0.26 0.44 0.15
0.02
Pareto(a=8.75) - 0.3 0.11 0.38 0.53 0.26
1 1 1 1 1 1 1 0.00
< n n & = & a
% o ? 2 o ~ ~
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Figure 6.5: JSD for Gaussian and 3 Regions of K and Pareto

total number of regions = [3,5, 7, 10]. In all cases the region boundaries were visibly
determined using the threshold sweep figures 6.3 and 6.4. For the sake of simplicity
and utilizing these tools I worked with my research partner Dr. Stringer to select the

final regions which drove the design and training of the meta-cognitive structure.
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6.2.4 Data Preprocessing

In the architecture presented in Figure 6.1, the raw I/Q data is preprocessed before
it can be used by the ML components and the GLRT test statistic. The first prepro-
cessing step is the estimation of the clutter covariance matrix (CCM). The inverse of
the CCM is used by the GLRT with the CUT to generate the test statistic to be com-
pared with a threshold. For the initial implementation the primary author estimated
the CCM from the (32 X 16) support samples provided in zx by using the estimation
method (6.7) [128].

K
S = Engnf’] = szzkH (6.7)

k=1

The CCM preprocessing component was separated from data generation to enable
modular expansions in the future by exploring low sample support CCM and inverse
CCM generation. In follow-on work conducted by the primary author, he explored
the use of generative ML methods to directly generate the inverse CCM. This work is
found in [129]. My contribution involved data generation, testing, and paper editing
therefore a full exploration is not included here as the novel contribution was Dr.
Stringer’s. For this initial work the CCM was calculated with using (6.4) and drove

the need for K’ = 2 - N support samples in 2.

The second area of preprocessing I performed is in an effort to process and format
the raw I/Q data into a form that a deep neural network can learn relevant patterns
to classify. ANNs are very effective at learning patterns within training data but they
focus on the features that have the most correlation. If one feature dominates others it
will dominate classification. Additionally, if those dominate features are not causally
related to the desired solution or are heavily dominated by random information then
the ANN will struggle. Therefore, the process for the preprocessing design is closely

related to my ideation and exploration while designing and training the discrimina-
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tor. This preprocessing will be discussed in the following section. Section 6.2.5 will
briefly explain the exploration process as well as the final preprocessing that maxi-
mized the ANN’s pattern finding capability and made the system less dependant on

support sample length and amount.

6.2.5 Discriminator

A core component to the meta-cognitive detection systems success is tied to the
accuracy of the discriminator. The goal of the discriminator is as a classifier that will
learn patterns in the (32 X 16) support samples which contain only clutter information.
In section 6.2.3, I discussed the process for determining the distribution regions based
on the linearity of the threshold curves and the statistical uniqueness of the regions.
This analysis provided the initial distribution regions in table 6.2.3. I utilized the
Jensen Shannon divergence in figure 6.5 to affirm that the regions were mostly unique
(JSD < .03 on diagonal and mostly JSD > .1 elsewhere). Nevertheless, the nature
of SIRV distributions means that there will be confusion for neighbor regions and
for higher-shape regions as they approach Gaussian. This presented a challenge in
both the input data form and the architecture with the goal of not just attaining a high

accuracy but also low confusion.

During this process, I explored a sweep of data forms and architectures before
settling on the final form. Initially, I left the raw I/Q in its original form with an
input size of 512 X 2. The 512 is a flattened version of the 32 x 16 support samples
and the second dimension includes the real and imaginary components. This lack
of preprocessing heavily confused every architecture I tried. The real and imaginary
components were independent and the ANN was trying to find correlation on that
second dimension. The first data processing was to train with the magnitude of the
real and imaginary components. Utilizing the 512 x 1 input showed better results

but still had issues and the ANN architectures were trying to find correlation between
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neighboring measurements in the samples. The data was generated with p = .9 so
there was correlated information but the random format caused a challenge. The next
change was to order the data into an ordered statistics form. This data form performed
very well, but I postulated that the full 512 samples where not needed and resulted in a
larger model than necessary. Additionally, my research partner and I discussed a desire
to make a system that was input size agnostic. We did not want to design the system
to always have 512 input samples so we decided to explore down-sampling. Down-
sampling provided two benefits assuming we could find a size that did not sacrifice
important corollary information. The first was a smaller, faster model the second was
that as long as we have support data greater than our down-sampled input then the

system would work.

The final data form was as follows: The data was input as the (16 x 32) matrix
of support samples and were vectorized into 512 complex data points, and then the
magnitude was ordered. These ordered statistics are then down sampled by a factor of
8 to reduce the dimensionality that the machine learning must address. As a result, a
down sampled set of uniformly spaced ordered statistics with n = 64 samples is then

available for the Discriminator to learn as:

Zos = Or(vec(zk)) = [|zk,q)s - - - |ZK7(512)|]T
Zs :\1/8 Zos
ZyL = [st,a), Zds,(2)s - -+ st,(n)]T (6.8)

where Or (e) is the order function, vec () refers to vectorization, and /s () de-
notes down-sampling by a factor of 8. Using magnitude down sampled ordered statis-
tics as the inputs to the models has two key benefits as explored above but summarized
here. First, it provides additional distribution information to the ML models. There is
a high degree of variability to the values contained within raw signal returns, and train-

ing an ML agent on such data will typically cause them to either over fit or fail to con-
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verge to a solution. Using a set of ordered statistics requires very little pre-processing,
reduces the variability of the inputs to the ML models, and provides crucial informa-
tion related to the underlying distribution that the models were demonstrated to learn.
This is in part what allows the proposed system to generalize effectively. In addition,
the use of a constant number of down sampled ordered statistics makes the proposed
system largely agnostic to the amount of sample support available, as long as at least
64 (in this case) values are available. At worst, some models in the system may re-
quire retraining, but no structural/architectural changes would be needed. Testing has
not been performed in this work to identify the minimal number of ordered statistics

required for model training, but future work will examine this optimization problem.

With the data in a form that supports classification by the ANNSs; I then explored
a few ML architectures. The following discussion will briefly include some architec-
tures I explored as well as the final architecture. The first architecture left the samples
in the original 32 x 16 matrix and tried using a CNN. CNNs use image processing
filters or kernels to learn spatial correlation in multi-dimensional data. The initial idea
for a CNN was that the matrix of support samples represent range bins in fast time
and samples in the slow time. This could help if there was signal returns, but we are
analyzing support samples with only clutter information. The CNN was overly com-
plicated for this application and struggled with over-fitting. The next architecture I
explored was a LSTM with the magnitude down-sampled order statistics. Although it
did well I postulated that the sequential pattern recognition of an RNN was unneces-
sary. Therefore I considered the benefits of designing the system with the simplest MLL
structure that retained flexibility and solved the problem. This provided the benefits

of lower computational costs and a lower bar for explainability.

The final design was a simple two layer ANN classifier. The Discriminator was
a classification ANN which takes the down-sampled magnitude ordered statistics as

inputs. This classifier trained to identify the patterns in seven classes of clutter and
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outputs a probabilistic classification of which classes the input aligns to most. The
K- and Pareto distributions represent regions in shape parameter a, but the ANN truth
labels are a classification label ranging between 0 and 6. The individual samples were
generated with a random shape parameter in the labeled region. Regions and labels

are shown in Table 6.1.

The model design is shown in Figure 6.6 and is a two hidden layer DNN using
the exponential linear unit (ELU) activation function. The output is a probabilistic
classification and uses sparse categorical cross entropy (SCCE) as the loss function.

Given output classes as cgist = [Cq, Ck1, Ck2, Cks, Cp1, Cpa, Cps), the output takes

the form [P(ZML ~ CG’)aP(ZML ~ CKI),--wP(ZML ~ Opg)] with a summed
probability of 1.
Hidden
Layer (1)
Input Hidden
Layer (2) Output
1x64 200 nuerons 50 nuerons 7 classes
Ordered Dropout=10% Dropout=10% SoftMax
Statistics elu activation elu activation
SCCE Loss
LR = 0.0001

Figure 6.6: Discriminator Model

The training specifics for the discriminator includes the following parameters and
data generation specifics. The Discriminator model was written in Python and trained
with Tensorflow. For training, the data was generated as 20,000 length 512 complex
values (Zg) for each of the seven classes in Cy;,; with the average shape parameter

a from Table 6.1. The samples were pre-processed into z,,;, from equation (6.8) and
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labeled with a class target [0 to 6]. The training set was 75% of the total data with a
training validation set of 12.5% and the evaluation testing set of the final 12.5%. The
Discriminator ANN was trained with a learning rate of 10~ and had a stopping criteria
using a patience factor of 30. The patience factor represents a stopping criteria for
training through evaluation of the validation data set. Specifically, training ends when
the number of successive epochs with validation metric (loss/accuracy) no better then
the stored best metric has occurred. This method is used to have statistical confidence
that the ANN has trained and is either stable or beginning to over-fit. Following the

patience stopping condition the model weights with the best metric are returned.

Validation/Training ACC vs. Epoch
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Figure 6.7: Discriminator Training Accuracy

The Discriminator training and validation accuracy are presented in Figure 6.7 and
show a stable training for the ANN model. These training results are very promising
for the success of the meta-cognitive system due to the very high classification ac-
curacy (~ 98%) and near zero confusion in classification. Compared to the Jensen

Shannon results it is evident that the distributions had enough uniqueness in their or-
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der statistics for the Discriminator to identify the clutter class with high accuracy. The

classification confusion matrix for the discriminator is shown in Figure 6.8.

Testing Confusion Matrix (Normalized true classes)
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Figure 6.8: Discriminator Confusion Matrix

These results were very encouraging and showed that the exploration and care
taken during region determination, data preparation, and model design resulted in a
focused solution with high accuracy. This meant that the Discriminator could deter-
mine what distribution and distribution region the support samples contain with high
accuracy and low confusion. Within the meta-cognitive system this provided a high
quality model which used situational awareness of the environment (support sample
clutter composition) and then determine the specific task (threshold selector) to select
the high fidelity solution for the detecting problem. The following section 6.2.6 will

explore my role in the design and training of the specialized threshold selectors.
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6.2.6 Threshold Selectors

As previously discussed our metacognitive detection approach is developed to
maintain CFAR-like behavior for potential targets in diverse clutter environments.
Based on literature review regarding challenges in this space we knew that attempt
to treat distributions as singular classes of clutter and determining threshold values for
large ranges of those distribution resulted in a generalized solution that was lower fi-
delity. I did analysis to determine distribution regions and designed, trained, and eval-
uated a high accuracy, low-confusion discriminator. Now that the Discriminator could
accurately determine the distribution and region for the support samples I worked with
my research partner to develop the initial 6 Threshold Selectors. Dr. Stringer designed
the architecture and I generated the threshold labels. We both trained and tested mod-

els but the majority of this task level design was implemented by Dr. Stringer.

For these ANNSs, seven regions were identified and each had a threshold selector
implemented and trained to perform in that region with the Gaussian GLRT detec-
tor. The first region was the simple Gaussian case for which the GLRT was designed.
In this region, the threshold was selected using the closed form expression found in
Equation (6.5). The other six regions were pulled from the K- and Pareto distribution
models: 1) low shape parameter K, 2) medium shape parameter K, 3) large shape pa-
rameter K, 4) low shape parameter Pareto, 5) medium shape parameter Pareto, and 6)
large shape parameter Pareto. The shape parameter values for these regions can be
found in Table 6.2, and plots of the ideal threshold values can be found in Figures 6.3
and 6.4. The vertical dashed lines in these figures depict the transition boundaries be-
tween each of these regions, as previously discussed in the section 6.2.3 the threshold
curves are approximately linear within each of these regions. Regression ANNs were
used to set the thresholds used by the final GLRT. In this work the regression ANNs

trained to select thresholds were referred to as the Threshold Selectors.
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Filter Shape Parameter (a) for Threshold Labels
K, [0.10, 0.20, 0.30, 0.40, 0.50, 0.60, 0.70, 0.80, 0.90, 1.00]
Ky [1.25,1.50,1.75,2.00, 2.25, 2.50, 2.75, 3.00, 3.25, 3.50]
K3 | [3.75,4.00,4.25,4.50,5.00, 5.50, 6.00, 7.00, 8.00, 9.00, 10.00]
P [0.50,0.75,1.00, 1.25,1.50, 1.75, 2.00, 2.50]
Py [3.00, 3.50, 4.00, 4.50, 5.00, 5.50, 6.00, 6.50]
P; [7.00,7.50, 8.00, 8.50, 9.00, 9.50, 10.00, 10.50]

Table 6.2: Shape Parameter (a) for Threshold Labels

The input to the ANNs are the down-sampled magnitude order statistics z,;7,. The

model for each task level ANN is shown in Figure 6.9.

Hidden
Layer (1) Hidden
Layer (2)
Input Hidden
Lavter () Output

1x64 200 nuerons 50 nuerons 1 threshold
O e 1000 nuerons Sl 6 Dropout=10% value
Statistics Dropout=10% pout=1%7e olu activation elu activation

elu activation elu activation

MAE Loss
LR =0.0001

Figure 6.9: Threshold Selector Model

In order to complete supervised training, the ANNs needed labels for the optimal
threshold at discrete points within their region. The training labels were generated

using the halving algorithm 1.

Each of the six Threshold Selectors used for the full system were trained on data
generated using the shape parameters listed in Table 6.2. 20, 000 test samples zcyr

and associated support samples Z were generated for each. All samples generated
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for training of the threshold setting agents were clutter only signals. 75% of the data
was used for training, 12.5% for validation, and 12.5% for testing. Training data and
labels were jointly shuffled prior to training the models. Each model was created and
trained in Python with Tensorflow using the MAE loss function. This was selected
due to the threshold output being bounded between 0 and 1. The training loss curves

for the Threshold Selectors can be found in Figures 6.10 and 6.11.
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Figure 6.10: K-Distribution Training Loss

After training, each of the Threshold Selectors was integrated with the GLRT de-
tector and performance was verified experimentally. Performance verification was
done by generating 100, 000 test samples and associated support samples at each of
the distributions/shape parameters listed in Table 6.2. H, and H; samples were gener-
ated and used to verify the Pr4 and P, performance of the detectors. Note that the Py
performance was not the focus of this work and was only verified with a SIR of 35dB.
The Pr4 performance is depicted in Figures 6.12 and 6.13, while the P,; performance

is shown in Figures 6.14 and 6.15. In these figures, the vertical dashed black lines rep-
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Pareto Validation/Training Loss vs. Epoch

0.20 A
§ 0.15
W
[}
5
©
2 0.10
20
C
©
[
=
0.05 A
0.00 A
0 20 40 60 80 100 120
Epochs
—— Training P(a=.5 to 2.5) —— Training P(a=3 to 6.5) —— Training P(a=7 to 10.5)
—== Validation P(a=.5 to 2.5) —==- Validation P(a=3 to 6.5) —=-=- Validation P(a=7 to 10.5)

Figure 6.11: Pareto Training Loss

resent the transition points between Threshold Selectors. The vertical dashed red line
in Figures 6.12 and 6.14 shows the transition into an extremely heavy-tailed clutter
region that adaptive detectors traditionally struggle with. This proved to be a difficult
region that I will explore in detail in section 6.3. Additionally our struggle with this

difficult heavy-tailed region inspired the follow-on expansion work in section 6.4

6.3 Full System Testing and Results

The previous sections discussed the meta-cognitive architecture and my ideation
and motivation to implement each of the sub-components of the architecture. The full
system testing was conducted on the fully integrated systems. The process flow for
the full system is as follows: 1) the input data is raw I/Q data with a sample or cell
under test zoyr and the 32 x 16 support samples zy. 2) This data was processed into

ideal form in two ways for different sub-components. The ML components utilized
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False Alarm Rate vs Shape Parameter for K-Distribution
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Figure 6.12: False Alarm Rate for K-Distribution Threshold Agents.
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Figure 6.13: False Alarm Rate for Pareto Distribution Threshold Agents.

down-sampled magnitude ordered statistics z);;, from the support samples zy. The
GLRT adaptive detector was passed the cell under test zoy and the inverse of the

estimated clutter covariance matrix S~!. 3) The Discriminator ANN classifier utilized
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Figure 6.14: Detection Probability for K-Distribution Threshold Agents at SIR =
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Figure 6.15: Detection Probability for Pareto Distribution Threshold Agents at SIR =

35dB.
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Z)r1, to determine both the distribution and distribution region that the clutter within
the support samples most likely belonged. 4) The selected class decided if the thresh-
old was calculated directly for the Gaussian case or which finely tuned Threshold
selector ANN was used to determine the optimal threshold for a given probability of
false alarm Pr 4. 5) Finally this Threshold along with the data from step 2 was used to

conduct the hypothesis test with the GLRT and determine if a target is present or not.

For the final testing a new dataset was generated with samples containing simu-
lated distribution from any of the three distribution and their shape parameter regions.
All clutter data used for training and testing of the proposed system was generated with
a one-lag correlation coefficient of p = 0.9. The system was tested using 500, 000 test
samples (with associated sample support) spread across the full region of distributions
and shape parameters of interest. 200, 000 of these samples were generated using the
K-distribution clutter model, 200, 000 were generated using the Pareto model, and
the remaining 100, 000 were generated with the Gaussian model. For each the K- and
Pareto distributed clutter data, 100 shape parameters were randomly selected (between
0.5 and 10 for K and between 0.5 and 10.5 for Pareto) and each shape parameter was
used to generate 2, 000 samples. These 500, 000 samples were first generated as clut-
ter only (/) samples and were used to evaluate the false alarm rate of the detection
algorithm. Those same samples were then used to generate (/) samples by adding
a target as in Equation (6.2) to determine the P, for the detector over different distri-
butions and shape parameters. For this work, a static steering vector was used for all

(i—1)0.

H, test samples with p; = exp /7 2. o was set to ensure the desired SIR for the

CUT using [54]:

SIR = o x p M 'p (6.9)

This process used to select shape parameter covered the range that our system was

trained but were uniformly randomly selected and none perfectly matched training
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data. This distinction was chosen specifically to test that our system could generalize
well and did not over-fit to specific labeled training data. It should also be noted that
the region of K-distribution shape parameters used for this testing was limited slightly
from what the Threshold Selectors were trained on. Specifically, both the Gaussian
GLRT and the ensemble system struggled with the K-distributed clutter samples gen-
erated with extremely low shape parameter values (@ = 0.1 — 0.5). This clutter region
is known to be extremely challenging for detection algorithms, and so was ultimately

evaluated separately.

The second set of testing data was generated in an effort to explore how well the
detector performed with a distribution that it was not trained with to explore its general
response. This data was a set of simulated returns containing clutter with a lognormal
distribution. The meta-cognitive detector was not trained on lognormal data prior to
running these tests, making this a good test of how well the approach generalizes to
unknown distributions. The clutter was generated as a set of correlated, complex log-
normal random variables. As with the other clutter distributions used for this research,
a correlation coefficient of p = 0.9. Figure 6.16 shows the histogram of the mag-
nitude of the generated lognormal clutter coupled with the PDF of the distribution.
This distribution does not fall within the category of SIRVs, but closely resembles a
heavy tailed distribution similar to the low-shape parameter K distribution. A total of

100, 000 samples were generated for this generalization testing.

In the third stage of ensemble testing, the system was tested in the most heavy-
tailed clutter region considered here: the aforementioned low-shape parameter K-
distribution. 500, 000 samples were used in this evaluation, 100, 000 generated from
each of the following five shape parameters: 0.1, 0.2, 0.3, 0.4, and 0.5. Once again,
the same clutter data was used to generate both H, and H; test samples for deter-
mining the Pr,4 and P, (respectively) of the algorithm. Performance comparison was

conducted using both the Gaussian GLRT and the K; GLRT.
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Clutter Magnitude Histogram vs Distribution PDF - Lognormal
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Figure 6.16: Distribution PDF vs Data Histogram - Lognormal Clutter.

In order to fairly test our method we chose to test with other comparable meth-
ods. I will note here that I focused on the integration of the full system in python and
debugging and testing of the full system. The primary author, Dr. Stringer, imple-
mented the comparison methods including adaptive detectors and a purely-ML based
detection system. We used the same data for the comparison methods as used to test
our meta-cognitive system. The Gaussian GLRT and the AMF (see section 6.2.2) and
a deep learning ML method outlined in two works [130] and [131] and the specific

class K1-Threshold selector were used for comparison. We chose these comparison
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methods with the goal to addressing our system with fair comparison to both classi-
cal adaptive detection methods and a modern ML method that focused on using ML
to conduct detection directly. Finally, the K1 region was the most non-Gaussian and
heavy-tailed region and provided the highest threshold values. This selector acted as

an upper limit for the distributions we tested.

The deep learning method used for comparison presented in [131] is shown from
that work in figure 6.17. This method used matched filtered return signals as input
to a single neural network. The output of this neural network was then compared to

secondary neural network to determine the threshold for a final hypothesis test.
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Figure 6.17: Direct NN Method for Comparison.

The following results is for first testing case with 500, 000 samples as well as a final
column including the second set with the log-normal distribution. This data set was
used to test our meta-cognitive detector, the base line Gaussian GLRT, and traditional
AMEF, the K; GLRT as an upperbound on threshold, and finally the comparison deep
learning method (DL Detector). This initial testing had a target probability of false

alarm Pr4 = 107%. These results are shown in tables 6.3 and 6.4.

These initial results are for a single Pr4 and before exploring the results across a
sweep of Pr4 the meta-cognitive approach showed impressive performance. Impor-

tantly, the meta-cognitive detector closely matched the Gaussian GLRT for the Gaus-
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Detector Simulation | False Detections Pga Pq
Count Alarms
Gaussian

Meta-Cognitive | 100, 000 9 98,615 0.000090 | 0.986150
Detector

Gaussian GLRT | 100, 000 10 98, 692 0.000100 | 0.986920
AMF 100,000 7 98, 645 0.000070 | 0.986450
K; GLRT 100, 000 0 72,236 0.000000 | 0.722360
DL Detector 100, 000 10 99, 759 0.000100 | 0.997590

K (0.5 —10)

Meta-Cognitive | 200, 000 21 186,996 | 0.000105 | 0.934980
Detector

Gaussian GLRT | 200, 000 162 194, 636 0.000810 | 0.973180
AMF 200, 000 841 197, 664 0.004205 | 0.988220
K7 GLRT 200, 000 3 127,548 0.000015 | 0.637740
DL Detector 200, 000 280 198,975 0.001200 | 0.994875

Pareto(0.5 — 10.5)

Meta-Cognitive | 200, 000 23 187,825 | 0.000115 | 0.939125
Detector

Gaussian GLRT | 200, 000 132 194, 355 0.000660 | 0.971775
AMF 200, 000 1756 198,013 0.008780 | 0.990065
K; GLRT 200, 000 1 112,982 0.000005 | 0.564910
DL Detector 200, 000 1,004 198,027 0.005020 | 0.990135

Table 6.3: Verification Test Results - Original Gaussian, K , and Pareto
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Detector Simulation | False Detections Pra Py
Count Alarms
Full Test - Gaussian + K (0.5 — 10) + Pareto(0.5 — 10.5)

Meta-Cognitive | 500, 000 53 473,436 | 0.000106 | 0.946872
Detector

Gaussian GLRT | 500, 000 304 487,683 0.000608 | 0.975366
AMF 500, 000 2604 494,292 0.005208 | 0.988584
K7 GLRT 500, 000 4 312,766 0.000008 | 0.625532
DL Detector 500, 000 1,294 496, 761 0.002588 | 0.993522

Lognormal

Meta-Cognitive | 100, 000 52 91,693 0.000520 | 0.916930
Detector

Gaussian GLRT | 100, 000 378 95, 890 0.003780 | 0.958900
AMF 100, 000 4398 99, 640 0.043980 | 0.996400
K, GLRT 100, 000 14 87,914 0.000140 | 0.879140
DL Detector 100, 000 1,390 98, 765 0.013900 | 0.987650

Table 6.4: Verification Test Results - Full Range of Clutter Distributions and

Additional Lognormal Case
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sian region. This shows the effectiveness of the discriminator and establishes that the
system does not lose performance for the idealized Gaussian case. This is expected
if the discriminator was accurate in identifying Gaussian clutter as the MC detector
used the Gaussian GLRT. The K-distributed, Pareto, and full testing sections are the
most impressive results. The MC detector maintained a CFAR performance across all
of the proposed regions while the other comparative methods did not. This confirms
the performance goal of added flexibility to the detector given changing distributions

and those distributions shape parameter.

Although these results are impressive we wanted to confirm that it was consistent
across Pr,. Therefore, additional testing was performed to generate receiver oper-
ating characteristics (ROC) curves for each of the detectors. The Gaussian-only and
Gaussian/K/Pareto sweep data sets were each run through the detectors over a range
of target Ppy4s from 10~* to 10~ L. A total of 40 different Pr 4 values were tested with
a linear increase in the logarithmic scale. This test was conducted with constant SIR
values of 35 dB and 10 dB. The Pp and Py, for each detector were recorded and
plotted against the target Pr4 in Figures 6.18-6.20. The proposed detector is labeled
as CD, the alternative detector of [130, 131] as Alt. This testing again demonstrates

the superior performance of the proposed meta-cognitive detection algorithm.

When analyzing the ROC curves it is important to establish that the primary design
goal is for CFAR performance. Therefore the closer that a detector performs to the
ideal line (Pra = Ptqtarget) in the Pry plots (Figure 6.18) the better. These Pp 4 plot
show that the impressive performance of the CD detector is consistent across a sweep
of target Pr 4. The comparative methods, DL approach, GLRT, and AMF all perform
well for the Gaussian case 6.18a but for the full sweep 6.18b these methods suffer
as they are unable to be flexible for the range of distributions and shape parameter
present. The Pp ROC curves are calculated for two different signal to interference

ratio (SIR) values. As Pp is not the primary design parameter it will be inversely
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Figure 6.18: ROC Curves Showing the Measured Ppy4 vs the Target Pry4.
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Figure 6.20: ROC Curves Showing the Measured Pp vs the Target Pr4 with 35 dB
SIR.

related to the Pr 4 performance. Additionally, we see that the Pp, increases with higher

SIR for all methods.

As the the K GLRT expects extremely heavy tailed clutter, it naturally sets a high
threshold and therefore has a lower Pr4 than desired. The loss of sensitivity causes
corresponding lower probability of detection, as shown in Figure 6.19. Even more
interesting is the observation that for both the low SIR and high SIR cases the Pp for
the proposed detector demonstrates no variation between the Gaussian-only and full
distribution sweep cases. Therefore, the meta-cognition allows the proposed system
to maintain desired performance across the variety of clutter types it was trained with.
Further, if Gaussian clutter is present, there is no penalty for using the proposed ap-

proach relative to an ideal detector.

The second state of testing focused on testing the meta-cognitive detector and the

comparison methods to a new distribution that the MC detector was not trained with.
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The goal of this testing was to see how well the discriminator and threshold selectors
could perform with a related distribution but not one specifically seen during training.
This testing was performed on a set of simulated returns containing clutter with a
lognormal distribution. The meta-cognitive detector was not trained on lognormal
data prior to running these tests, making this a good test of how well the approach
generalizes to unknown distributions. The clutter was generated as a set of correlated,

complex lognormal random variables.

A test set of 100, 000 samples was generated and run through each detector twice;
once with a target signal added to each sample and once with no added target. This
process was repeated over a range of P4 values ranging from 10~ to 10~%. The ROC
curves for this testing are shown in Figures 6.21 and 6.22. It is worth noting that the
proposed approach has degraded Pr,4 performance in this scenario. However, from
examination of Figure 6.21 it is much closer to the ideal than the Gaussian GLRT,
AMEF, and the alternative DL approach. Only the K threshold selector and GLRT
pair has better performance. This makes sense, given that the lognormal distribution
is heavy-tailed and most closely matched the low shape region of the K-distribution.
This tells us that the discriminator struggled to consistently classify the lognormal
distribution as similar to the K; region. Regardless, our CD method still out performed
the other comparison methods. Note that in Figure 6.22 the performance is plotted
against the target Ppy4, not the actual Pr,. Therefore, while the AMF, GLRT, and
alternative DL method will have better sensitivity for a desired probability of false
alarm, their actual probability of false alarm will be the much higher value shown in

Figure 6.21.

The final stage of tested was to break down the low K region (0.1 — 0.5) as ini-
tial testing showed that this region had problematic performance for every method
including the focused K; GLRT. The results for the heavy-tailed clutter region of the

K-distribution with extremely low shape parameter is shown in Tables 6.5 and 6.6. As
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Figure 6.21: ROC Curve - Pr 4 vs Target Pp4 for Lognormal Clutter.

the shape parameters approach 0 the ability for the Meta-Cognitive Detector to main-
tain target Pr, degrades, but it still out performs the Gaussian GLRT. The targeted
filter K is able to maintain the target P,. Considering the positive performance of
the K filter but the degradation of the Meta-Cognition Detector it is likely that the
Discriminator has issues correctly classifying these low shape parameter considering
it was trained to identify the average shape parameter (¢ = .55) in the region of K.
Given that this region has high volatility, training the Discriminator with an additional

class in this low region could result in better selection and full meta-cognitive results
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PD vs Target PFA - Lognormal Clutter - 10 dB SIR PD vs Target PFA - Lognormal Clutter - 35 dB SIR
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Figure 6.22: ROC Curves Showing the Measured Pp vs the Target Pr 4 for

Lognormal Clutter.

that more closely match the Ky GLRT results.

This research and exploration into an adaptive detection challenge was both novel
and impactful in the detection domain as well as foundational in establishing multiple
core principles to this dissertation’s focus multi-agent/objective radar tasks like detec-
tion. Adaptive detection research has developed multiple ways to detect in different
distributions beyond the default assumption of Gaussian clutter. But it requires a prior
knowledge about the distribution and more specifically an estimation of the charac-
teristic parameters for that distribution. (i.e. shape and scale) This results in adaptive
detectors that are performant for a known region, but the core trade off of hypothesis
testing is that an incorrect threshold will either violate a CFAR design requirement or
impact the Pp. An ideal adaptive detector would maintain CFAR and have a consis-
tent Pp4 as close to the CFAR target Pr4 as possible. This meta-cognitive detector

shows results that accomplish this ideal goal for three distributions.
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Detector Simulation | False Detections Psa P4
Number Alarms
K(0.1 —10)
Meta-Cognitive | 200, 000 220 185,276 | 0.001100 | 0.926380
Detector
Gaussian GLRT | 200, 000 782 194,478 0.003910 | 0.972390
K, GLRT 200, 000 1 126, 488 0.000005 | 0.632440
K(0.5)
Meta-Cognitive | 100, 000 10 75,520 0.000100 | 0.755200
Detector
Gaussian GLRT | 100, 000 1,277 95,054 0.012770 | 0.950540
K; GLRT 100, 000 10 75,504 0.000100 | 0.755040
K(0.4)
Meta-Cognitive | 100, 000 12 72,840 0.000120 | 0.728400
Detector
Gaussian GLRT | 100, 000 2,040 94,896 0.020400 | 0.948960
K, GLRT 100, 000 9 72,807 0.000090 | 0.728070
K(0.3)
Meta-Cognitive | 100, 000 43 69, 407 0.000430 | 0.694070
Detector
Gaussian GLRT | 100, 000 3,502 94, 837 0.035020 | 0.948370
K; GLRT 100, 000 10 69, 031 0.000100 | 0.690310

Table 6.5: Verification Test Results - Extremely Heavy-Tailed K-Distributed Clutter
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Detector Simulation | False Detections Pe Py
Number Alarms
K (0.2
Meta-Cognitive | 100, 000 981 68,772 0.009810 | 0.687720
Detector
Gaussian GLRT | 100, 000 7,358 95,110 0.073580 | 0.951100
K, GLRT 100, 000 8 64, 859 0.000080 | 0.648590
K (0.1
Meta-Cognitive | 100, 000 13,995 83,488 0.139950 | 0.834880
Detector
Gaussian GLRT | 100, 000 19,290 96, 204 0.192900 | 0.962040
Ky GLRT 100, 000 4 54,825 0.000040 | 0.548250

Table 6.6: Verification Test Results - Extremely Heavy-Tailed K-Distributed Clutter -

Continued
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The detector did train on simulated data for those distributions but when tested it
was able to identify the distribution and its shape region and then select an appropriate
threshold. The result is an impressive detector that can handle a changing clutter envi-
ronment. Additionally, the design is modular and expandable allowing for additional
distributions and other detector methods to be used. The core idea was Dr. Stringer’s
work, but I personally explored, designed, and tested the novel discriminator. This
discriminator was instrumental in the success of the adaptive detector as it provided
the a priori distribution and shape classification needed for the finely-tuned methods
to effectively perform. I will note that the integration testing and debugging of the

system was a collaborative effort between myself and Dr. Stringer.

One challenge that we explored was the low shape, heavy-tailed region of the K-
distribution. The discriminator was trained to the average shape (¢ = .55) in that
region (¢ = [.1 — 1]). This proved to be too generalized for the heavy-tailed region
as the discriminator classified a = [.5 — 1] but as the shape approached 0 it change
greatly. If the regions near 0 had more granularity and were identified and classified as
their own regions then the discriminator could have been trained to identify them more
accurately. This led to a follow-on effort (discussed in section 6.4) that developed a
divergence based method to determine distribution regions instead of selection through

expert analysis of JD divergence heat maps and threshold sweeps.

This was the first research I conducted for this dissertation. The Discriminator
selected the best distribution region given its situational awareness of the environment.
This work also highlighted the power and importance of modularity. The structure
of this detector allowed for other distributions and regions to be added in the future
through a retraining effort. Additionally, the system did not need to use the GLRT as
the hypothesis testing method, our ML threshold selectors, or our ML discriminator.
Each of those components needs to accomplish an action, but could be replaced with a

different method or a human user. This work resulted in a follow-on effort to introduce
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scalability and contributed to my RRM research.

6.4 Dynamic Decentralized Expansion

In the previous sections 6.1 to 6.3, I discussed the collaborative work on a MC
adaptive detection framework that we presented in Stringer et al. [23]. Following this
effort my research partner, Dr. Stringer, and I each decided to tackle two extensions
to the MC design. Together we discussed areas of improvement and identified the
challenge of low sample support detection and a more application focused approach
to the MC detector. Dr. Stringer led the effort to investigate methods to generate the
inverse CCM directly by utilizing generative ML. I supported his work with ideation,
testing data generation, peer review and paper writing/editing but they were the pri-
mary architect and contributor. The initial work was presented at the radar conference
2024 in Denver [129] and additional testing and development was later presented in

Dr. Stringer’s dissertation [132].

I led the second expansion to the MC design with support from my colleague,
Timothy Sharp. This expansion focused on the application side of the MC detector.
The primary challenge space was to address the fact that the original design required
the effort of domain experts (myself and Dr. Stringer) to design the architecture and
determine the distribution regions. Additionally the process for building the original
system included a total of seven ANNs that were each trained and then integrated to-
gether. Although the system worked it was not efficient or scalable and would require
large amounts of monitoring to train and verify each of the important task and tactics
based subsystems. The following sections address the work we completed to address

these challenges and will describe the micro-service application I developed.
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6.4.1 Dynamic Sizing Method

This expansion to the original MC detector first address the process for deter-
mining the regions for distributions. The previous work determined the regions with
expert analysis of GLRT threshhold values given a sweep of SIRV shape parameter for
a distribution. In the previous work I conducted this sweep for the K-distribution and
the Pareto distribution for shape values a = 0.5 to 10 and a = 1 to 10.5 respectively.
Additionally the halving algorithm implemented in 1 was tuned to a Ppy = 1074
As an additional form of verification I conducted the statistical divergence with the
Jensen-Shannon divergence as described in 6.2.3. This method proved to be effective
at identifying unique statistical regions given shape parameter for SIRVs resulting in
ML models that could classify unique regions and train finely-tuned threshold selec-
tors. However, this method was neither scalable or held a quantitative foundation that
could be trusted and repeated. This inspired me to explore a divergence-based measure

to determine some n number of regions that had the greatest statistical uniqueness.

Given that I utilized divergence methods in the original MC work, I decided to dig
into the mathematical representations and theorems related to SIRVs. I began with
the Jensen-Shannon divergence method due to its symmetric nature. While explor-
ing mathematical derivation for the the JS divergence and the SIRV form z = /7x
we realized that the resulting derivation became overly complicated and the Gaussian
speckle x could not be separated from the characteristic function easily. This led to an
exploration of the KL divergence the JS divergence uses. The KL divergence is not
symmetrical but an aspect of the Gamma family of SIRV is that as the shape param-
eter approaches infinity the SIRV will become more Gaussian. It was this observable
feature in our work that led to analyzing the theorems and properties of SIRV and the
KL divergence if the comparison distribution () is Gaussian. This work resulted in a
region measure that utilized the KL divergence value for SIRV distributions with re-

spect to a Gaussian distribution to determine the optimal splitting point for distribution
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regions.

This new measurement method using the KL-divergence with SIRVs is explained

using the following assumptions and theorems:

1.

Given a SIRV with the form z = /7%, with /T representing the texture and the

zero mean Gaussian vector x as the speckle.

The corresponding PDF for the gamma family of SIRVs takes the form: r(z) =
r.(7(a,b, p))rx(x) where a is the shape parameter, b is the scale parameter, p is

the correlation coefficient.

. According to Theorem 2, there exists a linear transformation py = rzA + u

such that px(x) = rx(x) and p,(7) has zero mean and a standard deviation of
1. It can be assumed that p,(7) and px(x) are independent.
A PDF, ¢.(z) = ¢,(7)qx(x) can be defined such that ¢.(7) = N(0, 1) and

qx (x) = px(x).

. Equation (2.41) then simplifies to:

= Dk (p-(7)|IN(0, 1)) + Dgr(px (%)||px (x))
= Drr(p-(7)IN(0, 1))

(6.10)

It is established in detection literature that the texture and speckle elements vary
on different time scales - speckle varies within the CPI while texture is assumed

to remain constant within the CPI

. As a result, each pulse is effectively defined as the combination of a Gaussian

SIRV and a constant sampled from another SIRV.

. When the Gamma distribution is defined by a shape parameter, a, it is well

known that as a — oo, the Gamma distribution flattens out and effectively

becomes uniform with 1 and o going to infinity. Note that in the special case
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10.

11.

12.

13.

14.

15.

where p and o are held constant while @ — oo, then the Gamma distribution

becomes ~ N (u, o2).

. Given this behavior, if we take the KL divergence of ['(a — oo) with respect to

a uniform distribution (as in (2.41)), this will tend towards a constant value.
The transformation of any non-zero constant will also be a constant.

For the Gamma family of SIRVs the characteristic functions are characterized

by linear transformations of the Gamma distribution.
As aresult, p.(7(a — 00)) = N (0, 1) = ¢, (7).

Therefore as a — oo for the Gamma family of SIRVs then the KLLD will ap-

proach a minimum constant. p,(7(a — 00)) — U

Additionally, the KD for this family of SIRV will be monotonically decreasing
as p-(7(a = 00)) = ¢, (7).
Given this behavior we can define some € divergence corresponding to a v con-

fidence in statistical uniqueness of a given Gamma family SIRV for a range of

shape parameter. This € will correspond to a unique region ¢,,. See Figure 6.23

Algorithm 2 Dynamic Splitting

Given: (amin, Gmaz,n)
D¢(a) = Dkr(pg(a)|lpz)
€ = (Da(amin) — Da(@maz))/n

61,min = Amin

fori € {1,2,3,..n} do

5i,ma:r: = Dgl(DG(627mln) - 6)

5i+1,min - (5i,maw

end for

Algorithm 2 represents my method for determining the d,, regions for a given range
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KLD(a) = Dk, (py(@llpz)
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Figure 6.23: Regions Given € Range for KLD Shape Parameter

of shape for a SIRV utilized by our system. The KLLD with respect to a SIRVs speckle
is represented with D¢ (a) = Dgr(pg(a)||pz). The use of the inverse of this KLD
calculation (Dgl(-)) in practice is accomplished empirically. Given the target KLLD,
as an increment of ¢, the corresponding shape is calculated within a tolerance. This

process uses a support file defined in section 6.4.2.

The above theorems and logical progression establish a foundation for using Al-
gorithm 2 to determining the splitting locations that provide n total regions with equal
range, € in KLLD and therefore the equal but maximum statistical uniqueness for those
regions assuming that the KLD is an appropriate measure of statistical uniqueness in
this case. I would make the argument that it is sufficient given the relationship of
Gamma family SIRVs as their shape parameter approached infinity and the Gaussian

speckle component. Additionally, our original MC design showed effective perfor-
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mance using the JSD which is a modification on the KLD.

6.4.2 Microservice Architecture

The previous section focused on the need to determine and n regions in a given
SIRV distribution range for the MC system to be dynamic in scaling and algorithmi-
cally self-forming. The second need for a application that can be generically utilized
also needs an architecture that could apply to different detection requirements and
needs. To do this I worked with my research collegue, Timothy Sharp, to build and
implement a micro-service architecture. Blinowski et al. in [133] expands upon the
importance of microservice scalability and Hasselbring ef al. [134] makes a strong
case for its agility and reliability. This architecture would used Algorithm 2 to de-
termine optimal distribution regions and then automatically train the associated dis-
criminator and threshold selectors for a new MC system. My implementation used the
containerization software Docker to build and deploy our containerized microservice
architecture. I designed, optimized and translated the internal code for the majority of
the microservice architecture. This included generation of the testing and data support
files. The containerization of the ML, full system testing, and supporting translation

was performed by Timothy Sharp.

Individual pieces of the MC system were containerized using Docker, creating self
contained applications. Figure 6.24 shows the layout of the containerized system. The
baseline system configuration contains three main levels when initialized, a discrim-
inator container, an arbitrary number of threshold selection containers, and a GLRT
container. These containers pass data through internally exposed network ports. The
system also ingests data into the overall system by exposing three external network
sockets. These are needed to input the radar data into the system, starting with the
pre-processed ordered statistics being sent to the discriminator. The ANN discrim-

inator uses the ordered statistics to select one of the threshold selection containers
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and forwards the ordered statistics to that container through the correct port. One of
these threshold selection containers receive the ordered statistics and passes it through
a threshold selector ANN. The threshold selection container then sends the output of
the selector ANN to the GLRT container. The GLRT container then computes the
detection determination with the threshold selector output and the covariance matrix
input from the Data Source on port 65310. This detection determination is then re-

turned as a message on the output port 65300.

%— Discriminator
| Port:
Data ! T T T 65401+ |}
E Threshold | Threshold | Threshold = Threshold Threshold
Source Selectcc;r Selector Selectcc;r Selectgr s S(glector
0 1 2 3 n
o | | | Pot: |
. Port:65310 : Y 65320
o Potes3n | OAT

Figure 6.24: Layout of the Containerized Programs.

Figure 6.25 shows the containerized microservice architecture used for training.
This architecture was divided into a sequence of jobs, the first of which was the split-
ting algorithm. The splitting algorithm uses algorithm 2 from the dynamic sizing

method above to generate the region bounds for each parameterized distribution.

In order to optimize the training process and allow for dynamic regions, three sup-
port files were pre-populated and used by the system. The first support file is used by
the splitting algorithm and contains the values of Dg (KLD with respect to a SIRV

and it’s Gaussian speckle) for the different distributions. These files contained dis-

221



- Splitting Algorithm
| }
Split points (txt)
|
¢ }
(assifier Threshold

~ Training ~ Training
} '
Discriminator (ckpt) Threshold i (ckpt)
| |
7

Assembly

Figure 6.25: Flow Diagram of the Training Process.

crete empirical calculations of D¢ for a sweep of shape parameter in K-distribution
and Pareto. The second database file also contained empirically calculated threshold
values for different shape parameters using the halving algorithm 1 from the original
MC method [23]. The method presented here deviated from the original by using a
stopping margin of 5% and a data size of 20/ Py, target- This decision was made to
reduce the excessive computation required, but proved to have impacts on results by
increasing noise. This file was generated for a sweep of shape parameters from K-
distribution= [.1, 10] and Pareto= [1.05, 10] with a sweep delta A, = [.001,.01, .1]
for general regions of [a < 2,2 < a < 4,4 < a] in shape. This file took extensive
processing to generate empirically, but once generated it was referenced by the dy-

namic system to train custom threshold ANNs for any sub-regions given the splitting
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algorithm. The final support file is a database file with i.i.d. training samples for a
sweep of shape parameters with the same delta and range as the threshold label file.
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Figure 6.26: Threshold vs. Shape Support File (K-distribution)
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Figure 6.27: Threshold vs. Shape Support File (Pareto)

After the splitting container determines the region boundaries, it saves its results
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in a text file. Next there are two training containers that run in parallel, one for the dis-
criminator and one for all the threshold selectors. The discriminator container uses the
database support file to build a uniformly distributed database. Appropriate labels are
created from the splitting region input. The threshold training container trains each
threshold setter in series, since these train much faster then the discriminator. This
container builds a database containing training data and label pairs for each threshold
ANN. To do this, the shape truth values are matched between the database and thresh-
old label support files. After the two containers finish training all the models, a final
assembly container copies all the necessary python scripts, models, and Docker files
into a single directory and compresses it into an archive file. This archive file is the
output of the training job, and contains the entire system in a runnable state. This re-
sults in the entire system being trained and able to process data by changing the input

configuration file in two commands.

In general the dynamic system runs in a similar data flow as the original system

but includes a few optimization and application based improvements.

6.5 Dynamic Expansion Results

Testing the system was optimized with the generation of testing data files that
span the expected distributions and shape regions. A python script was created to
iterate through the testing database file, sending data in to the system one at a time
and recording the results. The testing database file contained 10° data samples, each
with 64 length ordered statistics data, an approximated covariance matrix, and one 16
length cell under test. The ordered statistics and the covariance matrix were derived
from 32 support sample returns, each of length 16, to conform with the data from
the original MC paper. The 10° samples were generated across the Gaussian, K, and
Pareto distributions, with 20%, 40%, 40% of the total data respectively. Of the 4 - 10°

K and Pareto data samples, a weighted approach was taken across the shape parame-
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ters, with more samples generated in the lower region. This was done as the splitting
algorithm will split more heavily in regions with a higher threshold as shown in Fig-
ures 6.26 and 6.27, and would generate more threshold selector models in this region.
The rejection method used the threshold curve and scaled the values with a uniform
offset of .25. The result was a PDF representative of the range for the threshold values

but included a minimum number of samples for all values of shape parameter.

In order to test the dynamic system we utilized the testing database with a spread
of 10% samples described above. We tested three dynamic split configurations of 3
regions, 5 regions, and 10 regions in both K-distribution and Pareto. These were
tested against the original MC system (Section 6.2) splitting points. The data included
samples under test with and without targets (10° each), and the probability of false
alarm and detection were calculated. They are presented in Tables 6.7 and 6.8. The
systems were trained to target a Pr4 = 10~ and the targets were generated with a

SINR = 3.3dB.

System Size | System Pr, | Gaussian Pr, | K-Dist Pr, | Pareto Pr 4
MC 1.59-10* 8.67-107° 1.54-107* | 2.01-1074
K3P3 2.03-1074 1.05-10* 2.3-1074 2.25-1074
K5P5 1.72-107* | 8.8-107° 1.88-107* | 1.99-107*
K10P10 1.79-107% ]9.0-107° 2.25-107* | 1.78 - 1074

Table 6.7: Pp4 for Dynamic Sizing Configurations

These results represent a single trained system for the K3P3 and the K10P10 con-
figurations, five instances of the MC system, and ten instances of the K5P5 system.
Additional iterations were trained and tested to explore the robustness of the pro-
cess. Both the MC and the K5P5 systems had roughly half of the systems produce a
Pry ~ 1072 (MC: 2 out of 5 and K5P5: 5 out of 10). Upon further investigation it

was found that the discriminator ANNs converged in a local loss region and did not

225



System Size | System P, | Gaussian Pp | K-Dist P, | Pareto Pp
MC 0.0052 0.0063 0.0044 0.0053
K3P3 0.0063 0.0070 0.0060 0.0062
KS5P5 0.0055 0.0063 0.0050 0.0055
K10P10 0.0056 0.0076 0.0051 0.0051

Table 6.8: Pp for Dynamic Sizing Configurations SINR = 3.3dB

converge completely. This is a common issue with machine learning systems and can
be mitigated by tuning the stopping parameters (max epoch count, patience, stopping
delta) or by training multiple discriminator ANNSs in parallel and selecting the optimal
version based off of confusion matrix results. The values presented in tables 6.7 and

6.8 are the average of the fully converged runs.

The values for Pr4 were consistently over the target Pr4 by a factor of 1.5 to 2.5.
This is not ideal given the target Pr4 = 10~ but the original system was optimized
and over 20 variations of models where trained and analyzed before the final models
were selected. Additionally, the threshold support file used in the dynamic system
shown in figure 6.23 was very noisy. This was due to the file being generated using
the Algorithm 1 but with a stopping margin of 5% and PFA calculation data size of
20/ Pyq,target. Parameter optimization, robustness testing during training, and higher

resolution support files should improve performance and will be explored.

In order to explore the results of the splitting algorithm in section 6.4.1, we present

Pr 4, and Pp for all tested systems in table 6.9.

These regions show the ¢ based selection and the § compression of regions in the
lower shape region due to the greater difference in Dg. Even though the Ppy for
the different system configurations are all beyond the target, they are similar in value
and should improve with tuning and robustness. This similarity in Pr4 and Pp is a

positive outcome for the goal of the system to be dynamic and self-assembling. The
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System | K-Dist K-dist K-dist | Pareto Pareto | Pareto
Size Region (a) | Ppy Pp Region (a) | Pra Pp
(1071 | (107%) (1074 | (107
1.00-3.50 1.69 3.1 2.00-3.50 2.0 4.4
MC 3.50-10.0 1.37 6.1 3.50-6.50 1.95 5.7
6.50-10.5 2.11 6.7
1.00-1.29 2.69 4.5 2.00-2.50 3.06 6.7
K3P3 1.29-1.99 3.33 55 2.50-3.44 2.07 6.0
1.99-10.0 1.93 6.4 3.44-10.5 2.05 6.1
1.00-1.17 2.14 3.1 2.00-2.30 2.03 55
1.17-1.39 2.40 3.8 2.30-2.64 2.11 4.8
K5P5 1.39-1.77 2.27 4.1 2.64-3.17 2.07 5.0
1.77-2.61 2.15 5.0 3.17-4.29 2.05 53
2.61-10.0 1.80 5.7 4.29-10.5 1.94 5.9
1.00-1.08 3.66 4.3 2.00-2.14 3.21 7.1
1.08-1.17 4.29 39 2.14-2.30 0.0 6.2
1.17-1.26 543 5.1 2.30-2.44 5.03 4.3
1.26-1.39 2.69 4.3 2.44-2.64 3.18 53
1.39-1.54 3.10 4.9 2.64-2.89 2.20 4.4
K10P10
1.54-1.77 243 4.5 2.89-3.17 2.70 3.8
1.77-2.09 3.53 54 3.17-3.62 1.74 4.3
2.09-2.61 2.26 5.1 3.62-4.29 1.25 4.1
2.61-3.76 2.13 4.1 4.29-5.65 1.38 4.4
3.76-10.0 1.30 5.7 5.65-10.5 1.85 5.8

Table 6.9: Prp4 and Pp for K and Pareto Sub-regions
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application based improvements mean that this dynamic MC system can be generated,
trained, and tested for different applications with different distribution expectations.
Additionally, it builds a modular structure that can incorporate new expected distribu-
tions, different adaptive detectors, and inverse covariance matrix estimation methods.
The architecture is modular and adaptable as a software architecture and is now self-

assembling.

6.6 Conclusions

In this chapter I have described my ideation, investigation, and contribution to a
novel meta-cognitive (MC) adaptive detection algorithm. This novel system combines
traditional adaptive detection methods with AI/ML to operate with CFAR like per-
formance across multiple non-Gaussian clutter distributions. A traditional adaptive
detector can be tunes to perform well for different distributions and distribution re-
gions. But If the interference distribution does not match the assumptions used to tune
the detector then performance degrades. My contribution to this work falls into three
main regions: distribution analysis, region classification, and a dynamically scalable
application of the MC detector. This effort was instrumental in developing a novel de-
tector that can identify the distribution region and perform binary hypothesis detection

with CFAR behavior.

The first contribution to this work was my understanding of SIRV distributions
and methods to measure differences in distributions. In addition to the Gaussian dis-
tribution; I explored the principles and characteristics of SIRV distributions (Pareto,
K-distribution, etc.). I utilized the Kullback-Leiber and Jensen-Shannon divergence
methods to analyze these distributions and define distribution regions. I used these
distribution regions to design, train, and test a deep neural network classifier. In order
to make the classifier train I also analyzed the complex IQ radar data and devised a

pre-processing step to translate the interference information into down sampled, uni-
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formly spaced, ordered statistics of the data. This classifier was able to identify the
distribution and its region so that a set of finely tuned regression deep neural networks
could determine the exact threshold for the interference information. The remaining
components of the MC detector where designed by my colleagues but I contributed to

the integration of the systems with the distribution and classifier novelty.

The results for this effort showed that the MC detector can maintain a CFAR per-
formance across three distributions (Gaussian, Pareto, and K-Distribution). SIRV are
characterized by the shape a and scale b parameters with shape dominating changes
in the probability density function. Therefore the shape parameter was used as the
dependent variable to determine distribution regions. The MC detector was trained
with and tested for a sweep of shape parameter for K-distribution and Pareto. But
also showed generalized performance for the log-normal distribution which it was not
trained with. Testing showed that the response of the MC detector worked for dif-
ferent target P, and input power settings. These results showed that the system was
inherently scalable to other distribution as long as the training data covered distribu-
tion regions with enough similarity to the new distribution. A key feature of the MC
detector is that it is not necessary to identify the distribution, shape, and scale but just
to classify the distribution region. These distributions have overlapping PDFs and will
result in CFAR detection if properly categorized. This work was compared to other
ML based detection methods and showed its resilience to changes in data as well as

accuracy for CFAR behavior.

I provided the sole novelty to expand on this initial design by addressing a practical
application challenge. A current challenge with advanced techniques and especially
AI/ML is that they are inaccessible for adoption to existing systems unless an expert
customizes the tool for an application. This dynamic scaling effort was motivated to
create a self forming and automatic implementation of this MC detector. This work

developed a proof using the KL-divergence to determine n distribution regions across
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multiple distribution. Then I built an automatic application that could analyze 1Q data
then build and train all of the ML models to create a custom MC detector given the
data and number of regions desired. This work provides novelty for the application

and fielding of this detector as opposed to the basic research of creating the detector.

There are multiple areas of potential future work to support both the MC detector
and the dynamic application. The MC detection algorithm should be tested on mixed
clutter data sets. I hypothesize that the distribution region implementation will gen-
eralize well to mixed clutter as the resulting PDF and covariance matrix for mixed
clutter should fall into another clutter region. Ideally if the clutter covariance matrix
and threshold are accurate then the detection algorithm does not need an exact clas-
sification of the clutter distribution. Regardless, this data scenario should be tested.
Additionally the MC detection algorithm is ready to be tested on high-fidelity data
from tools like RFview and implemented on live systems. The current results are
promising and the structure theoretically generalizes well, but testing is required to
confirm. Effort was reference in this chapter regarding continued work with genera-
tive ML to generate the clutter covariance matrix with reduced sample support [129].

This work is vital to augment this capability and will be continued.

The dynamic sizing work was successful as an initial exploration, but suffered
from resolution issues. Future work will focus on determining the appropriate data
volume and training required to overcome the resolution issues. The current imple-
mentation needs the desired number of distribution regions as an input. Ideally this
should be related to performance. Future work would focus on deriving a connection
between the number a regions and an allowable ¢ error regarding the CFAR perfor-

mance of the auto generated MC detector.

The contributions in this work show the value of a multi-objective approach like
meta-cognition where ML augments traditional RSP methods for flexible perfor-

mance. Additionally, the dynamic self forming system based on statistical divergence
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provides a path from theory to application in real systems. This enables a more gen-
eralizable and scalable version of the already performant detection algorithm. The
domain of radar detection is greatly benefited by these methods. The use of finely
tuned AI/ML models provides flexibility and increases confidence in usage of black-
box AI/ML. My work shows novelty with the determination of distribution regions,
the MC adaptive detector with CFAR performance, and the scalable self-forming im-
plementation. This provides a method to field the detector to different radar systems

that have personal requirements and interference expectations.

The work presented in this chapter built and tested an adaptive detection system
with CFAR performance with non-Gaussian clutter. It is core to my research goal
to explore AI/ML applications with multi-agent/objective structures for radar tasks.
The meta-cognitive structure provides a multi-agent solution with AI/ML flexibility.
This research has greatly improved my understanding of adaptive detection, multi-
agent hierarchical structures, and distribution characteristic and divergence measures.
A core interest for this work was the need to build scalable systems that can generalize
to domain challenges. These contributions were peer reviewed and evaluated by the

community through a journal paper [23].
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Chapter 7

Conclusions and Future Work

7.1 Summary of Work

This dissertation explored the challenge of multi-agent collaboration to accomplish
radar tasks in C2 scenarios. The field of collaborative game theory presents mecha-
nism to maximize the collaborative utility of coordinating agents instead of agents
maximizing their personal utility. The future of C2 scenarios will have ever increasing
complexity and interacting agents. This driving challenge led to the work in the disser-
tation that explores both novel methods to address radar task during C2 scenarios and
to coordinate multi-agent performance. As such, the methods need to perform well
in the radar space, coordinate with multiple agents, and need to scale well as agent

swarms increase.

In Chapter 1, the challenges of multi-agent coordination to accomplish radar tasks
was introduced. The current climate of C2 operations was explained and the need for
scalable collaborative systems was presented. This chapter concluded with a summary

of the contributions in this work.

Chapter 2 provided an overview of radar concepts. The initial background laid
the foundation for the radar simulations used in this work. It was then followed by

a discussion of detection methods, SIRV distributions, statistical divergence methods,
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and RRM tasks. The RRM tasks of track confirmation and search were expanded on

as they are focal topics for two of the chapters.

An introduction to ML basics was presented in chapter 3. ML methods are used for
both the MC detection algorithm and the track confirmation work in the contributing
chapters. This segued into a thorough discussion of reinforcement learning, which
is a major tool explored in this work. This is followed by a short discussion of the
C2 domain. This chapter concludes with a discussion of game theory as a primary

discipline for multi-agent collaboration.

Chapter 4 presented the first and most explored topic of multi-agent track confir-
mation. This work presents a difficult C2 scenario with an evasive target and multiple
radar platforms with limited resources. Additional realistic difficulty is added with a
clutter ridge with greatly reduced Pp as the relative velocity of targets approach zero
and the presence of false alarms. I explain my reasoning and design for three low
information tracking methods including probabilistic heuristics and RL. This scenario
is tested with two platforms with a focus on collaborative methods for coordinated
success. Collaborative game theory is leveraged to coordinate agents for improved
performance. This work was tested using three increasing fidelity simulations and

showed the value of approaching radar tasks collaboratively.

Continuing with research into scalable multi-agent radar tasks, Chapter 5 de-
scribed the design and implementation of a collaborative utility representation. This
representation combined platform location and estimated Pp and C2 knowledge of
the surveillance space to establish a baseline utility. The information gained from
illuminations was recorded and subtracted from the utility layers. A dynamic beta dis-
tribution method was used to represent the growth of uncertainty in prior illuminations
over time. This method cause agents to revisit areas of importance more often then
others and balance exploration of new space and exploitation of high priority loca-

tions. The representation could share information between agents to further increase
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collaborative utility. Additionally, the representation and methods are tested with the

platforms in motion to further show the value of this real-time search method.

In chapter 6, I present a meta-cognitive adaptive detector algorithm and my con-
tributions to probability distribution analysis, an ML classifier, and a dynamic self-
forming application of the detector. This MC detector is a multi-level solution that
utilizes the Gaussian GLRT with two levels of ML deep neural networks to maintain
CFAR-like performance across multiple non-gaussian interference sources. I present
our process for clutter modeling, processing of complex data into forms usable by
ML, the design and training of the distribution region classifier and the finely tuned
threshold selectors, and the extensive testing showcasing its CFAR-like performance.
As a follow-on to this work, this chapter presents a dynamic self-forming applica-
tion that uses the KL-divergence to determine appropriate distribution regions and
programmatically builds the MC structure and automatically trains and tests the ML
components. The result is a customized version of this MC detector based off data

sources and a potential user’s needs.

Finally, Appendix A is included which details the process for the radar simulation
work that was used to test the RRM task methods in this dissertation. Considering the
focus of this dissertation included multi-agent scenarios focused on RRM tasks, it was
necessary for a simulation to represent a C2 challenge but to also have a realistic radar
simulation for the illumination and detection process connected to radar actions. The
work in this appendix is not particularly novel but is necessary to establish credibility
that the methods tested here could scale to real radar systems. The appendix represents
three different increasing fidelity simulation methods. The first estimates P, based off
the radar range equation for a simulated phased array radar. The second is a medium-
fidelity system that generates support samples with clutter and noise for each range
and velocity gate and then performs detection with the GLRT. If a target would be

present within the beam width and in gate then a steering vector is used to include the
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target information in the sample under test. The clutter profile used includes a clutter
ridge where probably detection drops greatly as relative velocity approaches zero.
Additionally the GLRT detection method includes false alarms which have impacts on
the work in this dissertation. The final simulation generates a pulse-Doppler transmit
waveform; simulates noise, clutter, and targets of interest; and then performs range-
Doppler processing followed by the cell averaging CFAR detection method. Chapters
4 and 5 heavily use these simulators and the results are presented with the discussion

of the radar simulation’s impact on method performance.

7.2 Conclusions

This dissertation presents a design approach focused on developing scalable multi-
agent solutions for radar tasks. The driving challenge for this exploration is founded in
C2 scenarios where individual radar resources are limited but an autonomous swarm
of platforms is available. As part of this work I provide algorithms for use in the radar
tasks of track confirmation, optimal surveillance, and adaptive detection was scalable
coordination for multiple agents. All of these radar tasks have established methods
but are mostly focused on maximizing the performance of singular radars. This work
explores the challenges and required innovation for scalable multi-agent scenarios.
Additionally, some of these tasks are trivialized with the assumption that radar re-
sources are abundant compared to the evasiveness of targets of interest. This work
looks at the C2 challenges where those assumptions don’t hold and individual radar
platforms have limited resources in contested scenarios dealing with highly evasive
targets. These extreme C2 challenges are mitigated with the availability of multiple

autonomous platforms that can and should collaborate.

ML models are used to provide flexibility alongside high accuracy RSP methods
to improve performance over a wide range of scenarios. RL is explored to provide

a tracking strategy in a low information scenario with highly evasive targets. Game
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Theory is used as the primary mechanism for multi-agent collaboration. Finally, all of
these methods are designed with consideration for their scalability into larger swarms
as well as modular design principles to enable human-in-the-loop augmentation by
future users. The resulting methods and collaborative augmentation show improved

performance within these C2 challenges.

In order to address the C2 challenges, a simulator that coordinated the environment
and multiple agents was designed and implemented. In order to increase confidence
in the methods proposed and tested, a realistic radar detection simulation was imple-
mented to map agent actions to realistic measurements from the environment. Over
the years of this research the radar detection methods increased in fidelity. These
simulations began with a probability of detection estimation using the radar range
equation, following with a simulated adapter detection method, and concluding with a
full pulsed-Doppler simulation and range-Doppler processing. The scenario and radar
measurement simulations were a necessary design step in order to efficiently represent
realistic C2 challenges and test the viability of agent actions and collaboration meth-

ods.

The first contributions address the C2 challenge of track confirmation for a highly
evasive target while having limited radar resources. Traditionally, when the radar
system has abundant resources, track confirmation is simply a re-illumination of a
previous detection to confirm that it is not a false alarm. When resources are limited
and a target is evasive, this strategy will no longer illuminate the previous detection
and a confirmation cannot be made. This scenario is similar to a low-information
tracking challenge. This work explored two probabilistic heuristic methods using a
naive Gaussian and a Gaussian augmented velocity predictor. These methods were
compared with RL trained agents which made track action selections in a highly un-
certain state. Tracking methods alone struggle to perform track confirmation in this

extreme scenario, but the introduction of collaborative GT enabled two track con-
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firmation agents to collaborate and greatly increase their probability of successfully
establishing a track. The novel leader-follower consensus game theory method im-
proved scenario success for all methods by a factor of &~ 20% and the Gaussian veloc-
ity tracker in combination with GT collaboration improved success by ~ 25%. This
work not only showcase the viability a multi-agent collaboration but proposed a con-
sensus based game theoretic method to optimize area coverage for multiple agents.
This scenario included a relatively high number of false alarms which added addi-
tional difficulty for the collaborative agents and showcase the necessity of generalized

methods with low assumptions when dealing with scenarios of high uncertainty.

The second C2 challenge focused on the explore and exploit problem of surveil-
lance of important space with variable priority locations. A common assumption in
the RRM search task is that all space is of equal priority. The C2 scenario in this work
provides two challenges to this assumption. First, the surveillance agents have intelli-
gence information regarding geographic locations of higher priority for surveillance.
The second is that multiple platforms are surveying the area together but have limited
resources; therefore, they must maximize their collaborative utility as opposed to their
personal utility. The novel contribution presented here is a utility-based framework
to represent known information that would prioritize locations of surveillance. First
the location and estimated probability of detection for each platform is used to bias
their actions toward illuminations with higher odds of target detection. Second the
geographical C2 information is included as areas of higher priority for surveillance.
In this domain of knowledge aided search, their emerges are challenging exploration
and exploitation problem where an agent needs to explore new space but also should
revisit high priority locations as uncertainty increases. This work presents a novel
beta-distribution method which encourages revisiting high priority locations sooner as
uncertainty in those areas can be tolerated less. Additionally, this utility representa-

tion enables collaborative platforms to share their action histories and optimize their
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collaborative utility. This method scales linearly as platform count increases. Finally
this method and the comparison methods are tested with stationary platforms as well
as platforms in motion. The utility search representation improved the number of tar-
gets found by over 8% and found them an average of 300m before the other methods.
When the platforms moved, this improvement was increased to 10% and 400m show-

ing its optimal response in scenarios with motion.

The final work, provided in this dissertation, is a MC adaptive detection algo-
rithm. This algorithm was designed as a two-stage ML hierarchy that classifies the
distribution region of the interference in the data and then passes that to a finely tuned
threshold setting model to be used with existing radar adapter detectors (GLRT). The
higher level model is a ML model that is trained to classify distribution regions across
SIRV distributions. The next level uses the same radar interference information to
determine a threshold for a binary hypothesis test detection determination using the
Gaussian GLRT. This method was able to maintain CFAR-like performance across a
wide range of distributions. Additionally, there was no observable loss when operating
in the default Gaussian case. This novel MC detector had CFAR performance with a
P, error compared to the target P, of +0.1d B across three clutter distribution while
the comparisons suffered by £5 to 10d B error. A primary limiting factor for this MC
detector is the need for expert determination of distribution regions and the intensive
design and training of ML models. To address this problem, this work presents a self-
forming dynamic application which utilizes input data and desired parameters from

the user to automatically build, train, and test a custom version of the MC detector.

As the C2 domain continues to grow in complexity and scale of operations, the
exploration of multi-agent coordination and scalable systems is paramount to success.
The approach and methods in this work provide contributions to the fields of command
and control, the edge case scenarios of multiple RRM tasks, coordination of multi-

agent systems to maximize collaborative utility, and scalable systems with a modular
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design philosophy. Addressing challenges with increasing complexity and a need for
coordination helps bridge the gap between methods showing promise by optimizing
individual performance and the reality of integrating those systems into large-scale
scenarios. These multi-agent methods are also applicable beyond the C2 and RRM
tasks given distributed autonomy is a growing field as the volume of autonomous
systems increases. Additional research into the challenges of expanding single agent
methods into multi-agent scenarios has increasing importance as autonomous systems

become more integrated across technology domains.

7.3 Future Work

C2 is a domain with many challenges which utilizes radar as its primary method
to observe and orient agents in the environment. Additionally, the current direction
of autonomous systems needs to incorporate multi-agent collaboration and scalabil-
ity to maintain high agility performance. Advancements in ML and RL show great
promise to support both the fields of RSP and coordinated autonomy. Considerable
work remains to be done to address the challenges in the C2 domain and to explore
the viability of different RRM task and multi-agent collaboration methods. The fol-
lowing will expand on a few major areas of future research and work to build upon

this research or were revealed during my exploratory process.

The first major area of future work would be improvements in the C2 scenario sim-
ulator. Given the complexity of establishing the scenarios, this initial work had only
two platforms for the track confirmation work and the maximum of four platforms
for the utility search work. A major expansion area is the scaling of these scenarios.
Ideally this would look at tens if not hundreds of agents coordinating tasks together.
In order to accomplish this scaling, there are a few changes that would be needed for
some of the methods. For the game theoretic collaboration used in the track confir-

mation, there were only two platforms and they either collaborated or they did not. If
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you had a scenario with 20 agents you would not want all 20 of them to work together
to confirm the track of a single target. The swarm should have different sub-tasks. A
major area a future work would be implementations of locality and incorporating a
controller or scheduling mechanism. This dissertation is building toward multi-agent
collaboration for full RRM scheduling but the scope had to be paired down. The GT
methods of confidence and negotiation is a concept that would work well for a collab-
orative scheduler. A confident structure has each agent identify the importance of the
task it wants to do then the agents can negotiate whether or not their personal tasks
hold more value than entering into a collaborative action with another agent. It would
be useful to explore both the coordinated scheduling of multiple agents, the impact of
locality regarding how many agents should form coalitions, and the use of confidence-

negotiation mechanisms to coordinate that collaboration.

The track confirmation work explored the viability of RL models for multi-agent
scenarios. Although multiple architectures and models were explored, the RL was
trained as a singular agent and approached an upper limit on performance. This deci-
sion was made to accommodate modularity concerns and enable a human-in-the-loop
option. But in order to improve performance, an area of future work is more ad-
vanced reinforcement learning methods. Among these include training agents within
a dynamic environment including multiple other agents and using the game theoretic
concept of price of anarchy to develop a custom reward function. Price of anarchy re-
flects the impact of selfish actions upon the success of the multi-agent coalition and fits
well to RL reward design. Additionally, the field of MARL has shown great promise
in the robotics domain. MARL was avoided because it integrates all of the agents into
a monolithic deep learning structure, but if the performance gains are great enough it
could be worth the loss in modularity. Finally in the field of GT, only the consensus
algorithm and utility maximization were fully explored. The concepts of price of an-

archy, regret management, and confidence-bargaining methods are all promising ways
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to coordinate multi-agent systems. The focus would be to identify the right type of

collaborative GT for different scenarios.

The work with utility search presented a simple objective point representation of
prioritized areas of surveillance. Additional work should be done in mapping C2 sce-
narios to a utility representation. This could include creating areas that are expected to
generate targets of interest as well as represent changing strategic priorities in addition
to geographic priorities. An additional aspect of search that I am currently research-
ing is the track recovery step. This is the situation where a track has been lost, but
a radar system would like to search locally to try and recover the track. I’ve already
been working on a multivariate Gaussian expansion based on the Kalman filter family
of trackers to represent the increase in uncertainty and the prioritized search regions

based on time since lost track.

This work tested the impacts of platform motion upon both the representation and
the mechanisms for search action selection. But the testing criteria only had platforms
moving in a counter-clockwise direction and at a constant velocity. Variable motion
patterns would be beneficial research as they more accurately reflect real scenarios.
It would be valuable to explore the impact of platforms in close proximity and the
importance of utility maximization. Both the track confirmation and the utility search
methods would benefit from being combined with an intelligent scheduler. This could
explore the prioritization between task agents as well as how each agent would respond

the variable time since it was last scheduled.

There are multiple areas a viable future work when it comes to the MC detector
and the self-forming dynamic application. Even though the MC detector was tested
for a sweep of clutter distributions each individual test had homogeneous clutter in
the support samples. The distribution region implementation should generalize well
even to mixed clutter scenarios assuming that the resulting mixed PDF would fall

into another clutter region. But this assumption needs to be tested with mixed clutter
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data. Extensive work has already been done by my colleague to use generative ML to
generate a clutter covariance matrix from reduced sample support [129]. Continued
work in that field is planned and currently underway. Finally, the MC detector should

be tested on high-fidelity or live capture data.

The dynamic-sizing self-forming application was successful but suffered from is-
sues and resolution. This was due to an attempt to minimize training time with less
data and label granularity, but it resulted in performance reduction to maintain CFAR-
like results. Testing and exploration needs to be done to determine the relationship
between CFAR-like performance, data volume, and training time. Additionally, the
number of distribution regions was made as a user input but it is unlikely that a user
would know how many regions they need for optimal performance. An area of future
work that is already underway is determining the link between the number of distri-
bution regions and the detector CFAR performance. Ideally, the user should provide
some allowable error § and then the system should auto-generate the appropriate num-

ber of distribution regions to stay within that error.

242



Appendix A

Search and Evade Game Simulation

A.1 Introduction

The work in this dissertation explored collaborative multi-agent methods for radar
tasks. In order to test the effectiveness of both individual agents and the game theoretic
methods it was necessary to build a simulated environment as opposed to traditional
data. The simulation was a combination of game theoretic methods to devise a relevant
command and control (C2) challenge while maintaining a realistic simulation for radar
platforms. These scenarios and the backend radar simulation played a vital role in
three publications as well as additional medium-fidelity testing for completeness of
this dissertation. As such there were creations of the C2 scenario and three iterations
of the radar simulation with increasing fidelity. This simulation was an important
testing ground for the contributions of this dissertation and therefore is not included in
the dissertation chapters. But it is important that both the scenarios meet the C2 needs
as well as the radar simulation fidelity being appropriate in order to trust the results
from the contributions. The C2 scenarios played an integral part in the methods used
in the core contribution chapters but the radar simulations are methods presented in
literature and not particularly novel. Therefore they are included in this appendix and

explained in detail in order to establish the credibility of the results in this dissertation.
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The following sections will describe the three different radar simulation methods
used in this work. The first is a probability of detection only method that utilizes signal
to noise ratio based off the radar range equation [20]. The second simulation utilizes
the GLRT adaptive detector and generates support samples with realistic clutter for
multiple range and velocity gates. If a target is present, then a steering vector is used
with a calculated SNR to add the target signal to the gate [21, 22]. The final medium
fidelity simulation method generates a LFM transmit signal then formulates the return
signal with noise, clutter, and potential targets to a simulated CPI of IQ data. If a target
is present its information is added to the fast-time slow-time 1Q data. Finally this
data undergoes range-Doppler processing and a cell averaging (CA) CFAR detection

method is utilized to determine detections in individual range and velocity bins.

A.2 Original Range Equation Simulation

The first radar simulation is of a digital array radar whose parameters along with
the range of a potential target are used to calculate a SNR value. Given the SNR,
a probability of detection was calculated and compared with a random variable to
determine detections. If a target was detected by a platform using this method, then the
range and velocity information was given to the platform agent for action selection and
potential collaboration. The simulation did not consider false alarms or simulate real
noise or clutter, but simply assumed a constant noise power. The following is a detailed
explanation of how the simulation was implemented. The equations and parameters
here were programmed in Python and used within a gym environment for the C2
scenario. This version of the simulation was featured in the paper “Collaborative
game theory and reinforcement learning improvements for radar tracking,” at the 2023

International Radar Convention [20].

Each radar simulation was simulated as a digital array radar with parameters pre-

sented in Table A.1.
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Parameter Value Parameter Value
Array elements 16 x 16 || Center frequency 3 GHz
Sample rate 100 Mhz || Bandwidth 30 MHz
Pulse width 1 ms Pulse repetition frequency | 5 khz
Number of pulses 8 3dB Beamwidth 0, =2°

Table A.1: Detector Simulation Parameters

This simulator was based on a simulation written by my colleague, Shane Flander-
meyer. He provided a simulator that generated beams based on the above parameters.
The simulation would load in a target location and then calculate the corresponding
radar return power if the target was present. I modified the radar simulator to allow

for beamsplitting/spoiling.

Using this simulation I designed the radar platforms with a dynamic action space.
Each radar was capable of transmitting one, two, or four 6, = 2° beams. I made
this design decision in order create a relatively consistent area of detection for the
platforms as the looked a close locations and far locations. This created a trade-off for
the radar between range and angular coverage. This meant that if the radar surveyed
close regions it could spoil the beam for more effective beam width and if searching a
far space it would have a full power focused pencil beam. Table A.2 show the centering
of the beams when spoiled and the designed ranges where power lowered enough to
justify the beam spoiling. Figure 4.1 is an example of this spoiling as Radar 1 is using

two beams and Radar 2 is using one beam.

Although the simulation for the radar utilized a power and azimuth angle input
to direct beam energy I chose to simplify the actions for the agents by having agents
select a coordinate to focus energy. Then as a post processing step I calculated the az-
imuth and beam splitting mode/transmit power needed to that a target at that location

with a radar cross section of 10m? would be detected with a probability of 95%. A
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probability of detection (F,) was calculated for the associated detector based on the
signal-to-noise ratio (SNR) of the return signal. To simplify the game and more effec-
tively evaluate the impact of introducing different GT strategies, the P; for any target
falling outside of a detector’s 3dB beamwidth was set to 0. To develop a baseline
game representation of a search and evade challenge, false alarms were not consid-
ered. To simplify the selection of the number of beams, the probability of detection

was modeled as a decaying exponential

P;=1— ax*eP*SNE (A.1)

For this initial work, « = —4.69 and 3 = —.536 were selected to cause detection
to fall below 1% at =~ 110% of the range at the P; = 95% action point and drive the

beam splitting behavior according to Table A.2

This probability of detection equation is non-standard and designed to target a
game with interesting win rates. In order to set a baseline and test the effectiveness of
GT methods, games need to be neither unwinnable or too easy for the agents or the GT
method will not present impacts outside of the variance within a game representation.
My extended simulation in section A.3 implements probabilities of false alarm and
utilizes a GLRT and clutter processing to determine detections and false alarms. These
changes result in a simulated game that does not perfectly reflect reality, but represents

realistic radar beam geometry and a SNR decaying probability of detection.

A final modification to action selection is the capability to split beams when a
lower range is selected. This was utilized to be both representative of a radar system
as well as to not bias actions toward longer range action selection benefiting from
beam spreading. The derived boresight azimuth action is 6,, the 3d B beam width is
0345, and the power for the split beam is the same that would attain a P; = .95 for the

original 6,
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Beams Azimuth targets Range(from detector) to split

Single 0, R > 10400m
Two | 0, + %28 ¢, — %un 6400m > R > 10400m
Four |0, + 2% ¢,  %un R < 6400m

(ga _ 93513 , (ga _ 39:?3

Table A.2: Condition for Radar Beam Splitting

A.3 GLRT Dynamic Simulation

This simulation update implemented a realistic noise and clutter profile model as
the backend for the detectors. This added additional challenge to the players as they
had to not only deal with the issue of degrading probability of detection Pp but also
with a chance of false alarm detections at a constant probability of false alarm P 4.

Each detector was simulated as a digital array radar with parameters presented in Table

A3.

Parameter Value Parameter Value
Array elements 16 x 16 || Center frequency | 2 GHz
Sample rate 100 Mhz || Bandwidth 30 MHz
Pulse width 1 ms PRF 8.5 khz
Max Power 60 W Beamwidth 0, =1°
Number of pulses 16 Sample Support 64
Pry 1075

Range Resolution 500 m || Max Range 17630 m
Velocity Resolution | 40 m/s || Max Velocity 318 m/s

Table A.3: Detector Simulation Parameters

The radar is capable of transmitting one, two, or four #, = 1° beams. The beams
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trade-off range with angular coverage, enabling the radar to more quickly search an
area at short ranges with a spoiled transmit beam, or focus a pencil beam for a long
range search. The detector action was implemented by selecting Cartesian coordinates
(in z and y). This Cartesian coordinate is converted to an azimuth and a range for use
for the radar signal processing. This beam is split into range and velocity bins that are

simulated with noise and a realistic clutter profile according to [31].

If the target falls into one of the range/velocity bins then a signal with a radar
cross-section of 10 was added into the sample. Each bin was individually processed
through a GLRT detector with 64 additional support samples. This means each bin
has a chance of a true detection or a false alarm. To deal with the possibility of
multiple detection an algorithmic association method was implemented to choose the
best detection based on the previous detection location. This associated detection is

then given to the players to inform their next action.

A.3.1 Beam Splitting

Beams Azimuth targets Split range (m) Cutoff
range
(m)
Single 0, R > 15100 20000
Two | 0, + %45 9, — %45 | 15100 > R > 12350 | 15500
Four | 0, + 2%z 0, + %z R < 12350 14000
0, — %18 ¢, — Hun

Table A.4: Condition for Radar Beam Splitting - GLRT

Each radar detector had a maximum power output of 60 Watts. This parameter was
tuned to allow the detectors to have a good probability of detection across the entire

map. As a trade off we allowed the detectors to split their beams. This was modeled by
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the detector emitting multiple beams with less power. Three increments were allowed
as shown in Table A.4. As the number of beams doubled, the power emitted per beam
was equivalently halved, resulting in a constant total emitted power. The probability
of detection was profiled for each power level to determine the splitting ranges. These
splitting cutoffs were chosen such that a probability of detection greater than 90% is
achieved at any look point while maximizing the width due to beam splitting. To save
on computational costs the beam was not processed at ranges after the probability of

detection dropped below 50%.

A.3.2 Clutter Simulation

Each radar beam was simulated individually using space-time adaptive processing
methods. The number of pulses N = 16 and a sample support of KX = 64 are used to

simulate and process the radar signals. The length /V radar return vector is modeled as
z2=Ns+Cs+ S; (A.2)

where C is the clutter component, N, is the noise component, and Sy is the signal
component. A noise Figure is calculated from the radar parameters and uses standard
temperature to calculate a noise power of ~ 1.00610~'2. This noise power is used to
create K + 1 Gaussian noise samples. The samples are uncorrelated random vectors
of length N. This Gaussian noise was used in each bin. The beam is then split into
35 range bins and 16 velocity bins ranging from Om to 17,630m and —300m/s to
300m/s respectively. Only the range bins that landed within the game area were
processed. This allowed us to ignore any range bin within the radar blind range since

the detectors are placed at least 3000 from the game.

Next, the simulator loops over each range bin, and generates a clutter signal based
on the clutter model shown in [31]. We used a root mean squared (RMS) clutter

velocity of o = 20m /s with a clutter power of:
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P
C Tz

(A.3)

Where P, is the transmit power of the beam, P, is the noise power, and 7 is the
distance of the center of the range bin from the detector. The constant in the noise
power was tuned so that the clutter played an important role across the full game.
It can be noted that when combining the constant with the max transmit power and
range variables, the clutter power is greater than the noise power up until a range of
~ 7800m. These parameters were then used in Equation 2.23 from the background
section 2.2.6.

nTpo
()2

7(n) = Pe™® (A.4)

Where 7T, is the pulse repetition interval, and A is the wavelength. The N x N
Clutter Covariance matrix is then constructed, with each component being calculated
with 2.23, where n is the distance from the diagonal of the matrix. This covariance
matrix is then used to generate K + 1 correlated Gaussian random vectors of length

N = 16.

A.3.3 Signal Detection

After generating the noise and clutter the simulator loops over each velocity bin.
If the target is within the beam its velocity projection onto the direction of the beam
is calculated. This is done because realistic radar can only resolve the radial velocity
through the Doppler shift in its signal. It gains no information about the angular
velocity of the target. It is then assigned the velocity bin that is closest to its radial
projection. For empty bins, the signal component is set to zero. Otherwise, an SNR
is calculated based on the loop gain, radar cross-section, range, and the angle from
the beam center. Using the noise and clutter power, this is converted into the STN R

which is then used to generate the signal sample as follows
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(AS)

Where M is the true combined covariance matrix of the clutter and noise, and p
is the temporal steering vector for the current velocity bin. The Doppler frequency is
calculated with the target’s true velocity and then added to only the first of the K + 1
clutter and noise samples. This first sample is the sample under test (SUT) used in the

GLRT.

The GLRT requires an estimation of the noise and clutter covariance matrix. This
is what the last K samples are used for. The estimated covariance matrix, Doppler
steering vector centered at the current velocity bin, and the SUT are then passed to
the GLRT detector. Using the GLRT’s analytical solution for Gaussian samples, a
threshold is selected and compared against the test statistic to make a detection de-
termination. This is done for each velocity bin across all the range bins. The per-
formance of the radar simulation and detection system was tested in the game. The
beams achieved the set probability of false alarm rates when tested without targets.
Next, the target was placed at specific ranges and radial speeds within the beam, and

the probability of detection was measured. This testing is seen in Figure A.1
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Figure A.1: Probability of Detection of a 15W Beam with Range and Velocity
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The detector then collates the detections from each of its beams through an asso-
ciation algorithm. This association algorithm is done so the players of the game do
not have to handle a dynamic list of detections. The association algorithm takes in
the list of detections and attempts to find one detection that is the most reasonable
to be the target based on the previous successful detection. The current heuristic used
minimizes the sum of the L2 norm of the position and velocity between the detections.
The logic behind this is that detections closer to the assumed last location of the target
are more likely to be a correct detection than a false alarm. In addition, a detection
that has a similar velocity is more likely as the target would have had to turn 180° to

reverse its velocity.

A.4 Range-Doppler and Cell Averaging CFAR Simulation

This final higher fidelity simulation update utilized by the task confirmation and
utility search methods was implemented by simulating a CPI of return signals. This
CPI of return data used a simulated transmit signal and imposed realistic noise, clutter,
platform motion, and potential target of interest information upon the transmit sam-
ples. This CPI of data is then range-Doppler processed using a matched filter and
an FFT to generate a range-Doppler plot. I implemented a CA-CFAR algorithm in
order to determine a threshold and perform the detection hypothesis test on each of
the range and Doppler bins. Finally, association logic is used to summarize a list of
possible detections. The motivation behind implementing this medium-fidelity sim-
ulation was to test published work with a radar simulation that better represented a
true pulsed-Doppler radar acting within a C2 scenario. This implementation and the
subsequent results for the track confirmation and utility search increases confidence
in the proposed methods when they are implemented on a live system. The following
section will explain the parameters selected for this simulation and the implementation

to complete the action-observation loop for the agents with realistic radar simulation.
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A.4.1 Radar Parameters

The following Table A.5 is a list of radar parameters for a digital phased array.
These parameters are utilized throughout the following discussion of the CPI data

simulation and the range-Doppler processing and detection.

Parameter Value || Parameter Value
Array elements 16 x 16 || Center frequency 2 GHz
(Fe=3)
Sample Rate (F, = 7-) | 6Mhz | Bandwidth (5) 3 MHz
Transmit Pulse Width Sus PRF (PRF = PLRI) 10 khz
(Tp)
Max Power (P,,) 40 W TX/RX Gain (G) 100
Number of pulses (M) 128 Chirp Rate (y = Tﬁp) 6 - 10 Hz/s
Pra 10~8 Range Resolution 4997 m
Min Range 3000 m || Max Range 17000 m
Velocity Resolution 5.85 m/s || Max Velocity =+ 300 m/s
System Temp (1) 290 K Noise Figure (F') 4 dB
Clutter Velocity (V) 5m/s || Volume Reflectivity () | 100 mS/m?
CA-CFAR Guard [1,1] CA-CFAR Training [3,3]
([Gr,Gp)) ([Tr, Tp))

Table A.5: Detector Simulation Parameters - Range-Doppler

Each of these parameters is used in the following equations for the formulation of
the CPI data matrix, range-Doppler processing, and final detection. Additionally, the
beam splitting was updated to reflect the new transmit power settings. This informa-

tion is shown in Table A.6
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Beams Azimuth targets Split range (m) | Cutoff
range
(m)
Single 0, R > 11000 20000
Two | 0, + %45, ¢, — %45 1 9000 > R > 11000 | 11000
Four | 0, + 2% 0, + %z R < 9000 11000
0, — s @, — Haan

Table A.6: Condition for Radar Beam Splitting - Range Doppler Processing

A.4.2 CPI Data Simulation

The simulation of the CPI data follows very closely with the pulsed-Doppler signal
formation radar background (Section 2.2 and will reference it frequently. Although a
transmit signal is characterized by both a carrier signal and a time-varying signature
envelope, the processing in this section will focus on the envelope only. In this work,
I utilized a triangular LFM transmit signal based on the parameters presented above.
The first step to developing the return signal CPI information is to build a fast-time
slow-time matrix of transmit data that will be modified based off of the noise, clutter,
platform motion, and potential targets of interest. The sampling rate which along
with a minimum and maximum range for range processing is used to determine the
number of fast time points in the range dimension. The number of samples (M) will
determine the slow Time dimension and are from [—M /2, M /2 — 1] in order to center
the samples at zero. The transmit pulse width and the sampling rate will determine the
number of points (N = %’)in the transmit signal. The transmit amplitude envelope
is then convolved with a handing window (Equation (2.7)). The convolution process
increases the number of points in the transmit signal. This new number of points
is then used to calculate the effective bandwidth for the convolved transmit signal.

Finally, the transmit amplitude window is combined with the phase information in
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order to generate the final transmit signal (2.9).

o B, B
t) = al(t 2n(—t + —t )
5(0) = alt) exp(j2r(1 + 5 1%) + 00
An FFT and FFT shift is used to attain a frequency domain version of the transmit

signal. To support frequency domain processing a frequency variable ranging from

[—-PRF/2, PRF/2] of the same size as the fast time dimension is generated.

The following will explain the process of embedding a potential target of interest,
adding thermal GWN, and including clutter in a simulated return signal given the
transmit signal. The simulation will check the current illumination location against
all of the target positions in order to determine if the target is within the 3dB beam
width of the radar illumination. If the target of interest is present then the first step is
to apply a time-shift in the frequency domain in order to encode the range information
in the return signal. Is it important to note that this time shift information includes
the velocity information as the time (7) is shifted across the samples this builds the
entire CPI in the frequency domain for the fast-time dimension. This is followed by
a Doppler-shift and appropriate alpha scaling also in the frequency domain. At this
point all of the information is encoded for a target of interest. If multiple targets of
interest are within the 3db beam then this process is repeated until all targets have been
added to the return signal. The equations for this process are found in section 2.2.3

and included here:

P | G*No
= P, \ (4n)3R?
(1) = aalt — m(m) exp(iO(t — r(m) exp(—j2n(Fo + Fo)r(m) + j27Fo)
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The process is explained step by step in the aforementioned background section.
An example of a return signal with a target of interest at range of 8400 and relative
velocity of 102 m/s is shown in Figure A.2. Additionally, Figure A.2 shows what
a final ranged Doppler processing would look like if only the target of Interest was

present.

Raw Rast-time/Slow-time Data Pattern
12000 1 12000

Range Doppler Plot

11000 4 11000

10000 10000

9000 4 9000

8000 8000

Range Bin
Range m

7000 + 7000

6000 - 6000

5000 A 5000

4000 L, 4000

—60 —40 —20 0 20 40 60 —200 —100 0 100 300
Pulse Number Velocity m/s

Figure A.2: CPI and Range-Doppler Processing for Target of Interest

The GWN is generated using the following equations and method based off the

noise power.

P, = k,3FT.
n(t,m) =/ P,/2N(0,1](t,m) + jJN0,1](¢t,m)

The simulation included code for generating clutter power for volumetric clutter
as well as area clutter that is both pulse-limited and beam-limited. The work in this
dissertation focused on two dimensional C2 scenarios and therefore volumetric clutter
was used as the primary mechanism for determining clutter power. The equations
used to determine this volumetric clutter power are explained in Section 2.2.6 and are

included here:
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The clutter power was then used to generate the clutter covariance matrix for a
clutter ridge implementation by [31]. The final received signal is simply the sum of
the potential target of interest return, the noise, and the gaussian clutter . A final range-

Doppler processing image of this noise and clutter is shown in Figure A.3.
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Figure A.3: CPI and Range-Doppler Processing for Target, Noise, and Clutter

The clutter and the noise makes the target less obvious in the CPI of data, but
the range-Doppler processing causes the Doppler component to reveal the target of

interest.

The final step that is utilized in the utility search implementation is to include a
phase shift of the entire CPI data given the platform velocity this is accomplished with

the following equation:

. YUplt,rel
e(J amt X0 )

y(t,m)shipe = y(t,m) - (A.6)
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This simulated a return signal then always includes thermal GWN and gaussian
clutter and could also include targets of interest and a potential shift given platform
motion. This fast-time, slow-time CPI of data is used in the following section for

range-Doppler processing.

A.4.3 Range-Doppler Processing and Detection

The first step of the range Doppler processing is to apply the matched filter to every
range column. This process is explained in detail in Section 2.2.5. By utilizing the
transmit signal, the targets of interests have their SNR maximized as they convolve
with the time reversed conjugate with high corelation compared to the noise. Before
Doppler processing, I chose to apply a Doppler taper using a Chebyshev window with

a 100 dB side-lobe setting. This was accomplished with a python window package.

The Doppler processing is performed with an FFT that is done across the slow-time
dimension following the match filtering of the CPI data. This process is explained in
the radar background Section 2.2.7. Once completed the match filter and Doppler
processing FFT generate the range-Doppler plot. This range-Doppler plot can then be
used with a detection algorithm. The detection algorithm used in this simulator was
the CA-CFAR algorithm. This detection method is explained in detail in section 2.3.2.
Figure A.4 shows a full visualization of both range-Doppler plot and the results of the

CA-CFAR algorithm.

A final box association step is performed in order to collapse multiple detection
bins near each other into a single detection and provided as a detection list with the
range and relative velocity information from the CA-CFAR detection. This process
can easily include false alarms. Due to the thinness of the clutter ridge and the reso-
lution from the radar parameters multiple false alarms are present in the clutter ridge.
Therefore, the center-clutter ridge is ignored for two times the standard deviation of

the clutter velocity. The final associated list of the detections, whether they are false
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Figure A.4: Range-Doppler Plot and CA-CFAR for Target, Noise, and Clutter

alarms or targets of interest, is returned to the agents as a list of possible detections
including range and relative velocity information. This information is what is used
by both the scenario as well as the agents within that scenario to continue their C2

operations and to test the different methods included in this dissertation.
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