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ABSTRACT

Defense supply networks support the timely provision of resources in high-stakes and
uniquely complex environments involving multiple stakeholders, including government entities,
suppliers, and users. The unique complexity of defense supply networks stems from their role in
maintaining national security, supporting military readiness, and ensuring that resources are
reliably delivered under high-stakes, contested environments. These networks must also navigate
conflicting goals, such as balancing cost efficiency, security, and mission readiness, while
contending with unpredictable global environments. Due to these unique features, defense supply
networks are typically designed to be resilient, lean, and efficient. However, resilience-based
system design results in fragile networks that are vulnerable to disruptions potentially
jeopardizing mission-critical operations. Since all defense supply networks operate within a
landscape of both anticipated and unanticipated variations and disruptions, systems that go
beyond resilience towards fail-safe must be developed. In this thesis, analyzing lead time
management techniques as a feature of fail-safe system design presents a unique opportunity to
identify gaps and a way forward for additional research. Identifying gaps in defense lead time
management frameworks is a step towards determining principles for designing fail-safe defense
supply networks.

In this context, defense supply networks designed for resilience are typically based on
cyber-physical systems (CPS). CPS-based design often overlooks the social elements due to their
qualitative nature. However, including social components in system design is hypothesized as
more comprehensive perspective in cyber-physical-social systems (CPSS). These social
components such as trust, leadership, and team cohesion are essential in modern defense

contexts. In this thesis, CPSS principles are hypothesized to provide a robust perspective for
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developing adaptable, fail-safe systems that incorporate both technological and social
dimensions for enhanced decision-making and operational readiness.

In this thesis, a comprehensive literature review on current practices in both generalized
and defense-specific supply network design is conducted with a focus on their responses to
variations and disruptions. To identify constraints among stakeholders in a multi-stakeholder
defense supply network, the Nested Function-Behavior-Structure Dilemma Triangle Method (F-
B-S DTM) is used to develop a Requirements List based in Dilemma resolutions. Defense
sustainment is further examined as a defense supply network using the Business Model Canvas
to identify key network components. Next, defense sustainment as a defense supply network is
analyzed using the Air Force Sustainment Center's Art of the Possible framework to reveal gaps
in lead time management. These gaps are further explored using System Archetypes to
contextualize patterns of Behavior and Structure, enabling a deeper understanding of constraints
within defense supply networks.

The findings within this thesis include the hypothesis that fail-safe defense supply
networks within contested logistics environments should include adaptability and robust
decision-making strategies to counter disruptions. By integrating CPSS perspectives that include
comprehensive human factors that include the worker and the stakeholders, defense supply
networks can operate in and prepare for environments where social dynamics like trust and
collaboration significantly impact operations. Designing fail-safe systems is hypothesized to
require policies that shift from rigid resilience-based paradigms toward systems of flexibility,
through an incorporation of real-time data, predictive analytics, and cross-functional
collaboration. The way forward for policy recommendations include a design for dynamic

system reconfiguration, decentralized governance, and adaptive feedback loops. These policies
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must include advocacy for networks that enable localized autonomy, foster public-private
partnerships, and allow for effective cross-organizational collaboration among government,
suppliers, and users. The way forward identified in this thesis culminated into potential research
avenues for designing fail-safe systems based in satisficing decision frameworks, modular
redundancy, and scalable dynamic reconfiguration strategies in a Ph.D. These research avenues
include a prioritization of adaptability over strict efficiency and include supporting continuous

improvement and proactive responses to complex, multidimensional threats.
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GLOSSARY

E-CPSS: an adaptive network that integrates physical components, digital technologies, and
human elements to respond dynamically to changing conditions (Allen, Nellippallil et al. 2023)

CPSS: cyber-physical-social system; systems of interactions between physical infrastructure,
cyber capabilities (like data processing and analytics), and social factors (such as human
behaviors, decisions, and cultural dynamics)

Fail-safe system: System that is agile, dynamic and capable of adapting operations to combat the
impacts of variations and disruptions. Does not imply a binary of either fail-safe or non-fail-safe
but rather a continuum.

Policy: A definite course or method of action selected from among alternatives and in light of
given conditions to guide and determine present and future decisions (2024).

Variation: short-term changes in demand patterns or shortages. These variations can often be
mitigated through adjustments or rearrangements of components within the network, ensuring
continued functionality and adaptability (Cabrera, Santa et al. 2023)

Disruption: more significant impacts, often stemming from infrastructure damage or collapse
(D’Souza 2017)

Fragile: a lean supply network is considered fragile because it is vulnerable to disruptions; even
small disturbances, such as supply delays, demand fluctuations, or unexpected shutdowns, can
lead to significant operational breakdowns due to the lack of buffers, redundancies, or alternative
pathways (Rezapour, Khosrojerdi et al. 2018).

Adaptable: the ability of a system, organization, or individual to adjust effectively to new,
changing, or unexpected conditions. In the context of systems and networks, adaptability implies
having flexible structures, processes, or strategies that allow for rapid modification in response to
variations and disruptions (Rezapour, Khosrojerdi et al. 2018).

Flexible: the capability of a system, organization, or individual to modify actions, processes, or
structures easily to accommodate changing demands, requirements, or conditions. Flexibility
emphasizes responsiveness and the ease with which adjustments can be made, often involving
minimal resistance or structural changes (Rezapour, Khosrojerdi et al. 2018).
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"The most important single ingredient
in the formula of success is
knowing how to get along with people."
- Theodore Roosevelt

26th President of the United States
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CHAPTER 1: DEFENSE SUPPLY NETWORK MANAGEMENT WITHIN MULTI-
STAKEHOLDER ENVIRONMENTS

Defense supply networks operate within multi-stakeholder environments that involve
strategic coordination of resources, logistics, and information flows across diverse entities to
meet defense readiness and national goals. Unlike traditional supply chains, defense supply
networks are complex systems that must accommodate the needs and manage the constraints of
various stakeholders, including government agencies, private contractors, international allies,
and other public-sector entities (Rezapour, Khosrojerdi et al. 2018). These networks operate in a
high-stakes context, requiring responsiveness to dynamic demands, security concerns, and
evolving geopolitical factors. The interplay of different stakeholder priorities and perspectives
creates unique challenges, necessitating advanced strategies that can exceed resilience to support
fail-safe systems based in agility, collaboration, and responsiveness. In this thesis, the
groundwork for successfully managing these networks through constraint management is

proposed from a holistic approach that integrates cyber, physical, and social system components.

1.1 Background and Motivation for Incorporating Cyber-Physical-Social Systems into
Supply Network Frameworks

In recent years, the integration of cyber-physical-social system (CPSS) principles into
complex environments has emerged as a potential strategy for enhancing system performance
and capturing accurate and authentic system dynamics in response to the complexities and
uncertainties present in modern environments. Full integration of a comprehensive CPSS, cyber,
physical, and social, represents a paradigm shift in supply chain and supply network
management, that leverages advanced technologies to create interconnected systems that

seamlessly blend and assign equal system value to digital, physical, and social elements.



Specifically, the integration of social components into traditionally cyber-physical supply
network systems is proposed as strategy for increasing robustness and is a step towards fully
integrated fail-safe systems (Rezapour, Khosrojerdi et al. 2018). The integration of CPSS
principles into system design is driven by the growing potential benefits it offers across multiple
sectors. For example, because the rapid development of new technologies increasingly changes
the environment in which these systems must operate, systems must be able to adapt. System
adaptation or evolution brought on by technological advancement can be charted throughout
history, most notably the defined progression of manufacturing noted by Industry 1.0 through
Industry 5.0 (Ivanov 2023). Industry 5.0, touted as the most recent stage of manufacturing
practice, includes leveraging real-time data from interconnected sensors, devices, and human in
the loop networks, and represents the first integration of a partial CPSS. This partial CPSS was
incorporated to allow manufacturers to include a social aspect of the workers interacting with
system components in traditional cyber-physical systems. However, while the inclusion of social
components in Industry 5.0 is touted as the newest level of industry management, the social
component of Industry 5.0 mainly refers to the interactions of the worker rather than a more
comprehensive inclusion of the stakeholder (Wang, Yang et al. 2023). For the purposes of this
work, Industry 5.0 will be considered a partial realization of a CPSS and an initial step towards
fully realized CPSS in industry management systems. The gap between system and stakeholders
remains.
1.1.1 Supply Network Design as a CPSS

The initial incorporation of CPSS principles into supply network design also stemmed
from a need to alleviate the effects of several emerging challenges. Firstly, globalization and

increased market volatility have increased the need for supply networks to be more agile and



responsive to changes in customer demand, regulatory requirements, and geopolitical factors
(Leffler 2022). Secondly, the proliferation of digital technologies, such as the Internet of Things
(IoT), artificial intelligence (Al), and blockchain, have highlighted new opportunities to capture
and analyze increasingly large amounts of data in real-time, enabling greater visibility and
control over supply chain operations (Masip-Bruin, Marin-Tordera et al. 2021). Finally, the
growing importance of social networks, stakeholder collaboration, and human factors has
emphasized the need for supply networks to be more interconnected and collaborative, both
internally and externally (Shi, Yuan et al. 2022). Defense supply networks also operate in highly
dynamic and unpredictable networks, where rapid response times, mission-critical dependencies,
and stringent security protocols are key. However, in the defense sector, where systems are tied
to national security, strategic advancement in system performance and design is even more
critical. The unique challenges and requirements present within modern defense logistics serve
as a basis for this thesis which includes an analysis and critical review of the systems and
frameworks used in current defense lead time management within the context of a complex
multistakeholder defense supply network from the perspective of a CPSS.

By integrating CPSS principles into defense supply network design and management, it is
hypothesized that defense organizations can enhance their ability to effectively manage and
sustain complex logistics operations, ensuring the timely delivery of essential materiel and
support services to users in the field. Additionally, the incorporation of CPSS principles is
hypothesized to enable defense organizations to improve situational awareness, enhance
collaboration with coalition partners and suppliers, and strengthen cybersecurity measures to
safeguard sensitive information and critical infrastructure against emerging threats. This

hypothesis ties into the further development of Industry 5.0 into contexts beyond manufacturing



in a manner that includes both the worker and other stakeholders. As defense agencies continue
to modernize their capabilities and adapt to evolving geopolitical dynamics, the incorporation of
CPSS principles is hypothesized to play a pivotal role in maintaining operational readiness,
robustness, and effectiveness in an increasingly interconnected and unpredictable world through
the incorporation of strategic flexibility and dynamic frameworks. This infusion of flexibility
into rigid and standardized systems is hypothesized to be the next step towards determining how
historically rigid organizations can better respond to variation and disruption through dynamic
system reconfiguration, identifying potential bottlenecks or disruptions, and proactively
responding to changing market conditions or User preferences. Moreover, incorporating CPSS
based design has the potential to facilitate greater collaboration and information sharing among
supply network partners, potentially enabling more focused coordination of activities, faster
decision-making, and improved risk management. Additionally, CPSS integration is
hypothesized to allow supply networks to leverage more adaptable and robust system design in
the face of disruptions. Through the use of predictive analytics, machine learning, and
compromise or trade-off decision algorithms, initial CPSSs have already shown to be more able
to anticipate and mitigate potential risks, strategies resource allocation, and dynamically manage
supply lead times in response to changing conditions (Dong, Ranjan et al. 2015). Increased
system adaptability is crucial for addressing the increasing frequency and severity of disruptions,
such as natural disasters, geopolitical conflicts, or global pandemics, which can severely impact
defense supply network performance and ultimate success.

Overall, the integration of CPSS principles into supply network frameworks represents a
transformative approach to supply network management, offering organizations the opportunity

to create more agile, dynamic, robust, and, in turn, fail-safe supply networks that can thrive in



today's rapidly evolving landscape. However, realizing the full potential of CPSS requires a
holistic approach that addresses not only technological challenges, but also organizational,
cultural, and regulatory considerations found in complex multi-stakeholder environments. As
defense organizations continue to embrace digital transformation and explore new ways to
enhance their capabilities, the incorporation of CPSS design is likely to remain a key strategy for

the realization of fail-safe systems.

1.1.2 Satisficing Solutions

In addition to adopting a cyber-physical-social system perspective, this thesis includes an
emphasis and justification for utilizing satisficing as an approach to decision making over strict
optimization to address the complexities of defense supply networks. Determining optimized
solutions typically results in singular or limited solution spaces that leave little room for
flexibility to respond to planned or unplanned disturbances. One approach to a particular
problem solution selection is the negotiation of solutions to allow for decision flexibility without
the requirement of performance maximization. These are called satisficing solutions (Brown and
Sim 2009). These solutions represent a compromise among goals with an understanding that
there are many solution spaces and trade-off situations that could produce a desired outcome.
Pursuing a satisficing solution presents a possible avenue for making processes flexible enough
to change while still establishing resilient and lean routines to maintain day-to-day efficiency
(Lepori and Montauti 2020, Guo, Allen et al. 2024). Flexible but standardized decision-making

is especially important in large organizations.



1.2 Defense Sustainment as a Defense Supply Network
In order to determine requirements for designing fail-safe defense supply networks, it is

imperative to determine the major stakeholders within those supply networks and identify gaps
in their current state of practice. One of the larger stakeholders operating within defense supply
networks, made up of complex sets of systems and subsystems separate from purely logistic
support organizations like the Defense Logistics Agency (DLA), is defense sustainment. While
the unique features of a defense supply network are discussed in length in Section 2.3.3, framing
defense sustainment as a defense supply network adds additional elements specificity. Defense
sustainment at its core is the method by which an organization sustains its materiel and personnel
for defense purposes (2024). The Department of Defense (DOD) specifically defines sustainment
as the “provision of logistics and personnel services necessary to maintain and prolong
operations through mission accomplishment and redeployment of the force” (Rowlett 2017).
Defense sustainment can be separated into field-level and depot-level. For example, field-level
defense sustainment often includes deployable levels of limited maintenance activities for direct
organization support (2024). Field sustainment is heavily impacted by location and available
resources and represents an environment with the largest potential for variability. Alternately,
depot-level defense sustainment activities are often reliant on either organic facilities or private
sector commercial firm infrastructures and include major maintenance, repair and overhaul
(MRO) activities (2024). These organic facilities are often heavily impacted by their local
environment and are responsible for the bulk, or approximately 55%, of military materiel MRO
(2024). These types of MRO facilities often support large numbers of employees, many complex
processes, and key infrastructure requirements based on maintenance technology and space
needs. While each branch of the U.S. military requires and utilizes MRO services in both field-

level and depot-level settings, depot-level U.S. Air Force sustainment as a defense supply



network is the focus in this thesis. Air Force defense sustainment as a defense supply network
includes the network used to maintain and support Air Force specific military equipment,
infrastructure, and personnel readiness over time (AFSC 2024). More specifically, the Air Force
Sustainment Centers (AFSC) includes systems of logistics, facilities, aircraft repair activities,
supply chain management, and life-cycle maintenance to ensure that forces remain equipped and
operational. This AFSC network is crucial to mission success and is done through a system of
systems extending from facility upkeep to aircraft and equipment maintenance and logistical
support across the globe. Due to the number of complex interconnected systems and the
importance of ensuring timely support and defense readiness, the AFSC must manage lead times
effectively. While lead time management techniques could be studied across the defense network
studying the AFSC provides a unique opportunity to assess and improve defense supply network
systems as its methods and frameworks are publicly available in their open-source lead-time
management handbook, the Art of the Possible (AoP). This document includes detailed insights
into AFSC belief systems and methods for managing operations through identifying and
eliminating constraints. However, before gaps in the AoP can be identified the current state of
practice and key definitions must be defined. The subsequent sections, Section 1.2.1 through
Section 1.2.6, include detailed explanations of what the AoP is, why it is used in this thesis on
dynamic management of lead times, and justification and connection to the way forward for

designing fail-safe defense supply network systems.

1.2.1 Introducing Art of the Possible

Before gap identification can occur, the current state of practice and priorities within

AFSC systems must be identified. In the AFSC, work control, lead time management, and



constraints management within the system is currently dictated and organized using the AoP
framework. The AoP is a framework developed by the AFSC as a fundamental basis and
doctrine for sustainment performance and activities that includes principles to inspire innovation,
a culture of driven leadership, creativity, and continuous process improvement (CPI) within
primarily sustainment-based defense organizations (AFSC 2023). Unlike previous initiatives
such as Total Quality Management, Lean, Theory of Constraints (ToC), and Six Sigma, which
often brought challenges and resistance and ever-increasing changes with each change of
command, AoP designers integrated the most valuable concepts from these initiatives into a
standardized management system that would sustain despite changing commanders (AFSC
2023). AoP can trace its origins to the difficult task of establishing the Air Force Sustainment
Centers in 2012 which involved combining various depots and supply chain functions. This
complex merger presented Air Force leaders with an opportunity to standardize business
practices under a new and universal and open-source framework. Before describing what the
AoP is in the subsequent sections, it is important to clarify what it is not. AoP is not a temporary
or passing process improvement initiative, nor is it intended to only apply to a specific office or
team. Instead, the AoP was designed to be a universal and comprehensive set of best practice
standards for Air Force sustainment to set consistent and common goals for constraint
management (AFSC 2023).
1.2.2 Measures of Performance within Art of the Possible

Success, simply identified within the AoP framework, is measured by meeting targets.
Targets are met by recognizing and managing constraints that are impeding positive progress
towards that target. More specifically, constraint management within the AoP can be best

described as techniques to manage a network of nested priorities with common goals for



increasing throughput for combat capability (AFSC 2023). These goals are measured in terms of
quality, speed, safety and cost effectiveness (Figure 1.1). Speed and associated throughput has
direct links to safety, quality and cost effectiveness. Speed is not merely about simply working
faster or cutting corners; rather, it involves swiftly identifying and resolving process flow issues
through instilling a culture valuing constraint recognition and issue elimination. Urgency is
highlighted as a key feature of speed in meeting critical timelines which are often linked with
potential mission failures. The leadership principles of embracing a safety culture helps to reduce
injuries and equipment damages alowing for an increase in speed while maintaining quality
outputs. This attention to quick, safe, and high quality throughput leads to improved cost-
effectiveness by reducing rework, resulting in better customer satisfaction, greater capacity, and
stronger support for the mission. Each one of the core goals of the AoP has implications for
leaders within the organization to take a direct and hands-on approach to creating a cuture of

improvement.

Safety Quality
Targets Targets

Cost
Effectiveness

(Throughput) Common Targets
Goals

Speed Target

Figure 1.1: Common Goals (AFSC 2023)

Those common goals are situated within the role of leadership within the context of

People, Processes, and Resources. Within the AoP, leadership is the vehicle for success and is



considered the key to bettering an organization and continuing to drive towards excellence.
Leadership, in terms of the AoP, is described as the “tie that binds strategic planning with
mission execution and makes it possible...to unite with the common goals that are needed for
success” (AFSC 2023). These ties are represented in a Leadership Model shown in Figure 1.2
which includes “the essentials a successful leader must understand and execute to achieve true
AoP performance” (AFSC 2023). The Leadership Model is visualized as multilayered
components needed to increase throughput and warfighter readiness centered around common
goals within a complex defense sustainment environment. The largest layer encircling the entire
system is Leadership Culture which includes principles of teamwork, accountability, respect,

transparency, credibility, and engagement (AFSC 2023).
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Figure 1.2: The Leadership Model (AFSC 2023)
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The AoP system is referred to as “The Machine” and is made up of three equally
important and connected components: People, Processes and Resources (Figure 1.3). Processes,
or “the way we work”, are the backbone of defense sustainment operations. They can include
both physical processes that include procedural steps to widespread system organization
strategies. The basis for managing Processes, within the AoP framework, is rooted in continuous
process improvement and standardization to eliminate waste and enhance efficiency. This
involves visualizing current processes through techniques like mapping, establishing
standardized procedures, and utilizing tools like Lean, Six Sigma, and Theory of Constraints
(ToC) for problem-solving are discussed in more detail in Section 1.2.4. Efficient resource
utilization is stressed, ensuring that resources are allocated effectively, capacities are balanced,
and modern technology and infrastructure support those optimized processes. The next
component in “The Machine” is Resources, or “the ‘stuff” needed to do the work”, which
includes both physical and digital assets from the smallest components to entire weapon systems.
Lastly, People, or “those doing the work”, are another fundamental element in “The Machine”
and can include components like prioritization of skilled training, leadership, and collaboration.
Leadership, specifically, has a fundamental role in driving the AoP framework into practice.
Leaders help by identifying requirements then coordinating People, Processes, and Resources for
fully successful outcomes within their units. Leaders at all levels are responsible for maintaining
and enforcing behaviors required for supporting, implementing, and sustaining AoP practices
and doctrine, requiring a clear vision, consistent communication, and active engagement to
manage adequate utilization of all process Machine components. Additionally, leadership is

tasked with ensuring the empowerment and involvement of personnel, with a focus on providing
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necessary training, encouraging initiative and CPI-based decision-making, and fostering a

collaborative environment for problem-solving.

“The Machine”

| Requirements ’ . | Combat Capability.:

Those Doing The The Way W K The “Stuff” Needed

Figure 1.3: The AoP Machine (AFSC 2023)

1.2.3 Managing “The Machine”

While “The Machine” in Figure 1.3 is a representation of the entire sustainment system
from initial requirements to resulting combat capability, the dynamics behind system
management are based in the AoP Cycle. The AoP Cycle is a visual representation of the process
of constraint management within the AoP framework. Constraint management begins in Step 1
establishing flow through the system. System flow is the movement of information, People,
Processes, or Resources through the system aimed at achieving a specific objective. Once system
flow and Work in Progress (WIP) have been identified the constraints management cycle can
begin. The AoP-based constraint management framework is designed to operate on a repetitive
cycle based on the Theory of Constraints (ToC) approach (Goldratt 1984, AFSC 2023). It begins
by mapping the flow and location of the decreased throughput and increased WIP, identifying
system constraints, and resolving the constraint (Figure 1.4). WIP control is further specified
based on a modification of Little’s Law which provides a mathematical foundation for

identifying throughput and flowtime.
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Figure 1.4: The AoP Cycle (AFSC 2023)

Little’s Law is applied to distribute WIP and set target days throughout “The Machine” of
a process from the input to the output and details the relationship between throughput, flowtime
and WIP (AFSC 2023). Throughput or the required rate of a process “Machine” output in units
of time and flowtime or the average time a single unit remains in a process Machine are both
multiplied to calculate WIP (Eq. 1). This equation can be manipulated by the user to determine
each component if two of the following variables are known for a particular process Machine

(Eq. 2 and Eq. 3).

WIP = Work in Progress TP = Throughput FT = Flowtime
WIP = TP X FT (Eq. 1)
TP = = (Eq.2)
FT = =2 (Eq. 3)
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The AoP modification of Little’s Law involves the incorporation of takt time (Eq. 4).
Takt time or the “heartbeat of the process Machine” is used as the basis for defining the
frequency of a single unit produced by a particular process “Machine” based on available time

and required output in that amount of time (AFSC 2023).

AT = Available Time RO = Required Output

. AT
Takt Time = o (Eq. 4)

Based on the ToC, constraints are identified by backups of excessive WIP in queue or the
area or task with the lowest throughput rate. Once a constraint is identified the next step is to
exploit the constraint by getting the maximum potential and throughput out of that task or area
with the least amount of investment. For example, if a particular machine is limiting the number
of parts available downstream, operating that machine for extended hours would be a way to
exploit the constraint (AFSC 2023). Once the limiting constraint has been exploited, if it still
represents a slowing to the system the other tasks preceding and proceeding that constraint must
be subordinated, this is called Horizontal Integration. Lastly, if the constraint has not been
resolved in the previous steps, escalation and elevation may be required. Based on the previous
example, elevating the constraint would involve the purchase of an additional machine to
increase output. Ultimately, the resolution of the constraint must be based in CPI within the AoP

common goals.
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1.2.4 Management System Integration

The AoP framework is grounded in several overarching core principles: constraint
management and elimination, guiding throughput capacity to its fullest potential through
engaged leadership, and committing to ongoing process improvement based on common goals.
These principles each have associated detailed components that collectively represent a
Requirements List for a process “Machine” to achieve success. These Requirements make up the
Radiator Chart which includes a standardized set of operating principles for application in
defense sustainment environments (Figure 1.5). The Radiator Chart is meant to serve as a
roadmap for removing variability and setting expectations for “The Machine” for increased and

consistent accountability (AFSC 2023).
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Figure 1.5: The Radiator Chart (AFSC 2023)

The overlapping design of the Radiator Chart, while complex, is designed to reflect the
interdependence of each element where the length of each Horizontal Element, described in more

detail in Figure 1.6, is used to indicate the scope of influence it has over the proceeding elements
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(AFSC 2023). In addition to the length and layering of the elements, the Horizontal Elements are

related to the execution or way to set up “The Machine” while the Vertical Elements are

Leadership features or actions required for “The Machine” to achieve success.

Road to...

sEstablishes the nead for a future-state goal
*Process of communicating the goal throughout enterprise
«Must align directly with customer reguirements

Process Flow

sMap of tasks required to achieve the Road to... Goal
s[Defines the Critical Path or Critical Chain

*Basis for standardized work with repeatable, disciplined processes and predictable
outcomes

Gates

s|nvolves breaking up long production flowtimes into discrete elements or increments to
work along with tangible ending points

Release Points

*Production check to ensure work meets Road to...goals and quality standards before
releasing to the next gate

s*Feqguires business rules and checklists to create both culture and awareness at critical
production processes

Visual Displays

«| ocated at execution points
*Provide information about the process or project
*Include measures of speed, safety, quality, cost, and critical path

Standard Work and Scripting

« Standard processes through gates to synchronize Resources
*Focused on creating repeatable processes

Tools/Tech Data

*Provides the process implementor with what is necessary to enact process

Touch Time

s*Hands-on the project or product
s«Gathering necessary materals and information in a central location (kitting)
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Figure 1.6: The Center of the Radiator Chart (AFSC 2023)

The green vertical elements are related to the leadership components and are required for
organizational success in managing the process “Machine”. By adhering to these principles and
methods, AoP Leaders can aim to create a culture of continuous improvement, leading to more
efficient and effective operations across the organization. Each is described in more detail in

Figure 1.7.

=mal Leadership Focus

+ Leaders are responsible for building the right
environment and culture to move an organization
forward

== Cost Effectiveness

+* Measure the impact of output and processes keeping
costs low

+ Savings in time and money

+ |[dentifying and resolving issues before they impact the
Critical Path/Chain

+ Team effort to resolve issues

mmm Speed, Quality, and Safety

+ Leading with safety and quality will increase speed

o Walking, Watching, and Wandering (W3)

+ Leaders are present in daily activities and observe what
is happening

+ Includes daily leader engagement

+ “Minutes Matter” mentality

Figure 1.7: Radiator Chart Leadership Concepts and Tools (AFSC 2023)
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The purple vertical elements center around the processes for success and act as a list of

tools and techniques leadership can use to achieve an AoP mindset (Figure 1.8).

Value Stream and CPI

* Data informed gates and release points
* Success is measured by results not activities

Planning/Forecasting

* Strategic and collaborative planning
* Better forecasting allows for a proactive approach to supportability

Horizontal Integration

* Increased “synergy” when all process Machine elements work towards
the Road to... goal

Engineering Resolution

* Projects and processes adhere to rules, regulations, and instructions for
necessary process actor guidance

* Engineering is not exempt from process flow management

Metrics (Strat/Op/Tac)

* Foundational for data-driven organizations
* Metrics must align across organizational levels
* Translating data to action is the responsibility of leadership

Supportability

* Proactive actions moving Supportability to strategic and operational
levels based on findings and experience at the tactical level

* Focus on the process actor or doer

* Helps provide the process actor or doer with the skills and tools
necessary to complete the process

Figure 1.8: Radiator Chart Process Concepts and Tools (AFSC 2023)
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Both the horizontal and vertical components of the Radiator Chart combine to represent
the integration of the AoP system within principles of constraint management which are essential
to manage “The Machine” of People, Processes and Resources. Additionally, each area of the
Radiator Chart is based on data in some capacity whether through identifying process data to
display visually, leaders tracking cost savings, or pure metrics gathering across organizations,
accurate measurements and analyses are vital for CPI and timely and appropriate constraint
identification and resolution. Comprehensive and accurate data analysis leads to informed
decision-making and tracks progress. The implementation and sustained success of existing AoP
components requires comprehensive planning, focused execution, and regular reviews to

maintain CPL

1.2.6 Art of the Possible Summary and Justification

In addition to its open availability in the public domain, the AoP is a framework for
standardizing procedures and principles for the identification and management of constraints,
measuring continuous improvement, and developing a socially inclusive leadership model
centered on common goals. The main justification behind utilizing the AoP for this analysis,
however, lies in its methods of identifying, prioritizing, and eliminating constraints within a
system composed of People, Processes, and Resources. The AoP framework represents a key
shift towards including comprehensive social components into traditional cyber-physical systems
that exceed the inclusion of the worker’s interactions like in the manufacturing-based Industry
5.0. Additionally, to validate the framework in action, the AoP handbook also includes a
structured method for defining potential techniques for approaching complex challenges by

providing detailed examples of situations of successful constraint management. These examples
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fall within Mission Essential Tasks (METs) and include real-world cases of standardization,
strategic and measurable goal development, and visibility. Lastly, the handbook also includes
extensive Lessons Learned of AoP in action which spurred the initial gap analysis. At its core,
the framework is designed as a guide for leaders and teams to realize what could be achieved
when constraint limitations are removed within the components of People, Processes, and
Resources. By developing and encouraging a culture of improvement and new ideas, the AoP
framework was designed as an empowerment tool for defense sustainment personnel to push
boundaries, identify new opportunities, and develop new solutions that drive mission success and

operational excellence.

1.3 The AoP as a Tool for Determining Requirements for a Fail-Safe Defense Supply
Networks

Lead times are not static; instead, they can fluctuate based on factors such as demand
variability, disruptions, and evolving mission requirements. The propensity for system impacts
due to variation and disruption lead to the need to develop more dynamic methods of managing
those lead times. Dynamic management of lead times in the context of defense supply networks
involves the continuous assessment and adjustment of the time required to source, produce, and
deliver materials and equipment in response to changing operational demands and conditions.
While the detailed gap analysis of the AoP framework when applied to a defense supply network
is contained within Chapter 4, an initial gap analysis for defense supply network dynamics in
terms of lead time management through the lens of the AoP is contained within this section.
These initially identified gaps serve as the basis for the development of questions for further

investigation presented in Section 1.3.4.
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1.3.1 Connecting the Art of the Possible

The AoP framework, with its basis in constraint identification and management, serves as
a tool in this thesis for analyzing a more complex defense supply network. The AoP includes a
list of requirements needed for detailed assessment of existing processes to pinpoint
inefficiencies, bottlenecks, and lead-time challenges that slow down the system’s responsiveness.
This requirements list, presented in the Radiator Chart (Figure 1.5), is specific to defense
sustainment but was developed through key principles that can be generalized for a defense
supply network. This framework, when applied to defense supply networks, serves as a tool for a
comprehensive examination of how various components of the supply network interact when
framed as interactions between People, Processes, and Resources. By reframing this complexity
in terms of “The Machine” a deeper grasp of dependencies, constraints, and opportunities for
improvement can be revealed. As a result, AoP facilitates the development of a robust
requirements list that reflects the nuanced needs of the defense supply network. This
requirements list can guide strategic decision-making and investment, ensuring that resources are
allocated effectively to enhance system responsiveness and overall mission effectiveness.
Through the AoP lens, capabilities of the supply network can be aligned within stakeholders
given the evolving demands of defense operations. Through an AoP-based leadership
perspective, collaboration across stakeholders like government agencies, contractors, users, and
suppliers can become more cohesive, providing a standardized approach to identifying
constraints. This collaborative perspective is crucial for developing adaptive strategies that
respond effectively to fluctuating demands and changing mission requirements. AoP also
emphasizes data-driven decision-making, encouraging the use of advanced analytics and
predictive tools to dynamically manage lead times, foresee disruptions, and strategize resource

allocation. By applying AoP principles, defense supply networks can become more flexible and
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responsive, enhancing their ability to adapt to the complexities of modern defense needs and to
provide timely, mission-critical support.

1.3.2 Initial Gap Identification

The initial gap analysis of the AoP framework revealed three main areas for further
study: one, the use of trade-off or compromise-based decisions in practice where optimization is
prioritized; two, clear quantification of social components of “The Machine” through the
integration and inclusion of stakeholders; and three, defining requirements for variation and
disruption response that go beyond resiliency.

For the first gap, a discussion of qualitative and quantitative measurements of successful
AoP performance is referred to in the handbook as being “efficient and optimized,” but in
practice these situations are often resolved through tradeoffs or compromise-based decisions. A
major area where the AoP framework states that efficiency and optimization as the goal but
describes trade-off or satisficing solutions is in the development of Road to... Goals. These goals
are developed by engaged leadership and involve a determination of common goals between the
needs of the customer and the needs of the organization for each stakeholder (AFSC 2023).
Realistically, multistakeholder relationships often include conflicting goals and priorities with
each participant considering the best options for their organization while meeting the partnership
obligations or objectives. These multistakeholder relationships are settled through contractual
compromise and involve making tradeoff decisions for a satisficing result. Since constraints
derived from multi-stakeholder interactions need to be resolved to truly dynamically manage
lead times, an analysis of stakeholder constraints should be done.

For the second gap, while the AoP “Machine” can be considered largely one of the most

successful integrations of social components into a traditionally cyber-physical systems, the AoP
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still places most of the social components in terms of the interactions of the worker within the
supply chain in a cyber-physical system. The main advancement, however, is the integration of
the role of leadership within the system as a key component for constraint identification and
resolution. While successful leadership is often measured qualitatively, setting quantitative
measures for leadership based in successful constraint management could assist in identifying
key social requirements that can be applied in a generalization of the current AoP system.
Integrating quantifiable human factors and social systems into traditional cyber-physical systems
is widely considered the next step in a holistic, comprehensive, and more accurate
contextualization of complex systems. In addition to the inclusion of the role of leadership,
defense supply networks are more complex due to the interactions among multiple stakeholders.
These stakeholders, each with their own leadership, expose the network to the potential for
contradictory goals, global trade and communications complications, and are especially sensitive
to both political and geographical disruptions.

For the third gap, the AoP framework is designed to provide guidance on responding to
variation and disruption in terms of resilience. Variation is described through examples like
finding more discrepancies during an inspection than expected, aging systems, funding short falls
or unexpected time delays in generally consistent processes (AFSC 2023). These issues of
variation are often exacerbated by a lack of information or low task proficiency levels. Variation
in this context can be managed through variability management methods like: Critical Chain
Project Management (CCPM), ToC, Drum-Buffer-Rope Method or intentional built-in time
buffers and pipelining, Focus and Finish or bandwidth constraint identification (AFSC 2023).
Each of these methods includes the goal of managing variability or managing or eliminating

elements that limit flow and throughput. Disruption, while it is often used interchangeably with
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the term variation in the AoP handbook, is sequestered to a discussion on cascading failures in
highly complex systems resulting in delays. What the AoP is missing is a robust framework for
the management of constraints as a result of disruption that goes beyond resilience. For example,
in the Radiator Chart the purple vertical elements, according to the AoP framework are
“designed to improve performance and deliver sustained and enduring resiliency” (AFSC 2023).
While this may be the goal, the steps and clear definition for enduring resiliency are vague and
are mainly referred to in terms of success as a return to previous system stability. This return to
status quo may not be sufficient in complex defense supply networks where success or failure
has an increased chance of devastating and widespread impacts.

The initial gap analysis of the AoP framework identified three primary areas requiring
further exploration. First, it highlighted the reliance on trade-off or compromise-based decisions
in practice, particularly where optimization is emphasized, yet often results in satisficing
solutions due to conflicting stakeholder goals. This necessitates a deeper analysis of stakeholder
constraints to enable dynamic management of lead times effectively. Second, while the AoP
framework includes a successful integration of social components into cyber-physical systems, it
primarily focuses on worker interactions, with insufficient emphasis on quantifying leadership’s
role in constraint identification and resolution. This gap suggests that incorporating measurable
social factors could enhance the AoP's applicability in more complex defense supply networks.
Finally, the framework’s guidance on managing variation and disruption primarily emphasizes
resilience, lacking a comprehensive approach to constraint management that transcends merely
returning to a previous state of stability. This gap is critical, as defense supply networks must
contend with the complexities of multiple stakeholders, conflicting objectives, and potential

disruptions that can have far-reaching consequences. In conclusion, addressing these gaps is
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essential for refining the AoP framework to better meet the demands of defense supply networks.
By focusing on trade-off decision-making, quantifying social components, integrating
stakeholders, and developing robust strategies for managing disruptions, the framework can be
enhanced for increased operational readiness. The next sections include the objectives of this
thesis and approaches used in subsequent chapters to analyze these identified gaps, ultimately
contributing to the development of a Requirements List for dynamic lead time management

within defense supply networks.

1.3.2 Objective for the Thesis

The work within this thesis centers around the belief that defense supply networks are
critical to U.S. national security, continued materiel sustainment, and combat capabilities.
Additionally, because defense supply networks are heavily integrated into civilian supply
networks with national and international implications, these systems must be analyzed
comprehensively to truly capture real world dynamics. The current methods of managing lead
times and addressing supply network issues designed for optimization have resulted in lean but
fragile supply networks based in cyber-physical system design that are not robust enough to
handle both variation and disruption. By analyzing current DOD behavior and frameworks like
the AoP for gaps, from the perspective of a cyber-physical-social system, the objective for this
thesis is to develop requirements for a fail-safe supply network capable of dynamically
responding to variation and disruption. The preliminary requirements and additional gaps
discovered throughout this thesis will serve as avenues for developing Research Questions for

further exploration and the opportunity to develop new knowledge in a Ph.D.
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1.3.3 Questions for Investigation

The current state of defense supply network management systems is characterized by
rigid structures and traditional processes that are not inherently adaptable to the dynamic and
complex demands of modern defense operations. This pattern of rigidity shows itself in several
identifiable problem areas like inconsistencies in lead time management, limited flexibility in
response to disruptions, and a lack of real-time visibility across processes. While the AoP was
developed to create standardized constraint management techniques to address variation, the
framework reverts to a posture of resilience in the face of disruption. The AoP includes a close
representation of a holistic system that includes cyber, physical, and social components in their
“Machine” design reframed as People, Processes, and Resources. The People, in the AoP
framework, consists mainly of the User of the material or the supply chain worker. “The
Machine” management perspective was intended to leverage human expertise, continually
optimize and improve operational processes, and efficiently utilize available resources for system
resilience. This resilience is based on a return to a previous state and has resulted in the
development of a lean but fragile system. To align the objective of the thesis with the questions
for investigation, each question builds on the next to establish context and justification for the
development of a Requirements List that goes beyond resilience towards fail-safe. This thesis
will include an exploration of strategies and solutions for achieving fail-safe, focusing on
dynamic lead time management as a measure of performance.

Three questions for investigation are addressed in this thesis:

Question 1 (Q1)
What are the current states and identifiable problem areas within current defense supply

network management systems as it relates to Function, Behavior, and Structure?
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Question 2 (Q2)
How are defense supply network responses designed to handle variation and disruption

with respect to the AoP Machine: People, Processes, and Resources?

Question 3 (Q3)
How can an inherently structured, lean, but fragile environment like defense sustainment

be dynamically integrated to become a flexible and fail-safe supply network?

Q1, "What are the current states and identifiable problem areas within current defense
supply network management systems as it relates to Function, Behavior, and Structure?" was
developed for several reasons. First, understanding the current state of defense supply networks
provides a foundational baseline so improvements can be measured and understood in context.
Secondly, by identifying specific problem areas in terms of Function, Behavior, and Structure,
Tensions and potential Dilemmas that contribute to delays and disruptions in lead times can be
identified within a complex inter-stakeholder environment. Gero and Kannengieser (2002) define
Function as what the role is made for or the teleology, Behavior as what the role is expected to
do and what the role actually does, and Structure as the organization of features. These are
discussed in more detail in Section 3.1.1. Additionally, the defense sector operates under unique
constraints and demands, making it imperative to tailor supply network management
recommendations for this specific environment. By exploring how current defense supply
network systems behave and are structured within a defined Function, systemic dilemmas can be

identified and preliminarily resolved. To summarize, this question ensures that the research is
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bounded by current defense supply network performance to integrate real-world examples into
practical recommendations.

For Q2, "How are defense supply network responses designed to handle variation and
disruption with respect to the AoP Machine: People, Processes, and Resources?" was developed
to fully investigate the current defense sector frameworks of constraint management to identify
gaps and areas for development. The AoP Machine framework is based on managing “The
Machine” which is made up of People, Processes, and Resources and can be considered a partial
cyber-physical-social system from a defense sustainment perspective (AFSC 2023).
Understanding how each of these components currently contributes to systems of variation and
disruption management and how well those frameworks are functioning is essential for
identifying gaps and opportunities for improvement. This approach is rooted in the belief that
systems that are more in-tune to real-world dynamics are more fail-safe. The ability to design for
fail-safe systems is particularly relevant in the defense sector, where the ability to quickly adapt
to both variation and disruption can significantly impact operational readiness, national security,
and mission success.

The last question, Q3, "How can an inherently structured, lean, but fragile environment
like defense sustainment be dynamically integrated into a flexible and fail-safe supply network?"
is essential for a thesis on dynamic management of lead times due to the unique challenges and
critical importance of defense supply networks. Defense supply networks often operate within a
highly structured, hierarchal, optimized, and lean systems, which, while efficient in terms of
resource utilization, often lacks the flexibility and adaptability needed to respond to rapid
changes and unanticipated disruptions. This question is crucial because it highlights the core

challenge of transforming a resilience-based system into one that is fail-safe and can withstand
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and quickly adapt to varying conditions. Defense supply networks must be capable of
maintaining operational readiness and effectiveness in the face of uncertainties such as
geopolitical disruptions and emergent threats. By exploring how to integrate dynamic lead time
management practices into this environment, significant recommendations for defense system
performance towards fail-safe supply networks can be made. By preliminarily answering this
question, contributions towards the development of a robust framework that nests the strengths
of lean operations with the adaptability of agile and dynamic system principles can be made.
Ultimately, this research will be used to provide valuable insights for the development of
additional Research Questions for designing a fail-safe defense supply network capable of

supporting and adapting mission-critical activities in the face of variation and disruption.

1.3.4 Scientific and Engineering Relevance of the Thesis

A thesis on the dynamic management of lead times in a defense supply network
environment is highly relevant to science and engineering due to its potential to significantly
enhance system performance and adaptability for complex and defense related environments.
From an engineering perspective, this research will lead to the development of a preliminary
Requirements List for designing fail-safe systems based in constraint management to ensure that
defense logistics are robust and dynamically responsive to changing demands. This is crucial in a
defense sustainment environment where timely availability and deployment of people and

resources can impact national security.
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1.4 Organization of the Work
This section includes an overview of the strategy used in the thesis to address each

question introduced in Section 1.3.3 and the overall roadmap for the verification and validation
of the thesis.
1.4.1 Overview of Strategy

The strategy for this thesis is both systematic and organized (Figure 1.9). After
developing key research questions (Q1, Q2, Q3), each of the questions are addressed and
approached through the different methods (M1, M2, M3, M4) described in this section. There
are four Methods utilized in this thesis to achieve the objective stated in Section 1.42. The first
Method (M1) is a systematic and critical review of literature. M1 which is introduced and
deployed in Chapter 2, is used to frame the environment of focus within both generalized and
defense specific supply network responses to variation and disruption. Method 2 (M2) is a
nested Function-Behavior-Structure (F-B-S) Dilemma Triangle developed for this Thesis to ful
incorporate an F-B-S perspective into both Dilemma identification and resolution. Method 3
(M3) includes the application of the Business Model Canvas (BMC) to develop a unique
business value proposition for defense sustainment within a defense supply network. Lastly,

Method 4 (M4) includes the identification and specification of System Archetypes within

ly

defense supply network systems. Each of these methods will be used strategically in the Chapters

they are best aligned with which will be described in more detail in Section 1.4.2.
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Figure 1.9: Strategy of the Thesis

1.4.2 Thesis Road Map

The work in this thesis is organized around the Validation Square quadrants outlined in

Figure 1.10. This thesis begins with this Chapter, Chapter 1, which contains the frame of

reference, background, justification, engineering and scientific relevance and road map of the

Thesis.
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Chapter 3: Requirements for Designing a

Fail-Safe Defense Supply Network
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Figure 1.10: Thesis Road Map

Chapter 5: Ramification of Results and
Path Forward
(Q2/H2.1, Q3/H3.2)

Discussing results of thesis
Actionable and precise path forward
based on Chapter 4 gap identification
Q2: Hypothesis 2.1

Q3: Hypothesis 3.2

In Chapter 2, M2 is deployed by selecting numerous papers for review based on strict

criteria described in detail in Section 2.2 to determine where potential gaps in supply network

design exist based on identified current practice and research. The first Hypothesis (H1), which

states that by determining and systematically evaluating the current state of practice and systemic

problem areas within supply network management, research gaps can be identified, and solution

spaces bounded by previous lessons learned is evaluated in Chapter 1. The gap identification

warrants further study aligning the answers to Q1 and Q2. Chapter 3 contains the application of

a nested Dilemma Triangle Method to include the F-B-S construct in a multistakeholder defense
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supply network environment. This new method, M2, also answers Q1 and Q2 except from the
perspectives of the stakeholders Government, Supplier, and User and is used to set up the
justification for the modification and enhancement of the AoP method in Chapter 4. The
Hypothesis associated with Chapter 3, Hypothesis 2 (H2), is based on incorporating the domains
and interactions of a cyber-physical-social system to address variation and disruption response in
multistakeholder defense supply networks, whereby defense organization systems can move
towards fail-safe. Chapter 4, includes the connections between dynamic management of lead
times through the identification of gaps within the AoP framework to answer Q1, Q2, and Q3
specifically related to defense sustainment for future extension. Chapter 4’s Hypotheses, H3.1
and H3.2 are as follows. H3.1 includes the hypothesis that by managing lead times at every stage
and organizational level within a defense supply network can be more holistic and consistent
with real world systems by analyzing existing practices from a cyber-physical-social perspective.
H3.2 includes the hypothesis that fail-safe supply network design is based on increasing system
flexibility by focusing on satisficing solutions rather than optimization. Chapter 5 is centered on
the ramification of results from Chapters 2 through 4 and includes the identification of the way
forward. H3.3, is the focus of Chapter 5, and includes the hypothesis that systems based in
resilience are not sufficient in modern logistic environments and that to reach fail-safe further
work in the form of new knowledge must be done. Lastly, Chapter 6, which serves as the Ph.D.
proposal, includes a summary of the claims made in the Thesis, a discussion of reusability,
generalization, relevant contributions from this work, the proposed outline and plan for the Ph.D.

dissertation, and a final “I statement” finishing the work.
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CHAPTER 2: LITERATURE REVIEW OF DEFENSE SUPPLY NETWORK
VARIATION AND DISRUPTION RESPONSE

2.1 Frame of Reference

Supply chains and supply networks are both discussed in emerging literature and research
focuses. However, the distinction between the two lies in complexity. For example, supply
chains are characterized by dyadic value creation, partnerships, and smaller loci of control
whereas supply networks include interconnected relationships among supply chain members
(Pilbeam, Alvarez et al. 2012, Braziotis, Bourlakis et al. 2013). Since supply networks function
within multi-stakeholder environments the interconnected priorities and interests of the
stakeholders this has been reframed for this thesis as interactions between Government,
Suppliers, and Users comingle to form a complex ecosystem crucial for the flow of goods and
services across and within each group. Government entities often oversee regulatory
frameworks, security protocols, and infrastructure development, aiming to ensure stability and
resilience in supply chains and networks. Resilience is defined as the ability for a supply network
to return to acceptable pre-disruption performance (Rezapour, Srinivasan et al. 2018). Suppliers
navigate production processes, sourcing materials, and meeting demand while contending with
fluctuations in market dynamics and technological advancements. Users rely on the seamless
functioning of supply chains to access essential goods and services, emphasizing the importance
of reliable and accessible services.

As the global geopolitical landscape continues to evolve and technological advancements
reshape warfare, the management of defense specific supply networks has become increasingly
complex and critical for maintaining military readiness and operational effectiveness. Q1, stated

below, was developed to guide the literature search to identify the current state of defense supply
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network management systems, examining their Function, Behavior, and Structure. As mentioned
in Section 1.3.1, Function is defined as what the role is made for or the teleology, Behavior as
what the role is expected to do and what the role actually does, and Structure as the organization

of features (Gero and Kannengiesser 2002).

Question 1 (Q1)
What are the current states and identifiable problem areas within current defense supply

network management systems as it relates to Function, Behavior, and Structure?

By analyzing the existing frameworks and current state, this question-based literature
review will be used to identify problem areas and challenges that hinder the effectiveness and
responsiveness of defense supply networks. Through this examination, the goal is to gain
insights into the pressing issues facing defense logistics and explore potential strategies and areas
for development to enhance the agility and effectiveness of military operations in an ever-
changing security environment.

In the dynamic landscape of supply network management, the ability to effectively
respond to variations and disruptions is paramount for ensuring operational continuity and
mitigating potential impacts and risk. Q2, stated below, will be used to focus the analysis on the
intricate mechanisms governing supply network responses, from the perspective of “The
Machine” containing People, Processes, and Resources. How defense organizations manage
constraints within the context of wider supply networks is examined to elucidate the strategies,
practices, and challenges currently deployed in defense environments to manage variation and

disruption responses.
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Question 2 (Q2)
How are defense supply network responses designed to handle variation and disruption

with respect to the AoP Machine: People, Processes, and Resources?

By examining the interplay among human factors, operational processes, and resource
allocation, an analysis and examination of the current capacity for adaptability within defense
supply network systems can be highlighted. The findings of this literature review will be used to
pave the way to identify gaps in the current defense constraint management frameworks for
addressing constraints within a larger defense supply network to ultimately provide
recommendations for enhanced performance and preparedness in the face of uncertainty.

This chapter is organized as follows. Section 2.2 includes the explanation of the method
used for the acquisition of literature. Section 2.3 a discussion of findings within the papers
identified in the literature search to define and explain the terminology used throughout the rest
of the chapter and a discussion on supply network response to variation and disruption from the
perspective of a generalized supply network. Section 2.3 also includes a discussion on literature
with an introduction to defense specific supply networks which will merge into a discussion on
defense supply network response strategies for variations and disruptions. Section 2.4 includes a

summary and conclusion to the chapter.

2.2 Literature Review Approach
A systematic literature review as conducted that is based in repeatable and transparent

literature selection processes to reduce bias and encompassed the variety of research and
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discussions in this field (Bier, Lange et al. 2020). The steps used to search for and select the
literature discussed in Section 2.3 are as follows:

Step 1 — Formulation of a Research Question: This literature review addresses the
questions provided and discussed in Section 2.1 and Chapter 1.

Step 2 — Identify Potentially Relevant Works: To identify relevant works, scholarly
databases were selected; SCOPUS, Web of Science, Directory of Open Access Journals (DOAJ),
and via EBSCO, Academic Search Complete, Military and Government Collection were used.
SCOPUS, Web of Science and DOAJ were selected for their breadth of information and
interdisciplinary sources. The Military and Government Collection via EBSCO was selected to
specifically integrate military and government publications. The topics of supply network and
defense supply networks were well documented in these databases.

Step 3 — Selection of Relevant Works: A keyword-based search was conducted in the
databases listed in Step 2. The keywords were either combined with the “OR” operator while the
groups intended for combination were combined using the “AND” operator. Each group of key
words is directly related to the questions posed in Section 1. The first group, the focus of this
literature search, included the key words ‘defense supply chain(s)’ and ‘defense supply
network(s)’. The second group reflects the aspect of variation and disruption response and
contains the terms ‘resilience®’, ‘variation*’, ‘disruption®’, and ‘art of the possible*’. These
words were carefully selected and based on a wide variety of utilizations within supply network
research.

This search was further restricted by publication date to include sources published after

2010. The duration of time was chosen due to the nature of defense organizations being slow to
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change and this date range is classified, to governmental and military sources, as recent. Non-
peer-reviewed journal articles were eliminated. Both criteria reduced the number to 370.

The list was further reduced to 120 journal articles by screening by preliminary relevance
to the questions posed in Section 1 by reviewing their respective abstracts, introductions, and
conclusions. The categories and topics excluded were articles based on fuzzy data analysis, the
movement of people or migration, the humanitarian supply chain, specific articles related to
litigation, and supply networks specific to agriculture or ecology. While the research in the
excluded articles is valuable, this thesis is fundamental in nature and based in satisficing and
defense specific supply network issues that were not captured in these articles. Based on the
exclusion and inclusion criteria, the final list was reduced to 80 articles. A common theme of
many of these included articles is variation and disruption response within a supply network with

specific defense supply network implications.

2.3 Discussion of Findings

2.3.1 Defining Variation and Disruption
Variations within a supply network, as described by Cabrera et al. (2023), typically

manifest as short-term changes in demand patterns or shortages. These variations can often be
mitigated through adjustments or rearrangements of components within the network, ensuring
continued functionality and adaptability. In contrast, disruption events, as noted by D’Souza
(2017) and Majchrzak et al. (2021), are characterized by more significant impacts, often
stemming from infrastructure damage or collapse. These disruptions may arise from spontaneous
occurrences such as wildfires, earthquakes, diseases, and climate change, as highlighted by Ide
(2023), or they may be the result of human intervention, including criminal activities and

terrorist acts. Regardless of their origin, all disruptions pose potential implications for national
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security, global economies, and potentially human life and necessitate structural changes within
the supply network to overcome (Son, Chae et al. 2021). A striking example of such a disruption
is the COVID-19 pandemic, which spread rapidly across the globe, affecting virtually every
aspect of the supply network. The unforeseen consequences of the virus underscored the
interconnectedness and vulnerability of existing supply networks, prompting organizations to

reassess their response mechanisms in the face of unprecedented challenges.

2.3.2 Variation and Disruption Response in a Generalized Supply Network

There are two types of responses used to resolve and alleviate the impacts of variation
and disruption events in a supply network: proactive and reactive. Mathematical models and
simulation techniques are often tools that can be used to proactively predict potential variations,
disruptions, and response results for a given situation.

Variation responses are more readily facilitated within traditional cyber-physical systems
and can provide opportunities for strategic digitalization and deployment of some Artificial
Intelligence (AI) technologies. Leveraging Al technology within supply networks can help
stakeholders forecast demand more accurately, continually monitor large inventories across
multiple sites and streamline distribution channels by quickly analyzing large data sets (Turri,
Smith et al. 2017, Gyenge, Kasza et al. 2021). Al can also enable real-time monitoring of supply
network activities, facilitating the potential for proactive and early identification and mitigation
of variations through machine learning and task performance metrics (Auletta, Kallen et al.
2023). For Nguyen et al. (2020) they found success in minimizing the maximum lead time and
minimizing the time to recover from a major disruption through developing scheduling decision

rules for a multi-echelon assembly supply network that is capable of managing variation. Fang et
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al. (2021) furthered this work in their study on a new scheduling method based on sequential
time windows using a multi-objective stochastic programing model tool to proactively determine
an appropriate and successful distribution schedule under demand uncertainty. In the article by
Lee et al. (2016) various mathematical models applied to supply network management are
discussed with the prevailing theme that quality, inventory, and logistics management is best
supported by strategic alliances and holistic supply network design regardless of mathematical
model utilized.

While some aspects of disruption events can be proactively accounted for, the impacts of
disruptions are marked by reactive responses with reflection after the disaster has been mitigated.
For example, the natural disaster disruption responses developed because of the COVID-19
pandemic initiated and catalyzed changes throughout many supply networks. As the impacts of
COVID-19 prompted a reevaluation of disaster responses, other sectors within the supply
network learned from these experiences, using them as a steppingstone to reassess and enhance
their own disruption response strategies (Jacobsen 2020). For example, Mirza et al. (2023)
reflected on the successful strategic distribution of critical oxygen supplies in India during an
infection surge to develop a multi-stakeholder approach to identify real-time supply and predict
high-use areas while simultaneously incorporating governmental support through a reduction of
customs restrictions and transportation facilitation. In response to sudden changes in
pharmaceutical operations, a health system successfully navigated their disaster response
framework by approaching the system as a cyber-physical-social system and adapting their
workforce and leadership team to prioritize teamwork and build timely and strategic flexibility in

the study by Hannan et a/. (2020). All of these examples utilized lessons learned through reactive
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disruption response brought on by COVID-19 to make their organization’s supply networks
more robust and proactive in the face of future disruptions.

Human initiated disruptions like acts of terror and crime have equally destructive impacts
on a generalized supply network and associated digital environments and are difficult to
proactively position for and predict. An example of a mix of proactive and reactive responses can
be found within cybersecurity systems. As the world’s population moves towards increasing
digitalization and globalization, individuals become more dependent on technology. This
dependency is also pervasive within supply networks as most activities have a digital component.
With increased digitalization nearly every sector is vulnerable to cybercrimes increasing the
critical need to maintain information security and data protections (Maglaras, Janicke et al.
2022). A potential option to increase proactivity and reactivity within cybersecurity is proposed
by Jones and Horowitz (2012) by combating cyber-attacks through the use of System-Aware
Cyber Security that includes the integration of dynamically interchangeable redundant
subsystems, developing subsystems capable of dynamic surface changes, data consistency
confirmation services, and forensic analysis for post-attack analysis. Masip-Bruin et al. (2021)
similarly incorporates a comprehensive system of digital architecture analysis that includes the
whole of supply network components to address security and privacy functionalities in an
attempt to reduce vulnerabilities in the cyber network.

In conclusion, the management of variations and disruptions within generalized supply
networks requires a balanced approach encompassing both proactive and reactive responses.
Proactive measures, facilitated by mathematical models, simulation techniques, and Al
technologies, enable stakeholders to predict and mitigate potential variations, enhancing the

resilience and efficiency of supply chains within supply networks. However, the impacts of
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disruptions often necessitate reactive responses, prompting reflection and adaptation after the
event has occurred. Lessons learned from reactive responses, such as those prompted by the
COVID-19 pandemic, can inform strategies to enhance supply network robustness and
preparedness for future disruptions. Additionally, addressing human-initiated disruptions, such as
cybercrimes, requires a combination of proactive cybersecurity measures and reactive responses
to mitigate vulnerabilities and protect digital environments. By integrating proactive and reactive
approaches, flexibility can be built into supply networks, ensuring continuity and effectiveness in

the face of evolving challenges and uncertainties that go beyond resilience.

2.3.3 The Defense Supply Chain as a Network

United States (U.S.) has maintained logistics support over the last century in a variety of
peace and wartime conditions; however, over the last twenty years the field has been marked by
a “Supply Chain Management Revolution” moving away from traditional combat support into a
systems approach to align with complex integrated weapons systems and life cycle management
with an emphasis on technology, lean processes, and strategic alliances (Russell 2011). With this
revolution and reevaluation of traditional supply chain principles came the development of new
operation models. The DOD has used a variety of supply chain operation models to modify,
manage, and coordinate supply practices across the department and associated services. In
response to this cultural shift to account for the increased complexity within the defense supply
network the U.S. developed enterprise-wide program is referred to as Joint Supply Chain
Architecture (JSCA) in conjunction with various Materiel Command Centers. Fletcher (2011)
explains the six fundamental principles within the JSCA aimed at enhancing supply chain

management within the DOD as the following. First, it seeks to integrate the Supply Chain
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Operation’s Reference (SCOR) Model across DOD operations through the implementation of
JSCA. Secondly, the process aims to establish performance measures focused on outcomes and
end-to-end efficiency. Third, decisions are approached to optimize the entire DOD budget while
enhancing readiness levels. It emphasizes not sacrificing overall system effectiveness for the
sake of individual functional outputs within the supply chain. Additionally, the process advocates
for the creation of a governance framework capable of facilitating alignment and coordination
across the joint supply chain. Lastly, policy design within the JSCA framework prioritizes
accountability, responsibility, consistency, and adequate resource allocation to support informed
decision-making throughout the end-to-end supply chain. Each of these processes are designed to
enhance visibility, control, support, and efficiency throughout the warfighter supply network and
DOD supply chain in response to variation and disruption (Taghizadeh, Venkatachalam et al.
2021). This revolution and development of the JSCA, while beneficial in bringing defense
logistics more aligned with industry’s characteristic agility cannot necessarily overcome the
unique limitations found within a defense specific supply network connected to a wider
governmental organization (Haraburda 2017). Additionally, the JSCA goals, while
commendable, lack specificity in potential strategies or methods for achieving them leaving a
gap between desired outcomes and actionable design.

Defense supply networks are marked by several specific characteristics that separate
them from a generalized supply network. The defense supply network is incredibly complex,
with multiple stakeholders, intricate networks, and diverse supply sources all under a relationship
of enhancing and maintaining national security. The complexity within a defense supply network
is also impacted by its external environment. The defense supply network does not operate in a

vacuum of purely domestic supply; it must operate and participate in a multipolar supply
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network environment with the potential for competing priorities and influences. Multipolarity in
supply networks refers to the presence of multiple stakeholders with diverse interests and power
dynamics that influence the flow of goods and services (Blagden 2015). In a multipolar supply
network, there are various actors within the stakeholders of Government, Supplier, and User such
as manufacturers, distributors, retailers, and fabricators, each playing a role in shaping the
network's structure and dynamics. These stakeholders often operate within a globalized context,
where supply networks extend across different regions and countries, further complicating the
network's multipolarity. This globalization of defense operations exposes supply networks to
geopolitical tensions, trade conflicts, and regional instability, further exacerbating risks and
uncertainties. One such example is the defense supply network’s reliance on key materials with
globalized supply sources like rare earth metals that require extensive industrial mining and
refining facilities that may not be possible to support domestically. The ability to acquire these
materials without domestic supply sources is increasing the U.S.’s reliance on foreign,
potentially non-allied or adversarial sources (Zhou, Li et al. 2017, Lind and Press 2018). Sanders
(2012) however, offers a different perspective on the perceived criticality of certain markets by
highlighting that the indispensable role of the item or service in the defense supply network is
more important than the size of the overall market or quantity demanded as in the case of rare
earth metals.

Increased defense supply network globalization can also develop into symbiotic
relationships like how the U.S. relies on allied relationships to maintain critical defense priorities
and to either assist or receive assistance if necessary. However, these relationships are complex
and not without difficulties. This complexity arises from factors such as differing regulations,

cultural norms, market conditions, and geopolitical tensions, which can impact the interactions
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and relationships among allies in this next generation of warfare (Anagnostakis 2016). These
relationships can also introduce a dependency on international research, technology, or materials
reducing U.S. control and potentially opening the U.S. up to disagreements related to intellectual
property laws (Tyson and Guile 2021). Increasing globalization of the defense supply network
also underscores the need to develop more sustainable operations due to the global impact of
such large carbon footprints (Alvarez, Zavala-Araiza et al. 2018, Belcher, Bigger et al. 2020).
Additionally, the defense sector’s reliance on specialized equipment, materials, and
technologies for combat success introduces dependencies on specific suppliers and perpetuates
situations of sole source, increasing the risk of supply shortages and bottlenecks. Sole source
relationships can open the system up to catastrophic disruptions if the supplier deems the item or
service is obsolete in the event the defense sector demand is not large enough to sustain its
production. The impact of obsolescence in the defense sector is profound. It poses significant
challenges to military readiness, operational effectiveness, and national security. As technology
advances and threats evolve, defense systems and equipment rapidly become outdated, rendering
them less capable or even obsolete in the face of emerging challenges. Obsolescence not only
undermines the performance and reliability of critical defense assets but also increases
maintenance costs and limits interoperability with newer systems. Additionally combat
environments can present supply networks with increasingly dynamic demand variability. To
combat situations where managing parallel supply distribution lines need to respond to match
different operating environments like those present in a multiple front conflict, Purivis et al.
(2014) recommends focusing on flexible vendor and sourcing relationships which can have
equally beneficial implications when faced with reducing sole source situations. Lastly, the

stringent security requirements and classification of sensitive information within defense
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logistics pose challenges in terms of information sharing, collaboration, and transparency, all of
which can hinder agility and responsiveness in times of crisis.

These inherent defense supply network characteristics underscore the importance of
proactive risk management, redundancy, and contingency planning efforts within defense
logistics systems to address vulnerabilities and ensure mission readiness. Effectively managing
multipolarity in supply networks requires strategies for coordination, collaboration, and risk
mitigation to ensure the smooth functioning of the network and to address challenges like

variations, disruptions, conflicts of interest, and fluctuating demand.

2.3.4 Variation and Disruption Response in a Defense Supply Network

While a defense supply network is equally susceptible to disruptions stemming from
national, international, and civilian events, its unique characteristics, such as a complex
multipolar environment, stringent security requirements, long lead times for specialized
equipment, and complex legacy supported bureaucratic processes, render it particularly
vulnerable (Klibi and Martel 2012). This complexity can lead to inefficiencies, delays, and
vulnerabilities, particularly when disruptions occur.

The defense supply network is equally responsive in both proactive and reactive ways.
For example, simulations within the defense sector, or War Games, have been a critical tool used
to pre-evaluate tactics, operations, and defense strategy to enhance a proactive stance in the past
century most notably since the beginning of the Cold War (Reddie, Goldblum et al. 2018). These
simulations while helpful, generally function without all the data needed causing large
generalizations and assumptions that can fail to capture real-world dynamics and often reduce

complexity by removing human factors limiting the ability to exercise and model ‘real-world’
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decision making (Anderson 2015). For those reasons, these simulations cannot always prepare
the perfect proactive responses for a user or a nation for a large unpredictable catastrophe or
changing event causing widespread disruption in the supply network. Increasingly however in
addition to War Games, the defense sector is studying large-scale disruption responses to gather
critical insights into both proactive and reactive supply network management techniques,
drawing from real-world examples such disasters that rely on the utilization of agile distribution
strategies and dynamic inventory management during these crises (Kamalahmadi, Shekarian et
al. 2022).

The defense supply networks have benefited from studying disaster disruption response.
For example, Osgood et al. (2023) state that as a result of COVID-19 pandemic response lessons
learned, the U.S. Army modified its pillars of readiness to incorporate a comprehensive infusion
of flexibility, agility, and adaptability into the Army’s operating framework. Tatham et al. (2012)
discuss an adapted military planning framework based on a Resource Based View to analyze and
discuss the success and preparedness of response strategies for two very different countries:
Bangladesh and Australia. Their study concludes by stating that using disaster relief as a
framework for disaster management is a great opportunity for cross-learning that is generalizable
to a variety of sized disruptions and environments. To apply a more comprehensive approach to
determining the success of disruption responses, Day (2014) shows how disaster relief
organizations vary in quality of disaster response through their interactions with their
environment. He notes that systems with strong information management, resource allocation,
and feedback system status are best facilitated through a flexible distributed decision-making
framework with strategic task specialization. This is a contrasting perspective to defense supply

networks that are managed by top-down, rigid hierarchies. Continuing the discussion of
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flexibility but modifying instead to the flexibility of resources, the study by Handfield et al.
(2020) considers a flexible structure of receiving and distributing materials and recommends
developing a national material “control tower” for improved transparency and real-time access
following the response to deficiencies seen in the COVID-19 pandemic personal protective
equipment (PPE) shortages. Increased visibility for critical material status and location within a
defense supply network would better position a defense organization for rapid equipment
relocation to disrupted areas and help produce a more proactive stance on supply distribution and
stock. This is equally important in managing inventory that is unique only to defense
organizations and critical in response to mobilizations, national defense or other emergencies
(Haraburda 2016). The lessons learned from disaster disruption responses underscore the
importance of flexibility, agility, and adaptability in enabling defense supply networks to be
more proactive and effective disruption response.

Cybersecurity is paramount in a defense supply network and requires ever vigilant digital
architecture and technology development to combat cybercrime-related disruptions. House
(2021) suggests a method to insulate the Government and associated defense organizations from
potential vulnerabilities in cybersecurity through the development of the Cybersecurity Maturity
Model Certification (CMMC) that requires a third-party audit based on multiple levels of
certifications to examine defense contractors in the supply network. House goes on to say that
while the CMMC does bolster cybersecurity culture, the requirements within the certification can
put undue pressure on small businesses and potentially stifle or remove competition. Cybercrime
is not the only area of vulnerability within a defense supply network. Increasingly damaging and
devastatingly invasive are disruptions caused by counterfeit parts especially in the defense and

aerospace sectors where enhanced capabilities usually follow additional parts and complex
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electrical components (Zhou 2014, Akhavantaheri, Sandborn et al. 2023). These counterfeits are
hard to detect and may potentially go unnoticed if installed as a component within a larger
system. For example, in September of 2011 Raytheon Company alerted U.S. Naval Supply
Systems Command to the suspected use of counterfeit parts installed on their SH-60B forward-
looking infrared systems resulting in a recall of those helicopters that could have had detrimental
effects in an active combat environment (2012). While this was just one major case involving
counterfeit parts, it is a situation that must be actively removed from the equation of combat. To
assist in the identification of counterfeit risk Sullivan and Wilson (2017) utilized the open-source
Department of Defense Product Counterfeiting Database (PCD) to provide insights into
identifying key issues and opportunities for counterfeiting that may be remedied through policy
and practice.

In the U.S. defense supply network, lead times are critical for warfighter readiness and
combat success of the entire nation. Lead times within Air Force sustainment are currently
managed with the framework outlined in the AoP handbook which contains the framework for a
comprehensive tactical level approach to addressing lead times in terms of Work In Progress
(WIP) within the intricate landscape of a production-based defense supply network (AFSC
2023). This framework provides Air Force defense sustainment organizations, at various levels
of command, with a standardized method for evaluating, visualizing, and managing lead time
dynamics to enhance operational efficiency and readiness in order to maximize throughput by
distilling the complexities within defense sustainment network down to People, Processes, and
Resources (AFSC 2023). At its core, the AoP framework was designed to emphasize an
incorporation of a holistic understanding of defense system management requiring persistent

leadership, deliberate personnel development, and system wide buy-in to drive efforts (Douglas,
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Overstreet et al. 2016). By systematically analyzing each component of sustainment People,
Process, and Resource management, defense sustainment teams can identify bottlenecks,
inefficiencies, and vulnerabilities that contribute to extended lead times. Additionally, the AoP
framework was designed to promote a culture of data-driven decision-making and continuous
improvement, empowering defense organizations to leverage performance metrics and feedback
mechanisms to refine their lead time management strategies over time.

While literature provides valuable insights into the current systems within defense supply
networks, several gaps and challenges exist. The unique complexities inherent in defense supply
networks present significant vulnerabilities that have not been comprehensively and conjointly
alleviated. Current proactive measures, such as simulated War Games, while beneficial, often fall
short in capturing the full spectrum of real-world dynamics and human factors, limiting their
proactive effectiveness in responding to disruptions. The lessons learned from disaster response
efforts are significant, particularly during events like the COVID-19 pandemic, and underscore
the importance of flexibility, agility, and adaptability within defense supply networks. However,
there is a need for further research and development to address issues such as cybersecurity
vulnerabilities, counterfeit parts, and lead time management within defense supply networks.
Additionally, lead time management, as outlined in frameworks like the AoP is crucial for
ensuring warfighter readiness and national defense, yet further refinement and implementation
are necessary to optimize operational efficiency. Addressing these gaps and challenges will be
essential for building more robust defense supply networks capable of effectively responding to
variation and disruptions while simultaneously maintaining national security in a continuously

changing landscape.
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Stakeholder Integration within Defense Supply Networks

Several sources discuss the importance of stakeholder integration and cooperation in
environments subjected to variation and disruption. Defense partnerships and system-wide
stakeholder integration are also critical for continued defense success. These partnerships can be
local, international, academic, industry, or governmental and are usually financially or
contractually managed (Tyson and Guile 2021, Katsaliaki, Kumar et al. 2024). Tatham and
Rietjens (2016) begin the discussion by comparing the similar demands within civilian and
defense logistics highlighting that many of the activities of both parties overlap. Due to that
overlap, stakeholder collaboration and integration can help to reduce disruption propagation and
increase viability throughout a supply network (Shi, Yuan et al. 2022, Wang and Yao 2023). For
example, through a defense and academia partnership, the Army Materiel Command was able to
utilize data systems to generate metrics like customer wait time, a strategic performance metric,
to measure bottom-up supply chain performance with tactical traceability (Tseng, Burns et al.
2017). Additionally, Acar and Atadenzi (2015) found that stakeholder integration benefits are
higher as demand uncertainty increases eventually leading to higher levels of customer service
and less reliance on physical inventory redundancy. In each of these cases, intricate and complex
systems were modified to manage the impacts of disruption and were successful by deploying
strategies that incorporated integrated system perspectives within a multi-stakeholder
environment.

Successful and sustained stakeholder integration requires an infusion of consistent trust
built among stakeholders in order to generate a productive partnership relationship (Sofitra,
Takahashi et al. 2015, Giannoccaro and Iftikhar 2022). The Government has a unique position

within the defense supply network, especially when it comes to consistency. Government
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functions as oversight to regulatory frameworks, provides strategic planning for national security
priorities, and coordinates procurement activities to ensure the availability, reliability, and
security of essential resources for military readiness and operational effectiveness. This oversight
of regulatory frameworks can involve all three branches of government: executive, legislative,
and judicial. Most commonly, interactions among Government agencies are regulated through
legal and maintained through financial means to protect and insulate national interests and
security. Government action and oversight affects the behavior of civilian Suppliers and Users
through incentives and consequences both directly and indirectly (Hasik 2021). There are many
instances of these interactions. For example, to directly reduce nuclear proliferation, the U.S.
government fined businesses that participated in the trade of dual-use technologies to nuclear
sanctioned countries (Weise and Hund 2016). Additionally, to combat the litany of fraud
facilitated through Supplier shell companies that can have national security implications, the
Government has imposed strict penalties for this behavior through the Corporate Transparency
Act (Azrilyant 2021). While the Government has the authority to regulate Suppliers and Users
within the legal framework, the Government often considers the burden on Suppliers when
introducing new legislation. In the sphere of national security, the SAFETY Act balanced
Government and Supplier behavior in screening cargo for illegal goods and potential acts of
terror helped to share the liability concerns of Suppliers and resulted in additional compliance
strengthening national security initiatives (Crowe 2011). Additionally, to combat the wide spread
disruption brought on by the COVID-19 pandemic, the U.S. deployed the Defense Production
Act to manage critical and scarce resources by granting authority to gather secure intellectual
property from businesses, at-will relocate existing supplies, expand domestic production, and

compel industry to support government manufacturing contracts (Raunig, Kesselheim et al.
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2020). A more indirect approach can be seen in the Inflation Reduction Act which had
widespread impacts by offering various tax credits to behavior modification within Supplier
systems and the federal budget in an attempt to reduce inflation impacts on Users (Bistline,
Blanford et al. 2023). Instances of collaborative legislation increase the opportunities to build
trust among stakeholders. However, while each of these examples focuses on the impact of the
Function of Government on the behavior of Suppliers and Users, the enactment of these
legislative actions is not always seamless or clear. For example, the 2019 National Defense
Authorization Act which was “intended to insulate U.S. supply chains from technologies
developed by entities identified as posing a significant risk to national security” placed the onus
on Suppliers to comply with legally ambiguous language (Kim 2022). Ultimately, each of these
examples found in the literature emphasize that the Government’s behavior and function within a
defense supply network has behavioral and structural implications for Suppliers and Users.
There are several examples of stakeholder integrations that are unavoidable. The defense
supply network heavily relies on civilian resources like public utilities, shipping routes,
information systems, and natural resources. This reliance opens up potential avenues for
additional disruptions that impact the flow of supplies. Managing relationships between private
companies and defense organizations is critical for a more flexible response to potential
disruptions (Waller 2011). Additionally, while many disruption events are likely out of the
control of infrastructure Suppliers, occasionally the Supplier can be a source of disruption.
Koenig (2019) discusses the potential for an adversarial relationship related to Government use
of public utilities and points out that most utilities are managed by for-profit private companies
organized as regulated monopiles and have the potential to charge Government customers higher

operating costs in order to have a higher rate of return. Another stakeholder integration
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relationship is the continued outsourcing of many logistics services from the Government to
third-party private sector companies. These relationships, governed by standardized contractual
agreements, can leave both expectations unmet and incentives misleading. Lukassen and
Wallenburg (2010) suggest that the in order to make third party logistics service outsourcing
contracting more successful more customizable pricing frameworks need to be developed to
create a more comprehensive and relational version of the established purchasing framework.

Obsolescence is increasingly becoming a major source of disruption within defense
supply networks as the defense organizations rely heavily on legacy supported equipment with
older technology. Chellin and Miller (2023) take a systems perspective to combating
obsolescence, finding that to mitigate the impacts of obsolescence within an organization, teams
and organizations need to fully understand the relationships between and within systems in their
supply network and associated support structures. Petel’s (2014) research on mitigating
counterfeit risk also highlights that to combat increasingly sophisticated and difficult to detect
counterfeits there must be coordination between government and supplier stakeholders. Since the
legacy supported defense equipment cannot be removed quickly from defense inventory and new
acquisition relies on exceedingly more complex components with a potential for counterfeit
infiltration, solutions to these two issues likely lies in leveraging the unique characteristics of
each stakeholder within a systems response.

Robust and dynamic defense supply network operations are increasingly critical in the
defense sector as the U.S. maneuvers to maintain global competitiveness and ensure a strategic
advantage in an age of complex defense and national security concerns. To address these
challenges effectively, it is imperative to mesh multi-stakeholder logistics seamlessly wherever

possible.
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The Cyber-Physical-Social Defense Supply Network

System management techniques that have largely dominated supply chain and supply
network practices are traditionally designed as cyber-physical systems. These systems involve
the organization and prioritization of the digital landscape and physical resources involved in
producing and managing the flow of goods and services. While a cyber-physical system
emphasis can increase efficiency it adds fragility into a supply network where variations and
disruptions pose significant challenges, particularly in exceedingly complex global
environments. Cyber-physical system based organizational frameworks introduce potentially
exploitable vulnerabilities, as disruptions in digital infrastructure or physical components can
cascade across the supply network, leading to delays, shortages, potential economic crises and
security breaches (Krichene, Inoue et al. 2020, Mu, Yue et al. 2021). This leads to a discussion
on the use of Al. Al technology, while introducing immense potential within supply network
systems, is predominantly utilized in cyber-physical systems with a focus on optimizing
technical processes and developing predictive analytics. Robinson (2018) describes the potential
critical advantages of Al-driven supply network management which could provide for military
maintenance by ensuring timely delivery of essential resources to military units, cross-tracking
maintenance schedules for equipment, and enhancing logistical support in complex operational
environments. With regard to national security, Al-powered analytics can enable defense
agencies to anticipate emerging threats, assess vulnerabilities, and develop and test agile
response strategies, thus bolstering national security and combat readiness through pattern
recognition and big data analyses (Park 2020). However, the use of Al also raises concerns

regarding data security and privacy, necessitating robust legal frameworks and risk management
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protocols to mitigate potential risks and leaks and ensure responsible Al deployment within both
civilian and defense supply networks (Martin 2016). One emerging research topic found within
the literature to combine more realistic metrics is to further the development of comprehensive
Al algorithms to predict real-world variations and response successes, by incorporating human or
social factors. In one such study, Charitoudi and Blyth (2014) propose that to achieve common
objectives and predictive modeling of consequences in an organization an interdependence
impact assessment approach should be used to incorporate the complexities involved in socio-
technical interactions. Another example of the importance and criticality of human involvement
within cyber-physical systems is highlighted in the study by Michelena et al. (2023). In their
study, they discuss the development of a fault-detection system approach for optimizing warship
equipment replacement parts. While this discussion initially seems to refer only to the cyber-
physical components within warships, the researchers highlight that without the input from
highly qualified and seasoned operators their model would fail to accurately reflect the real-life
system. This is just one case of many where the importance of human social input into cyber-
physical systems allowed researchers to model a more realistic and comprehensive approach.
According to description provided within the AoP handbook, the AoP framework sounds
like a physical-social system. The missing piece is the integration of cyber-physical-social
components within a defense-based supply network system. By incorporating the integration of
advanced technologies, such as predictive analytics, automation, and real-time tracking systems,
with physical and social systems, defense supply network operations can be strategically
streamlined and reduce lead time variability. By adopting this comprehensive approach, defense
supply networks can achieve greater agility and effectiveness in managing lead times, ensuring

the timely and reliable delivery of critical resources to support mission-critical operations.
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Social integration into existing cyber-physical systems has been preliminarily discussed
in the literature regarding internal and external organizational communication teams and
contracting. Furthering the research on other social system concepts with scalability can be
considered the next step in designing and analyzing defense supply networks from a systems
perspective. For example, successful variation and disruption responses are marked by clear and
accurate communications of risk among stakeholders (Can Saglam, Sezen et al. 2020, Hannan,
Lundholm et al. 2020). Communication can be furthered and quickened through digital
networks, but communication also needs to be initiated through human interaction with the
system to identify key risk areas and priorities within complex systems. Van den Adel et al.
(2022) further specifies the discussion on communication exchange by emphasizing that higher
cross-boundary information exchange, both internal and external, to that organization can help
develop well-integrated mitigation strategies to avoid duplication and potential operational
opposition. This communication also impacts the lower levels of an organization like small
teams. Apte et al. (2011) found that the most effective team structures for defense contract
management were made up of cross-functional teams to bridge the gap often present between
contracting officers and acquisition teams. The value and continued success of teams is also
heavily impacted by workforce retention and low turnover highlighting the need to incorporate a
more attractive incentives and more flexible methodology within civilian service to bring and
retain talent (Bryant, Darwin et al. 2011, Ahn and Menichini 2022). While communication can
be quickly facilitated and generated through digital means, the strategic prioritization of key
information and determining critical information streams is based on an organization or team and
cannot necessarily be infused into more rigid algorithms as quickly as humans can adapt. This is

emphasized in the study by Gerstein (2020) who reported that poor pandemic response in the
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early days of the disease’s spread highlighted the importance of incorporating consistent strategic
communication into existing defense systems. Effective communication within an organization
can also significantly improve its ability to negotiate contracts and make more effective contract
awards by facilitating the dissemination of prior contract performance data across departments.
Performance-based and comprehensive evaluation of contracts can help a defense organization
ensure its contracts both effectively communicate their requirements and negotiate better for
better outcomes (Randall, Brady et al. 2012, Lin, Lin et al. 2016). Incorporating social
integration into existing cyber-physical systems represents the next step in designing and

analyzing defense supply networks from a holistic and comprehensive systems perspective.

2.4 Closing Remarks
In this chapter, a systematic literature review was used to explore and identify key

contributions within defense supply network research specifically related to variation and
disruption response techniques within supply networks based on the questions identified in
Section 2.1. The chapter included a discussion of the dynamics of defense supply networks,
operating within multi-stakeholder environments comprised of Government, Supplier, and User
stakeholders. These research contributions have been organized as a review of defense supply
network responses to variation and disruption, or uncertainty within systems.

Q1 was discussed as an inquiry into the current state and challenges found within defense
supply networks by investigating the current supply network management techniques currently
deployed. The discussion begins by identifying systems within generalized supply networks and
moves into a specific discussion of the unique characteristics and challenges defense supply
networks must contend with when presented with uncertainty. Q2 involves investigation into

defense supply network response strategies, particularly within defense supply networks and the
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AoP Machine framework of People, Processes, and Resources. Two different types of
uncertainty, variation and disruption, were compared and discussed. Al was proposed as a
potential avenue for improving cyber-physical systems, with a section describing how cyber-
physical systems are efficient and lean but fragile when exposed to disruption leading to the
recommendation to integrate social systems into cyber-physical frameworks. Also, the literature
included many examples of stakeholder integration and lessons learned within defense supply
networks from studying disaster relief response.

The culmination of this literature review is clear. To incorporate resiliency in the face of
both variation and disruption events the defense supply network needs to incorporate cyber-
physical-social system principles. The evidence-based recommendation to incorporate cyber-
physical-social system principles into existing defense systems is a gap within the literature and
warrants additional study. Reevaluating and reexamining existing defense practices from a
cyber-physical-social system perspective will allow an infusion of flexibility and agility with the

result of dynamically managed lead times and in turn increased readiness and warfighter support.
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CHAPTER 3: REQUIREMENTS FOR DESIGNING A FAIL-SAFE DEFENSE SUPPLY
NETWORK

3.1 Frame of Reference

Designing and managing defense supply networks is a complex and ever evolving topic
full of different recommendations, commentaries, and sometimes contradictory perspectives.
This chapter will serve to build on the foundation laid in Chapter 2, where the distinctions
between supply chains and supply networks were defined, the unique characteristics of defense
supply networks were introduced and discussed, and supply network responses to variation and
disruption through the lens of a cyber-physical-social system were explored. In that discussion,
defense supply networks, unlike conventional supply chains, were defined as more complex
networks composed of interdependent systems involving numerous stakeholders with diverse
objectives and operational needs. Now, in this chapter which is based on the paper Designing
Fail-Safe Defense Supply Networks presented at the 2024 International Design Engineering
Technical Conferences and Computes Conference, the focus pivots to identifying and analyzing
the Dilemmas, or zero-sum solutions, that arise from these extensive stakeholder interactions. By
pinpointing the constraints that arise from conflicting priorities, resource dependencies, and
decision-making dynamics, the aim is to understand how these constraints impact lead times and
what is required to reach fail-safe. This analysis will be key for developing a Requirements List
for a more responsive and adaptable defense supply network, aligning with the broader goals of

dynamic lead-time management and continuous improvement.

The move towards fail-safe supply network design is rooted in current DOD strategic
plans. More specifically related to defense sustainment, the DOD Regional Sustainment

Framework (RSF) they specify goals for enhancing coordination through collaborative
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partnerships (2024). In this thesis, the original RSF partnerships, displayed on the left side of
Figure 3.1, have been reframed as Government, Supplier, and User stakeholders which is shown

on the right in Figure 3.1.

Regional Sustainment Framework Simplified Stakeholders

GOVERNMENT
Reframed > 1 .
/ \\
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Figure 3.1: Future Goal State of the RSF Toward Multilateral, Multi-National Government

Industry Cooperation (2024)

By simplifying the RSF stakeholders to Government, Suppliers, and Users (GSU) the
task of determining their constraints is clearly defined based on a set, Function. In the RSF the
lines can blur between Government, Supplier, and User in that each partner, either International
or Industrial, could reasonably assume the role of any. However, in the reframed stakeholders the
Function remains fixed for a single interaction. Function-Behavior-Structure is discussed in
detail in Section 3.1.1. After defining clear stakeholders operating in a defense supply network,
they are then analyzed to identify constraints in the context of the AFSC AoP “Machine” to
determine where constraints or Tensions occur. The AoP is used as a tool to analyze the complex

defense supply network through the lens of defense sustainment. It is hypothesized that by
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discovering the sources of constraints, or Tensions, Dilemmas caused by multi-stakeholder
interactions within a defense supply network can be uncovered. The resulting list of requirements
needed to resolve these Dilemmas culminates into the Requirements List for a fail-safe defense
supply network. It is proposed that resolving Dilemmas amongst stakeholders in a defense
supply network is critical for designing a fail-safe supply network. The proposed solutions to
these Dilemmas in the form of a Requirements List is generated to produce a positive-sum
resolution from the perspective of a cyber-physical-social system. Fail-safe defense supply
network design is rooted in the resolution of these Tensions and Dilemmas resulting in a

dynamic approach to managing lead times by addressing and eliminating stakeholder constraints.

3.1.1 Stakeholder Function-Behavior-Structure

Within a supply network there are multiple stakeholders as discussed in the previous
section they have been simplified by Function as: Government, Suppliers, and Users (Figure
3.1). While these stakeholders are potentially interchangeable, for example, the Government may
take on the role of User and a supplier may also be the Government, for the purposes of this
discussion their role are sequestered based on a defined Function statement in a snapshot of time.
Gero and Kannengieser (2002) define Function as what the role is made for or the teleology. The
function of the Government is to maintain regulatory oversight and enforcement laws that have
significant impacts in the User and Supplier roles. For example, the Government can impose
tariffs on goods originating from certain countries. These tariffs are imposed on the Supplier and
transferred to the User through increased fees. The function of the Supplier is to provide material
inputs such as raw materials, equipment components, or complete products. Suppliers are the

producers of goods with varying degrees of further intended use depending on the end goal. For
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example, Suppliers who sell raw materials, like copper ore, must maintain appropriate mining
strategies to support User demand. The function of the User is to generate demand.
Understandably, functions may overlap and vary throughout a supply network. However, even if
the Functions change as the process evolves, for one single transaction of goods there are clearly

defined and fixed Functions for the stakeholders of User, Supplier, and Government.

Now that the three main Functions of the stakeholders are defined, the next class of variables
within the F-B-S construct is Behavior. Behavior variables are defined as both: behavior
expected (Be) what the role is supposed or expected to do and behavior from structure (Bs)
representing what the role actually does (Guo, Allen et al. 2024). The Be of the Government is
related to the development of critical infrastructure, maintenance and enforcement of taxation
laws, citizen entitlements, enforcement, and origination of environmental protection laws, and
developing state, federal, and international policy. Government Bs from structure involves the
origination, maintenance, and enforcement of policies that must be followed by both the User
and the Supplier if these stakeholders are within its sphere of influence and establishing
governance boundaries for the sustained health and functionality of the State. Changes in
Government Behavior usually originate due to disturbances, like global disturbances, foreign
allied or adversary actions, or domestic incidents. The changes reflect a protective stance for
individuals and communities within the State while also ensuring the security of the State as a
whole. For the Supplier the Be is that the Supplier requests fair market value for items that are
needed, relevant, and necessary for continued User support. The Bs from structure of the
Supplier is centered on supply and demand and ever-increasing goals for financial profit.
Supplier Behavior changes are related to dynamic responses to User demand, lowering their

internal costs through diversifying their portfolios, and adapting to changing Government policy
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to mitigate or eliminate risk of litigation or consequences for noncompliance. The User’s Be is to
generate consistent demand and drive invention through dynamic changes in requirements and
needs. The Bs of Users from structure is more complex. Users, while they do generate demand,
their inconsistency can lead to volatile market conditions and sometimes their demand can

exceed the availability and abilities of the Supplier.

3.1.2 Stakeholder Response to Variation and Disruption

Disturbances in a supply network are divided into two groups based on the extent of
duration and method of resolution. As described in detail in Chapter 2, variations are defined as
“minor deviations from the plan that occur during execution” while disruptions are “rare and
unanticipated events” that have a large enough impact to distort the supply network structure and
make some components inoperable(Rezapour, Khosrojerdi et al. 2018). One recent example of
Suppliers unable to meet User demand due to a disruption occurred with medical supplies and
the subsequent supply network breakdown due to the unprecedented demand resulting from the
spread of the Coronavirus Disease 2019 (COVID-19) pandemic. In this situation, due to a
reliance on an international supplier as a main source of crucial medical supplies, the United
States experienced a near collapse of critical supply as the Supplier began to limit international
export in favor of domestic use and stock piling (Sutter, Schwarzenberg et al. 2020). The
COVID-19 pandemic resulted in a compounding effect in a change of Behavior for all
stakeholders. The Suppliers were unable to meet User demand, and the Government had to
change its Structure and Behavior by bypassing potential administrative delays to circumvent
supply network breakdowns and prevent network collapse. Additionally, the Government also

began a program of tax incentives for domestic suppliers, often times previously unrelated to the
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medical supply industry, to diversify or change their material output bridging the gap left by an
absence of international supply (Marples, Schwarzenberg et al. 2020, Parrott 2020). In this
situation, the Government provided the policy and financial incentive to warrant an increase in
Supplier motivation and flexibility to meet critical User demands. In this situation, the traditional
cyber-physical supply network system was designed to deal with variations but were fragile and
prone to collapse when met with the large disruption caused by the pandemic. For example,
Structural changes are often slow to enact in cyber-physical system and require social or human
intervention to bridge the gap between previous and current network needs. The cyber-physical
system attempts to “return to normal” while the cyber-physical-social system can reroute systems
to a “new normal” allowing for dynamic change management. By including the social domain,
the supply network systems were more prepared and capable of handling both variation and
disruption. To connect this situation to defense sustainment, the AoP framework contains clear
and concise Behavioral steps on how to resolve variation-induced tactical level Tensions to
return to high throughput operations. This system of managing variations has been successful
and adopted by U.S. sustainment centers around the world and has proven effective at increasing
system resilience. The AoP, however, does not necessarily include a discussion on the
implications of disruptions that require a change in Structure. For this reason, the next step in
fail-safe defense supply network design that includes dynamic lead time management is one that
includes a capacity to change Structure throughout the organization. Determining the details and
extent of the ability for a system to change in Structure is begun in the preliminary Requirements
List developed through Dilemma resolution in this chapter. The preliminary Dilemma resolutions
are related to the operational management level where it is proposed that effectiveness is

evaluated and disseminated to the tactical teams. These Requirements are foundational to
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determining what is needed to design a fail-safe defense supply network for the changing

environment of a future full of both variations and disruptions.

3.1.3 AoP Based Dilemma Resolution and Gap Identification

As mentioned in Section 3.1, the AoP includes a plethora of constraint management
techniques related to a focus on maximizing throughput with high quality, safety, and cost
effectiveness metrics. These techniques are especially helpful in regimenting a standardized
management process for a large organization where its main goal is continued management and
sustainment of military materiel as quickly as possible. Within the AoP framework, constraints
are stated to be easily identifiable through a pattern of low throughput or extended lead times
where the preference in all outcomes is shorter lead times and higher performance demonstrated
through increased throughput rate. Constraints in this sense are referred to as Tensions which are
potential Dilemmas. However, by only viewing constraints by the feedback metrics of increased
lead times, work slowdown or longer work in progress (WIP) queues the AoP framework’s
definition of constraints should be more closely tied to the definition of Tensions, in this thesis.
If the implementation or purchase of some service, system, or product can resolve the constraint
then that constraint is really a Tension. For this reason, the AoP can be more closely considered a
framework for a Tension-management system. In this chapter, the Dilemmas identified are
Tensions that are unresolvable with current mitigation techniques and do not fit easily into the
constraint management system outlined in the AoP. These Dilemmas highlight a need to develop
new techniques for the design of dynamic satisficing-based approach to lead time management

that is fail-safe.
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Additionally, the Tensions in the AoP are identified at the lowest and largest level, the
tactical management level whereas goals and process effectiveness are managed at the strategic
and operational levels respectively. In this structure, the operational management level
positioned between the strategic and tactical layers, is proposed as the ideal setting to incorporate
dynamic lead-time management, as it has an opportunity to uniquely balance tactical flexibility
with strategic goal alignment, allowing for agile adjustments that support overarching objectives

while responding effectively to real-time demands (Figure 3.2).
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3.1.4 DMLT Dilemma Triangle Focus Node
Within Figure 3.2 highlighting the operational level of management, the gold triangle

node, Dynamic Management of Lead Times (DMLT) node, is representative of the balance
between the resolution of all Tensions and Dilemmas among the People, Processes, and
Resources components within the AoP framework for each stakeholder(AFSC 2023). The
DMLT node will be different for each stakeholder based on that stakeholder’s unique Function,
Behavior, and Structure. The DMLT node also represents the balance between the cyber-
physical-social domains within the supply network with necessary and justifiable tradeoffs

identified.

3.2 The Dilemma Triangle Method
Before the DTM is used, the method’s user should define a problem statement. For this

application of the DTM, the problem statement is focused on lead time management for the
design of a fail-safe supply network regardless of variations and disruptions. The statement is

further specified for defense supply networks utilizing this Dilemma resolution technique.

Problem statement: What is required for a defense organization to secure a fail-safe
supply network through resolving Dilemmas for each stakeholder in a defense supply

network for increased national security and combat capabilities?

The Dilemma Triangle Method (DTM) is the method used in this chapter to identify
Dilemmas within the GSU stakeholders. The method is taken a step further to organize the
stakeholder Dilemmas based on Function-Behavior-Structure. Through the resolution of the
Dilemmas uncovered in this section, a foundational Requirements List for a fail-safe defense

supply network is developed.
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3.2.1 Method Overview

This section includes an overview of the steps of the DTM. The initial step in developing
a Requirements List that is foundational to finding satisficing solutions for the Stakeholders
involves executing the DTM; see (Yadav, Das et al. 2017). The goal in using the DTM’s is to
take situations with zero-sum outcomes and transform them into dynamically adaptable positive-
sum outcomes through trade-offs and compromises (Yadav, Das et al. 2017). This method is
outlined in Figure 3.3 as a three-part process with many sub-steps to provide a systematic and
organized method to identify elements of the Requirements List for the dynamic management of

lead times accounting for both variation and disruption response.

STAKEHOLDER:
Government, Suppliers, Users (Civilian & Military)
Driver:
People
Driver: A N Driver:
Resources N g Processes

~[ Part 1 — Identify Dilemmas }

Step 1a — List stakeholders used to evaluate the problem

Step 1b — For each stakeholder define Drivers in terms of Focus and Issues
Step 1c — For each stakeholder identify Tensions by comparing Issues

Step 1d — For each stakeholder identify Dilemmas

*[ Part 2 — Determine F-B-S Origin for Each Dilemma ]

Step 2a — Group Dilemmas by Function-Behavior-Structure

Step 2b — Develop a hypothesis for each Dilemma grouping

Step 2c¢ — Evaluate each hypothesis based on satisficing solutions
Step 2d — Critically evaluate the solutions

*[ Part 3 — Manage the Machine ]

Step 3a — Evaluate a potential Requirements List based on Dilemma resolutions
Step 3b — Evaluate the effect of requirements on the system
Step 3¢ — Modify requirements based on results of Step 3a and 3b

Figure 3.3: Steps of the DTM (Yadav, Das et al. 2017)
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3.2.2 Part 1: Identifying Dilemmas

First to identify the Dilemmas for any application of this method, Drivers must be
identified based on Stakeholder aspirations. The Stakeholders in this problem are Government,
Supplier, and User. Additionally, the Drivers are tied to the components of the AoP Machine:

People, Processes, and Resources.

Step 1a — List Stakeholders Perspectives used to evaluate the problem.

» This step helps to ensure that the problem is appropriately bounded. For example, if the
Perspective is too narrow the full system will not be accurately evaluated. However, if the
Perspective is too large the complexity of the system will preclude identifying a
satisficing solution.

Step 1b — For each Stakeholder define Drivers in terms of Focus and Issues

» Drivers are the domains of interest that result in behavior within the Perspective of the
problem.

» These Drivers are assigned a Focus based on characteristics exemplified in the Driver.

» Finally, Issues are typically verb/noun combinations that represent possible problems
within that Driver based on its Focus.

Step 1c — For each Stakeholder identify Tensions by comparing Issues.

» This step includes identifying Tensions. Tensions are an interaction between two
different Focus Issues that have the potential of becoming Dilemmas.

» Tension identification is done by choosing one Issue from one Driver and comparing it to
the other Driver Issues one at a time in a matrix style layout for organization displayed in

Figure 3.4.
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» Tensions are not guaranteed between each Issue so careful consideration in this step is

critical.

Driver 1 Driver 2
PERSPECTIVE

Issue 1 Issue 2 Issue 3 Issue 1 Issue 2 Issue 3

lssue 1

Issue 2

Driver 3

lssue 3

lssue 1

Issue 2

Driver 2

lssue 3

Figure 3.4: The Tension Matrix Layout

Step 1d — For each Stakeholder identify Dilemmas.

» Lastly, identification of Dilemmas from the list of Tensions is based on a mode of
resolution for each Tension. If the Tension is easily resolved through implementing a new
policy or a purchase, buying that Tension does not represent a Dilemma. Dilemmas are
Tensions that represent a zero-sum solution and require a hypothesis to transform it into a

positive-sum solution.

3.2.3 Part 2: Determine F-B-S Origin for Each Dilemma

Part 2 of the DTM involves determining value propositions by hypothesizing solutions
for each discovered Dilemma. Satisficing solutions must be considered during the evaluation of

hypothesized solutions because a reality check must be performed.
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Step 2a — Group Dilemmas by Function-Behavior-Structure

» Based on the previously stated definitions of Function-Behavior-Structure, group the
Dilemmas by type.

Step 2b — Develop a hypothesis for each Dilemma Grouping.

» The hypotheses developed to address each Dilemma should be based on either
experience-based judgment or supported through literature and considered at face value
in the idea generation stage. They will be evaluated for merit in the next step.

Step 2¢ — Evaluate each hypothesis based on satisficing solutions.

» Evaluation of the hypotheses is dependent on the problem statement or overall goal of
addressing Dilemmas based on the Users particular application. Consider trade-off
decisions and compromise solution spaces.

Step 2d — Critically evaluate the solutions.

» This step is considered as a reality check. Critical thinking techniques must be used to
systematically evaluate the list of hypotheses to determine if they hold merit.
» Including situations where there must be an unlimited amount of a resource or item to

resolve a Dilemma should be removed.

3.2.4 Part 3: Manage the Machine

Lastly, to manage the discovered Dilemmas an evaluation of their solutions related to
long-term supply network sustainment and ultimate effect on the larger cyber-physical-social
system within a multi-echelon network must be present to resolve the Dilemmas and reach

towards fail-safe.
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Part 3a — Evaluate the Requirements List based on Dilemma resolutions.

» Speculation is especially important for this step. It is important to see the hypothesized
solution’s immediate as well as sustained impact. Important questions related to the
duration of success must be asked at this juncture.

Part 3b — Evaluate the effect of Requirements List on the system.

» Since the DTM is a valuable tool when used within systems by requiring a critical
examination of interactions between different loci of interest, the hypotheses should be
subjected to the same rigor of examination.

» This step focuses the user on how these hypothesized solutions impact the system both
within and beyond the boundary defined in Part 1.

Part 3¢ — Modify requirements based on results of Step 3b.

» Modification after critical evaluation must be considered based on sound justification.
Modification for the sake of change without evaluating the thought processes behind the
change can potentially expose the Dilemma Triangle results to weak assumptions after

such careful consideration was taken during the previous parts.

3.3 Implementation of the Dilemma Triangle Method
3.3.1 Driver Identification (Step 1a)

Identifying Drivers is critical to establishing the boundaries of a problem space. The
Drivers in this analysis are directly tied to the AoP “Machine” components of People, Processes,
and Resources. The AoP Drivers are then contextualized within the perspective of a CPSS. The
AoP Processes component is linked with cyber, the Resources component is paired with

physical, and the People component is tied to social finishing the representation of each
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component of the cyber-physical-social system within an AoP framework. Drivers will remain
consistent throughout the analysis, however the process utilized in section will be a nested
Dilemma Triangle Method beginning first with identifying the Dilemmas present within each
stakeholder: Government, Suppliers, Users then examining the Tensions and Dilemmas in the

context of stakeholder interactions terms of Function, Behavior, and Structure.

3.3.2 Focus and Issue Identification (Step 1b)

The Focuses and Issues of the Drivers all relate to a supply network or movement of
goods and services based on the stakeholder. The basis for these identified Issues stems from

both experience-based judgment and numerous outside sources.

Government Stakeholder

Driver: People

Focus: To protect the interests of the public through fair and equitable trade practices, contribute

to a free market national and international supply network, and maintain public trust.

Issues:

1. History of social inequality — In the past, governmental actions and policies have resulted in

the situations of inequality like the structural discrimination of “redlining” residential
communities based on race (2019).
2. Income inequality — Disparity between level of skill and income in certain employment

categories (Greenstein 2020).
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3. Erosion of public trust — Pattern of decreasing public trust in governmental institutions
(Stevenson and Wolfers 2011).
4. Resistance to change regional belief systems — Resistant regional belief systems that result

limiting policy dynamics (Henry, Lubell et al. 2011).

in

5. Extremism/Terrorism — Instances of extremism within governmental institutions can further

erode public trust and willingness to participate; Acts of terror can devastate Government

structure and feelings of security. May result in the loss of life and the destruction of property

(Khan, Akhtar et al. 2018).

6. Corruption — Instances of mismanaged funds and improper allocation of information in
exchange for personal gain (Tierney 2010).

7. Misinformation — Media and foreign influence can erode public trust in the supply systems

and increase the proliferation of misinformation (Rogers 2023).

Driver: Resources

Focus: To enforce strategic and sustainable resource management to reduce negative

environmental impacts due to supply network mismanagement.

Issues:

1. History of environmental issues — Instances of improper toxic waste disposal and
environmental contamination frequent throughout history ( U.S. House of Representatives,

1992).
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2. Reliance on fossil fuels — Continued reliance on fossil fuels both disrupts the environment
with the additional emissions of greenhouse gases but often ties governments to foreign
Suppliers rather than supporting domestic supply (U.S. Department of State, 2024).

3. Resources difficult to acquire due to area conflicts — Conflict in various parts of the globe can
and has disrupted foreign supply networks resulting in critically low national stock of
essential items.

4. Difficulties in managing consumer demand — When experiencing critical or unprecedented
events, consumer demand can exceed regularly supplied items resulting in governmental
intervention that, due to urgency, may result in less sustainable means of acquisition to
manage the unforeseen demand.

5. Outdated infrastructure and equipment — Inoperable, damaged, or antiquated infrastructure
and equipment is often maintained rather than replaced favoring long term sustainment costs

rather than possibly high initial acquisition costs to replace (Holman 2006, Nicastro 2023).

Driver: Processes

Focus: To maintain and generate regulatory authority processes that ensure oversight, legal

compliance, accountability, and continued movement of capital within the supply network.

Issues:

1. Antiquated policies — Policy change procedures are complex resulting in the enactment and
sustainment of processes that do not accurately manage a dynamic environment.

2. Slow to change — Policy change is slow resulting in less agile processes.

76



3. Security at the expense of efficiency — In order to maintain national security measures, new
technologies are often difficult to acquire and utilize due to security concerns.

4. Cybersecurity — Threats from cyber criminals are increasingly common and potentially
devastating and extremely costly when successful. The necessary security levels needed to
maintain cybersecurity can slow down systems and cut off critical governmental systems
from new technologies that cannot adhere to their strict security requirements.

5. Pre-authorized funds — Government allocated funds are often approved on a yearly basis,
meaning that unpredictable problems that arise during the already allocated funds year results
in an emergency allocation of financial support from another organization or previously
planned project. This disruption affects both the financial response time to the unpredicted

event and the previously planned project that is now unfunded or underfunded.

Supplier Stakeholder

Driver: People

Focus: To build strong consumer relationships, foster innovation, and collaboration in the

development of new technology to meet current and future consumer needs.

Issues:

1. Stock market impacts — Business environments are more dynamic when tied to the stock
market (Huang, Song et al. 2022).
2. Workforce diversity and inclusion — Companies that have a more diverse workforce perform

better in turbulent markets (Sung and Choi 2021).
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3. Skills gap — A high turnover rate can result in a decrease in key on-the-job training
opportunities for new employees, possibly resulting in a lower quality product.

4. Profit focus — Suppliers are often tied to businesses that must retain a certain level of profit to
continue growing and producing in a market.

5. Public trust — Suppliers can gain and lose customers due to their perception of

trustworthiness.

Driver: Resources

Focus: To meet customer demands, maintain quality and strive for continual improvement by

managing costs and optimizing sourcing strategies to increase company value.

Issues:

1. Fluctuating demand — Consumer demand can change rapidly and dynamically. Shifting
demand can result in previously popular items losing consumer interest, leaving Suppliers
with unsold items that can become waste.

2. Global market volatility — Global markets are ever shifting and difficult to predict.

3. Regulatory compliance — Suppliers must follow local, federal, and international law
regardless of business impact or face consequences.

4. Transportation and Logistics Challenges — Suppliers must interact with a shipping system
that is outside of their control presenting unpredictable challenges and logistical issues.

5. Safety and quality concerns — Suppliers have control over their own quality control, however,
that reach does not necessarily extend to the raw materials or piece-part components they

receive from other sources. Contamination is also a major issue in supply safety.
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6. Need for sustainable practices — Suppliers may favor or be unable to achieve certain

sustainable practices.

Driver: Processes

Focus: To develop and utilize sustainable practices for resource extraction and cost effective and

energy efficient movement of desired goods and services.

Issues:

1.

Dynamic goods and services acquisition — Since the buying power and investment potential
of Suppliers is flexible, purchases or investments in untested products or processes can result
in a loss of brand reputation if that product or process proves to be unsuccessful.

Inefficient and inflexible policies — Suppliers may favor antiquated policies that provide a
sense of security rather than expose themselves to possible financial losses.

Cybersecurity — Supplier systems can be infiltrated by cyber criminals leaving the company
open to ransomware attacks and potentially catastrophic financial losses.

Poor inventory management — Poor inventory management can result in damaged, expired, or
lost materials resulting in a pattern of repurchasing the unusable equipment or materials
again.

Ineffective quality control — Unorganized or ineffective quality control measures can result in
returned merchandise from consumers.

Inadequate technology integration — Purchasing oftentimes expensive new technology

without integrating it into existing systems and training relevant employees can both reduce
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the effectiveness of the technology on the product sold and reduce potential benefits desired

from its acquisition.

7. Capacity constraints — Unsold merchandise must be sold before new merchandise can be

made if storage is a constraint. This potentially limits a Supplier’s ability to fill large orders.

8. Speed constraints — New Suppliers may be unable to fulfill large orders when beginning their

operations due to limited initial capital. They may lack the funds necessary to purchase their

necessary materials before receiving revenue from their sales resulting in a slow to start

operation.

User Stakeholder — Civilian & Military
The User stakeholder has been split into two categories: Civilian and Military because
each category of users has unique characteristics that must be addressed and explained.

Driver: People

Focus: To promote innovation through User feedback and transparency in supply network

relationships.

Issues (Civilian):

1. Lack of reviews and recommendations — Reliance on reviews and recommendations is
common in society limiting the experience of Users that only rely on reviews to influence
their purchasing decisions. Additionally, new technologies may not have any reviews or

recommendations resulting in a limited understanding of the product before purchase.

2. Limited customization — Many products are no longer customizable limiting User selections

and reducing personalization and tailoring of products to specific User needs.
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3. Locality delays — Depending on the User’s location, shipping services may take longer
resulting in potentially significant and localized delays.

4. Technical barriers — Digital literacy is not entirely widespread. Users may have trouble
navigating a Supplier site. The User may be unable to find a product due to selective search
engines. Ordering interfaces are generally all digital with a decrease in physical retail stores
over the last few years. If an internet connection is unavailable, ordering and product
availability will be limited.

5. Inadequate customer or product support — Users may be satisfied with a product until it is
damaged, or a particular component fails. Oftentimes, Users are unable to repair the product
themselves and may be left with a difficult choice to either replace or attempt an uninformed
repair. Users may also experience difficulties interacting with Supplier customer service
when experiencing difficulties or questions with a particular product or service.

6. Poor communication networks — Users may be unable to communicate their needs adequately
or accurately to Suppliers.

Issues (Military):

1. Security concerns — Supply network security is paramount in military operations where the
location and nature of shipment is to remain confidential.

2. Rigid hierarchal processes — Military chain of command is critical for military success.

3. Disruptions with change of command — Frequent change of command, may result in a
possible disruption as that new leader is brough up to speed or priorities change.

4. Limited flexibility — Military actions are heavily regulated by law and United States

command.
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5. Conflict area barriers — Military Users that are engaged in active conflict or currently within
the boundaries of a conflict zone are subject to the security and safety measures put forth by
the country’s Military command. The influx and outflux of materials for User needs may be

surveilled or impacted due to enemy interference.

Driver: Resources

Focus: To ensure availability, sustainability, and affordability through ethical sourcing at the

consumer (User) level of resource allocation through purchasing behavior.

Issues (Civilian):

1. Unethical resource acquisition practices — Users may be either unaware or unconcerned with
the source of their supply. Unethical practices can be masked or disguised by Suppliers
unknowingly implicating participating Users.

2. Resource scarcity — A reliance on non-renewable resources or slow to replenish resources
results in the depletion of that resource for future generations. Generally, this overuse is
driven by User demand.

3. Improper storage — Of materials can result in unwanted environmental contamination or an
accumulation of unnecessary waste if the improper storage technique resulted in damage or
in operability.

Issues (Military):
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1.

Inaccurate resource forecasting — User needs are difficult to predict in conflict environments
resulting in potential waste from unused items and unique needs due to conflict related
damage. Additionally, when removing military personnel from active conflict sites,
personnel the priority over potential materiel left behind.

Antiquated record management/software — Old software systems often require large server
rooms to maintain old data in a secure environment. These server rooms are energy intensive
and not especially cost effective for long term data storage.

Environmental Impact of Combat — Combat related munitions waste is inherent to active

conflict areas or activities.

Driver: Processes

Focus: To create an efficient, convenient, and streamline process for utilization of purchased

goods with point of use visibility and communication at each step of the supply network.

Issues (Civilian):

1.

2.

3.

Data security concerns — Users have been victims of cybersecurity leaks of critical
information.

Price volatility — Suppliers may increase the price of critical items during an unforeseen
circumstance. Users may be victims of price-gouging to acquire critical items.

Unreliable supply — Supply can be unreliable depending on shipping or customs issues if the
item is traveling internationally. Additionally, if the User requires items that are closely

linked with a natural resource that resource supply is prone to change.
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4. Complex ordering systems — Users may experience difficulty with ordering interfaces
limiting their ability to acquire necessary items.

5. Inconsistent product quality — Product recalls and product contamination due to improper
quality control is detrimental to critical User supplies.

6. Inaccurate product information — Users may be lied to by Suppliers and receive items that are
not as they were either described or advertised.

7. Limited funds — User needs may exceed User funds.

Issues (Military):

1. Predetermined and inflexible budget allocations — Military budgets are determined well in
advance of conflict or DOD actions. Due to financial predetermination, dynamic financial
changes must be approved through complex and oftentimes lengthy processes.

2. Limited access to resources due to conflict — Depending on the conflict area, new materials
may be difficult to source and require additional funds to procure after deployment.

3. Inflexibility in choosing Suppliers — Military Users must first determine if their needs can be
met utilizing existing defense contracts. This can leaves military Users with limited Supplier

options and higher costs from Suppliers with guaranteed use contracts.

3.3.3 Tension Identification (Step 1c)

A Tension is a conflict or exacerbating relationship between two Issues and can represent
a possible Dilemma (Yadav, Das et al. 2017). The Tensions are best organized in a matrix to

facilitate visualization with the Issues and respective Driver categories on the x and y axis as
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illustrated in Table 3.1 through 3.4. After the Tensions are identified, they are grouped, if

possible, by topic and prioritized based on the impact to either Function, Behavior, or Structure.

Tensions — Government Stakeholder

The following include the Tensions related to the Government stakeholder based on the
Driver of People, Processes, or Resources. The Tension number corresponds to the number

within the associated Tension Matrix see Table 3.1.

Table 3.1: Government Stakeholder Tension Matrix

People Processes
Prior
GOVERNMENT _ |Low Public|Resistance | Extremism/ X . . Antiquated | Slow to | Prioritizing . .
Inequality . Corruption | Misinformation - . Cybersecurity [ Authorized
Trust |to Change | Terrorism Policies Change | Security
Funds
Environmental Issues 1 2 3 4 5
o Fossil Fuel Reliance 6 7
; Resource Conflicts 8
§ Excessive Consumer Demand 9
« Outdated Infrastructure/ 10
Equipment
Antiquated Policies 11
@
e Slow to Change 12
@
§ Prioritizing Security 13
& Cybersecurity 14
Prior Authorized Funds

Tension 1 (G1): Between environmental concerns and generalized systemic inequality: The
Government can exacerbate unequal treatment of the communities it serves in relation to

environmental management and equality worsening localized environmental concerns.

Tension 2 (G2): Between environmental concerns and cultural resistance to change: The

Government is culturally slow to change and requires complex and systemic structure changes to
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enact these changes. Concerns related to disruption are typically dynamic and require a variety of
responses. Since the Government's culture has a tendency for rigidity it may not be able to meet

these dynamic needs presented in environmental concerns.

Tension 3 (G3): Between environmental concerns and antiquated policies: Similar to Tension 2,

the structure and complex bureaucracy of enacting change in the Government is often difficult,
old established policies are often left in place due to the legislative hurdle of required to get new

policies approved.

Tension 4 (G4): Between environmental concerns and slow to change: This Tension is also

similar to Tensions 2 and 3, but this Tension represents the relationship between approved
legislation and legislative action. Once a new law is introduced and approved, the time it takes to
disseminate these new rules and policies into action within a potentially antiquated structure can

place added time into responding to issues.

Tension 5 (G5): Between environmental concerns and prior authorized funds: When met with an

unexpectedly devastating or unexpected environmental disaster, governmental funds are already
allocated for a certain severity of potential need at the beginning of the year. If the environmental
issue is larger or smaller than expected these funds are either insufficient to remedy the situation
or potentially stuck in their account assignment requiring further governmental steps to move

these funds elsewhere.
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Tension 6 (G6): Between fossil fuel reliance and cultural resistance to change: The United States

has a long history of fossil fuel use, and it is often heavily engrained in the culture of the country.

To move away from fossil fuels towards renewable energy would require a cultural shift.

Tension 7 (G7): Between fossil fuel reliance and slow to change: Since the Government is

deeply engaged in the utilization and production of fossil fuels many of its processes today are
dependent on these energy sources. The processes currently used by the Government are

intertwined with fossil fuels.

Tension 8 (G8): Between environmentally related resource concerns and prioritizing security:
Depending on the current global situation the Government may pivot resource sources to areas
that are less dangerous for extraction but do not necessarily represent the most environmentally

conscious method.

Tension 9 (G9): Between excessive consumer demand and misinformation: Consumer demand

can be managed by the Government in the event of a crisis. However, the fear of sacristy or the
proliferation of widespread misinformation regarding critical Government resources can cause
excessive consumer demand resulting in unnecessary environmental waste. Misinformation can

create a fear-based consumer environment affecting critical Government resources.
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Tension 10 (G10): Between outdated infrastructure/equipment and slow to change: Processes in

the Government are often slow to change when met with new types of technologies. This results
in the potential accumulation of outdated equipment and infrastructure setups in governmental
sites. The older infrastructure and equipment can also result in a more negative environmental
impact as they are usually relics of a less environmentally conscious time and lack the necessary
technology to reduce their impact (Office of the Under Secretary of Defense for Acquisition and

Sustainment, 2019).

Tension 11 (G11): Between antiquated policies and corruption: Antiquated policies can open the

Government up to potential loopholes for corruption activities.

Tension 12 (G12): Between slow to change and low public trust: Oftentimes depending on the

person, they may have a low opinion of the Government and the institutions it represents.
Whether from personal experience or political ideology, an individual’s trust in the Government
is heavily impacted by their beliefs and culture. Since the processes of the Government are slow
to change, that slow pace may be a catalyst in furthering low public trust, while on the other hand
a new policy if changing enough from the old process may be met with low trust due to the

change itself.

Tension 13 (G13): Between prioritizing security and resistance to change: After the September

11 terrorist attacks, many of the Government’s processes as it relates to security changed. Many

of the Government’s resources are now devoted to security to bolster national defense and
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security. This prioritization of security has produced a culture of security first that can produce a
resistance to change. These changes have the potential to be seen as an affront to security efforts
and a potential vulnerability. While this culture has maintained the Government’s superiority in
securing many different sectors of the country, its perpetuation of a culture of resistance to

change can further rigidify governmental processes.

Tension 14 (G14): Between cybersecurity initiatives and extremism and terrorism: Cybersecurity

is a huge portion of Government security efforts in all sectors. Unfortunately, as extremism and
terrorism continue to increase, so must cybersecurity. However, to secure Government cyber
systems, cybersecurity initiatives have made digital processes more complex and less able to

dynamically respond to changes.

Tensions — Supplier Stakeholder

The following include the Tensions related to the Supplier stakeholder based on the
Driver of People, Processes, or Resources. The Tension number corresponds to the number

within the associated Tension Matrix see Table 3.2.

Table 3.2: Supplier Stakeholder Tension Matrix
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People Processes

Stock Inefficient/ Capacity/
SUPPLIERS i 2 3 i 1
Workf Skills | Profit | Publ D | 1 I Tech
Market | Workforce skills | Profi ublic ynamic | ible Cybersecuri nventory | Quality ec| Speed

Diversi Ga Focus | Trust [Acquisition Management | Control | Integration
Impacts v P . Policies E E Constraints

Fluctuating Demand 1 2
Global Market Volatility 3
Regulatory Compliance 4

Logistics Challenges 5 6

Safety and Quality 7 8

Need for Sustainable Practices 9 10

Inefficient or Inflexible Policies 11
Cybersecurity

Inventory Management

Quality Control 12

Tech Integration 13

Capacity/Speed Constraints

Resources

Processes

Tension 1 (S1): Between fluctuating demand and dynamic acquisition: Suppliers are often

flexible and dynamic in their processes for the acquisition of new business ventures or products.
This ability to make quick decisions can have either positive or negative impacts on the Supplier
depending on the demand for that newly acquired item. That product may not remain in demand

long after its acquisition presenting that Supplier with a potential business loss.

Tension 2 (S2): Between fluctuating demand and poor inventory management: Depending on
how the demand of products relates to the amount of product a Supplier has on hand the
available product could exceed their current processes of managing that inventory. Additionally,
if the Supplier is unable to appropriately manage inventory for potential demand surges, they
could be presented with either damaged items, low stock, or missing inventory resulting in profit

loss.

Tension 3 (S3): Between global market volatility and stock market impacts: The stock market

can be impacted by unexpected and anticipated global events. Suppliers that engage in an open
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market or public stock exchange with their shareholders can experience business losses based on
global events that may have little to do with their industry. These stock market impacts can
devalue a business’ performance in the larger economy and result in a potential weakening of
monetary power. While the stock market is not the only or likely the primary determinate of
supplier financial viability or investment the impacts can have wider implications depending on

User and Government responses to changing stock market performance.

Tension 4 (S4): Between unmet regulatory compliance and supplier set quality control: Every
Supplier has internal measures of quality control. Generally, these internal standards align with
wider regulatory control measures. However, a Tension presents itself when the regulatory body
enacts quality measures that exceed the Suppliers established processes. These additional quality
inspections can result in slower process throughput and pose a potential limitation on that

product line until regulatory compliance is reestablished.

Tension 5 (S5): Between logistics challenges and inefficient or inflexible policies: Logistics
challenges are one of the main sources of unpredictability present in the supply network because
it involves the interaction of many different variables. If a Supplier has inefficient or inflexible
policies that cannot respond to or anticipate any potential logistics challenges either for supplies
required in the Supplier processes or for the movement of product after production the resulting

impact to a business can be catastrophic.

91



Tension 6 (S6): Between logistics challenges and cybersecurity: Visibility is often one method of
overcoming and anticipating logistics challenges, however, given cybersecurity concerns
visibility is not always possible. Cybersecurity can limit visibility in key industries due to
security concerns over cyber networks and potential vulnerabilities that could be exposed with

additional visibility.

Tension 7 (S7): Between safety and quality and profit focus: The Tension between safety and
quality and profit focused culture has real implications that can even cost lives. If profit is the
sole cultural focus of a Supplier safety and quality may suffer at the expense of a better bottom

line.

Tension 8 (S8): Between safety and quality and compacity or speed constraints: As a Supplier
ramps up production due to demand, their speed may exceed their quality and safety measures

currently in place.

Tension 9 (S9): Between few sustainable practices and profit focused culture: Sustainability in
business, when just beginning, does not necessarily result in the most profitable options for
Suppliers. Oftentimes Suppliers forgo developing these more sustainable options because their
viability is longer-term than what their quarterly projections need to reflect. If the culture of the

Supplier is only focused on profitability, sustainability may not be a large priority.
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Tension 10 (S10): Between few sustainable practices and inefficient or inflexible policies: If

existing policies produce procedures that are inefficient or wasteful in their use of or disposal of
unused resources not addressing these processes will result in both monetary and environmental

1Ssues.

Tension 11 (S11): Between inefficient or inflexible policies and low workforce diversity: When

Suppliers limit their hiring practices, diversity of thought can be lower, and inefficiencies and
inflexibility may go unnoticed. Additionally, the ability to acquire and retain a diverse workforce
when status-quo policies are preferred over new ideas could result in these perspectives finding

outside opportunities.

Tension 12 (S12): Between low public trust and poor quality control: Public trust may have an

incongruous relationship with a Supplier's quality. For example, Suppliers may have experienced
many years of quality production but recently are producing lower quality items and relying on
high public trust to maintain demand. The opposite may also be true, that if a Supplier has a
history of producing low quality items public perception may be unable to adapt when their

production quality increases.

Tension 13 (S13): Between poor technology integration and workforce skills gap: As new

technologies increase and continue to advance more cost effective and innovative processes, the
skills gaps within established workforces may be a barrier to new technology integration into

existing processes.

93



Tensions — Civilian User Stakeholder

The following include the Tensions related to the civilian User stakeholder based on the

Driver of People, Processes, or Resources. The Tension number corresponds to the number

within the associated Tension Matrix see Table 3.3.

Table 3.3: Civilian User Stakeholder Tension Matrix

USERS - CIVILIAN

People

Processes

Lack of
Reviews

Limited
Customization

Locality
Delays

Technical
Barriers

Inadequate
Product
Support

Poor
Communication
Networks

Data
Security
Concerns

Price
Volatility

Unreliable
Supply

Complex
Ordering
Systems

Inconsistent

Quality

Inaccurate
Product
Information

Limited
Funds

Resources

Unethical Resource Acquisition

1

2

3

Resource Scarcity

Improper Storage

Processes

Data Security Concerns

Price Volatility

Unreliable Supply

Complex Ordering Systems

10

Inconsistent Quality

Inaccurate Product Information

12

Limited Funds

13

Tension 1 (CU1): Unethical resource acquisition and unreliable supply: When supplies are

infrequent or affected by limiting events like natural disasters or conflict, Users may reach out to

less reputable sources for their needs.
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Tension 2 (CU2): Between ethical resource acquisition and inaccurate product information:

Users may be unable to differentiate between potential Suppliers due to limited regulation on
information required to present to customers. For example, a product may say that it is “fair
trade” or “ethically sourced” but if the User is unable to determine if these words are backed up

with regulatory compliance, the User may be misled.

Tension 3 (CU3): Between unethical resource acquisition and limited funds: Depending on the

User's priorities when seeking out supply or resources, they may favor a lower cost option versus

a sustainable ethical alternative.

Tension 4 (CU4): Between resource scarcity and limited customization: Users may require

certain resources that are either difficult to obtain, slow to replenish, or short in supply. These
resources present potential constraints in the User’s goals. Additionally, the User’s ability to
customize these products to their specific needs may be impossible resulting in more User

modification after purchase.

Tension 5 (CUS): Between resource scarcity and locality delays: If a User is located in a difficult

to reach area or is very far from their supply, locality may present unique Tensions in the
acquisition of Supplier goods. Also, if the User location requires multiple modes of

transportation to receive products, there is usually additional lead time affecting surge capacity.

95



Tension 6 (CU6): Between price volatility and resource scarcity: The rarer and more critical a

resource is for User operations the more vulnerable that User is for price volatility from
Suppliers. If the User must have that product the User is subjected to what that particular

Supplier charges.

Tension 7 (CU7): Between inconsistent quality and resource scarcity: If a User is unable to

choose from a variety of Supplier options and the resource is not well regulated, the product

received may be of varying quality.

Tension 8 (CUS): Between improper storage and poor communication networks: It is critical that

a User must maintain visibility and correct inventory of their products. If the communication
network is not able to provide necessary information and staff is not properly trained and
incentivized for its use, the storage of critical supplies may be at risk of damage or repeated

unnecessary purchases.

Tension 9 (CU9): Between unreliable supply and locality delays: If a User is located in a difficult

to reach area and that resource has a historically unreliable supply that User may be left without

critical items due to these compounding delays.

Tension 10 (CU10): Between complex ordering systems and technical barriers: Users that must

rely on digital ordering for supplies can have trouble ordering from Suppliers if their digital
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systems are unable to interface with a Supplier ordering site. For example, if the User has
unreliable internet services or is untrained in utilizing digital systems, they will be unable to

communicate needs and orders to a Supplier.

Tension 11 (CU11): Between inconsistent quality and inadequate product support: When User’s

experience quality issues with a supply they usually reach out to the Supplier for a replacement
or other remedy. If the User cannot receive support with a replacement part or repair kit for

modification of the received item, they experience a loss of capability and financial investment.

Tension 12 (CU12): Between limited product information and lack of reviews: Oftentimes Users

rely on customer reviews to help guide their purchasing decisions. If the product is well reviewed
the User may be falsely convinced of that product’s quality or resourcefulness, or even if a
product has few reviews may seem like an untrustworthy product choice leading the User to
another Supplier. Additionally, reviews can be artificially inflated by Supplier interference to

mislead Users.

Tension 13 (CU13): Between locality delays and limited funds: Users do not have unlimited

funding sources. These funds are usually carefully allotted for certain purchases. If these
purchases require shipping and the locality of the User results in a higher cost to purchase, the

User may be unable to fund the acquisition of certain resources.
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Tensions — Military User Stakeholder

The following include the Tensions related to the military User stakeholder based on the
Driver of People, Processes, or Resources. The Tension number corresponds to the number

within the associated Tension Matrix see Table 3.4.

Table 3.4: Military User Stakeholder Tension Matrix

Processes
Conflict
Conflict Inflexible
USERS - MILITARY Rigid Changing of Area Inflexible| Limited subplier
Hierarchy| Command . Budget | Resource P|.3
Barriers Options
Access
& | Inaccurate Resource Forecasting 1 2
(5]
b
E Antiquated Record Management 3
& Environmental Impact of Combat 4 5
é Inflexible Budget 6
§ Conflict Limited Resource Access
o
a Inflexible Supplier Options 7

Tension 1 (MU1): Between inaccurate resource forecasting and inflexible budget: Since military

Users are required to forecast their needs based on a preauthorization of funds every year, if
these needs change the budget is unable to dynamically respond or adjust to compensate.
Additionally, if these needs are overestimated the funds are generally bureaucratically locked in

that particular use requiring additional time and effort to reallocate as needed.
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Tension 2 (MU2): Between inaccurate resource forecasting and conflict limited resource access:

Military Users may be actively engaged in combat activities. These combat activities can result
in unpredictable resource damage. If forecasting is not accurately predicted and the military User

is currently in an active combat zone, these Users will be unable to support their activities.

Tension 3 (MU3): Between outdated record management and frequent changing command: If

changing of command is a frequent and met with outdated record management systems the result
can be inaccurate resource forecasting, limited supply, duplicate orders, unnecessary and

unutilized excess.

Tension 4 (MU4): Between environmental impact of conflict and conflict area barriers: Conflict

can be inherently impactful to the environment whether due to direct troop movement, munitions
waste, or destruction of infrastructure amongst other factors. However, as this relates to supply
networks, conflict can reduce a military User’s options for selecting an environmentally

conscious supply choice.

Tension 5 (MUSY): Between environmental impact of combat and conflict limited resource

access: This Tension is similar to Tension 4. Depending on the conflict's location, the
environmental effects of combat on an area can increase that location's negative environmental
state and reduce overall supply out of that conflict area. This is especially impactful when these
area conflicts occur in a location that produces a product that is in high demand or requires

unique features only present in that location.
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Tension 6 (MU6): Between inflexible budget and changing command: Military Users can be

presented with frequent and wide sweeping command changes that have the potential to alter an
organization's priorities. While the ultimate priority of sustained national security each person
can be different in how they approach that task. Since military Users have strict budget
allocations and limited flexibility, the new commander may be unable to enact their priorities
because of an inflexible preauthorization of available funds based on a previous commander’s

choices.

Tension 7 (MU?7): Between inflexible Supplier options and rigid hierarchy: As previously

discussed, military Users have strict processes that limit their ability to receive and purchase
from certain Suppliers. In addition to these strict processes, the culture of military Users is based
on a strict adherence to the chain of command with the higher ranks having authority over the
lower ranks each generally communicating with one rank above and one rank below to
disseminate information. This hierarchal personnel structure requires a multilevel approval
process for purchases and process approval, with the potential for slowing down the system and
limiting the available options. To divert from previously authorized Suppliers, the higher ranks
must be involved and approve of the new Supplier through a potentially complex and time-

intensive approval process.

3.3.4 Dilemma ldentification

Dilemma identification is discussed and recorded by stakeholder in their respective

Tension matrices in Table 3.5 through 3.8. The Dilemmas identified are not exhaustive and
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currently encompass the analysis and perspectives put forth in this chapter. There are several

other Tensions and Dilemmas that could be considered in the context of this analysis.

Tension Groupings, Prioritization and Dilemma Identification — Government

The following includes the grouped Tensions and highlights Government Dilemmas
(GD) based on the Tensions identified in Section 3.3.3. The Dilemma number corresponds to the

number within the associated Dilemma Matrix see Table 3.5.

Table 3.5: Dilemma Identification for Government

People Processes
GOVERNMENT . |Low Public|Resistance | Extremism/ X . . Antiquated | Slow to | Prioritizing 5 Pno.r
Inequality | Corruption | Misinformation . . Cybersecurity | Authorized
Trust |to Change | Terrorism Policies Change | Security —

Environmental Issues 1(GD1) 2 (GD1) 3(GD2) 4(GD2) 5(GD2)
n Fossil Fuel Reliance 6(GD1) 7 (GD2)
g Resource Conflicts 8(GD3)
ﬁ Excessive Consumer Demand 9
& Outdated Infrastructure/ 10

Equipment

" Antiquated Policies 11
v Slow to Change 12
3 Prioritizing Security 13 (GD3)
S.? Cybersecurity 14 (GD3)

Prior Authorized Funds

Government Dilemma 1 (GD1): Tension 1. Tension 2. and Tension 6 —These Tensions focus on

the cultural barriers within the Government and their interactions with environmental issues. The
complexity of these systems and historical culture that is resistant to change has benefited only
some individuals within that system presents a Dilemma as that system relates to continuing
environmental issues with increasing complexity and destruction requiring a cultural shift

towards sustainability.
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Government Dilemma 2 (GD2): Tension 3. Tension 4. Tension 5, and Tension 7 — These

Tensions group to form a Dilemma between the Government’s need to respond quickly to
environmental issues that require a change in processes within structures that inherently require
consistency and long-term solutions. Government systems are historically slow to change and
require many bureaucratic checks-and-balances in order to enact change. These checks-and-
balances are meant to ensure continued and long-lasting success of Government processes, but
these same processes meant for longevity can result in slower response times and complexity that

make dynamic responses difficult.

Government Dilemma 3 (GD3): Tension 8, Tension 13, Tension 14 — These Tensions are

focused on how national security efforts can create issues in dynamic responses to different
events that occur in the supply network. The Government relies on a secure environment within
all sectors of influence and control. From border or physical security that can impede the
distribution of goods at ports and borders due to necessary customs and immigration laws to
cybersecurity efforts that limit changes to cyber networks and potentially eliminate new
technology adoption due to limited security features. Even security initiatives within the social
domain can limit international collaboration to reduce foreign influence. These Tensions result in
a Dilemma between the Government’s need for control and security that can acts as a limiting
factor in the adoption of new technologies, international collaboration, or the smooth movement

of goods.
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Tension 9 — Tension 9 involves the impact of misinformation on unregulated consumer demand.
This does not represent a Dilemma because this can be prevented by ensuring an organized and
consistent response that is widely disseminated to the public in times of disruption. By
maintaining a reliable stream of information from a reputable Government-controlled source the

effect of misinformation while uncontrollable can be less severe.

Tension 10, Tension 11, and Tension 12 — These Tensions have a focus on how the public

interacts with and has beliefs about the Government. Since governmental systems are slow to
change and include many antiquated processes and structures, the public can take these features
and attribute them to label the country as having an ineffective Government. Additionally, lone
“bad actors” within the Government can cause the public to generalize all Government
organizations and personnel as corrupt. This while similar to the Dilemma presented in the
grouping of Tensions 3,4, 5 and 7, this particular grouping does not result in a Dilemma. By
adding visibility into Government processes and following through on promises, the Government
can continue its long-term processes with visibility and justification to the public. For example, if
a new highway is needed in a community and the process is complex and slow to begin, timely
and consistent updates to the public can help to redefine the Government's action and

commitment to the community.

Tension Groupings, Prioritization and Dilemma Identification — Suppliers
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The following includes the grouped Tensions and highlights Supplier Dilemmas (SD)

based on the Tensions identified in Section 3.3.3. The Dilemma number corresponds to the

number within the associated Dilemma Matrix see Table 3.6.

Table 3.6: Dilemma Identification for Suppliers

People Processes
Stock Inefficient, C i
SUPPLIERS ¢ Workforce | Skills| Profit | Public | Dynamic ne |C|-en / § Inventory | Quality Tech Sy
Market ) R . Inflexible | Cybersecurity . Speed
Diversity | Gap | Focus | Trust |Acquisition . Management | Control | Integration .
Impacts Policies Constraints
Fluctuating Demand 1(SD1) 2 (SD1)
o Global Market Volatility 3(sD1)
; Regulatory Compliance 4 (SD2)
§ Logistics Challenges 5 (SD3) 6
= Safety and Quality 7 (SD4) 8 (SD2)
Need for Sustainable Practices 9 (SD4) 10 (SD3)

Processes

Inefficient or Inflexible Policies

11

Cybersecurity

Inventory Management

Quality Control

12 (SD2)

Tech Integration

13

Capacity/Speed Constraints

Supplier Dilemma 1 (SD1): Tension 1, Tension 2, and Tension 3 — The focus of these Tensions

is that Suppliers are subject to very dynamic relationships between their customers and their

subsequent global performance as it relates to the stock market. While this Dilemma is not

especially strong as inherent profitability drives reinvestment oftentimes as a precursor to stock

performance, publicly traded Suppliers can experience devastating public impacts to their stock

performance if consumer demand fluctuates. That stock price can result in layoffs, stakeholder

changes, and even major interventions but not necessarily reflect poor business performance.

These Tensions form a Dilemma because it is common that customer demand can fluctuate and

participation in the stock market can open businesses up to larger resources and visibility but the

impact of stock performance and customer buying power may be inconsistent with actual

Supplier performance.
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Supplier Dilemma 2 (SD2): Tension 4, Tension 8, and Tension 12 — These Tensions have a

theme of quality in a high-speed high-quality production environment. Many Suppliers benefit
from a fast production line to get their product to Users; however, that speed can result in lower
quality items if not carefully and systematically monitored along the speed-up process. Users
may value a quicker production speed but can be disappointed when these products are of low
quality leading to a decrease in public trust in the Supplier. This Dilemma is further compounded
with the quality measures that have regulatory compliance requirements. Failure to meet these
regulatory requirements can result in the disqualification of a Supplier from producing that item
for sale. Ultimately, this Dilemma theme focuses on the Tensions between speedy production

and quality requirements.

Supplier Dilemma 3 (SD3): Tension 5 and Tension 10 — Many Suppliers have strict policies and

procedures that may be many decades old depending on the age of the company. While these
policies and procedures were effective in managing business activities in the past, they may lack
the flexibility necessary to meet a dynamic environmental challenge or logistical challenge in the
present. A Dilemma is formed when the Supplier relies on preexisting historical policies and
procedures that have made them successful that do not represent the most sustainable option or
the most flexible structure to meet a continually changing environment. Changing these

historically successful policies will require a revaluation of Supplier priorities.
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Tension 6 — Cybersecurity is critical to maintaining an organization’s information from leaking
to competitors or possibly being utilized for crime. These cybersecurity networks can potentially
impede Supplier visibility in key portions of production by sequestering databases or
compartmentalizing automated processes from each other. This Tension does not necessarily
result in a Dilemma because through integrating different software or altering a cybersecurity

system to allow for more visibility and control can mitigate this problem.

Supplier Dilemma 4 (SD4): Tensions 7 and Tension 9 — These Tensions include the theme of

profit focused culture. Many Suppliers consider their financial portfolio bottom-line as their
main priority and disregard many elements of sustainability or equality. A focus on pure profit
can perpetuate systems of oppression and environmental mismanagement all for the sake of
money. This culture puts profit above any other business priority and presents a Dilemma. The
Dilemma is between a profit focus which is currently one of the main measurements of a
Supplier’s success with a desire for more ethically and sustainably acquired resource based on

tradeoff decisions.

Tension 11 — Oftentimes antiquated policies that are inefficient or ineffective can be perpetuated
by homogenous workforces with a low influx of new outside perspectives. While this can be a
major roadblock to Supplier successes and reactions to change, it is not a Dilemma. By enacting
an open chain of communication for new ideas that can be submitted anonymously to
management and reevaluating the hiring criteria for new employees both dissenting ideas and

new perspectives can be infused into the Supplier employee network. Incentivized process
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improvement programs can help encourage employees to reevaluate existing procedures and

provide suggestions for more efficient and effective processes.

Tension 13 — New technology integration always has a learning curve as existing employees
reorient themselves to a new process or system, but not having proper workforce training to
address potential skills gaps can make the new technology less effective. While this presents a
problem for Suppliers to integrate new technologies into existing systems, it is not a Dilemma.
By introducing and enacting an employee cross training program to develop new skills for
seasoned workers and on the job training opportunities for new employees the skills gap can be

closed.

Tension Groupings, Prioritization and Dilemma Identification — Civilian Users

The following includes the grouped Tensions and highlights civilian User Dilemmas
(CUD) based on the Tensions identified in Section 3.3.3. The Dilemma number corresponds to

the number within the associated Dilemma Matrix see Table 3.7.

Table 3.7: Dilemma Identification for Civilian Users
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People Processes

Inad t P Dat: C I I t
USERS - CIVILIAN Lack of Limited Locality |Technical nacequate oo.r . a a. Price | Unreliable omp.ex Inconsistent naccurate Limited
. . . Product |Communication| Security L Ordering N Product
Reviews | Customization | Delays | Barriers Volatility | Supply Quality ) Funds
Support Networks Concerns Systems Information
g Unethical Resource Acquisition 1(cup1) 2(cubp1) | 3(cub1)
§ Resource Scarcity 4(CuD2) 5(CuD3) 6 (CUD2) 7 (CuD4)
& Improper Storage 8
Data Security Concerns
Price Volatility
|n
3 Unreliable Supply 9 (CUD3)
a
3 Complex Ordering Systems 10
E Inconsistent Quality 1
Inaccurate Product Information 12
Limited Funds 13 (CUD3)

Civilian User Dilemma 1 (CUD1): Tension 1, Tension 2, and Tension 3 — The focus of these

Tensions is a User’s endorsement or engagement in unethical resource acquisition either through
a desire to mitigate an unreliable supply, unknowing participation due to lack of information, or
a lack of funds available limiting a User’s choice of Supplier. The User is presented with a
Dilemma when considering limited funds, but not necessarily unknowing participation because
that could be remedied with additional research or diversifying their Supplier base for unreliable
supply. The Dilemma is present for Users if their budget only allocates a certain amount of
money for a purchase and the purchase of a more environmentally or ethically sourced product
exceeds their budgetary allotment. If sustainability may not be “worth” the extra investment of

funds the User will likely perpetuate a system that is not based in sustainability.

Civilian User Dilemma 2 (CUD?2): Tension 4 and Tension 6 — Resource scarcity is a major

complication for Users in two major ways: limited customization and price volatility. In a
resource scarce environment, the User must either accept the item as is and complete custom
modification in house or with another Supplier or pay the price the Supplier sets due to limited
options. If the item can be less scarce due to a diversification of Supplier this grouping would

remain Tensions and not Dilemmas. However, in a sole source situation the User is unable to
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reach out to other Suppliers for this item and may be only able to accept the conditions that a
particular Supplier creates. The Dilemma is created when the User cannot afford the Supplier's

set price, reach out to a different Supplier, or modify that item in-house to complete User tasks.

Civilian User Dilemma 3 (CUD3): Tension 5, Tension 9, and Tension 13 — The User’s location

determines much of what comes in and out of that User's operations. For this group of Tensions,
the focus is on how User location can create Dilemmas within the supply network. Depending on
the User’s designated operations, whether dynamic and mobile or structured and stationary, their
location can create a Dilemma. The Dilemma present for User locations that are structured and
stationery is that Users must have their necessary supplies delivered to them in a potentially
difficult to access or at a long-distance location. These items will likely also increase in price due
to that added location complexity but in this situation the User cannot move to accommodate
these issues. In the other case where the User's location is dynamic and mobile, recurring orders
are difficult to maintain consistency or any level of automation when the User must manually
enter location data for each shipment. Depending on a User's location, the locality delays may

worsen resource scarcity and unreliable supplies while increasing User costs.

Civilian User Dilemma 4 (CUD4): Tension 7 — This Tension includes the interactions between

resource scarcity and inconsistent quality. This Tension also presents a Dilemma for Users
unable to acquire higher quality critical items due to limited Supplier options possibly impacting
the User operations. If the User is unable to find a different Supplier due to resource scarcity,

they must mitigate the low quality another way.
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Tension 8 — The Tension present between communication networks and improper storage can be
mitigated by introducing a storage tracking system with the capability to update any relevant

parties within the User group and therefore is not a Dilemma.

Tension 10, Tension 11, and Tension 12 — While this Tension grouping has a theme of issues with

communication between Users and Suppliers. Users are not able to control Supplier systems and
only provide feedback for consideration. These Tensions do not represent a Dilemma because if a
new Supplier is able to be found with an easier communication system the User should be able to
divert their energies to that new Supplier. Additionally, Tensions related to User error or lack of
understanding can be mitigated through digital literacy training and detailed instructions from

Suppliers.

Tension Groupings, Prioritization and Dilemma Identification — Military Users

The following includes the grouped Tensions and highlights military User Dilemmas

(MUD) based on the Tensions identified in Section 3.3.3. The Dilemma number corresponds to

the number within the associated Dilemma Matrix see Table 3.8.

Table 3.8: Dilemma Identification for Military User
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Processes
Conflict
Conflict Inflexible
USERS - MILITARY Rigid Changing of Area Inflexible | Limited supplier
Hierarchy| Command . Budget Resource PI_:
Barriers Options
Access
§ Inaccurate Resource Forecasting 1(MUD1)| 2 (MUD2)
g Antiquated Record Management 3
& | Environmental Impact of Combat 4 (MUD2) 5 (MUD2)
2 Inflexible Budget 6 (MUD3)
%]
§ Conflict Limited Resource Access
a Inflexible Supplier Options 7 (MUD3)

Military User Dilemma 1 (MUD1): Tension 1 — Military Users receive funding allocations from

their sponsoring country or Government. For this reason, the funding is generally allocated at the
beginning of the year based on forecasting provided by the leadership. While this funding system
results in appropriate allocation to the military while considering the wider funding needs of the
country, military Users are subjected to inflexible budget restrictions once funding has been
awarded. This rigid budget structure limits military User flexibility to dynamically adapt funding
depending on new technology introduction, combat activities, and changing military landscapes.
This results in a Dilemma because the country cannot only fund the military within the

Government’s other funding needs impacting the flexibility military Users need.

Military User Dilemma 2 (MUD2): Tension 2, Tension 4, and Tension 5 — The impact of combat

on areas where Users receive and rely on for supplies cannot be ignored. Combat can exacerbate
environmental issues and further impede critical supply networks in these areas. This presents a
Dilemma for the military User. It is the duty of the military User to engage in combat activities

for the country they represent for a variety of reasons, however combat can have widespread and
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potentially negative impacts on supply lines that may be critical for the continuation and support

of these compact activities.

Tension 3 — Record management is critical for any military User. While this Tension is critical, it
does not represent a Dilemma. Enforcing a consistent and leadership-initiated records
management system that is a requirement through military command can eliminate any

difficulties presented by a change of command within an existing system.

Military User Dilemma 3: Tension 6 and Tension 7 — The social system within a military User is

unique compared to more fluid civilian systems. The rigid chain of command and command
hierarchy is a military directive and cannot be deviated from in a military User system. This
social hierarchy coupled with the potential for an inflexible budget and inflexible Supplier option
pool creates a rigid and standardized response to potentially dynamic disruptions. This structure
creates a Dilemma between the necessary chain of command that ensures informed and direct
military responses with a varied and unexpected environment full of variations and disruptions

within a supply network.
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3.4 Managing “The Machine”
The AoP handbook includes the framework for the AFSC’s constraint management

guidelines and refers to the interactions between People, Processes, and Resources as “The
Machine” and the management of that “Machine” is outlined in the need to have visibility and
understanding for continuous improvement at every step of a process (AFSC 2023). In Section
3.3, the Dilemma Triangle is used to determine the Dilemmas, or AoP constraints, within each
Stakeholder Government, Supplier, and User both military and civilian. The AoP refers to
Dilemmas as constraints but in this chapter the term constraints are synonymous with Tensions
and Dilemmas are unresolvable Tensions. These Dilemmas will now be “managed” or resolved
using the AoP framework as a tool to determine potential solutions or gaps in the existing

framework.

3.4.1 The Nested F-B-S Dilemma Triangle

After discovering and defining the Dilemmas within each Stakeholder, potential overlaps
and opportunities to tie these Dilemmas to the F-B-S construct are revealed. Discussing and
analyzing how each Stakeholder performs or interacts with another as it relates to their F-B-S
Dilemmas will help to define the problem space and develop the connection to a Requirements

List for a fail-safe supply network.

3.4.2 Function Dilemmas

As mentioned in Section 3.1, for the purposes of this analysis, the Function of

Government, Supplier, and User remain fixed, but as Stakeholders interact Tensions are created
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and in turn represent potential Dilemmas. The Dilemmas related to Function are GD3, SD1,

SD2, UDI1, UD2 and MUD?2 displayed in Figure 3.5.

Function — Dilemmas

GD3
Security

Prioritization

uD2

Lack of | Resource
Speed Funds | /scarcity

Quality vs.

SD1
Economic ¢ Mutt))z t
. omba
Perception .
Complications
Impacts

Figure 3.5: Dilemmas Related to Function

Their origins and original Tension Matrices are found in Tables 3.5 through 3.8. For
Government, the Function is to provide stable national sustainment and security for its
communities, citizens, and interests but that emphasis on security can result in a potential
Dilemma as it can impact its ability to enact quick acquisition of critical infrastructure or
products and potentially roadblock dynamic governmental responses in favor of more secure and
lean systems. The Function of Suppliers is to provide material inputs whether services, raw
materials, or components. In their quest to supply to meet demand, there are two potential
Dilemmas related to quality while prioritizing speed and the potential impact of participating in a
publicly tracked company. The Supplier must produce and provide enough product to remain
economically viable but, in their quest to meet demand, quality standards can shift downward.

Additionally, as a feature of the global economy the Supplier’s performance is carefully

114



monitored if publicly traded leading to potential shifts in supply unrelated to demand but simply
guided by global performance measures. Lastly, the function of Users is to participate in
purchasing and driving demand through product selection. The Function of the User is directly
tied to the User’s fund availability and the availability of the product. Limited funds can cause
Users to purchase less or reach out to lower cost Suppliers. Additionally, resource scarcity
coupled with limited funds creates a Dilemma when the User is unable to purchase the only
availability supply due to increased cost. Lastly, the function of military Users is to often engage
in activities related to national security, if necessary, in the event of a threat. Those activities can
result in additional resource scarcity if these areas are a sole source for a particular industry.
Each Dilemma arising from Function is closely linked to the defined role or purpose of the

stakeholder and how these roles or functions interact within the system.

3.4.3 Behavior Dilemmas

Behavior addresses how the stakeholder or stakeholders behave in order to enact their
respective Functions. The Dilemmas related to Behavior: GD1. SD4, UD4, and MUD1 and are

displayed in Figure 3.6.
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Behavior — Dilemmas
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Inflexibility
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Figure 3.6: Dilemmas Related to Behavior

Their origins and original Tension Matrices are found in Tables 3.5 through 3.8. As
previously stated, the Function of Government is to sustain and protect the national interests of
its nation for as long as possible if not infinitely. With an infinite mindset, cultural norms within
the Government may favor stability or previously successful behaviors. Additionally,
Government is deeply connected to the history of a nation and relies on the experiences of older
Government institutions and employees to continue the traditions to further national interests.
This infusion of long-standing Behaviors presents in a Dilemma when the environment in which
the Government operates does not behave in a predictable manner. This inflexibility while
maintaining consistency within the governmental systems can result in inaction when the
assumptions made to justify that maintenance of Behavior no longer hold true. For Suppliers,
their Function as previously stated is to provide supply. This focus on production often leads to a
focus on profitability for continued business success. Focusing on profit is essential when aiming
for business viability, but only focusing on profit can predispose a Supplier’s Behavior to cut

corners, lower quality, or resort to questionable and ethically ambiguous business choices. For
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the User stakeholder, their demand may outweigh the available supply and cause a reduction in
quality for the sake of quantity. These quality issues may go unnoticed until final use and may
potentially result in system failures within critical User infrastructures. On the other hand, the
reliance on a particularly high-quality Supplier may limit a User’s access to available quantity,
also limiting a User’s ability to perform. Lastly, military User behaviors are often rigid and
heavily procedurally controlled which is critical when maintaining chain of command and
distribution of military critical information through a regimented hierarchy. This hierarchy, while
critical to maintaining order can contribute to a reduction in adaptability when presented with
unique or unexpected variations or disruptions. These could be a result of low quantity or quality
received from Suppliers and can often mirror the inflexibility presented in governmental

institutions.

3.4.4 Structure Dilemmas

Structure refers to the different aspects or components within a Stakeholder and their
respective relationships with each other. For example, structure can include large regulatory
bodies, hierarchies, departments, factories, relationships partners or shareholders, to smalls scale
individual preferences. The Dilemmas related to structure: GD2, SD3, UD3, and MUD3 are

displayed in Figure 3.7.
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Figure 3.7: Dilemmas Related to Structure

Their origins and original Tension Matrices are found in Tables 3.5 through 3.8.
Government is historically and categorically complex. Its systems are far-reaching and include
everything in managing and maintaining a country from cross-country highways to public school
lunches. Since Government is inherent complex, the systems and means of operation are slow to
change and require many checks and balances to be changed. The nature of Government is to be
stable and secure and results in a Structure that is slow to change. While effective in long term
consistency, this complexity and rigidity leaves the Government without a dynamic system of
change management. The Government’s difficulty in responding quickly can also have cascading
effects on other Stakeholders. For Suppliers, they are often involved or included in corporations
that are many decades old and have had successes with a process or management system that has
so far proven successful. A history of past business success may entice a Supplier to maintain
antiquated or superfluous policies, procedures, or technologies rather than upset the status quo
with developing new Structures. Often, too, the addition or change requires an influx of funds
that may not be obtainable at that time. Additionally, Suppliers that have specialized in a certain
market often have invested heavily in certain geographical regions and are unable to relocate

without significant and detrimental impacts to their business. This Dilemma also ties into the
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User locality issues. Users are located in a variety of areas depending on their purpose. These
locations can add complexity to supply networks if the User is in an especially remote area.
These Structure Dilemmas are further compounded by potentially inflexible military User
systems. Since the military is a feature of a Government, their structures are often as old as the
nation they protect. Antiquated systems are often supported by antiquated assumptions which
can impact a military User’s ability to reach new Suppliers or dynamically manage their supply

networks when presented with new information.

3.4.5 Recommendations for Dilemma Resolutions

Now that the Dilemmas are identified and grouped by Function-Behavior-Structure in
Section 3.4 the next step is identifying Requirements to address those zero-sum situations. These
Requirements are based on the resolutions to previously uncovered Dilemmas with the goal of
creating a fail-safe supply network. Since the Dilemmas are based in their respective Function,
Behavior, and Structure, the Requirements also correlate to the F-B-S construct. The F-B-S
construct is used as a sorting tool to determine similar Dilemmas between Stakeholders to
develop a robust Requirements List that addresses multiple Dilemmas at a time. Those
requirements are connected to Dilemma resolutions for each Stakeholder by Function, Behavior

or Structure in the subsequent text.

Function Requirements (Summarized in Table 3.9)

For the Function of Government, the theme present in the requirements revolves around

ensuring stable national sustainment and security, while also facilitating the rapid acquisition of
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critical infrastructure or products as needed. This could be done with a merging of defense
acquisition and defense sustainment resources and personnel cross training. Flexibility is key to
ensuring the development of responsive frameworks within existing systems and potential
incentives to effectively balance security requirements with the dynamic nature of governmental
responses. For Suppliers, they may need to balance providing consistent material input while
upholding strict quality standards and ethical business practices through developing strategies
that synergize profitability with the preservation of product quality and integrity. For Users, their
ability to access essential products or services, especially for individuals with limited financial
resources is crucial. These Users would likely benefit from an emphasis on promoting awareness
regarding product selection and impacts of consumption decisions to reduce overconsumption
and waste. Military Users face unique challenges, requiring them to maintain operational
readiness amidst unforeseen and unpredictable obstacles and disruptions that have national and
international implications. They may need to cultivate a culture of repeatable in-policy flexibility

and agility within inherently rigid military institutions to effectively adapt to evolving scenarios.

Table 3.9: Summary of Requirements for Function
Government Function
e Ensure stable national sustainment and security while facilitating quick acquisition of
critical infrastructure or products.
e Develop flexible response mechanisms and potential incentives to balance security needs
with dynamic governmental responses.

Supplier Function
e Provide material input while maintaining quality standards and ethical business practices.
Develop strategies to balance profitability with maintaining product quality and integrity.

User Function
Civilian
e Ensure access to necessary products or services, particularly for Users with limited funds.
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e Promote awareness of quality over quantity in product selection and consumption
decisions.

Military
e Maintain operational readiness while adapting to unexpected challenges and disruptions.
e Foster a culture of repeatable and in-policy innovation and agility within military
institutions.

Behavior Requirements (Summarized in Table 3.10)

For Government behavior, there needs to include an emphasis on cultivating adaptability and
proactive thinking to appropriately respond to shifting environments. These behaviors should be
able to respond to variation and disruption either through a modification of behavior, structure,
or both. This requires a concerted effort to challenge and revise antiquated behaviors and
traditions, to foster an environment conducive to open innovation. It is recommended that those
decisions be better made through a behavior of adapting to satisficing rather than optimizing
solutions (see discussion on satisficing in Section 1.1.2). Similarly, Supplier behavior should be
guided by the promotion of ethical guidelines and standards, prioritizing quality over profit in
decision-making processes. Furthermore, Suppliers need to establish enduring partnerships
grounded in mutual respect and shared values. This is further supported through the sharing of
defined requirements between both Government and Supplier parties and bolster shared goals
through contractual agreements. User behavior requirements underscore the importance of
transparent communication and visibility, which would require a collaborative approach between
Users and Suppliers to collectively address quality concerns. Within military Users, their
behavior requires a delicate balance between procedural control and rigid hierarchy, intermeshed

with a culture that embraces adaptability and trade-off decisions. It is critical to provide
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comprehensive training and support systems for personnel to reinforce and sustain standardized
problem-solving procedures while fostering adaptability in confronting complex challenges.
Such complex dynamics emphasize the need to articulate and analyze the intricate interplay of
behavior within governmental, Supplier, User, and military Stakeholders, when shaping

organizational effectiveness and response efficacy in a complex defense supply network context.

Table 3.10: Summary of Requirements for Behavior
Government Behavior
e Foster adaptability and proactive-thinking to respond effectively to changing environments.
e Challenge and update antiquated behaviors and traditions to encourage continuous process
improvement.

Supplier Behavior
e Promote ethical guidelines and standards to guide decision-making and prioritize quality
over profit.

e Encourage long-term partnerships based on mutual respect and shared values.

User Behavior
Civilian
e Communicate and provide need visibility.
e Encourage collaboration between Users and Suppliers to address quality concerns.

Military
¢ Balance procedural control and hierarchy with adaptability and continuous improvement.

e Provide training and support for personnel to develop standardized problem-solving skills
and adaptability.

Structure Requirements (Summarized in Table 3.11)

For the requirements related to Government structure, there is a critical need to focus on
streamlining processes and minimizing bureaucratic obstacles to enable faster, strategic, and

more dynamic responses to both variations and disruptions. It is increasingly important to
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develop a dynamic system of change management capable of promptly adapting to evolving
needs and circumstances. For Supplier structure there needs to be an investment and integration
of modern technology adoption and process enhancement to boost overall efficiency and system
visibility where possible. Additionally, providing robust structural support at each level of the
organization will enable Suppliers to navigate shifting market dynamics with minimal impact to
operational capabilities. User structure requirements should revolve around the development of
fail-safe supply networks capable of accommodating Users situated in remote areas. This is
achieved through exploring alternative models of consumption and demand forecasting to
decrease reliance on centralized supply networks, promoting flexibility. For the military User
Stakeholder, structure requirements must prioritize the modernization of systems and procedures
to effectively counter contemporary threats and challenges marked by variations and disruptions.
Establishing flexible supply networks enables agile responses to changing operational
requirements, thereby enhancing overall readiness and adaptability. The emphasis on structured
adaptability highlights the importance of influencing adaptability and strategic efficiency across
governmental, Supplier, User, and military perspectives for navigating complex and dynamic

environments.
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Table 3.11: Summary of Requirements for Structure
Government Structure
e Streamline processes and reduce bureaucratic barriers to facilitate faster and more strategic
responses.
e Develop a dynamic system of change management to adapt to evolving needs.

Supplier Structure
e Encourage the adoption of modern technologies and processes to improve efficiency.
e Provide support for Suppliers to adapt to changing market dynamics without significant
disruption.

User Structure
Civilian
e Develop fail-safe supply networks that can accommodate Users located in remote areas.
e Explore alternative models of consumption and demand management to reduce reliance on
centralized supply networks.

Military
e Modernize systems and procedures to adapt to contemporary threats and challenges in
terms of variation and disruption.
e Establish flexible supply networks to respond effectively to changing operational
requirements.

3.5 Closing Remarks
This Chapter includes a discussion and identification of Dilemmas within the

Stakeholders of Government, Supplier, and User as it relates to a defense supply network of
People, Processes and Resources. The nested F-B-S DTM is introduced and implemented for
each stakeholder with the goal of developing a Requirements List for a fail-safe multi-
stakeholder defense supply network through the resolution of Dilemmas. Through the application
of the DTM, Tensions revealed within each Stakeholder’s “Machine” were grouped and
analyzed as potential Dilemmas and related to their F-B-S. The Requirements List developed in

Section 3.4 encompasses avenues for potential Dilemma resolutions. This Dilemma analysis is
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devised to serve as the first step in the realization of the boundaries and gaps within the AoP and
lay the groundwork for areas of acknowledgement towards further work based on the assertion
that resolving Dilemmas results in a closer realization of a fail-safe supply network system based
in the perspective of a CPSS. The development of a fail-safe supply network is contingent upon
the careful integration of Function, Behavior, and Structure across each Stakeholder,
Government, Supplier, and User using trade-offs and compromise rather than optimization. The
task of determining the resolutions of Dilemmas within each Stakeholder of a defense supply
network as a cyber-physical-social system is complex and rooted in experience-based judgement
but the DTM is generalizable to a variety of other cyber-physical-social systems that include
multiple stakeholders. However, by augmenting the DTM to include the F-B-S construct a
modified F-B-S DTM is developed which can be used as equally valuable tool for a variety of
generalizable situations. By developing and utilizing a modified DTM nested within the F-B-S to
discover Dilemmas within defense supply network Stakeholders, a systematic and repeatable
method is demonstrated and deployed to support the development of a Requirements List based

on Dilemma resolutions for the formation of a fail-safe supply network.

Grounded in the resolution of Dilemmas, the Requirements List in Section 3.4.5 includes
a preliminary list of features necessary for designing a fail-safe supply network. The
Requirements list is supported by resolving dilemmas with a consistent foundation of shared
goals, robust communication and feedback networks, and an infusion of flexibility into structure
and behavior within each Stakeholder. The development of the Requirements List for a fail-safe
defense supply network also includes the proposition that dynamic responses in typically rigid
and legacy supported systems to meet these complex and ever-changing environments is needed.

Fostering an environment of common goals supported through contractual obligation and
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synergizing acquisition and sustainment stakeholders can inject resilience into traditionally
inflexible cyber-physical defense supply network systems. This resilience, however, is not fail-
safe and results in a return to the previous state of stability. Designing for fail-safe on the other
hand will enable stakeholders to respond effectively to changing conditions and mitigate the
simultaneous impact of variations and disruptions through a change in Behavior or Structure. To
do this, both the methods and measurements of success will need to be adapted to fully support a
fail-safe supply network, and the Requirements discussed in this chapter suggest potential
avenues for investigation and investment. The discussion of the need to infuse flexibility, agility,
and dynamic management of lead times in Section 3.4 highlights the need to incorporate an
addition of strategic management and incorporation of social systems within inherently rigid
traditionally designed cyber-physical systems. The approach is aligned with the principles of
strategic social continuity in the development of fail-safe supply networks, by providing
potential Requirements to increase the overall robustness and responsiveness of a defense supply

network in the face of variation and disruption in increasingly unpredictable environments.
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CHAPTER 4: REVIEWING CURRENT DEFENSE CONSTRAINT RESOLUTION
FRAMEWORKS

4.1 Frame of Reference

Defense supply networks cannot and do not exist in a vacuum of total control. As
discussed extensively in the literature review of Chapter 2, defense supply networks have various
characteristics that make them unique when responding to variation and disruption impacts. With
the ever-changing landscape of global and national security concerns, the ability to effectively
manage and eliminate constraints impacting throughput, resulting in delays and long lead times,
is critical. This chapter will include an exploration and evaluation of currently utilized defense-
specific approaches and frameworks used to manage constraints. An analysis of their
foundational assumptions, capability to adapt, workflow management techniques, and
organizational structures is conducted. Additionally, gaps within existing practice related to
specific system patterns are identified through a thorough comparison of a fail-safe CPSS
compared to a resilient CPSS. These gaps are then addressed through a lens of practicality, level
of fragility, flexibility, agility, and alignment with various levels of management control
throughout defense organizations. Finally, a succinct definition of what is required to
dynamically manage lead times through the further development of the Requirements List
developed through Dilemma resolution in Chapter 3 for a defense specific supply network is
outlined and reviewed. Through this comprehensive review of existing practice, steps towards
closing the gaps are addressed, and way forward identified for designing fail-safe defense supply
networks increasingly complex environments. By determining the requirements for dynamic lead
time management, it is hypothesized that defense organizations can strengthen their logistics and

supply network operations, ensuring that resources are delivered promptly and effectively to
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meet critical needs. This chapter also includes discussion and evaluation of the strategies and
tools utilized to enhance lead time responsiveness, the role of real-time data and analytics in
forecasting demand, and the importance of collaboration among stakeholders in achieving a
more agile and responsive defense supply network. Through dynamic lead time management, it
is possible for defense organizations to enhance their operational readiness, reduce waste, and

improve overall mission success.

4.2 Dynamic Management of Lead Times in a Defense Supply Network

A discussion of currently deployed lead time management strategies will be conducted in
the following sections. First, resilience-based lead time management strategies in defense supply
network environments will be discussed in terms of advantages and disadvantages in Section
4.2.1. Then an analysis of currently deployed strategies for their potential ability to dynamically
manage lead times, which is critical component for a fail-safe defense supply network are
examined from the perspective of a fail-safe CPSS design. Additionally, the key differences

between resilience-based system design and fail-safe system design are explained throughout.

4.2.1 Current Resilience-Based Strategies for Lead Time Management in Defense Supply
Networks
While generalized supply networks and defense supply networks employ similar

techniques to reduce lead times and enhance throughput, defense supply networks often need to
incorporate specialized strategies tailored to their unique mission objectives. Those unique
situations and characteristics are described in detail in Chapter 2 through a critical review of the
literature. In Chapter 2, it was discussed that lead times within defense supply networks, while

subject to unique situations due to their national and international security implications, are
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currently managed through numerous strategies each with their own advantages and
disadvantages. While the list of lead time management strategies is exhaustive, three strategies:
data-based forecasting, inter-stakeholder relationship management, and continuous process
improvement (CPI) have the greatest potential for fail-safe design if further developed.
Additionally, these strategies included the most potential for flexibility and closely align with the
Requirements List developed in Chapter 3 and the framework used in the AoP. These three main
techniques are discussed in detail in this section. Additionally, this section is foundational for
refining the Requirements List developed in Chapter 3 to determine what is required for
designing fail-safe defense supply network and determining gaps in current system design. These
gaps will be used to illuminate a path forward towards additional research which is explained in
more detail in Chapter 5.

One of the strategies used in defense lead time management and system design, discussed
in Chapter 2, is data-based forecasting. Data-based forecasting is a technique used to address
logistics challenges in environments of uncertainty through potentially automated decision-
making tools and resource planning models (McConnell, Hodgson et al. 2021). In U.S. defense-
based organizations like the Defense Logistics Agency, data-based forecasting is done through
collaboration with Suppliers and Users through the Demand Data Exchange/Customer
Collaboration (DDE/CC) web-based planning tool. The DDE/CC includes tools for customers, or
Users, to track historical supply data and disclose future supply requirements for the goal of
improving the forecast reliability and reduce shelf stock and wait time (DLA, 2024). Data-based
forecasting has several potential advantages in defense environments and associated defense
supply networks that can be useful in systems where inventory and transportation can be

optimized (Summarized in Table 4.1). Firstly, it enables data-informed decision-making by
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enabling greater visibility into demand patterns, allowing military planners and supply chain
managers to anticipate future requirements based on previous situations. This helps in managing
inventory levels, production schedules, and procurement activities like transportation, thereby
reducing the risk of stockouts and shortages during critical but predictable operations.
Additionally, data-based forecasting can enable more appropriate and predictable resource
allocation and logistics planning, enhancing overall operational readiness and effectiveness.
However, there are also significant disadvantages to relying solely on data-based forecasting.
Firstly, historical data, to be effective in prediction must be accurate. Historical data in military
operations may not always be available due to poor technological integration or lack of capable
methods of capturing emerging threats or sudden changes in operational requirements, leading to
inaccuracies in forecasting (United States Government Accountability Office, 2024). Most
notably, the complexity of military environments, characterized by dynamic and unpredictable
factors such as shifting geopolitical landscapes or asymmetric warfare, can pose challenges for
traditional optimization-based forecasting models rooted in resilience. Additionally, there is a
risk of over-reliance on data-driven insights, which may overlook qualitative factors and
situational context that could skew decision-making in critical or unique military and supply
network operations. This over-reliance on technology and digital resources can also expose
organizations to vulnerabilities due to cyberattacks and potential security leaks. Therefore, while
data-based forecasting offers valuable advantages in systems based in resilience, it must be
complemented with human judgment, qualitative analysis, and contingency planning with built-

in trade-off decisions to mitigate its limitations effectively to reach fail-safe.
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Table 4.1: Advantages and Disadvantages of Data-Based Forecasting

Data-Based
Forecasting

Proactive planning based on data-
driven insights

Can track and provide
anticipatory warning of demand
fluctuations and lead time
variability

Enhanced real-time visibility and
monitoring of inventory

Reliance on historical data may
not capture sudden changes or
disruptions

Complexity increases with the
need for sophisticated modeling
and analysis

Implementation costs associated
with technology adoption and

movements integration
+ Early identification of potential — Potential cybersecurity risks and
issues data privacy concerns

The second technique, broadly referred to as managing inter-stakeholder relationships, is
likely the least specific or defined strategy utilized to decrease lead times and enhance
throughput. While potentially the most flexible of the supply network lead time management
strategies, managing inter-stakeholder relationships has advantages and disadvantages that must
be addressed (Summarized in Table 4.2). Managing inter-stakeholder relationships is complex
and often requires a balance between stakeholders and can include an analysis of relational
dynamics seen in studies of psychology (Choi and Wu 2009, Amici and Bietti 2015).

Furthermore, a long-term strategic approach to inter-stakeholder relationship
management can facilitate the development of new technologies, as suppliers may offer valuable
insights and advancements that contribute to defense capabilities. This strategy, however, is not
without challenges and risks, especially in defense contexts. Dependence on a limited number of
suppliers can create vulnerabilities, particularly if those suppliers are located in unstable regions.
To counteract those potential vulnerabilities defense organizations must maintain an effective
and ongoing investment in collaboration-building activities, where possible, which may diversify

methods and means of acquiring People, Processes, or Resources in other critical defense areas.
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Additionally, conflicts of interest, ethical concerns, and regulatory compliance issues may arise,
necessitating careful selection policies and screening criteria to uphold transparency and integrity

in procurement practices.

Table 4.2: Advantages and Disadvantages of Inter-Stakeholder Relationship Mgmt

+ Improved communication and — Dependency on disclosed supplier
Inter-Stakeholder collaboration with suppliers performance and reliability
Relationship + Better visibility into supplier — Challenges in managing a large
Management capabilities network of suppliers and
subcontractors

The difference between resilience and fail-safe systems with regard to inter-stakeholder
relationships lies in the difference between relationships based on cooperation or collaboration.
Cooperation relationships are more transactional and based in assigned tasks whereas
collaboration is more of a fluid relationship based in collective responsibility and autonomy
(Table 4.3). Developing strong relationships with suppliers can result in numerous benefits, like
enhanced communication, collaboration, and trust (Johnson and Klassen 2022). These
relationships are often quantified in terms of benefits, duration, maturity and repeatability
(Drewniak, Drewniak et al. 2020). Higher values in one or more quantifiable measures are
correlated to an increase the supply network resilience or ability to resume operations after a

change due to variation or disruption (Giannoccaro and Iftikhar 2022, Yang, Wang et al. 2022).
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Table 4.3: Features of Cooperation and Collaboration (Taouil, Beau et al. 2010)

Cooperation Collaboration

Skills

* Maturity and Experience
* Autonomy

* Self-control

Skills

* Mentoring/Supervision

* Pyramidal Hierarchy

* Control of top management

Modes of Participation
* Individual and Collective
* Voluntary and spontaneous

Modes of Participation
* Division of tasks and sub-tasks
* Mandatory and imposed

Realization of Tasks

* Process of a specialization

* Individual responsibility of the task or
subtask assigned

Realization of Tasks

* Explore, create, communicate

* Global responsibility and support to
peer

Cooperative Space

* Learning skills

* Knowledge and information
dissemination

Collaborative Space

* Network interaction

* Synergy between cognitive and
collective aspects

While in either resilience-based for fail-safe systems a balance of cooperation and
collaboration is beneficial, fail-safe systems, to be truly fail-safe must include stronger
collaboration between stakeholders (Nissen, Evald et al. 2014). By cultivating and maintaining
mutually beneficial partnerships based on a strong balance of collaboration and cooperation,
defense organizations can gain increased visibility into supplier capabilities, improve
responsiveness to changing requirements, and mitigate risks associated with supply disruptions.
Overall, while collaborative-based inter-stakeholder relationships in defense supply networks
include significant opportunities to fortify defense supply network response to variation and
disruption, it requires strategic management to mitigate associated risks and maximize its

potential benefits to reach fail-safe.
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The last strategy, continuous process improvement (CPI) is a relatively recent addition to
supply network design and manufacturing operations. The specifics of this strategy generally
depend on the organization’s goals, but central themes are reducing cost, reducing time,
increasing quality, and increasing throughput through continually monitoring and adjusting
processes as necessary (Jaber, Bonney et al. 2010). CPI also has various advantages and
disadvantages (Summarized in Table 4.4). CPI is rooted in ongoing process refinement, focusing
organizations and teams to continually identify inefficiencies and optimize processes to enhance
overall performance usually in the form of metrics. In defense organizations, CPI can lead to
streamlined logistics operations, reduced waste, and the refinement of lean systems and
processes, all of which contribute to organizational success when met with relatively predictable
environments. Similarly, in defense supply networks, CPI prioritizes an optimizable inventory
management system and increased supply chain visibility through continuous process
monitoring. These improvements have led to the development of agile manufacturing practices
through the continuous refinement of processes through CPI. Agile manufacturing practices,
largely considered a by-product of CPI, with origins in the private automotive industry, resulted
in the implementation of lean Just-in-Time production strategies has had significant impacts in
the defense sector (Strategic Direction, 2022). Current agile manufacturing practices have an
emphasis on low inventory, no stockpiling, and production-as-needed practices. CPI in
resilience-based systems reverts the system back to a previous state and can result in unforeseen
and potentially detrimental impacts down the line. Fail-safe CPI on the other hand includes a
focus on vision and a willingness to change systems rather than return systems to previous
Structures or Behaviors. Additionally, while CPI can help to reduce costs and potentially offer

organizations more streamlined capabilities, the defense sector is subject to strict regulatory
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oversight and yearly allocated budgets making new procurement due to unforeseen
circumstances even more difficult. CPI efforts also require significant time, resources, and
commitment from personnel, which may pose challenges in environments characterized by
stringent regulations, hierarchical structures, and competing priorities (Linnean I1I 2008). CPI
can only be effective if the culture of an organization has complete buy-in from leadership and
the majority of the workforce. Unfortunately, resilience-based CPI can only adjust for certain
variations in production environments or goals. To mitigate major disruptions, CPI rooted in fail-
safe principles must be utilized as a strategy for increasing process visibility and continued
process refinement alongside the People and Resources ready and willing to support the process

changes.

Table 4.4: Advantages and Disadvantages of Continuous Process Improvement

. e — Resource-intensive in terms of
. + Systematic identification of .
Continuous ; o L time and personnel
inefficiencies and optimization

Process — Resistance to change and rigid

opportunities . .
Improvement L hierarchical personnel structures
+ Culture of ongoing improvement . . e
in implementing new initiatives

4.2.2 Dynamic Management of Lead Times in a Defense Supply Network

Section 4.1.1 included a discussion of strategies for managing lead times within supply
networks with specific advantages and disadvantages noted for defense applications with respect
to features of resilience-based and fail-safe system design. This section will continue the
discussion of strategies for dynamic management of lead times (DMLT) to determine fail-safe

principles, by examining those strategies from a CPSS perspective. Each strategy has been
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mapped on the cyber-physical-social domain in Figure 4.1 to indicate their respective relevance

or features that fit into each system domain discussed in more detail in the following paragraphs.

Cyber Physical Social

[ Data-Based Forecasting ] '

Inter-Stakeholder
Relationships

[ Continuous Process Improvement J

[ Dynamic Management of Lead Times J

Figure 4.1: Lead Time Management Strategies from a CPSS Perspective

Data-based forecasting can be used as a potential strategy for better visibility within
existing systems but because the forecasting systems are generally designed for optimization,
changing goals and meeting expectations after disruptions leads to lean but fragile supply
networks. From a CPSS perspective current data-based forecasting and associated optimization
do not reflect ‘real-world’ environments in which decisions are made with uncertainty through
their reliance on historical data and previous lessons learned. For these reasons, data-based
forecasting as utilized today is largely based in resilience focused cyber-physical systems. To
ensure data-based forecasting is fail-safe from the perspective of a CPSS, several critical
requirements must be met to uphold stability and minimize risks across interconnected digital,
physical, and human elements. One way to minimize system failure is redundant data sources

ensuring multiple, reliable inputs to avoid single points of failure, while real-time error detection

136



and anomaly alerts quickly flag issues before they cascade. Also, the data must have consistent
quality controls to help maintain forecast accuracy, enhanced by high security and privacy
standards to prevent unauthorized data access or manipulation. In systems with regularly
accessed user interfaces, automated alerts could enable rapid responses to detected anomalies,
while rigorous scenario testing and simulations could be used to prepare the system to manage
diverse conditions by identifying weak points before they impact operations. While these
features can guide a system design towards fail-safe, some features of resilience can be
beneficial in fail-safe system design. For example, defined failover mechanisms, like backup
forecasting models, can maintain functionality when primary systems fail, while human
oversight and comprehensive training would allow personnel to respond effectively to complex
disruptions. Together, the features of data-based forecasting as a CPSS can create potential
avenues for designing fail-safe networks, enabling a network to function continuously while
adapting to and proactively planning for potential disturbances holistically supporting a system
of dynamically managed lead times.

Inter-stakeholder relationship management, discussed in Section 4.2.1, was described as
the most fluid and least definable of the techniques used in lead time management. While it is
notable that this strategy prioritizes a more holistic system perspective, by incorporating
relational or social dynamics within cyber-physical systems, inter-stakeholder relationships
cannot necessarily be monitored or standardized for a consistently deployable strategy. For
example, managing relationships through means of cooperation is based in resilience in that the
relationship, through its strength can help an organization return to a previous state of normalcy.
Consistency is key for developing standardizable and predictable processes which increase an

organization’s resilience. Unfortunately, system design based on environmental or conditional
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predictability is often unable to manage complex disruptions leading to fragile system design that
is unable to reach fail-safe. To design a fail-safe system, the system must be capable of changing.
This change, with respect to inter-stakeholder relationships, may be realized through the
initiation of new relationships based on collaboration that evolve as the system evolves. Fail-safe
inter-stakeholder relationship management is based in CPSS design and requires a structured
approach that addresses the complexities of communication, data integrity, and aligned
objectives across digital, physical, and social domains. Alignment can be demonstrated through
clear and secure communication channels to ensure that information flows consistently and
accurately between stakeholders, minimizing misunderstandings and preventing data loss or
misinterpretation. Establishing agreed-upon protocols and standardized data-sharing practices
helps maintain data quality and coherence across different system components. This is especially
critical for information sharing in a defense supply network where security must remain at the
highest levels. Security can manifest in cyber, physical, and social domains. For cyber, high
cybersecurity standards are crucial in protecting sensitive information from unauthorized access
and ensuring data remains secure in transit and in storage. For social, to manage potential
conflicts or misalignments in objectives it may be necessary to implement pre-determined
decision-making frameworks that encourage transparency and allow for compromise without
disrupting operational flow. For physical, real-time monitoring and automated alerts can identify
discrepancies in interactions or process deviations early, allowing stakeholders to address issues
proactively. Additionally, establishing clear escalation pathways and role-based permissions
ensures that any required human intervention is managed by trained personnel, minimizing the
chance of lead time delays. This structured, multi-faceted approach to CPSS based inter-

stakeholder relationship management can be utilized to maintain a fail-safe system through
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dynamically managing lead times through the support of collaborative relationships, even amid
complex and unpredictable disruptions.

Continuous process improvement (CPI) as a lead time management strategy is the closest
strategy that incorporates all three aspects of a CPSS and implies the passage of time through
process evolution. For the cyber component, CPI involves the integration of cyber resources like
databases, data management systems, communication networks, and smart maintenance
technologies into existing processes. The physical component of CPI is demonstrated through
resource management, sustainable supplies, cost reduction, tool management, and physical
maintenance operations. Lastly, the social component of CPI is that change-based process
improvements are initiated by actors or humans within the system. Individuals and teams
determine production goals that are then put into action through cyber and physical means.
However, while the incorporation of widespread cultural buy-in for process improvement is a
key addition towards a more holistic approach to lead time management, there are still areas of
improvement to synthesize the strategic and operational organizational levels with the highly
controlled and monitored tactical level. Similar to data-based forecasting, CPI can reach fail-safe
through the incorporation of real-time data collection from all system layers for immediate
detection of anomalies or lengthening lead times. The addition of real-time data into CPI can
allow for the development of adaptive feedback loops, driven by predictive analytics and
machine learning, that can assess evolving patterns and recommend targeted improvements,
making sure processes remain relevant and responsive. To prevent errors, maintain high data
integrity, and ensure that changes are based on reliable and correct information, data collection
for CPI must follow standardized protocols for data validation and quality checks. Cybersecurity,

also a major feature in data-based forecasting inter-stakeholder relationship management, is just
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as essential to safeguard the data and processes from unauthorized access or manipulation to
eliminate the possibility of compromising improvement efforts. By aligning these elements, CPI
from a CPSS perspective is the closest representation of a CPSS system in that it does address
components from each domain. However, CPI is still often based on optimization and resilience
focused system design.

Lastly, dynamic management of lead times incorporates the benefits of data-based
forecasting, inter-stakeholder relationship management, and CPI strategies. Multi-strategy
integration based in CPSS design may be the way forward for determining what is necessary for
dynamic lead time management that enhances adaptability, accurately measures performance,
and mitigates risks across a system’s integrated components to reach fail-safe. From the CPSS
perspective, dynamic management of lead times as a component of fail-safe system design can
include key features of data-based forecasting, inter-stakeholder relationship management, and
CPI to ensure timely, reliable, adaptive, and flexible operations. Data-based forecasting can play
a central role, as real-time data collection and predictive analytics allow for accurate, up-to-the-
moment lead-time estimates that can adjust to fluctuations in demand, supply disruptions, or
operational delays. Forecasting based in fail-safe CPSS principles may be able to proactively
prevent bottlenecks by predicting potential issues and suggesting adjustments in advance,
thereby supporting a fail-safe approach by mitigating risks before they impact system
performance. It is also beneficial to integrate the strategy of managing inter-stakeholder
relationships, as lead times often depend on smooth interactions between diverse stakeholders,
including Government, Suppliers, and Users. To design a fail-safe defense supply network as a
CPSS, structured communication protocols, secure data-sharing channels, and alignment of

objectives are necessary to prevent delays due to miscommunication or conflicting priorities. By
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maintaining transparent and flexible relationships, the system can quickly negotiate adjustments
to lead times as conditions change, while also ensuring that critical information flows efficiently
among all stakeholders. This alignment of stakeholders is also rooted in constraint identification
and elimination which is explained and demonstrated in Chapter 3. Finally, continuous process
improvement as a feature of CPSS-based fail-safe defense supply network design contributes to
lead-time management by constantly reviewing processes based on real-time feedback. This
involves adaptive feedback loops and iterative adjustments that identify constraints or delays
early and adjust procedures to maintain smooth operations. While data is crucial for informed
CPI, automation and human oversight must work in tandem to ensure that improvements are
relevant and sustainable, reducing the likelihood of process failures that could disrupt lead times
later in the production line. Together, these elements form the preliminary requirements for a
fail-safe strategy for dynamically managing lead times in defense supply networks from the
perspective of a CPSS Fail-safe design must enable the system to respond flexibly to evolving

conditions while maintaining performance.

4.2.3 The Next Steps

In Section 4.2.1, current strategies for lead time management were discussed regarding
their respective advantages and disadvantages within the context of a defense supply network. In
Section 4.2.2, the analysis of potential lead time strategies exposed that a reliance on any
singular strategy results in a residence-based system rooted in optimizing cyber-physical metrics.
A prioritization for resilience results in a lean but fragile network when evaluated from the CPSS
perspective. However, merging elements of each strategy from the perspective of a CPSS may

result in a more dynamic and fail-safe network. Connecting the assertion in Section 4.2.2 that
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dynamic lead time management is a feature of fail-safe system design, failures in lead time
management can help to identify system design gaps. To determine the gaps in defense
sustainment supply networks frameworks, first the network will be introduced using the Business
Model Canvas in Section 4.3, then potential failures in the AoP framework will be analyzed for
gaps in Section 4.4. Lastly, the Requirements List for a fail-safe defense supply network from

Chapter 3 will be refined for defense sustainment in Section 4.4.3.

4.3 The Defense Sustainment Supply Network
In this section, the Business Model Canvas will be used to define the elements of a

defense sustainment network.

4.3.1 Introducing the Business Model Canvas

The Business Model Canvas (BMC) is a strategic management tool that is used as a
comprehensive framework for developing, visualizing, and analyzing business models. It
consists of nine key components: Customer Segments, Value Proposition, Channels, Customer
Relationships, Revenue Streams, Key Resources, Key Activities, Key Partnerships, and Cost
Structure (Table 4.5). These components, once applied, contribute to a holistic perspective of
how an organization creates, delivers, and captures value (Jin, Ji et al. 2022). In the context of a
multi-stakeholder defense supply network, the BMC can be instrumental in clarifying diverse
interests, focusing supply chain operations within a wider supply network, and enhancing
collaboration among military organizations, government agencies, defense contractors, and
logistics providers. By mapping out each element of the network, stakeholders can identify
opportunities for collaboration, clarify processes, and ensure that resources are effectively

allocated to meet strategic defense objectives. This approach can encourage visibility into an
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organization and enhance the network's responsiveness to variation, disruption, and complex

operational demands, ultimately contributing to national security and mission success.

Table 4.5: The Business Model Canvas Components Defined

Key
Partnerships:
The network of
suppliers,
partners,
alliances, and
other third
parties that
contribute to the
business model's
effectiveness
and success.

Key Activities:
The primary
tasks, processes,
or operations
that a business
must perform to
deliver its value
proposition
effectively.

Key Resources:
The most
important assets
required to
operate the
business and
deliver its value
proposition.

Value
Propositions:
The bundle of
products and
services that
create value for
a specific
customer
segment.

Customer
Relationships:
The types of
relationships a
business
establishes and
maintains with
its different
customer
segments to
acquire, retain,
and grow its
customer base.

Channels: The
various ways
through which a
business reaches
and interacts
with its customer
segments to
deliver its value
proposition.

Customer
Segments: The
different groups
of people or
organizations
that a business
aims to serve or
target with its
products or
services.

Cost Structure: The various costs incurred
by the business in operating its model,
including fixed and variable costs, economies
of scale, and cost drivers.

Revenue Streams: The sources of revenue
generated by the business model, including
pricing mechanisms and revenue models.

4.3.2 Applying the Business Model Canvas to Defense Sustainment

Applying the BMC to defense sustainment involves identifying the key components

within defense sustainment from a business perspective with the goal of developing a value

proposition cornerstone. Since defense sustainment exists within a multi-stakeholder defense

supply network made up of increasingly private industry partners, it is even more critical to
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identify how a defense sustainment organization functions as a business. The BMC is used as a
tool to structure and organize the complex operations within defense sustainment and clarify a
clear value proposition to guide the recommendations for a fail-safe and resilient defense

sustainment supply network.

4.3.3 Application of the Business Model Canvas

The application of the BMC for a defense sustainment organization within a defense
supply network will follow the same outlined component content discussed in Section 4.3.1.
Each component is explained and discussed with specifics then summarized in Figures 4.2,

Figure 4.3, Figure 4.5, and Figure 4.6 according to each respective component grouping.

Key Partnerships (See Figure 4.2)

Key partnerships in defense sustainment within a defense supply network involve
collaboration with defense contractors, technology providers, manufacturers, and government
agencies. As discussed in more detail in Chapter 3, these stakeholders within partnerships can be
described in overarching roles of Government, Supplier, and User. Defense contractors serving
as Suppliers provide specialized maintenance, repair, and overhaul (MRO) services, essential for
maintaining complex military systems. Partnerships with technology providers increase access to
advanced diagnostic and maintenance tools, enhancing the capabilities of the sustainment
network. Relationships with suppliers ensure a steady flow of spare parts and components,
critical for timely repairs. Lastly, coordination with government agencies, such as defense
logistics and acquisition organizations, facilitates the alignment of sustainment activities with

broader defense strategies and objectives (Green and Stracener 2022).
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Key Activities (See Figure 4.2)

The key activities for defense sustainment include maintenance and repairs, inventory
management, quality assurance, training programs, and research and development. Conducting
or coordinating routine and emergency maintenance to ensure that military equipment remains
operational is the key activity of sustainment within a defense supply network. Effective
inventory management guarantees the availability of spare parts and components, minimizing
lead times for repairs. Quality assurance activities ensure that all modifications, activations, and
repairs meet stringent military standards and regulations. Additionally, training programs
develop and deliver essential knowledge and skills to military and civilian personnel. While
ongoing research and development drive new ideas, new sustainment technologies and methods

are introduced with the goal of improved efficiency and effectiveness.

Key Resources (See Figure 4.2)

Some of the key resources in defense sustainment include a skilled workforce, advanced
technology, logistics infrastructure, and strategic partnership infrastructure. Technicians,
engineers, and support staff with expertise in defense sustainment are crucial for delivering high-
quality services. Advanced diagnostic tools such as predictive maintenance software and
inventory management systems enhance operational efficiency and visibility. Logistics
infrastructure, including warehouses, transportation fleets, and distribution centers, ensure that
parts and equipment are available where and when they are needed. Lastly, strategic partnerships
with suppliers, contractors, and technology providers further bolster the sustainment network,

enabling comprehensive and coordinated service delivery.
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4 Key Partnerships: N
Defense contractors and suppliers providing components, parts,
technology, or systems

e |ogistics and transportation providers

e Research institutions and technology partners for advancement and

development
e Government agencies and international partners
Key Activities:
e Procurement and sourcing of People, Processes and Resources for defense
purposes
e Production, assembly, acquisition, and sustainment of defense products
and equipment
e Adherence to quality control and compliance with standards and
regulations
e Distribution, warehousing, and logistics management
Key Resources:
e |nventory of materials, parts, munitions, and equipment
e Production facilities and manufacturing, sustainment, and repair

capabilities
e Transportation and logistics infrastructure
e Skilled workforce
o J

Figure 4.2: Summary of Key Partnerships, Activities and Resources

Customer Relationships (See Figure 4.3)

Building and maintaining strong customer relationships is critical for defense sustainment
efforts within a defense supply network. Strategic relationships with military and defense
agencies are essential for long-term collaboration and mutual success. These relationships
include characteristics like responsive support and customer service, with increased availability
to address inquiries and quickly resolve issues. Training and workshops offered through these
relationships to military or civilian personnel can encourage cross training and cross-functional
team structures increasing more robust workforce skill sets. Lastly, building strong relationships

between Government, Supplier, and User can help establish contractual and noncontractual
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continuous feedback loops to capture customer needs, preferences, and outcomes, enabling

continuous improvements, and ensuring that services align with dynamic requirements.

Channels (See Figure 4.3)

Defense sustainment services are delivered through multiple channels to ensure
comprehensive coverage and accessibility. Direct contracts among military organizations,
government agencies, and private-sector partners formalize sustainment services, establishing
clear terms, expectations, and routes for financial and physical product exchanges. Digital
platforms, including online procurement and sustainment management systems, facilitate
efficient coordination and management of sustainment activities. While the potential for on-site
support is provided through maintenance and repair facilities located at military bases, depots,
and field sites ensure that services are available where they are needed most. Additionally, field
service teams can offer mobile support, providing on-the-ground repairs and maintenance in

various operational environments.

Customer Segments (See Figure 4.3)

Defense sustainment within a defense supply network includes multiple customer
segments, including military organizations such as the Army, Navy, Air Force, Marines, Coast
Guard, National Guard, and Space Force. These customers require reliable and efficient
maintenance, repair, and overhaul (MRO) services to ensure their equipment and systems are
always mission ready. Additionally, government agencies like the Department of Defense and
the Defense Logistics Agency are key partners that oversee procurement and logistics activities

for their diverse customer segments. Allied nations and international partners also rely on these
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services for their defense needs, often through cooperative agreements, partnerships, and
alliances. Lastly, defense contractors involved in manufacturing and maintaining military

equipment depend on sustainment services to support their products throughout their lifecycle.

4 Customer Relationships: N
e Support for military customers
e Collaborative partnerships with suppliers and contractors
e Responsive end user communication channels to address inquiries and resolve
issues
e Feedback mechanisms to capture end user requirements and preferences
Channels:
e Direct contracts with military organizations and government agencies
e Partnerships with defense contractors, suppliers, and logistics providers
e Online procurement platforms and supply chain management systems (e.g., DLA)
e Military bases, depots, warehouses, maintenance facilities, and distribution
centers
Customer Segments:
e Military organizations (e.g., Army, Navy, Air Force, Marines)
e Government agencies involved in defense procurement
e Defense contractors and suppliers
Allied nations and international partners )

(®

Figure 4.3: Summary of Channels, Customer Relationships and Segments

Revenue Streams (See Figure 4.5)

Revenue streams in defense sustainment within defense supply networks are diverse and
complex, which reflects the range of services provided. The bulk of revenue for defense
sustainment comes from the national budget and congressional approvals. These revenue streams
are long standing and often require congressional appropriation buy-in to allocate revenue for
changing services. For this reason, defense sustainment is largely a revenue out system. Funds
are spent on a variety of goods, services, and infrastructure. For example, service contracts,

which often involve recurring revenue, are a primary source of budgeting constraints with many,
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covering detailed maintenance and sustainment services. The procurement and maintenance of
spare parts and components requires additional revenue that is essential for the upkeep of
military equipment. Additionally, licensing fees for proprietary technology and software tools
also require revenue, as these tools are critical for modern sustainment practices in a partnership
setting. Lastly, depending on the location of the defense sustainment center, revenue must be
allotted for the use of local infrastructure like utilities which can be unpredictable given the local
environment and rising fuel costs. Changes in revenue streams may result in investments that go

beyond less expensive options.

Cost Structure (See Figure 4.4 and 4.5)

The cost structure for defense includes labor costs, technology investments, logistics
expenses, training and development, and research and development in addition to other
categories for procurement displayed in Figure 4.4. Human capital includes salaries and benefits
for skilled technicians and support staff. Facilities and construction procurement is the largest
category for contract awards and currently has the longest administrative lead time leaving funds
unawarded for longer. Investments in technology, such as diagnostic tools and maintenance
software, are necessary for modern sustainment operations, but are often difficult to forecast.

Logistics expenses cover warehousing, transportation, and distribution of parts and equipment.
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Training and development costs ensure that personnel are well-equipped with the
necessary skills and knowledge and make highly skilled employee retention that much more
crucial. Finally, research and development investments drive innovation, enabling the continuous

improvement of sustainment practices and technologies.
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Cost Structure:
e Procurement costs for materials, parts, and equipment
e Manufacturing and production expenses
e |Logistics and transportation costs
e Research and development investments in innovation and technology
e Civilian service and military member salary and benefits
Revenue Streams:
e Sales revenue to local and national economies from contracts with military
organizations and government agencies
e Subscription or usage fees for access to supply chain management
platforms
e Licensing or royalties for proprietary technology or intellectual property
e Revenue-sharing arrangements with partners and suppliers

Figure 4.5: Summary of Cost Structure and Revenue Streams

Value Proposition (See Figure 4.6)

The value proposition for defense sustainment includes an emphasis on reliability, cost
efficiency, dynamic response, and advanced capabilities. By ensuring that military equipment
and systems are always operationally ready, sustainment services enhance the reliability and
readiness of military forces. Cost-effective solutions extend the life cycle of defense assets and
provide significant savings over time and resource conservation. Dynamic response capabilities
minimize downtime by quickly addressing maintenance and repair needs, ensuring that critical
equipment remains in service. Advanced capabilities, such as predictive maintenance and real-
time diagnostics, leverage new and advanced technology to identify potential issues before they
become critical, further enhancing the robustness and resilience of supply network operations

within defense sustainment.
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Value Proposition:
e On-time delivery of critical materials, parts, and equipment
e High-quality products meeting stringent military specifications
e Responsive and agile supply chain to support military operations
e Cost-effective solutions to meet budgetary constraints

Figure 4.6: Summary of Value Proposition

4.3.4 Analysis of Results
By applying the Business Model Canvas (BMC) to defense sustainment as a defense

supply network several key areas critical to organizational success were highlighted (Table 4.6).
The BMC application emphasizes how defense sustainment supply network complexity is
increased within multi-stakeholder environments that include military organizations, government
agencies, allied nations, and defense contractors. Each stakeholder discussed relies on a robust
and agile sustainment network even though they each may have conflicting priorities and goals.
The AoP framework outlines a discussion on determining common goals between each
stakeholder as critical for continuity, but the discussion primarily focuses on intra-stakeholder
goal setting (AFSC 2023). Inter-stakeholder common goals are often determined through
contractually binding agreements where it is crucial for the acquiring party to understand their
needs and clearly define their requirements. Conflicting goals may be addressed more
comprehensively by intermeshing defense sustainment and defense acquisition teams when
forming new relationships with outside partners (Green and Stracener 2022). Key resources and
activities highlighted the need for skilled personnel, advanced technology, logistics
infrastructure, and continuous improvement through research and development. The content
developed as a result of applying the BMC key resources component is mirrored in both the AoP

People Processes, and Resources Machine and the holistic cyber-physical-social system
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perspective. This further emphasizes that strategic partnerships with defense contractors,
technology providers, suppliers, and government agencies are crucial for a well-coordinated and
effective sustainment network. For the cost structure, that included labor, technology, logistics,
training, and research and development expenses, there is an acknowledgement that significant
investment is required to maintain and enhance sustainment capabilities. Revenue streams, while
complex, highlight a potential constraint due to inflexible and lengthy funding policy
requirements, reflecting the complexity of the defense sustainment market and the potential
impact on various provided services.

Table 4.6: The Business Model Canvas Components for Defense Sustainment

Key Partnerships:
e Defense contractors and suppliers providing components, parts, technology, or systems
e Logistics and transportation providers
e Research institutions and technology partners for advancement and development
e (Government agencies and international partners
Key Activities:
Procurement and sourcing of People, Processes and Resources for defense purposes
Production, assembly, acquisition, and sustainment of defense products and equipment
Adherence to quality control and compliance with standards and regulations
Distribution, warehousing, and logistics management
Key Resources:
e Inventory of materials, parts, munitions, and equipment
e Production facilities and manufacturing, sustainment, and repair capabilities
e Transportation and logistics infrastructure
Skilled workforce
Value Propositions:
e On-time delivery of critical materials, parts, and equipment
e High-quality products meeting stringent military specifications
e Responsive and agile supply chain to support military operations
e (Cost-effective solutions to meet budgetary constraints
Customer Relationships:
e Support for military customers
e Collaborative partnerships with suppliers and contractors
e Responsive end user communication channels to address inquiries and resolve issues
Feedback mechanisms to capture end user requirements and preferences
Customer Segments:
e Military organizations (e.g., Army, Navy, Air Force, Marines)
e Government agencies involved in defense procurement
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e Defense contractors and suppliers

e Allied nations and international partners
Channels:

e Direct contracts with military organizations and government agencies

e Partnerships with defense contractors, suppliers, and logistics providers

e Online procurement platforms and supply chain management systems (e.g., DLA)
Military bases, depots, warehouses, maintenance facilities, and distribution centers
Cost Structure:

e Procurement costs for materials, parts, and equipment

e Manufacturing and production expenses

e Logistics and transportation costs

e Research and development investments in innovation and technology

e Civilian service and military member salary and benefits
Revenue Streams:

e Sales revenue to local and national economies from contracts with military

organizations and government agencies

e Subscription or usage fees for access to supply chain management platforms

e Licensing or royalties for proprietary technology or intellectual property

e Revenue-sharing arrangements with partners and suppliers

The channels identified, such as direct contracts, digital platforms, on-site support, and
field service teams, underscore the critical need to develop a dynamic approach to service
delivery. Since these complexities are exacerbated by complex geopolitical tensions, as detailed
in Section 2.3.3 and Section 3.3.2 Issue identification, defense organizations are impacted
potentially more than others when global disturbances are present. These channels, while critical
for developing and maintaining an agile supply network for defense sustainment, introduce
vulnerabilities if maintained with only cyber-physical component incorporation. As discussed in
more detail in Section 2.3.2, cyber threats continue to have an increasingly devastating impact on
supply networks. For this reason, simply developing and utilizing open channels without robust
and comprehensive cyber-security is a potential source of devastating disruption that far
outweighs the potential benefits of open channel networks. The discussion of customer

relationships focused on strategic partnerships, responsive support, training, and continuous
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feedback, and were framed as a vital component within a supply network for ensuring that
sustainment services meet dynamic needs and standards. These are consistent with the AoP’s
focus on developing a full buy-in culture and agile labor utilization through cross-training
(AFSC 2023). These relationships, however, are largely discussed in top-down hierarchal terms
within the AoP and may not be representative of a different organizational framework utilized in
non-defense organizations. An analysis of differing organizational structures with common goals
would be valuable to determine how these differences can be either diminished or developed for
all around benefit.

The value proposition component highlighted in the application of the BMC emphasizes
the need for reliable, cost efficient, dynamic responses, and advanced capabilities, as essential
for maintaining military readiness and operational success. These characteristics are also
emphasized in the AoP discussion of common goals which highlights speed, safety, quality, and
cost effectiveness as the “rallying point for everyone” within defense sustainment (AFSC 2023).
The gap is highlighted in the need for integrated dynamic systems within defense sustainment to

achieve those common goals.

4.4 Requirements for a Designing Fail-Safe Defense Sustainment Supply Network
Now that the network of a defense sustainment supply network have been defined in

Section 4.3 the Requirements List developed for multi-stakeholder defense supply network in

Section 3.4.5 can be refined for defense sustainment.
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4.4.1 Connecting Defense Sustainment to the Requirements Developed for a Fail-Safe
Defense Supply Network from Chapter 3

In Chapter 3, the preliminary Requirements List for establishing a fail-safe defense
supply network was developed to address complex multi-stakeholder constraints among the
stakeholders Government, Supplier, and User within defense supply networks in terms of
Function, Behavior, and Structure. These constraints were evaluated in terms of Tensions among
People, Processes, and Resources, or components of the AoP “Machine”. The list of
unresolvable Tensions correlates to Dilemmas. Determining what is needed to resolve each
Dilemma was used as the basis for the development of the Requirements List for fail-safe
defense supply network design. However, these requirements now require a comprehensive
review to assess if the Dilemmas can be resolved or addressed in the AoP framework. Dilemmas
still left unresolved when approached from the AoP framework will be analyzed as potential
gaps. By evaluating what is currently included in the AoP framework alongside the areas that
remain unaddressed, a way forward for designing a fail-safe defense sustainment supply network

can be charted.

4.4.2 Overview of Requirements Defined in Section 3.4.5

In Section 3.4.5, a preliminary Requirements List, summarized in Figure 4.7, was
developed by resolving Dilemmas identified through the application of the Dilemma Triangle
Method (DTM) nested within Function-Behavior-Structure (F-B-S) constructs for each
stakeholder in a generalized defense supply network. While the focus within Chapter 3 is
primarily the development and explanation of the method of a nested F-B-S DTM, the
Requirements List developed as a result of using that method needs to be refined with respect to

currently deployed lead time management techniques and practices within defense sustainment.
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The refined Requirements List based on multi-stakeholder Dilemma resolutions in Chapter 3 is
evaluated from the perspective of defense sustainment as a defense supply network through

System Archetypes in Section 4.5.
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Function

Behavior

Structure

Government

Ensure stable national \

sustainment and security while
facilitating quick acquisition of
critical infrastructure or products.
Develop flexible response
mechanisms and potential
incentives to balance security
needs with dynamic

Government \
* Foster adaptability and proactive-
thinking to respond effectively to
changing environments.
* Challenge and update antiquated
behaviors and traditions to
encourage continual process

Government
* Streamline processes and
reduce bureaucratic barriers to
facilitate faster and more
strategic responses.
* Develop a dynamic system of
change management to adapt

Qovernmental responses. /

Supplier
Provide material input while
maintaining quality standards
and ethical business practices.
Develop strategies to balance
profitability with maintaining
product quality and integrity.

User

Civilian

Ensure access to necessary
products or services,
particularly for Users with
limited funds.

Promote awareness of quality
over quantity in product
selection and consumption
decisions.

Military

Maintain operational readiness
while adapting to unexpected
challenges and disruptions.
Foster a culture of repeatable
and in-policy innovation and
agility within military
institutions.

\improvement. /

Supplier
* Promote ethical guidelines and
standards to guide decision-
making and prioritize quality

over profit,

* Encourage long-term
partnerships based on mutual
respect and shared values.

User

Civilian

+ Communicate and provide
need visibility.

* Encourage collaboration
between Users and Suppliers
to address quality concerns.

Military

= Balance procedural control
and hierarchy with
adaptability and continuous
improvement.

* Provide training and support
for personnel to develop
standardized problem-solving
skills and adaptability.

\to evolving needs.

Supplier
* Encourage the adoption of
modern technologies and
processes to improve efficiency.
* Provide support for Suppliers to
adapt to changing market
dynamics without significant

disruption.

User

Civilian

* Develop resilient supply
networks that can
accommodate Users located in
remote areas.

* Explore alternative models of
consumption and demand
management to reduce reliance
on centralized supply networks.

Military

* Modernize systems and
procedures to adapt to
contemporary threats and
challenges in terms of variation
and disruption.

+ Establish flexible supply
networks to respond effectively
to changing operational
requirements.

~

/

Figure 4.7: Preliminary Requirements List for Designing a Fail-Safe Multi-Stakeholder

Defense Supply Network
(See Section 3.4.5)
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4.4.3 Refined Requirements List for Defense Sustainment

Before the preliminary Requirements List can be refined the stakeholders from Chapter 3
need to be specified for their Function, Behavior, and Structure for defense sustainment. For the
stakeholder of Government, it primarily includes the DOD, DLA, and General Services
Administration (GSA). The Function of these groups is to define and enforce sustainment
policies, allocate funding, establish contracts, and manage the overarching supply chain
strategies. They also ensure compliance with national security standards and regulatory
guidelines and are responsible for setting long-term sustainment goals and overseeing
procurement and logistics. For Behavior, Government maintains a proactive, regulatory role,
continuously assessing requirements based on shifting defense needs, evolving technology, and
emerging threats. This often involves adapting policies and budgets in response to real-time
operational feedback and working to bridge gaps between supplier capabilities and military
needs. The structure within the government stakeholder includes hierarchical top-down control
agencies and departments organized by specific roles and missions, such as procurement (DLA),
logistics (USTRANSCOM), and sustainment planning (various DOD branches). Each military
branch has distinct offices for contracting, logistics, and compliance, with a clear chain of
command guiding decisions across the sustainment lifecycle.

For Suppliers, or contractors, they Function as the responsible party for delivering
materials, parts, and services necessary to maintain and repair military equipment. They provide
specialized manufacturing, technology, and expertise needed for asset maintenance, and in many
cases, perform modifications or upgrades to extend the lifecycle of defense assets. For Behavior,
suppliers usually operate within strict contractual and regulatory guidelines, often working to
meet rapid turnaround times, achieve high reliability, and adhere to military standards. They

collaborate closely with government entities and end users to forecast demand and refine their
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parts and services to ensure readiness. Suppliers are more adaptive than the Government and
tend to seek new technology or inventions to meet stringent requirements and competitive
pressures within the defense market. The Supplier, or contractor, Structure typically consists of
prime contractors, subcontractors, and a network of smaller suppliers, each handling distinct
aspects of a project or supply chain. These organizations may have dedicated teams for
compliance, quality assurance, and project management, often form contractually based
partnerships with Government stakeholders to manage contract performance.

The Users in defense sustainment, which include military personnel and command units,
Function as the stakeholder responsible for operating, monitoring, and maintaining the
equipment provided by the sustainment network. They are crucial for identifying maintenance
needs, reporting performance issues, and offering feedback on equipment reliability in the field.
Their insights also help to shape sustainment priorities and operational requirements. Military
User Behavior is dictated by established protocols and procedures to ensure equipment readiness
and safety. These Behaviors include regular inspections, routine maintenance, and establishing
feedback loops to flag issues that could impact operational performance and mission success.
Their Behavior reflects a frontline, field-level, mission-focused approach, prioritizing readiness,
functionality, and reliability in equipment use. The Structure of Users is mission driven. They are
typically organized by units and command chains specific to each military branch. Each unit has
assigned maintenance personnel, technicians, and operational leaders who oversee equipment
readiness and report needs through command structures to Government or Supplier stakeholders.
This chain of command ensures that equipment issues are communicated which can impact the

broader sustainment network.
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Now that the Stakeholders introduced in Chapter 3 have been specified for defense
sustainment, the preliminary Requirements List can be refined. To ensure that defense
sustainment is fail-safe, the stakeholders of Government, Supplier, and User groups must engage
in targeted actions that include changes in Function, Behavior, and Structure. Government
stakeholders should establish clear policies and standards that promote not just a resilient supply
chain but a fail-safe supply chain through developing comprehensive procurement strategies that
prioritize timely acquisition of critical resources while ensuring quality and compliance. They
must foster a culture of collaboration and transparency, continuously assessing and adapting to
changing operational needs. Suppliers and contractors need to continue to provide high-quality
materials and services that meet military requirements while also engaging in research and
development to create new technologies and improve product durability and capability. They
should also maintain proactive communication with government stakeholders which can help
partnerships remain agile and able to adjust production and supply strategies as necessary. End
users, including military personnel and command units, should actively monitor and report on
equipment performance, continue to participate in training to enhance readiness, and further
embrace a mindset of accountability regarding maintenance. Additionally, by establishing clear
communication lines within units and among organizing maintenance teams with defined
responsibilities, it will increase visibility into processes and ensure timely reporting of issues
before system failure can occur. By focusing on these areas, all stakeholders can collaborate
effectively to dynamically manage lead times and create a fail-safe defense sustainment system
that ensures operational readiness when faced with any challenge. The preliminary Requirements
List developed through applying the nested F-B-S DTM in Chapter 3 refined for defense

sustainment as a defense supply network is summarized in Figure 4.8.
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Function Behavior Structure

/ Defense Sustainment\ / Defense Sustainment\ / Defense Sustainment \

Government Government Government
* Establish clear policies and * Foster a culture of collaboration « Maintain a flexible
standards. and transparency. organizational structure.
» Develop rigorous performance * Encourage open communication * Enable quick decision-making
and accountability metrics. * Continuously assess and adapt to and resource allocation during
* Develop comprehensive changing operational needs. crises or unforeseen events.
procurement strategies. * Systems capable of rapid » Create integrated inter-
* Establish key partnerships with adjustments to procurement and erartmental teams. /
Qppliers and Users. / Qstainment plans. /
Defense Sustainment
Defense Sustainment Defense Sustainment Supplier
Supplier Supplier * Implement a robust supply
* Provide high-quality materials * Develop proactive chain management framework
and services that meet the communication networks with that allows for real-time
military’s operational all stakeholders tracking of materials and
requirements and sustainment * Reinforce reliability and trust in performance.
standards. partnerships. = Organize teams that specialize
+ Engage in research and * Remain agile and responsive to in compliance, quality
development improve the changes in government. assurance, and customer
durability, reliability, and requirements and operational support.
functionality of defense conditions. * Adjust production and supply
products. » Address government inquiries strategies as needed.

and feedback efficiently.

Def = . / Defense Sustainment \
/ Defense Sustainment \ / etense ustamment\ User

User
User o Military
Military Jalliyy * Establish clear lines of
* Embrace a mindset of
* Provide timely feedback that communication within units.

accountability and ownership

informs sustainment strategies. regarding equipment

* Facilitate the strategic flow of

* Participate in training and drills maintenance and operational information regarding
to ensure effective use of readiness. equipment status and
equipment and systems under * Collaborate with Government operational challenges.
various scenarios. / and Supplier stakeholders to * QOrganize maintenance teams
communicate needs and with defined roles and

challenges. &esponsibilities. /

+ Actively monitor and report on
equipment performance and

maintenance needs. /

Figure 4.8: Refined Requirements List for Designing a Fail-Safe Multi-Stakeholder Defense

Sustainment Supply Network
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4.5 Identifying the Gap
The AoP handbook contains valuable tactical level insights and practical guidance for

continuous process improvement (CPI) through constraint identification and management with
respect to People, Processes and Resources. The framework presented in the AoP handbook
includes a focus on collaborative and time-based constraint resolution by gating long complex
processes into manageable and goal specific segments called gates. The AoP handbook also
contains central assumptions as a basis for the framework. Two main assumptions are that each
person and group in an organization has the capacity to change and that senior leadership is fully
committed to AoP practices and beliefs. The handbook also includes the assumption that
resources including funding, personnel, and technology are readily available. The AoP
handbook, while outlining critical and well-developed frameworks and techniques for constraint
management in defense environments, focuses on tactical operations as the source of both
successes and constraints for defense organizations which potentially leaves out key operational
and strategic perspectives. To better understand the potential gaps within the complex systems of
defense supply networks through an AoP perspective, Systems Archetypes will be utilized to
abstract common structures and dynamics within the various levels of organization and clearly
identify AoP-based solutions deployed to determine the framework’s potential gaps. Systems
Archetypes, developed by Peter M. Senge (2006) and colleagues, are intended to be used as tools
to identify recognizable patterns and insights into common interconnected elements and potential
unintended consequences within systems. Systems Archetypes were developed in response to
addressing the nonlinear and complex interdependent relationships within real-world systems
and are helpful to determine and diagnose the underlying dynamics within those systems. The

following sections examine the AoP goals, strategies, structures, and behaviors from the
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perspectives of Peter M. Senge’s Systems Archetypes contained within his book The Fifth

Disciple to better understand gaps within the AoP framework.

4.5.1 Fixes that Fail
The AoP handbook was developed to accelerate defense operations within the USAF and

from the systems perspective to prevent or reduce the “Fixes that Fail” archetype. The “Fixes
that Fail” archetype includes the description of an organization that responds to recurring
problems by implementing short-term fixes to address symptoms rather than identifying and
addressing root causes (Figure 4.9). These short-term fixes often have unintended consequences
that can exacerbate the problem symptoms and result in the development and implementation of
another fix that only addresses the symptoms. This pattern of system behavior results in a cycle
of addressing symptoms without identifying the real or root cause of the constraint and can result

in superfluous, unsuccessful, and potentially costly fixes.

Fixes that Fail

Problem
Symptom
Delay
Unintended /
Consequence
Figure 4.9: “Fixes that Fail” System Archetype (Senge 2006)

Since short-term reactive fixes to systemic issues eventually erode organizational

effectiveness and supply network Resources, the AoP was designed to prevent this erosion
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through the development of a culture of continuous process improvement and standardized
constraint identification and elimination frameworks. To address the potential system archetype
of “Fixes that Fail”, the AoP structures defense organizations based on constraint identification
by recognizing an increase in Work in Progress (WIP) and a decrease in throughput. The AoP
framework was intended to directly reduce or eliminate the constraint and remove the potential
for delay by continually monitoring production processes (Figure 4.10). This culture of
continuous monitoring and CPI is only furthered through system understanding and increased
visibility for constraint identification. High levels of visibility are encouraged, emphasized, and
outlined in the current AoP framework in the form of visual displays, Walk the Wall meetings,
and an emphasis on managing systems from all angles but these metrics may not capture the true

constraint especially if it is qualitative in nature.

Continuous Process Improvement

‘M Work in Progress
J» Throughput

Constraint
Management

Work in Progress
Throughput

Visibility Issues

Figure 4.10: Fixes that Fix Through AoP Continuous Process Improvement
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By standardizing constraint identification, management, and elimination as a cycle of
constraint management signaled by high WIP and low throughput, the AoP framework may
leave out more dynamic metrics to identify success in areas unrelated to time. While the AoP
includes a discussion and emphasis on urgency and timeliness as it relates to all areas of the
Radiator Chart the metrics for success and implementation of AoP principles unrelated to WIP
and throughput for those areas are potentially vague. For standardized gated processes that have
defined deliverables and completion metrics, AoP constraints management is incredibly effective
at reducing WIP and identifying constraints based on rising completion times. However, for
more fluid projects like those often found in engineering or logistics groups, standardized gating
may not be easily or effectively accomplished under such standardized approaches. These
difficult to standardize workloads and processes, critical to many defense operations, may lead to
improperly visualized systems that rely on time as the only metric for identifying a constraint
because, according to the AoP, if a constraint cannot be visualized it cannot be eliminated
(AFSC 2023). Applying a standard framework for constraint identification and elimination
through decreasing WIP and increasing throughput in these more specialized or less quantifiable
areas may result in unintended consequences that may not be visible until the delay is eliminated.
For example, to increase throughput and decrease WIP, a logistics team may initiate a contract
with a different and quicker supplier with a potential unintended consequence of quick but low-
quality product purchases. For the AoP-based observer, the constraint was effectively eliminated
by sourcing a new faster supplier, however the delay is potentially offloaded to another customer
or next receiving user as they struggle to identify within their own processes where their eventual
constraint originated to eliminate the delay missed by the first group. These unintended

consequences, that are not necessarily visible in the current AoP framework design, can
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propagate fragility throughout critical defense supply networks and erode inter-stakeholder
relationships through the unintended redistribution of a constraint. For these reasons, identifying
quantitative and qualitative visibility metrics unrelated to time may be crucial to dynamically

managing lead times for a fail-safe defense supply network.

4.5.2 Drifting Goals

The difficulties in developing and achieving goals in all organizational levels within
defense sustainment supply network systems can be described through the “Drifting Goals”
Systems Archetype. This archetype is described through gap identification between the goal and
reality. Once the gap is identified there are two courses of action, taking corrective action which
takes time and effort to resolve the gap and lowering the goal to meet the current gap status
(Figure 4.11). This archetype behavior is intensified when there is inconsistency, lack of

communication, or misalignment between overarching goals and actual performance.

Drifting Goals

Pressure to
Lower Goal

Performance

Corrective
Action

Figure 4.11: “Drifting Goals” System Archetype (Senge 2006)
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From the AoP perspective, “Drifting Goals” behavior develops when overarching
strategic objectives of defense organizations and the actual operational and day-to-day tactical
behaviors are misaligned. While the AoP framework is one of the most successful large scale
tactical frameworks deployed, the proactive approach to problem-solving and emphasis on
identifying and addressing root causes of constraints is not solely seen in the tactical levels of an
organization. From the AoP perspective, there are three defined and structured organizational
levels within defense systems, strategic, operational, and tactical that each have their specific
goals, behaviors, and structures. These organizational levels are all structured as highly
hierarchical and generally follow chain of command lines for communication and directive
dissemination and can operate individually when met with variation. While a strict and structured
hierarchy is not necessarily unique to defense organizations, reliance on this structure has the
potential to complicate goal identification between levels within a defense sustainment supply
network when disruptions occur. To address the strategic and operational organizational levels,
the AoP framework includes steps and necessary characteristics within leaders and leadership
groups to reduce or eliminate potential conflicting priorities and goals. The AoP framework
defines culture as evolving and requiring constant engagement in order to sustain, maintain and
especially improve behaviors, systems and attitudes (AFSC 2023). The discussion and
framework for AoP-based leadership is the closest integration of stakeholders into cyber-
physical systems that goes beyond Industry 5.0. However, the focus on engaging leadership in
the further development of standardized work may not be sufficient as efficiency and
effectiveness have the potential to counteract each other. For example, efficient processes are

lean processes, however when met with disruption events, lean processes may prove fragile. This
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fragility impacts effectiveness. In a highly disruptive environment effectiveness may need to be
prioritized over efficiency.

The System Archetype of “Drifting Goals,” when applied to the three-tiered structure of
the AoP-based organization, presents itself through nested behavior loops between each level of
the organization. For example, at the strategic level, the overarching goal of the defense
sustainment supply network may be to ensure the timely availability of critical resources to
support military operations while prioritizing certain desired efficiencies, cost-effectiveness
measures, and sustainability. However, due to shifting geopolitical dynamics, changes in
operational priorities and command personnel, and evolving threats may lead to a need to
incorporate dynamic changes in strategic goals. These dynamic changes can present themselves
as a new administration’s defense strategies or budgetary constraints that may necessitate a
realignment of priorities, leading to potential ambiguity or conflicting objectives within the
existing network systems. Strategic level groups and personnel are structured at the top of a
hierarchy and determine organizational priorities to align with large-scale efforts. The
operational level contains teams or personnel focused on translating the strategic objectives into
actionable plans and processes necessary to execute day-to-day operations within a defense
supply network. However, if strategic goals are not clearly communicated or if there is ambiguity
regarding priorities due to increasingly dynamic environments, operational managers may
struggle to effectively prioritize Processes and allocate appropriate Resources. This can result in
a drift in operational goals, with managers making decisions based on short-term expediency
rather than alignment with broader strategic objectives. For instance, in the absence of clear
guidance, operational managers may have to prioritize meeting immediate demands or cost

constraints over long-term sustainability or more accurate project objective parameters. The
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tactical level, which makes up the largest number of personnel that are predominantly frontline
and includes hands-on operators, is responsible for executing specific tasks and activities to
support the operational objectives of the defense sustainment organization. Without clear
direction and alignment with strategic and operational goals, tactical teams may experience
confusion or disconnection from the overarching mission. This can result in a drift in tactical
goals, with individual teams or units pursuing objectives that may not contribute effectively to
the overall success of the defense supply network. For example, in the absence of clear
communication regarding strategic priorities, tactical teams may focus on optimizing local
processes or maximizing throughput of certain items without considering broader implications or
trade-offs. Misaligned tactical communication can result in potentially large amounts of
unnecessary rework, costs, and time wasted resulting in still unmet objectives that further
dissatisfaction among the levels of an organization.

The AoP was designed to reduce this misalignment by managing the tactical level with
the higher degree of oversight and control measures. This focus is also reinforced at the smallest
level by reducing or eliminating individual multitasking. Preventing multitasking for focused
task personnel such as a machine operator or a maintenance technician can increase task
productivity and reduce errors. However, for personnel with more fluid requirements, there are
often competing priorities between “firefighting” and long term or proactive projects.
Standardizing work practices with departments or personnel with less standardized metrics and
work schedules makes applying the AoP framework to all organizations and levels difficult. This
situation was highlighted in the AoP Cases Studies, where the AFSC Logistics Directorate’s
Performance Management Division (LZZ) developed metrics for their largely administrative or

project tracking tasks to monitor their special projects (AFSC 2023). While their team was
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exceptionally successful in their application of AoP principles in this fluid work environment,
this task would prove all the more challenging when applied to a larger more complex defense
supply network with potentially adversarial or competing priorities and goals among
stakeholders. Additionally, while the AoP framework is effective in relatively stable
environments with predictable and standardized goals among all three organizational levels, if
presented with a disruption, “Drifting Goals” can manifest in even the most organized
organizations. Disruption management can manifest in two ways within a “Drifting Goals”
archetype. For a defense sustainment organization, made up of the three defined organizational
management levels, goal dissemination can result in two patterns to address goals impacted by
disruptions. Depicted in Figure 4.12 are the two potential paths possible when meeting goals
using the “Drifting Goals” System Archetype. The red dotted line, the Goal Drifting path, is
drawn to indicate how goal lowering can trickle down in an organization if corrective action and
associated delay is not permitted or possible while the green line, Goal Directing path, depicts
how corrective action also disseminates to all organizational levels with the potential for
compounding delays. While the AoP is an exceptional tool for tactical constraints management,
it could be even more effective if designed to analyze, determine, or link all organizational levels
when identifying the root cause of some constraints. This assertion is reinforced through the
national defense funding policy that is usually handled and developed by strategic levels of an
sustainment organization for tactical operations. Improper tactical level budgeting can result in
unnecessary spending and budget shortfalls often leaving goals unmet and leaders and Users
dissatisfied. Either path, Goal Drifting or Goal Directing may meet mission needs but either
option, when chosen, centers on adopting tradeoff decisions and a potential change in

expectations to achieve desired results. The dynamic nature of responding to variation and
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disruption within a “Drifting Goals™ archetype can produce cascading misalignment and
potentially disastrous effects throughout defense supply networks if goals are not clearly

communicated and lean resilience is favored over fail-safe.

Drifting vs Directing Goals Between AoP Organizational Levels

Strategic Level
Sets Goals

Operational
Level Sets Goals

Directing Goal Behavior

_______ Drifting Goal Behavior

Performance Action
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2

Figure 4.12: Drifting vs Directing Goals
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4.5.3 Dynamic Management of Lead Times in Practice

While System Archetypes are a valuable tool for analyzing complex systems for patterns
of behavior, an analysis of actual systems and direct practice of constraints management is
necessary. The AoP handbook includes extensive examples on AoP in practice with different
teams and goals within the AFSC network. Those examples will be examined to determine how
well an AoP-based system addresses the Requirements List for constraints management in a fail-
safe defense supply network. Generally, the AoP framework includes leveraging predictive
maintenance metrics and time-based constraint identification to anticipate issues and long wait
times to schedule proactive repairs and reduce unexpected downtime. This emphasis on time-
based constraint identification has resulted in a multitude of system changes within defense
sustainment and logistics, like continuous process improvement, just-in-time delivery, agile
acquisition processes, and strategic partnerships with suppliers, all with the goal of minimizing
delays and enhancing responsiveness (United States Government Accountability Office, 2024).
These measures have ensured that the defense sustainment within a defense supply network
remains resilient for meeting the demands of defense operations while maintaining operational
readiness and mission success. While successful, what is often missing in the discussion of AoP
in practice is the difference between resilience and fail-safe design.

The AoP contains consistent and strategic methods of organizing systems to ensure
efficiency and effectiveness within defense sustainment in terms of resilience. This approach
includes several key features. These features include identifying process flow, which involves
mapping out the sequence of processes to optimize the movement of materials and track task
completion. Secondly, setting clear, achievable goals to align multistakeholder efforts towards
common and measurable objectives. Process gating, another key component of AoP applications,

involves establishing checkpoints or stages where progress is evaluated before moving to the
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next phase, ensuring quality and adherence to standards. It is also noted that documentation
standards need to be meticulously maintained to provide clear, accessible records of procedures,
decisions, and changes. Identifying work in progress (WIP) entails tracking ongoing tasks to
prevent bottlenecks and manage workload effectively, ensuring that resources are not over-
committed. Lastly, constraint identification in the AoP focuses on pinpointing the lowest
throughput points in the system, allowing targeted improvements to enhance overall efficiency.
By integrating these methods, the AoP framework, as written, was designed as a cyber-physical

system to ensure and maintain a streamlined, consistent, and resilient defense sustainment.

4.6 Steps Towards Variation and Disruption Response in Defense Supply Networks

In the complex environment of defense supply networks, defense sustainment
organizations that can effectively and dynamically manage variation and disruption response is
critical for maintaining national security and operational readiness.

Due to the unique attributes of defense environments like shifting geopolitical tensions,
increasing technological demands coupled with legacy supported systems, unpredictable events
and governmental or bureaucratic oversight, robust systems are difficult to control or design. It is
proposed through this research that a holistic approach to system design that combines cyber,
physical, and social components can increase resilience and reliability within these defense
supply networks as these systems better represent real world conditions. This aligns with the
resolution of many dilemmas in this multi-stakeholder environment discussed in Chapter 3 by
encouraging the development of transdisciplinary teams and comprehensive strategies. These
recommendations can be taken a step further by incorporating holistic approaches to traditional
systems by integrating engineering, public policy, and business. While more complex, the

environments in which defense supply networks operate include facets of all three sectors and
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designing in tandem will help develop robust systems capable of anticipating, mitigating, and
rapidly recovering from disruptions. The answer may lie in educating a new generation in
transdisciplinary studies that incorporate more than just one or two disciplines effectively
proactively cross training the next generation of employees and leaders. This cross-training may
also contribute to higher levels of autonomy within tactical level teams allowing variation and
disruption to be managed across organizational levels rather than solely top-down. While fully
integrating engineering, public policy, and business in multi-stakeholder defense supply
networks has not been fully achieved, approaching this challenge from a cyber-physical-social
perspective may bring defense sustainment closer to fail-safe.

While flexibility and adaptability in dynamic environments has been a central theme in
the recommendations for fail-safe supply networks both in resolving dilemmas in Chapter 3 and
current literature reviewed in Chapter 2, the recommendation and system design requirements to
achieve fail safe have not been determined. Chapter 2 includes in-depth discussions related to
disaster relief lessons learned that have wider applicability in defense environments. Chapter 3
includes a discussion on how the Function, Behavior, and Structure of an organization in a multi-
stakeholder environment can be used to uncover and resolve constraints. While each Chapter
contains foundational research and method application in resolving constraints, they each are
aligned with the current defense sustainment constraint management system, AoP.

To design systems that are enduringly resilient there must be additional development of
the central goals of the AoP framework: speed, quality, safety, and cost effectiveness. While
these goals have been a vector for system performance and defense sustainment since the
development of the AoP framework, the AoP process Machine is based on an assumption of

standardization and successful variability management techniques. These methods have been
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designed for efficient and lean processes throughout defense organizations. But this efficiency
has been at the cost of fragility. AoP-based systems are reliant on relatively stable environments
and are not equipped to manage large, unexpected disruptions. These disruptions can cause
issues with reliability and maintainability but have wider consequences for system effectiveness

when goals are directed by variability-based constraint management techniques and methods.

4.7 Closing Remarks
Defense supply networks operate within dynamic, interconnected, and multistakeholder

environments, requiring dynamic and strategic management to navigate constraints resulting
from variation and disruption effectively. While Chapter 2 includes an exploration and
discussion of the unique characteristics of defense supply networks and evaluate existing
approaches for managing variation and disruption, Chapter 4 is meant to take the discussion
further towards the more specified sphere of defense sustainment. Defense sustainment
operations are based in, organized by and mandated by the AoP framework and currently utilize
various lead time management techniques discussed in detail in Section 4.1.1 and Section 1.2.
These techniques, while helpful, often require large amounts of data and usually do not track
data related to human judgment or social factors. If social factors are included, they are either
based entirely on qualitative measures or are included with the intention to exclude based on
perceived potential negative impacts. These methods by themselves reinforce lean cyber-
physical systems but increase system fragility due to the omission of social factors present in
real-world systems. Based on this research, the future of managing lead times within complex
supply networks may be based on the merging of data-based forecasting, inter-stakeholder
relationship management, and continuous process improvement, emphasizing a holistic approach

that considers cyber, physical, and social aspects. For example, data-based forecasting relies
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heavily on historical data, while relationship management prioritizes social systems but lacks
standardization. Continuous process improvement integrates cyber, physical, and social
components but requires further synthesis for true dynamic lead time management that can
handle both variation and disruption. Additionally, the incorporation of continuous process
improvement based in cyber-physical-social systems in defense sustainment will be a vital
strategy in generalized supply networks and manufacturing sectors, allowing a multi-faceted
focus on reducing costs, time, and increasing quality and throughput based in an enhancement of
AoP framework. Further study into a cyber-physical-social framework for consistent and
dynamic management of lead times is essential to incorporate proactive and reactive responses
within defense organizations to ensure operational readiness and resource allocation in dynamic
environments.

Since continuous process improvement is so heavily supported in the current defense
sustainment constraint management framework, AoP, identifying both the current state and
desired state disconnections can highlight the necessary improvements needed in the framework
for increasing system resilience. The widespread utilization of AoP in the diverse areas of
defense sustainment has led to the collection of opportunities to study AoP in practice. These
AoP in practice situations, or case studies, allow a comparison to be made between AoP
framework doctrine and AoP in action. These comparisons have helped to facilitate a gap
analysis of the AoP framework by identifying its strengths, areas of improvement, and potential
ambiguities or inconsistencies in practice. For instance, the AoP framework is based on
constraint identification but does not necessarily include a holistic approach towards visibility
through a reliance on time-based cyber-physical metrics. Additionally, discussions surrounding

AoP in practice often overlook the time-intensive process of developing and organizing system
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data to identify constraints effectively. The AoP framework is based on data driven constrain
identification, but if the data is not quantifiable the framework does not work.

The preceding sections have discussed and compared current strategies for lead time
management within defense supply networks, highlighting the balance between lean but fragile
cyber-physical approaches and more dynamic and resilient strategies that include cyber-physical-
social system components. This Chapter also includes a refinement of the requirements list
developed in Chapter 3 for a multi-stakeholder defense supply network based on the resolution
of Dilemmas. The requirements list has been modified for defense sustainment within a defense
supply network to include the complexities inherent in depot-based defense sustainment where
the AoP framework is based. The defense sustainment application of the AoP includes valuable
tactical insights for CPI by focusing on constraint identification and management within the
process Machine of People, Processes, and Resources. However, while effective at addressing
immediate tactical challenges and flowtime issues, the AoP framework may overlook broader
operational and strategic perspectives within defense supply networks. By utilizing Systems
Archetypes, derived from Peter M. Senge's work, system patterns are both identified and
specified for AoP framework system patterns to identify potential gaps within the AoP
framework and understand potential avenues for future development. For example, the "Fixes
that Fail" archetype, where short-term fixes exacerbate underlying problems, underscores the
importance of holistic and systemic approaches to developing visibility metrics used in constraint
management. This is also evident in the measurements of performance. For example, the AoP
framework while including quality, safety, and cost effectiveness, ties performance metrics
almost exclusively to time or speed by reducing WIP and increasing throughput, overlooking

more dynamic metrics for success, particularly in specialized areas like engineering and logistics
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where processes are not so easily gated. This over-reliance on time-based metrics may lead to
unintended consequences, such as sacrificing quality for speed, which can propagate fragility
within defense supply networks. Thus, there is a need to incorporate more diverse visibility
metrics beyond time to dynamically manage lead times and address a variety of previously
unidentified constraints effectively. The second System Archetype utilized in this Chapter is the
"Drifting Goals" archetype. This archetype is used to highlight a significant challenge within
defense sustainment and supply network systems, the gap between strategic objectives and day-
to-day tactical behaviors. This potential for misalignment or reliance on higher levels for
decision-making can lead to ambiguity, conflicting priorities, and inefficiencies across
organizational levels. These archetypes serve as tools to derive a modification of AoP-based
framework for constraints management by identifying areas for further improvement within the
AoP framework patterns.

While the AoP framework addresses tactical constraints management effectively, it may
fall short in analyzing and linking all organizational levels when identifying root causes of
constraints. Disruptions in this line of communication between strategic and tactical can
exacerbate goal drifting, leading to compounding delays or misguided corrective actions. The
dynamic nature of variation and disruption underscores the need for an equally dynamic
framework of constraint management that includes clear communication, alignment of goals, and
effective leadership across all levels of defense organizations to prevent cascading failures and
ensure mission success within defense supply networks.

In Section 4.4 the Business Model Canvas is applied to defense sustainment within a
defense supply network to reveal critical areas vital to organizational success. Business Model

Canvas is used to organize the complexity of supply networks within multi-stakeholder
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environments that include military organizations, government agencies, allied nations, and
defense contractors. While each stakeholder interaction may involve conflicting priorities, a
robust and agile defense supply network should be based on a set of common goals that are
consistent across the stakeholders. The AoP framework addresses this need for common goals by
underscoring the importance of determining common goals among defense sustainment
stakeholders for continuity. This continuity is often reinforced and upheld with contractually
binding agreements, requiring a clear understanding and a defined requirements list. Increasing
the efficacy of the developed requirements list can be facilitated by integrating defense
sustainment and acquisition teams when forming new partnerships. For key resources and
activities, the need for skilled personnel, advanced technology, logistics infrastructure, and
continuous improvement through research and development is emphasized. Lastly leveraging
strategic partnerships with defense contractors, technology developers and researchers, suppliers,
and government agencies is imperative for a comprehensive and effective defense supply
network. Arguably, the most important component of the BMC is the value proposition. The
value proposition for defense sustainment is based in reliable, cost-efficient, dynamic responses,
and advanced capabilities crucial for maintaining military readiness and operational success in
the face of variation and disruption. However, the gap between the identified value proposition
and current practice is in the need for holistically integrated dynamic systems within defense
sustainment to effectively achieve common goals.

In the complex environments of defense supply networks, the ability to manage variation
and disruption effectively is crucial for national security and operational readiness. Given the
unique challenges of defense environments, such as geopolitical shifts, technological demands,

and bureaucratic oversight, developing robust systems becomes inherently necessary and
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increasingly complex. By identifying where the AoP framework can be improved, like a holistic
approach to system design, integrating cyber, physical, and social components the network can
enhance resilience and reliability with the goal of designing a fail-safe network. By focusing on
transdisciplinary teams and comprehensive strategies, dilemmas in addition to constraints can be
identified in multi-stakeholder environments and can be addressed more effectively.
Furthermore, the recommendation for the integration of engineering, public policy, and business
in system design can lead to the creation of more adaptable and fail-safe defense supply network
systems that mirror the real-world. Educating future generations in transdisciplinary studies and
promoting cross-training among employees and leaders can further enhance adaptability and
autonomy within tactical level teams reducing the potential for communication misalignment.
While the AoP framework has been instrumental in standardizing constraint management within
defense sustainment organizations, there is a need to evolve its central goals of speed, quality,
safety, and cost-effectiveness. While efficient and focused, the reliance on standardization and
variability reduction techniques has led to fragility, especially in the face of unexpected
disruptions. To ensure enduring resilience, the development of strategies that can effectively

address large-scale disruptions while maintaining system effectiveness and reliability is crucial.
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CHAPTER 5: RAMIFICATIONS OF RESULTS AND PATH FORWARD

5.1 Summary of Work
5.1.1 Connecting the Chapters

Beginning in Chapter 1, the background and motivation for analyzing defense supply
networks through the perspective of a CPSS is highlighted as the next step towards realizing fail-
safe system design based in dynamic lead time management. Dynamic lead time management is
further specified for defense sustainment with a specialization in Air Force Sustainment and their
approach and framework for lead time management: AoP. The justification for analyzing the
AoP framework is based in its wide reach and high level of standardization within these large
and complex defense specific environments. The AoP is also open source and therefore available
to anyone for added process transparency. Also included in Chapter 1 is the explanation and
discussion of the key questions addressed in the subsequent Chapters of this Thesis including a
road map of the thesis. The development of the key questions addressed in this thesis focuses on
the foundation and justification of the CPSS perspective as a way to analyze and conceptualize
the AoP for gaps.

Moving through to Chapter 2, this chapter includes the analysis of the environment the
AoP operates through the use of a detailed literature review. The literature review is three-tiered.
Firstly, the explanation of different perspectives on the terms variation and disruption are
discussed with respect to the language used to conduct the literature search. Secondly, the
examination of variation and disruption response in a generalized supply network is highlighted
and explained through the literature. Thirdly, the specific characteristics within a defense
environment are outlined and tied to the literature from the perspective of a defense specific

supply network. This chapter is foundational for examining the environment in which the AoP is
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currently deployed and explains the key differences between a generalized supply network and a
defense supply network using specific literature examples.

Now that the research questions have been identified, the AoP framework for
examination has been outlined and justified, and the environment the framework operates in has
been explored and analyzed through literature, Chapter 3 begins with a direct examination of that
AoP framework deployed within a defense supply network environment using a nested Function-
Behavior-Structure Dilemma Triangle Method (F-B-S DTM). The justification of using the
nested F-B-S DTM is based in the necessary step of determining constraints or Tensions within
each stakeholder operating within a defense supply network: Government, Supplier, and User.
These constraints are potential Dilemmas that present opportunities for the development of a
requirements list based in Dilemma resolution.

The Requirements List generated in Chapter 3 is then evaluated in Chapter 4 with a
perspective that rejects optimization for more realistic decision selections that are based on trade-
off or satisficing solutions. Chapter 4 also includes an analysis of the system dynamics within the
AoP framework in terms of System Archetypes. Then the defense supply network from a
sustainment perspective is analyzed as a business using the Business Model Canvas to merge
theory with practical application by breaking down key sustainment components to map each
element for the development of a value proposition. The value proposition is explained as the
aligning of strategic goals with operational readiness and focused tactical delivery of mission-
critical support to sustain military operations.

Chapters 1 and 2 can be considered the justification and foundation of this Thesis, while

Chapter 3 and 4 include further specification towards defense sustainment as a defense supply
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network with the goal of defining gaps in current methods of variation and disruption response to

determine what is required for designing a fail-safe defense supply network.

5.1.2 Revisiting Purpose

The justification of this thesis is based on the identification of a way forward for further
research by analyzing gaps within the AoP framework when modeling the system as a CPSS
capable of addressing both variation and disruption. The analysis of the defense supply network
is specified to apply to the complex environment of maintenance, repair and overhaul (MRO)
operations for defense sustainment. While the AoP framework includes the assertion that through
its use systems and users can maximize efficiency, innovation, and continuous improvement in
complex systems, its practical implementation in an increasingly unstable and complex
environment reveals areas where gaps may exist, and further enhancements and modifications
may be needed. The purpose of this work is rooted in the systematic evaluation of the defense
supply network environment from the AoP framework perspective while analyzing its limitations
when modeled as a CPSS. This gap identification will serve as a foundation for further work in a
Ph.D. towards the development of fail-safe systems that are more capable of supporting both

strategic objectives and dynamic lead time management for increased operational readiness.

5.2 Answers to the Questions
The work produced in this Thesis is based in the justification, exploration, and eventual

answers to the following three research questions:

Questions
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Question 1 (Q1): What are the current states and identifiable problem areas
within current defense supply network management systems as it relates to

Function, Behavior, and Structure?

Question 2 (Q2): How are defense supply network responses designed to handle
variation and disruption with respect to the AoP Machine: People, Processes, and

Resources?

Question 3 (Q3): How can an inherently structured, lean, but fragile environment
like defense sustainment be dynamically integrated into a flexible and fail-safe

supply network?

Q1 serves as the basis for investigating the functional performance, operational
behaviors, and system structures within defense supply network management systems. By
focusing on these three components: Function, Behavior, and Structure (F-B-S) the goal is to
identify inefficiencies, bottlenecks, or vulnerabilities i.e., Tensions and Dilemmas. Since defense
supply networks are critical for national security, and any failure in these areas could
compromise mission success a systematic evaluation of current practices is necessary to uncover
the problem areas that increase fragility and lower resilience. The hypothesis associated with Q1
is Hypothesis 1.1 (H1.1). H1.1 is based in the belief that a comprehensive assessment of current
practice will highlight the key challenges and key successes in the system, allowing for the

identification of potential solutions.
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The second question, Q2, was designed to further specify the analysis of lead time
management in variation and disruption response by analyzing how the components of People,
Processes, and Resources within the AoP Machine framework contribute to resilience. In an
increasingly volatile and complex global environment, supply network disruptions ranging from
cyber threats to local logistical challenges are becoming more common. This question includes
an examination on how the AoP Machine performs when reframed from a cyber-physical-social
systems perspective. The hypothesis associated with Q2 is Hypothesis 2.1 (H2.1). H2.1
hypothesizes that integrating these systems can strengthen the defense industry ability to
compete in contested logistics environments, where rapid, flexible, and adaptive responses are
crucial. Understanding how to synchronize People, Processes, and Resources will offer insight
into designing a fail-safe supply network.

The third question, Q3, was designed to guide the exploration into the transformation of
defense sustainment systems, which are traditionally structured and lean and based in cyber-
physical systems, into more adaptive and flexible frameworks capable of withstanding both
variation and disruption. While lean systems are efficient, they can be fragile under stress due to
their inherent lack of flexibility. This question serves to address how lead-time management,
modeled as a cyber-physical-social system, can be used to bridge the gap between structure and
agility. This question has two hypotheses Hypothesis 3.1 (H3.1) and Hypothesis 3.2 (H3.2).
H3.1 includes the proposition that by evaluating lead-time management techniques and
frameworks within existing defense systems, gaps in existing frameworks can be identified. The
second hypothesis, H3.2, is based in the assumption that rather than aiming for optimization,
focusing on satisficing solutions through strategic trade-offs can create a balance between lean

efficiency and dynamic resilience. This dual focus will lay the foundation to enable defense
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supply networks to adapt dynamically to the changing demands of modern warfare logistics
through gap identification and strategic trade-off-based decisions.

The core methods utilized in this Thesis address and progress towards answers for
multiple questions and hypotheses. But, for the purposes of answering the previously listed

questions they can be categorized and labeled as follows:

Methods

Method 1 (M1): Comprehensive Literature Review

Method 2 (M2): Nested Function-Behavior-Structure Dilemma Triangle Method

Method 3 (M3): Business Model Canvas for Value Proposition Development

Method 4 (M4): Modification of System Archetypes for Gap Identification

After covering the background, motivation, and introduction to the thesis in Chapter 1,
Chapter 2 is based in the development and use of M1, the comprehensive literature review. The
aim of completing this literature review is mainly rooted in the answer to Q1 H1.1 and Q2 H2.1.
For Q1 H1.1 the comprehensive literature review was used to document and assess the current
state of supply network management, clarify differences between generalized supply networks
and defense supply networks, and organize a review of current methods of variation and
disruption response from a CPSS perspective. By reviewing existing research, reports, and case

studies, the literature review was used as a tool to identify and clarify constraints related to
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Function, Behavior, and Structure for stakeholders within the environment of defense specific
supply networks. For Q2 H2.1 the literature review included the exploration and identification of
how defense supply networks have responded to disruptions and variations in the past,
particularly regarding the AoP Machine framework (People, Processes, and Resources). By
reviewing past strategies and case studies, M1 was able to serve as a basis for understanding the
limitations and strengths of current approaches in managing disruptions in addition to allowing
for the review of research by other fields like disaster response as potential avenues for fail-safe
system disruption response.

M2, or the development and use of a Nested Function-Behavior-Structure Dilemma
Triangle Method (NFSB DTM), is also similarly tied to Q1 H1.1 and Q2 H2.1. However, in this
examination of Q1 H1.1 and Q2 H2.1, located within Chapter 3, the method is applied to the
situation of multi-stakeholder interactions within a defense specific supply network environment
from the perspective of the AoP Machine. While M1 includes the gathering and review of other
systems of constraint identification and management, M2 is the direct development and
application of a new method of examining this situation’s constraints. This method includes the
break down the defense supply network into its key stakeholders: Government, Supplier, and
User to analyze how these elements interact and the resulting Tensions that arise through their
conflicting goals. By mapping out these relationships, M2 was used as a tool to provide insights
into how these Tensions can result in Dilemmas which contribute to ineffective systems that fail
to meet mission goals. These Dilemmas were further examined from their impact to Function,
Behavior, or Structure to identify a preliminary requirements list based in their resolution or

alleviation of problem areas in the current system.

188



M3, the deployment of the Business Model Canvas (BMC) also in Chapter 4, is based in
the perspective that defense supply networks and defense sustainment operate in environments
made up of businesses and while the defense organizations are not operating as businesses the
principle of addressing and developing a value proposition from a business perspective is
valuable. For Q3 H3.2, M3 is applied to propose a potential solution for integrating lean,
structured environments into more adaptable and flexible networks by mapping out the core
activities, resources, and partners within the defense supply network specified for sustainment.
By taking a business approach, this method allowed for a focus on satisficing solutions rather
than strict optimization which favors situations of high uncertainty. This approach facilitated the
development of a value proposition that can align with strategic trade-offs for designing a fail-
safe supply network.

M4 which is focused in the gap identification of Chapter 4, bases its analysis in the
identification and explanation of System Archetypes within the frameworks design is tied to both
Q2 H2.1 and Q3 H3.1. For Q2 H2.1, M4 is used to both explain how existing System
Archetypes are seen within the defense supply networks and system behavior and to specify
modified System Archetypes that are specific to the AoP frameworks approach to managing
variation. The concept of disruption response is related to identifying potential constraints within
variation response as a building block towards managing more impactful disruptions. For Q3
H3.1, M4 is applied to specifically evaluate the workflow and lead-time management
frameworks in defense sustainment systems in detail. While Q2 H2.1 includes applying the AoP
Machine to the defense supply network system, Q3 H3.1 focuses on the AoP framework directly
from the perspective of defense sustainment. By modifying system archetypes within the

framework of the AoP, M4 is used as a tool to allow the identification of gaps in systems that are
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designed lean but fragile. By using the System Archetypes perspective in M4 gaps are

highlighted in current sustainment systems, helping to evaluate how they could be adapted for

greater dynamic resilience.

Each of these methods act as tools that help to facilitate a strategic and organized

approach to answering the questions developed in this Thesis. The progression of research

questions and methods with deliverables is visualized in Figure 5.1.
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Figure 5.1: Chapter Progression and Connections between Questions and Methods

5.2.1 Revisiting Question Justification and Development

This thesis includes defining and exploring the evolving challenges and opportunities

within defense supply network management, focusing on ways to design fail-safe systems
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capable of adaptability in the face of disruptions through the test case of defense sustainment.
The key questions guiding this research were designed to strategically guide the examination of
the current state of defense supply networks in how they respond to variation and disruption, and
how they can be dynamically transformed to meet the demands of an increasingly unpredictable
environment. By analyzing the Function, Behavior, and Structure of these supply networks,
assessing their current responses, and exploring pathways to greater agility and robustness
through the detailed review of the AoP framework, this is foundational in providing a
comprehensive requirements list for improving defense sustainment operations through a

dynamic perspective of lead time management in this thesis.

5.2.2 Connections Between Questions

The questions developed and selected for this thesis are strategic and connected in that
each proceeding question serves as another foundational step for the next question. The thesis
begins with the analysis of the current states and identifiable problem areas within current
defense supply network management. This analysis exposes the key differences between a
generalized supply network response to variation and disruption and a defense specific supply
network by asking Question 1 which is foundational for Questions 2 and 3. These differences are
highlighted and explained through a comprehensive literature review contained in Chapter 2.
Then the defense supply network is reframed as an overlapping system of three stakeholders:
Government, Supplier, and User in Chapter 3. These stakeholders are analyzed particularly as it
relates to their Function, Behavior, and Structure (F-B-S) for internal Tensions, and which
represent potential Dilemmas. This method functions as a critical diagnostic tool for how the

supply network operates in practice (Function), how it performs and reacts under both normal
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and disruptive conditions (Behavior), and the organizational framework within which these
processes occur (Structure). By focusing on Dilemma resolutions based in these three
components, F-B-S, Chapter 3 ends with the development of a preliminary requirements list
highlighting potential for improvement in the existing system and revealing areas where
inefficiencies or vulnerabilities threaten overall supply network effectiveness. This foundational
understanding is essential for building any strategy aimed at improving network adaptability and
flexibility to reach fail-safe.

After outlining the current issues in lead time management within the context of a supply
network, the focus shifts to evaluating how defense supply networks handle disruptions and
variations, with specific reference to the AoP framework. The AoP framework was justified and
selected based on its strategic, standardized, and widespread application in defense sustainment,
arguably the largest arm of defense supply network activities. This portion of the thesis primarily
focuses on Question 2. This question was designed to aid in the focused examination of network
responses through the lens of People, Processes, and Resources the three core components that
make up the AoP “Machine” (AFSC 2023). Chapter 4 includes the critical review of the AoP
framework through examining the roles and capabilities of personnel in managing variation and
disruption, the effectiveness of established processes, and the adequacy of resources and
technologies to mitigate disruption impacts from the perspective of lead time management. By
assessing these components of the “Machine”, the analysis includes highlighting existing
strengths and weaknesses in how the system responds to real-world challenges. This evaluation
sets the stage for exploring improvements by pinpointing where response mechanisms succeed

and where they fail to meet expectations of performance which is critical in gap identification.
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Building on the insights developed from the evaluation of current responses, the final
phase of the thesis serves to address the proposed transformation of defense sustainment lead
time management into more agile, flexible, and fail-safe. The inherently structured and often
fragile nature of defense operations presents challenges in adapting to an increasingly dynamic
and complex environment. By framing the defense supply network as a cyber-physical-social
system the limitations of lean and fragile cyber-physical systems are addressed through the
addition of the social components into system design. The previous Chapters of the thesis serve
as a foundation for proposing strategies for integrating lean but rigid systems into a more
adaptable and flexible framework based in CPSS design. The focus is on developing greater
agility to rapidly respond to emerging challenges, increasing flexibility in processes to
accommodate variations and disruptions, and designing a fail-safe supply network system that
maintains operational continuity despite disruptions. The goal is to create a supply network based
in dynamic management of lead times that not only survives but thrives in the face of

uncertainty.

5.2.3 Answering the Questions

Question 1
What are the current states and identifiable problem areas within current defense supply

network management systems as it relates to Function, Behavior, and Structure?

Beginning with Q1, this question is designed to highlight the problem areas within

defense supply network management in terms of Function, Behavior, and Structure therefore the
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answer should follow the same strategy. In terms of Function, defense supply networks Function
as framework used to ensure the timely and secure delivery of critical materials, equipment, and
services to defense operations. However, they often lack real-time visibility, limiting decision-
makers' ability to track assets and respond quickly to changes in demand or disruptions. This
results in delays and inefficiencies, as decision-making is based on outdated information.
Additionally, many systems remain rigid, relying on fixed funding allocations and static or
antiquated inventory management, which struggles to adapt to rapidly changing operational
needs. This rigidity is further compounded by manual processes that persist despite
advancements in automation and data-driven solutions, slowing down response times and
increasing the risk of human error. Additionally, the issue of an over-reliance on single source
vendors, potentially due to lengthy supplier approval processes, strict overly specific acceptance
criteria, or niche customer needs, expose defense supply networks to vulnerabilities caused by
variations or disruptions when suppliers face challenges, particularly in the context of
geopolitical instability.

From the Behavior component, defense supply networks tend to react slowly to
disruptions either due to the inherent unpredictability of disruptions, the level of impact is
underestimated, or geopolitical events exacerbate already tenuous situations. Whether caused by
natural disasters, contested environments, or logistical issues, the response tends to be reactive
rather than proactive. This is largely due to the absence of predictive analytics and dynamic
decision-support systems, which could forecast and mitigate risks before they escalate. Another
behavioral challenge is the siloed nature of operations across different branches of the military
and defense contractors. Poor coordination and communication between these entities can lead to

inefficiencies, redundancies, and gaps in resupply, especially in time-sensitive situations.
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Moreover, many defense supply networks fail to capitalize on the wealth of available data for
demand forecasting and system optimization, often relying on outdated methods to predict needs
due to stringent cyber-security infrastructure. The balance between just-in-time (JIT) and just-in-
case (JIC) inventory strategies is also problematic. While JIT systems reduce excess inventory,
they leave the supply network vulnerable to delays, whereas JIC stockpiling leads to excessive
storage costs and the risk of obsolescence.

In terms of Structure, defense supply networks are highly fragmented, made up of
multiple layers of contractors, subcontractors, and service providers operating independently.
This decentralized structure complicates coordination, making it difficult to manage disruptions
or track materials across the entire system. Additionally, the globalized nature of defense supply
chains poses significant risks but is inherent to the system’s purpose. This globalization results in
critical components and materials being sourced internationally, making a particular supply chain
vulnerable to geopolitical tensions, trade barriers, and supply security issues. The globalization
of critical corporations that operate internationally but act as sole suppliers to defense
organizations and specialized weapons systems also pose a challenge. This exposure to global
risks is further complicated by cybersecurity vulnerabilities, as increasing digitization in defense
networks also opens the door to cyberattacks. The duality of increased flexibility and visibility
must be met with increased security that in its nature must remain secure is a challenge
throughout the defense system network. The structural complexity means that weaknesses in one
part of the supply chain can expose the entire system, jeopardizing operational security and
continuity. Finally, the traditional contracting and procurement structures in defense are often
inflexible to meet the equally structured fiscal policy of governmental and military institutions.

Long-term contracts may lack the adaptability needed for defense organizations to shift suppliers
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or reallocate resources in response to changing operational conditions, contributing to slower
procurement cycles and delayed response times.

So, to summarize the answer to Q1, defense supply networks face significant challenges
in each component of their Function, Behavior, and Structure. Limited real-time visibility, rigid
processes, and vendor dependencies hamper operational flexibility. Patterns of reactive behavior,
siloed operations, poor use of data, antiquated systems, and difficulties in inventory management
further weaken supply network responsiveness. Structurally, the complex, global, and often
fragmented nature of defense supply chains, along with cybersecurity vulnerabilities and
inflexible contracts, compound to reduce supply network system adaptability to modern defense
requirements specifically as it relates to contested logistics. Addressing these challenges requires
leveraging advanced technologies like real-time data integration, predictive analytics, and
dynamic response capabilities, as well as fostering cross-functional collaboration and introducing
flexible contracting mechanisms. By examining the current state of generalized supply networks
with a focus on defense supply network management systems, these problem areas pertaining to
Function, Behavior, and Structure are revealed. These methods and revelations are outlined in

depth in the critical review of the literature in Chapter 2.

Question 2
How are defense supply network responses designed to handle variation and disruption

with respect to the AoP Machine: People, Processes, and Resources?

Q2 is rooted in the analysis of defense sustainment operations, one of the large
stakeholders within defense supply networks that interacts with defense logistics, defense

contractors, software, research and development, with significant military and civilian
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interactions. Defense sustainment has been further specified to Air Force sustainment operations
due to their open-source framework, the 40P. This framework is hinged on the interaction
between leadership and the sustainment or production Machine made up of three central
components: People, Processes, and Resources. By evaluating variation and disruption response
techniques in terms of the AoP Machine gaps can be identified in currently deployed frameworks
and serve as a guide towards further improvements or applications in other systems. Q2 is also
based in the reframing of the AoP Machine as a cyber-physical-social system (CPSS). For this
reason, the answer to Q2 lies in the review and comparison of the AoP Machine when modeled
as a cyber-physical-social system.

For the purposes of this thesis the AoP Machine has been analyzed from the perspective
of a CPSS. In both a CPSS and the AoP Machine the human element in defense supply networks
plays a critical role in encouraging adaptability and resilience. For example, skilled personnel are
essential for making real-time decisions, assessing risks, and implementing contingency plans
when disruptions occur. To retain and develop skilled personnel, training programs need to
include the development strategic cross-functional teams that are capable of responding swiftly
to changing conditions and collaborate effectively across various defense organizations and
among defense supplier relationships. Additionally, cultivating a culture of strategic and
experience-based autonomy within the workforce can empower individuals to take initiative and
leverage their expertise in continuous process improvement and problem-solving. Workforce
empowerment is also a core tenant of the AoP Leadership Model but is often subjective and
allocated to structured leadership hierarchies rather than more horizontal or bottom-up
organizations. However, regardless of hierarchical organization by enhancing communication

and collaboration among personnel, defense organizations can better manage both variation and
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disruption within the context of supply network impacts. The CPSS perspective takes the
element of people or social to the next step. This evolution involves integrating a CPSS approach
that holds the user and the worker in the position of a stakeholder rather than a component of the
AoP “Machine” ensures that the defense supply network can respond dynamically to emerging
challenges, adapting strategies to meet complex needs.

The Processes employed in defense supply networks are intended to be flexible and
responsive, allowing for quick adjustments when responding to variation but can fall short in the
face of disruption. These modern supply network management techniques, focused on optimized,
standardized, and agile systems, promote iterative planning and continuous improvement, with
the goal of organizations to be able to continually optimize their operations. This optimization
does result in lean supply networks, but this leanness results in fragility. For instance, adopting
just-in-time (JIT) inventory strategies helps to minimize waste and reduce lead times, but these
strategies are often complemented by just-in-case (JIC) practices that ensure essential supplies
are available during unexpected disruptions. While beneficial when situations are predictable and
responses can be standardized, these procedures do not account for emerging properties and
needs due to their reliance on historical data. Rather than focusing on the individual parts that
may need to be managed through inventory, the methods and structures that support the quick
allocation of any product need to be the focus. This will rely on the integration of advanced
technologies, such as predictive analytics and artificial intelligence. These advancements, when
used strategically, can enhance forecasting capabilities and enable more dynamic risk
assessment. By coupling historical data and processes that generate valuable real-time
information, defense supply networks can anticipate potential disruptions and implement

proactive measures, thereby mitigating their impact.
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For the third component of the AoP Machine, effective management of Resources is vital
for enabling defense supply networks to manage variations and disruptions. This includes not
only tangible assets like materials, equipment, and transportation but also intangible resources
such as technology and information systems. Defense organizations are increasingly investing in
robust information and communication technologies that provide real-time visibility and
facilitate collaboration across the supply chain. These systems can enable tracking of inventory
levels, shipment statuses, and supplier performance, allowing for rapid identification of potential
issues when coupled with the cyber framework capable of recognizing potential problem areas.
Additionally, diversifying supplier bases and logistics partners can reduce dependence on single
sources, thereby enhancing resilience. By maintaining alternative supply routes and backup
suppliers, defense networks can better navigate disruptions and ensure continuity of operations.

To answer Q2, the ability of defense supply networks to handle variation and disruption
is fundamentally rooted in the smaller scale AoP Machine, which relies on the effective
integration of People, Processes, and Resources. This integration is based in the belief that more
collaboration and communication will result in a more positive outcome when systems
experience variation and disruption. The emphasis on collaboration must however be practical.
This practically is rooted in satisficing solutions rather than optimization of the human element
in terms of stakeholders. The satisficing solution is based in compromise decision selection and
resolutions of Dilemmas among the defense supply network stakeholders: Government, Supplier,
and User. Based in Tension identification, the preliminary Dilemma resolutions, which serve as
the foundation for the development of the Requirements List can be found in Chapter 3.
However, the analysis is taken a step further in Chapter 4 where the AoP is specifically analyzed

from the CPSS perspective, to identify framework gaps. Both Chapter 3 and Chapter 4 are
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instrumental in the development of the answer Q2. To summarize, empowering skilled
personnel, developing and adopting flexible processes and resource management, defense
organizations, when modeled as CPSS, can enhance system adaptability and responsiveness in an
increasingly complex and unpredictable operational environment. The CPSS approach ensures
that defense supply networks are well-equipped to navigate challenges while maintaining

mission readiness as cyber-physical-social systems.

Question 3
How can an inherently structured, lean, but fragile environment like defense sustainment

be dynamically integrated into a flexible and fail-safe supply network?

Q3, or how can integrating an inherently structured, lean, but fragile environment like
defense sustainment into an agile, flexible, and fail-safe supply network, requires a
comprehensive approach that balances existing operational frameworks with the need for
flexibility and adaptability. The first step involves assessing and redefining the current systems
and frameworks to identify areas where lean principles can coexist with flexibility. Defense
sustainment systems often prioritize efficiency, focusing on minimizing waste and reducing costs
which as recipients of tax dollars fiscal responsibility is paramount. However, this focus on
leanness can lead to fragility when these systems experience unexpected disruptions. By shifting
to a system perspective that embraces components of flexibility alongside lean practices, defense
organizations can create a fail-safe framework that allows for rapid response to changes in
mission requirements or supply network dynamics.

One strategy for answering Q3 aimed at achieving this integration is through the

implementation of advanced technologies that enhance visibility and data-sharing across the
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supply network. Real-time tracking systems, predictive analytics, and decision-support tools can
provide valuable insights into inventory levels, demand fluctuations, and potential disruptions.
By leveraging these technologies, defense sustainment operations can shift from reactive to
proactive management, enabling timely adjustments to resource allocation and supply chain
strategies when met with variation. For instance, the use of data analytics can help identify trends
and forecast demand, allowing for better planning and more informed decision-making. This
dynamic integration of technology fosters a culture of agility, enabling the defense supply
network to respond swiftly to evolving challenges while maintaining lean operational
efficiencies. This technology, however, must remain secure which reduces its ability to move
freely through non-defense systems like those of Suppliers. Additionally, many cyber-physical
systems within defense organizations are still antiquated, when compared to current
technological advancements, due to these stringent security requirements leaving the system
vulnerable to disruption. Therefore, the cyber-physical system design is not sufficient to meet the
response needs in the case of variation and disruption.

An additional layer to further develop the cyber-physical system is the inclusion of social
to form a CPSS. The social component can manifest in a variety of ways whether at the smallest
unit of the individual to the social hierarchy of an entire government. At the individual or team
level, establishing cross-functional training to facilitate shared terms of communication and
intra-organizational collaboration, ensuring that all parties are aligned in their goals and
strategies. This collaborative approach can improve operational effectiveness and build trust and
shared accountability, enabling faster responses to disruptions and more effective resource
management based on expertise. The addition of social at the macro level involves the

integration of stakeholder priorities based in satisficing decisions, or compromise. Collaboration,
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or the vehicle of compromise, is presented as the essential element in merging structured defense
sustainment operations with features of supply networks more capable of flexibility.
Collaboration-based relationships can widen a defense organization’s access to additional or
different People, Processes, and Resources found in other organizations. In the defense sector,
collaboration is better known as partnership. So, for defense specific environments, fostering
strong partnerships among various stakeholders like military branches, allies, contractors,
suppliers, and logistics providers, defense organizations can enhance information sharing within
collective problem-solving environments often bounded by contractual or diplomatic boundaries.

Finally, promoting a culture of continuous improvement is critical for sustaining this
integration over the long term. Continuous process improvement is heralded as the gold standard
in the AoP and is an attempt at addressing the evolution of a system throughout the life cycle in
basic terms. System evolution is not expressly defined however, and much is left to interpretation
within the bounds of the AoP framework. Ultimately, defense organizations are governed by
larger governmental bodies and are subject to their authority. Flexibility cannot simply be added
to a defense supply network design without considering security and cost constraints. Given the
constraints inherent in defense environments, satisficing based decisions are likely the best
compromise for infusing flexibility into inherently rigid systems without sacrificing the integrity
of system security and prioritizing cost effectiveness while meeting mission goals.

In summary, the dynamic integration of a structured, lean, but fragile defense sustainment
environment into a flexible and adaptable supply network requires a multifaceted approach that
prioritizes compromise. By first identifying constraints among stakeholders in the defense supply
network environment using the open-source constraint management framework, AoP,

requirements were developed to preliminary identify what is needed to move the network
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towards fail-safe. The work is particularized for gap identification within defense sustainment
operations within defense supply networks in Chapter 4 for the development of requirements for
designing dynamically managed lead times based in CPSS design. The preliminary requirements
include leveraging advanced technologies for visibility and data sharing, emphasizing
collaboration among stakeholders, and cultivating a culture of continuous improvement by
integrating social components into traditionally cyber-physical systems. By addressing defense
supply network variation and disruption response from the perspective of a collaborative CPSS,
defense organizations can potentially integrate of principles of strategic flexibility into systems

for increased operational resilience.

5.2.4 Defining Dynamic Management of Lead Times (DMLT)

Dynamic management of lead times in supply networks, when based on satisficing
solutions, refers to managing the timing and coordination of supply chain activities to achieve
"good enough" outcomes rather than ideal or optimized ones. In the context of defense specific
operations, where constraints such as heightened security, inflexible budget, and geopolitical
challenges are significant, dynamic management of lead times can be achieved through timely
adjustments in procurement, production, and delivery processes without overburdening the
system or exceeding its capacities. The focus is on achieving functional, acceptable outcomes
that ensure the continuous flow of critical materials and equipment in support of defense
missions, rather than striving for complete efficiency, which may not be practical or realistic in
environments of significant uncertainty.

As described in more detail in Section 2.3.2, mitigating negative impacts from variation

and disruption includes an incorporation of both proactive and reactive responses. When defining
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dynamic management of lead times (DMLT), the definition must include both proactive and
agile reactive coordination of people, processes, and resources to ensure timely delivery
necessary to support defense operations. DMLT includes continually adjusting lead times
throughout supply chains that make up the supply network from procurement and acquisition to
distribution and deployment. The goal of dynamically managing lead times within a defense
supply network is rooted in maintaining operational readiness, supporting mission-critical
activities, and ensuring appropriate resource allocation in an environment of evolving
uncertainties and potential threats.

Satisficing decision selection plays a key role in the work presented in this thesis.
Defense supply networks are often constrained by rigid structures, budgetary restrictions, and
long approval cycles. Thus, instead of aiming for perfectly optimized lead times, which can be
difficult due to changing operational needs and unpredictable disruptions, satisficing emphasizes
the need for feasible, adaptable solutions that meet minimum operational requirements. This
means defense planners and logisticians prioritize meeting the most critical needs of the supply
chain, accepting that some inefficiencies may occur but ensuring that mission objectives are still
met. For example, instead of waiting for the least expensive supplier to deliver a part, the supply
network might use a more expensive, but reliable, local supplier to ensure timely delivery during
a high-priority mission. The choice to move to the more expensive supplier represents a
compromise between speed, cost, and quality.

In practice, satisficing solutions in dynamic lead time management rely on flexibility,
real-time data, and collaboration. Defense organizations must establish adaptable processes that
allow for rapid adjustments to lead times in response to new information, such as a sudden

change in demand or a disruption in the supply chain. This could involve temporarily switching
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and approving a move to alternate suppliers, expediting or altering transportation routes, or
reallocating resources to where they are most urgently needed. The use of real-time data and
advanced decision-support systems can ensure that these decisions are informed by up-to-date
insights into supply chain conditions, while collaboration across different users, governmental
entities, contractors, and suppliers ensures that all stakeholders can work together to address
disruptions swiftly.

In summary, dynamic management of lead times based in satisficing solutions includes
the recognition that defense supply networks must balance flexibility with the realities of their
operational environment. The goal is not perfection but rather to maintain a functional and fail-
safe supply chain that can adapt to challenges while meeting mission-critical needs. These
recommendations represent the environment in which dynamic management of lead times can be
achieved (Figure 5.2). By accepting the trade-offs inherent in satisficing decisions, defense
organizations can better manage the complexities of lead times in an uncertain, resource-

constrained environment.
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Figure 5.2: The Ingredients for Dynamic Management of Lead Times

5.3 Verification and Validation
This thesis is based on the Validation Square to ensure that the recommendations

developed in this work are supported with high confidence. The Validation Square is a
framework used to evaluate the robustness of a design method by examining its theoretical and
empirical validity across structural and performance dimensions (Seepersad, Pedersen et al.
2006). It ensures that the method is internally consistent and logically sound, referred to as
Theoretical Structural Validity, where the constructs of the method are coherent both

individually and together. The framework also assesses Empirical Structural Validity to
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determine whether the chosen example problems are appropriate for testing the elements of the
method. In terms of performance, Empirical Performance Validity includes an evaluation of the
method’s ability to generate useful and practical results when applied to real-world,
comprehensive problems. Finally, Theoretical Performance Validity includes the evaluation of
the overall ability of the method to address complex problems, which may require a “leap of
faith” but is supported by the confidence built through the earlier validation processes. Together,
these aspects ensure that the method is both theoretically sound and practically useful.

The work in this thesis is guided by a roadmap that relates to the Validation Square that
serves as an outline for the structure, content, and flow of research focusing on dynamic lead
time management within multi-stakeholder defense supply network environments. The map
displayed in Thesis Roadmap Figure 5.3 includes all six chapters of the Thesis, and how each
includes key components related to the gap analysis in defense supply networks lead time

management techniques in a way that relates to the process of verification and validation.
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Chapter 1: Defense Supply Network
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Environments

Bounding and defining the AoP framework.
Discussing thesis justification

¥

Chapter 3: Requirements for Designing a

Fail-Safe Defense Supply Network

(Q1/H1.1, Q2/H2.1: M2)

+ Defining system drivers, perspectives,
and AoP components

+ Discussing function-behavior-structure
within GSU perspectives

* Discussing system constraints <:|
utilizing dilemma triangle method

* Exploration of solution space for
resolving tensions and dilemmas

* Developing preliminary requirements
list based on dilemma identification

|
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Determining current frameworks and
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response in defense critical supply
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within Defense Supply Networks
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+ Evaluating a requirements list for
practical, actionable, and measurable
recommendations
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|::> Logical Flow
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Figure 5.3: Thesis Road Map

5.3.1 Theoretical Structural Validity

Path Forward
(Q2/H2.1, Q3/H3.2)

Discussing results of thesis
Actionable and precise path forward
based on Chapter 4 gap identification
Q2: Hypothesis 2.1

Q3: Hypothesis 3.2

Theoretical Structural Validity refers to the internal consistency of a method, ensuring

that the framework or model in question is logically sound and coherent within its structure

(Seepersad, Pedersen et al. 2006). In the context of verification and validation, theoretical

structural validity involves assessing whether the components of a method or framework align

logically and whether they function as intended within the given system. This quadrant, quadrant

1 in the Thesis Roadmap Figure 5.3, and step in the Verification and Validation process is
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critical for verifying that a framework is not only theoretically sound but also applicable in real-
world scenarios. In examining the existing DOD Air Force sustainment center framework,
known as the AoP, it is essential to identify both consistencies and inconsistencies within the
framework itself and its application in current practices. These inconsistencies can be a step
towards gap identification. This involves a thorough analysis to determine if the framework
maintains its internal logic when applied to real-world defense sustainment operations.
Furthermore, identifying gaps within the AoP framework is crucial, particularly those that leave
supply networks vulnerable to disturbances. These gaps must be examined from the perspective
of a cyber-physical-social system to assess whether the framework is robust enough to handle
variations while still maintaining its adherence to simplicity and standardization. This analysis of
theoretical structural validity extends into a broader discussion of cyber-physical-social systems
within the context of the AoP and defense supply networks in Chapter 2 and Chapter 3. By
examining the current state of these systems and identifying areas for improvement by
developing a requirements list based on constraint identification and resolution, the aim is to
reach a desired state of fail-safe operations, where the framework is not only theoretically valid

but also practically flexible in the face of potential disruptions.

5.3.2 Empirical Structural Validity

Empirical Structural Validity deals with the appropriateness and relevance of the example
problems or case studies used in modeling a method (Seepersad, Pedersen et al. 2006). This
quadrant of the Validation Square involves assessing whether the scenarios or problems selected
for analysis accurately represent the conditions under which the method will be applied, ensuring

that the model's outcomes are valid and applicable to real-world situations. In the context of this
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thesis, empirical structural validity, Quadrant 2 in the Thesis Roadmap, Figure 5.3, includes the
focus of systematically validating the solution space and evaluating the methods discussed and
demonstrated in Chapter 4. This involves a thorough examination of whether the AoP framework
from a cyber-physical-social system chosen for modeling a defense supply network accurately
reflects the complexities and challenges faced by defense sustainment centers. The evaluation
will include a justification and clarification of the satisficing solutions or solutions that meet
several acceptable criteria rather than a single optimized solution, applied to the identified
constraints or dilemmas. Additionally, by simulating a defense sustainment center from a
business perspective using the Business Model Canvas, a value proposition is established, and
key components of the system are outlined. The goal is to ensure that the hypothetical
simulations are not only theoretically valid but also practically applicable, providing insights that

can be effectively translated into real-world defense sustainment practices and stakeholders.

5.3.3 Empirical Performance Validity

Empirical performance validity refers to the degree to which the application of a method
to sample problems yields practical and useful results (Seepersad, Pedersen et al. 2006). In the
context of verification and validation, it ensures that the method, when applied to real-world or
simulated scenarios, produces outcomes that are not only theoretically sound but also actionable
and effective in addressing the given challenges. In this thesis, empirical performance validity is
based on determining whether the solutions or methods developed in this thesis generate
practical, real-world applications when applied to comprehensive or additionally complex
problems. This section, corresponding to Quadrant 3 in the Thesis Road Map shown in Figure

5.3, includes the emphasis on the ability of the simulated defense sustainment center within the
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context of a defense supply network, developed in the earlier phases, to test solutions for the
research questions and hypotheses previously established. Specifically, the assessment centers
around whether the outcomes derived from applying the method to the sample problems provide
meaningful and actionable insights for Questions 2 and 3. This quadrant includes significant
emphasis on the development of validated recommendations, ensuring that the recommendations
developed in the thesis not only function within a theoretical framework but also perform
effectively when confronted with real-world defense sustainment challenges. The practical
applicability of the findings is key, as it determines whether the solutions proposed can be
implemented in actual defense environments to improve operations, enhance resilience, and

address systemic issues.

5.3.4 Theoretical Performance Validity

Theoretical Performance Validity refers to the extent to which the application of a
method to various problems produces both practical and generalizable results (Seepersad,
Pedersen et al. 2006). In the context of verification and validation, this involves evaluating
whether the method, when applied to different scenarios beyond the initial problem set,
continues to yield meaningful and applicable outcomes. This ensures the robustness and
adaptability of the method across diverse contexts. In this thesis, theoretical performance
validity, Quadrant 4 in the Thesis Roadmap Figure 5.3, includes the culmination of the efforts
made in the previous quadrants, synthesizing all prior findings and testing the method's
applicability to a broader range of problems. This quadrant serves as the final sections of this
thesis, including a comprehensive discussion of all claims made throughout the research. It also

includes an evaluation of the reusability and generalization of the methods, ensuring that the
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approach is not only valid for the initial problem set but also applicable to other defense-related
challenges. Additionally, this section includes a proposition for future research focuses through
identifying gaps in current knowledge and methods discovered while producing this thesis. This
thesis will culminate as a PhD proposal that outlines potential areas for further investigation,
aimed at expanding the scope of the method and advancing the development of new knowledge
in the field of systems engineering. In addressing theoretical performance validity, the proposed
method of dynamically managed lead times relevance is demonstrated contributing to utility in a

variety of defense or industry operations and sustainment practices.

5.4 Ramification of the Results

5.4.1 Multidisciplinary to Transdisciplinary Value

Multidisciplinary research in engineering involves collaboration between experts from
different fields, each bringing their specialized knowledge to solve a problem. However, in this
approach, each discipline typically works within its own boundaries, contributing insights that
are later combined to address the issue. In engineering education, multidisciplinary studies have
been the forefront of new academic techniques for the next generation of engineers. This
approach can expose students to fields like mechanical, electrical, and computer engineering,
allowing them to see how each discipline independently contributes to solving complex problems
outside of their major focus. The emphasis remains on the distinct roles and perspectives of each
discipline, making this approach ideal for projects that benefit from a segmented but
collaborative approach. Transdisciplinary research, in contrast, takes the collaboration a step
further and rather than simply integrating expertise from multiple subsections of a particular
field, it involves merging disciplines both within and outside of the original field. In engineering,

this approach can encourage the development of new methods or frameworks that transcend
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traditional disciplinary limits, allowing for more holistic and comprehensive problem-solving.
While multidisciplinary research may offer depth in specialized areas, transdisciplinary research
is better suited for addressing complex, interconnected problems that require evolving or
comprehensive solutions, making it ideal for industries tackling global challenges like
sustainability, smart infrastructure, or systems engineering. A case for which is better can be
based in the goal of the researchers and the problem being addressed. For the purposes of this
thesis, multidisciplinary research is effective for well-defined problems based often in cyber-
physical systems requiring multiple perspectives, while transdisciplinary research is more
diverse and flexible for addressing broad, systemic issues found within cyber-physical-social

systems.

5.4.2 Revisiting Resilience

This work begins with a focus on the development of a list of requirements in order to
design a fail-safe defense supply network capable of dynamically managing lead times in the
face of both variation and disruption. The goal of developing a fail-safe system of defense supply
networks within the context of a master’s thesis is a lofty goal therefore for the purposes of this
thesis the goal of fail-safe must be addressed in terms of level of uncertainty and autonomy

within the AoP system and a system designed as a comprehensive CPSS (Figure 5.4).
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Figure 5.4: Fail-Safe System Design within the Context of Uncertainty and Autonomy

Shifting this thesis from the goal of resilient system design to fail-safe system design in
the context of defense environments reflects a significant evolution in how defense supply
network systems can be conceptualized and managed. Resilient system design focuses on
preventing failure with respect to variation by either anticipating all potential points of system
constraints or designing mechanisms to ensure that, in the event of a disruption, the system
defaults to its original state. This is vital in defense systems like weaponry, aircraft, or missile
defense, where safety in failure scenarios is paramount. However, resilient systems under the
currently available frameworks tend to be rigid, designed around pre-identified failure modes,
and often assume a relatively static set of threats or operational conditions and thus operate in
conditions of low uncertainty and low autonomy. The relationship between resilient system
design and the AoP is that the AoP was designed to provide prescriptive and standardized

methods of variation response within complex defense sustainment environments. Given this
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perspective, the AoP mainly serves as a guide to manage systems of low uncertainty and low
autonomy. However, the addition of the Leadership Model and an emphasis on leaderships role
to address systems of high uncertainty the AoP serves as a guide and toolbox of potential
techniques leaders can take to move a system towards fail-safe. The initial merging of both
cyber-physical and social systems is one way the AoP framework takes a step towards fail-safe

system design.

5.4.5 The Way Forward

This thesis, through exploring the requirements for fail-safe system design and dynamic
management of lead times, primarily serves as the foundation for the development of research
questions for further study. By studying the limitations and rigidities of resilient systems,
particularly in an AoP-based defense supply network, it is clear that these systems may struggle
to adapt to both variation and disruption. The requirements developed for dynamic management
of lead times, framed through the lens of satisficing solutions, reveal the need for more flexible,
adaptive approaches in handling supply network uncertainties that include an incorporation of
CPSS principles. These insights lay the groundwork for moving toward fail-safe system design,
which focuses not only on preventing failures but also on maintaining operational continuity in
the face of disruption in a system that has the ability to change its function, behavior, or structure
to meet evolving situations (Figure 5.5). This thesis, therefore, positions fail-safe system design
as the way forward, building on the lessons learned from resilient approaches and emphasizing
the importance of adaptability, agility, and collaboration within complex systems.

Fail-safe system design, as proposed, includes an emphasis on adaptability, recovery, and

continued functionality under a wide array of unforeseen variations and disruptions to the
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system. In the defense sector, the move towards fail-safe is crucial as modern military systems
face increasingly complex and dynamic threats, including cyberattacks, modern warfare,
contested logistics, and unpredictable geopolitical environments. Fail-safe systems are designed
to react gracefully, maintain critical functions, and recover quickly through change after
disruptions. This paradigm shift acknowledges that it is impossible to foresee every potential
failure mode in today’s defense landscape. Thus, the focus moves from preventing failure
entirely to building systems that can withstand, adapt to, and recover from unexpected
disruptions, maintaining operational capabilities in difficult situations. This makes fail-safe
system design potentially more suited to modern, asymmetrical warfare and the rapidly evolving

defense landscape.
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Figure 5.5: The Way Forward
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5.5 Closing Remarks
In conclusion, this thesis includes a definition and analysis of the complexities and

challenges inherent in defense supply network management, particularly through the lens of fail-
safe system design and the dynamic management of lead times. By examining the current
limitations of rigid, lean, and often fragile systems, it has become clear that such approaches,
while useful in predictable and stable environments, may not be sufficient to meet the evolving
demands of modern defense logistics. These systems tend to lack the flexibility and adaptability
required to respond effectively to the uncertainties posed by geopolitical instability, supply chain
disruptions, and shifting operational needs. The dynamic management of lead times, rooted in
satisficing solutions, has been identified as a key mechanism for addressing these challenges by
enabling real-time adjustments and prioritizing mission-critical outcomes over idealized
efficiency.

Building on these insights, this research serves as the groundwork for a broader shift
towards fail-safe system design, which emphasizes the ability of systems to not only prevent
failure but to adapt, recover, and thrive in the face of disruptions. The lessons learned from
studying resilience-based systems and lead time management provide critical pathways for
developing fail-safe defense supply networks. By offering that, the integration of advanced
technologies, fostering cross-functional collaboration, and adopting flexible strategies that
account for cyber, physical, and social factors, defense organizations can better navigate the
uncertainties of the future. This thesis, therefore, represents a foundational step toward a new era
of supply network management: one that prioritizes adaptability, flexibility, and continuous
improvement in the face of unpredictable constraints to ensure mission readiness in even the
most challenging environments. Ultimately, the findings and frameworks outlined in this thesis

serve as a first step in understanding the need to evolve from rigid resiliency-based designs to
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dynamic and fail-safe systems. As defense supply chains become increasingly complex and
interconnected, the ability to dynamically manage lead times and embrace fail-safe principles
will be critical for maintaining operational continuity. Future research in the form of a Ph.D.
dissertation on fail-safe system design, outlined within Chapter 6, will continue to build on these
concepts, exploring new ways to integrate fail-safe principles into the fabric of defense logistics,
ensuring that the supply networks of today are better equipped to handle the variations and

disruptions of a rapidly changing world tomorrow.
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CHAPTER 6: CLOSING REMARKS: REVIEW OF KEY FINDINGS,
CONTRIBUTIONS, and Ph.D. PROPOSAL

6.1 Critical Review of the Thesis

To critically review this thesis, the work will be evaluated based on the following
categories, the initial problem definition, the literature review, the methods used to evaluate
gaps, and the results of the thesis. Primarily, this thesis includes an exploration and evaluation of
dynamic lead time management within the context of defense supply networks and defense
sustainment using the AoP framework to identify gaps in defense system design when modeled
as a cyber-physical-social system (CPSS). The work is centered around three questions that build
on each other in an attempt to first evaluate the stakeholder environment defense supply
networks operate in, the validity of defense specific methods and frameworks for lead time
management, and gap identification towards the development of a requirement list for fail-safe
systems.

While the topic is highly relevant to defense logistics and supply chain management, the
framing of the questions could be clearer, particularly in terms of how the AoP framework and
CPSS modeling intersect. The difficulty lies in that the AoP framework includes standardized
procedures for physical and social components but refers to cyber in the abstract through the
context of Processes. The importance however is that the social aspect is often overlooked or
may only include social as the inclusion of the workers through leadership influence rather than
stakeholder integration. The importance of incorporating social components in terms of
stakeholders into lean cyber-physical systems is well justified, but the rationale for choosing AoP
as the guiding framework is based in the widespread impact of the AoP framework and the open

availability of the document. Additionally, the justification for analyzing the AoP lies in the
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author’s unique experiences. As this work was produced in adherence to academic guidelines
much of the personalization was left until the “I statement™ at the end of this chapter which pulls

the work together through a personal lens.

6.2 Towards Dynamic Management of Lead Times
The objectives in this thesis are threefold: first, to develop a requirement list within the

context of defense supply networks through identification and propositions for the elimination of
stakeholder dilemmas; second, to identify gaps in current lead time management frameworks
using the test case of defense sustainment and the AoP, and thirdly, to identify and prioritize key
research gaps that can be explored to develop new knowledge in a Ph.D. based in fail-safe
system design. By analyzing the system dynamics within defense supply network logistics and
assessing gaps in lead time management within these complex systems, the key areas where
existing frameworks fall short, particularly in integrating social components and trade-off
decision-making components is highlighted. These gaps serve as a foundational basis for further
research and are instrumental in the development of a Ph.D. proposal, focused on addressing the
gaps identified in this master's thesis through the lens of evolving cyber-physical-social system
principles in policy development.

The literature review, in Chapter 2, includes a broad overview of cyber-physical systems,
the AoP framework, and dynamic lead time management in generalized and defense-specific
logistics and serves as a foundation for the subsequent chapters. However, while the review
touches on key concepts, it lacks depth in certain areas, particularly in critically engaging with
existing research on specifically designed and deployed CPSS. The integration of social
components into cyber-physical systems is a crucial aspect of the thesis, yet the discussion of

social component modeling is underdeveloped which mirrors the current research gaps needing
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further work and exploration. However, the thesis includes a focused exploration of the existing
challenges and limitations in current lead time management approaches, particularly within
defense sustainment, using real data provided within the AoP document to better frame the
research gap. In this case, real-time data would have been beneficial, but for the purposes of
evaluating the AoP framework the data contained within the open-source document was
sufficient. Overall, the literature review covers relevant areas and fully situates the thesis within
the broader academic conversation and identifies clear gaps and cornerstone research areas in
need of further development.

The methods used in this thesis are centered around modeling lead time management as
CPSS to identify constraints and develop a requirement list for dilemma resolution as a dynamic
process within a defense-based system. The basis and justification for combining cyber-physical
components with social components as CPSS is appropriate but still lacks quantification due to
the fluid nature of social components. The social components are explained at a macro level in
Chapter 3 through the examination of stakeholder interactions in terms of constraints within
Functions, Behaviors, and Structures. And in Chapter 4, System Archetypes are utilized to
visualize system patterns as it relates to large social components of defense organizational
hierarchies contained within the AoP. Developing methods quantifying and integrating social
components into existing systems remains a major research gap and is foundational to the work
proposed for a Ph.D. in later sections of this chapter. Additionally, the use of the AoP framework
over other potential frameworks for dynamic system management is justified on the basis that
defense sustainment operates as one of the larger defense systems within the defense supply

network that is not solely based in logistics support.
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The results of the thesis are presented in a structured manner, showing how the
incorporation of social components could impact lead time management when modeled as a
CPSS in addition to identifying gaps for further research. The results include the development of
a requirements list based on inter-stakeholder dilemma resolutions, key gap identification within
current literature and the defense sustainment-based lead time management framework, the AoP,
development of a value proposition for defense sustainment from a business perspective and
identifying research gaps for the development of a Ph.D. proposal and dissertation plan. The
thesis could include a more thorough analysis of the specific trade-offs involved in balancing
cyber, physical, and social components, but as these trade-offs are highly specific for certain
stakeholders and a more generalized approach is taken in this work. The types of trade-off
decisions are identified instead. For example, there are specific cases where the inclusion of
social components complicates system efficiency, and the strategic deployment of advanced
automation is a better choice like in systems of cybersecurity. While the results are linked to the
theoretical framework, the implications of these findings for real-world defense logistics can be
explored in further depth in work beyond the pages of this thesis and serve as the basis for a

Ph.D. explained in Section 6.3.

6.3 Relevant Contributions from this Work

6.3.1 Foundational Review of the Literature

Contained within Chapter 2, this thesis includes a comprehensive and foundational
review of literature surrounding lead time management response to variation and disruptions,
explanation of current defense and generalized supply network frameworks, and key
identification of the unique challenges in defense-specific environments. Most notably, the

inclusion and evaluation of disaster or pandemic related research that included dynamic supply
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conditions in environments of high uncertainty and low predictability offered a key avenue for

developing test cases for further work.

6.3.2 An Approach for Framing Multi-stakeholder Supply Networks by Evidentiary and
Interpretive Analysis

Chapter 3 includes the development of a new method to identify dilemma resolutions
related to multistakeholder interactions in terms of Function, Behavior, and Structure (F-B-S).
The environment of defense supply networks was reframed as interactions among three key
stakeholder groups: Government, Supplier, and User. These interactions were then distilled into
Tensions and Dilemmas according to the Dilemma Triangle Method (DTM). Once Dilemmas
were identified, they were grouped based on Function, Behavior, or Structure and preliminarily
resolved which served as the basis for the development of a Requirements List. Both the Nested
F-B-S DTM and the Requirements List were supported by both evidence and interpretive

analysis based on experience.

6.3.3 Gap Identification of Resilient System Design within the AoP
In Chapter 4, AoP is examined for gaps through an interpretation of System Archetypes

and the use of the Business Model Canvas (BMC). The gap identification is primarily based in
CPSS principles that include a comprehensive and holistic system integration of cyber, physical,
and social components. The system framework contained and designed within the AoP is
essentially a lean resilient system that prioritizes lean optimization but ultimately results in
fragility in the face of disruption. Using the BMC on defense sustainment operations within the
context of greater defense supply networks provides a structured and comprehensive way to

analyze and identify various key components of these complex systems. The BMC includes a
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breakdown of the key aspects of defense sustainment from a business perspective allowing for a
better understanding of how these elements may interact. In defense sustainment, where
operations are mission-critical and involve high levels of coordination, understanding how each
part of the supply network functions is vital for identifying the gap between design perfection

and system failure.

6.3.4 Establishing Foundational Requirements for DMLT

Chapter 5, which includes the establishment of foundational requirements for the
dynamic management of lead times in defense supply networks by addressing the gaps in
traditional system designs, highlights the limitations of rigid, lean approaches, which may
perform well in stable environments but struggle to adapt to the unpredictable nature of modern
defense logistics. By examining resilient system design, the basis for the development of the
AoP, and the need for more flexibility it is proposed that dynamic lead time management, driven
by satisficing solutions, is essential for real-time adjustments that prioritize mission-critical
outcomes over rigid efficiency. Chapter 5 includes the groundwork for a shift toward fail-safe
system design, emphasizing adaptability, recovery, and responsiveness to variations and
disruptions. It is proposed that integrating advanced technologies, fostering collaboration, and
incorporating cyber, physical, and social factors into system design are critical and foundational
requirements for achieving system resilience. Finally, the findings of the previous chapters are
summarized and contextualized to pave the way for further exploration into fail-safe systems,
setting the stage for future research in fail-safe system design in the development of a Ph.D.

proposal.
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6.3.5 Foundation for Future Research

The work in this thesis serves as the foundation and initial exploration into addressing
critical challenges in defense supply networks, such as responding to variation and disruption,
designing for cross-organizational autonomy, and managing multi-stakeholder environments
with conflicting goals, creates a platform for further research into fail-safe system design and the
development of new knowledge. This work not only exposes the limitations of traditional fail-
safe and lean system designs but also illuminates the need for systems that can adapt, recover,
and evolve in complex, uncertain environments. By framing these challenges through the lens of
proactive and reactive system dynamics, cross-organizational autonomy, and satisficing tradeoff
decisions, the thesis sets the stage for a Ph.D. that deeply explores fail-safe system design as an
evolving cyber-physical-social system (E-CPSS). The Function, Behavior, and Structure of the
E-CPSS design can be divided into four main research areas based on the gaps identified in this
thesis:

1. Responding to Variation and Disruption through System Dynamics:

This research area is focused on a system’s ability to manage both anticipated and

unforeseen disruptions which lies at the heart of resilience. By addressing how systems

can respond proactively, through strategic predictive analytics and dynamic systemic
planning, and reactively, by adapting in real-time, this thesis includes the beginning
groundwork for researching how cyber-physical systems (CPS) can integrate social
elements to enhance flexibility. A Ph.D. on fail-safe system design will focus on
developing models for dynamic risk assessment, using real-time data to improve system
recovery and sustain operations in defense and other critical industries. The evolution
from static fail-safe designs to systems that not only withstand but also adapt to change

forms a central pillar of fail-safe CPSS research.
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2. Designing for Cross-Organizational Autonomy:
Defense and other complex global multi-stakeholder environments require a high degree
of organizational autonomy while maintaining coordination across diverse entities. This
autonomy is essential for resilience, as it can allow individual components of a network
to make decisions independently, ensuring localized adaptability. Research through a
Ph.D. dissertation may expand on how cyber-physical-social systems can enable strategic
distributed decision-making, allowing each organizational unit, whether military
branches, contractors, or suppliers, to act autonomously while remaining aligned to a
shared mission. By leveraging decentralized control within a CPSS framework, systems
can be designed to maintain operational coherence even when central coordination is

disrupted.

3. Operating in Complex Multi-Stakeholder Environments with Conflicting Goals:
In environments focused on defense, where stakeholders often have multiple competing
priorities (e.g., cost vs. readiness, security vs. agility), this thesis includes the introduction
to the concept of satisficing, making tradeoffs that meet minimum acceptable outcomes
rather than striving for perfect solutions, as a basis for CPSS design and resilience.
Further research in a Ph.D. may delve into how satisficing-based decision frameworks
can be embedded in fail-safe system design, ensuring that conflicting goals are balanced
dynamically without compromising system integrity. The CPSS framework offers a way

to model these complex interactions, incorporating the social aspects, human decisions,
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partnerships, and collaborations, alongside physical and cyber systems to better manage

competing demands.

Evolving Satisficing Tradeoff Decisions vs. Optimization: Traditional optimization
methods often fall short in complex, unpredictable environments where the optimal
solution today may not hold tomorrow. By focusing on satisficing tradeoff decisions in
environments of high uncertainty, this thesis serves as a case for an alternative approach
where resilience is not about perfection but about adaptability. A Ph.D. may include an
exploration on the mathematical basis for incorporating satisficing decision support
principles to the design of fail-safe E-CPSS, investigating how tradeoff-based decision
models can improve system survivability, adaptability, and long-term evolution. Rather
than focusing on minimizing costs or maximizing efficiency, the research would
emphasize how systems can continue to function effectively under changing conditions,

even if all variables are not ideal.

In summary, this thesis is a foundation for advancing research into fail-safe system

design, specifically as an evolving cyber-physical-social system. By addressing dynamic

response mechanisms, cross-organizational autonomy, multi-stakeholder collaboration, and

satisficing tradeoff decisions that evolve with system changes, it includes the groundwork for a

Ph.D. on determining the principles for creating systems that evolve and adapt in real time for

increased resilience. These systems would integrate not only physical infrastructure and digital

technologies but also human factors, social dynamics, and organizational structures all key
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elements for building fail-safe systems capable of thriving in the complex, unpredictable

landscapes of defense and beyond.

6.3.6 A Way Forward Specified

While several research avenues have been discovered as a result of the work done in this
thesis, the central question of “How?” has not yet been addressed. For the purposes of
determining a way forward, the focus will be on policy development for fail-safe system design
as an E-CPSS. This will require a multi-layered approach that integrates flexibility, autonomy,
and collaboration within defense and other critical supply networks. Policies must evolve to
accommodate new technological advancements, changing geopolitical landscapes, and the
growing complexity of multi-stakeholder environments.

To manage variation and disruption effectively, policies may need to adapt beyond rigid,
fail-safe paradigms and embed dynamic decision-making capabilities. Defense supply networks
should be designed to be supported by policies that promote real-time data integration, predictive
analytics, and dynamic resource management within the environment of enhanced security.
These policies may benefit from encouraged investment in technologies that enable proactive,
predictive, and reactive approaches to disruptions, including tools for real-time monitoring and
adaptive planning. This policy shift may create the necessary foundation for rapid system
recalibration in response to changing operational conditions.

Defense policy frameworks currently emphasize strict hierarchies and centralized control,
but fail-safe systems are believed to thrive on distributed decision-making and localized
autonomy. To develop cross-organizational autonomy, policies may need to promote

decentralized governance models that allow individual units to make decisions independently

228



while maintaining alignment with broader strategic goals and units of command. This could
involve redefining reporting structures in civilian settings, incentivizing collaboration across
sectors, and ensuring that some decision-making authority is devolved to the lowest effective
level, all while safeguarding against security risks.

Policies must evolve to support cross-functional, cross-organizational collaboration that
bridges Government, Supplier, and User stakeholders. Defense environments, by nature, involve
conflicting goals, such as cost, readiness, and security. Policy may need to emphasize partnership
and communication across the entire defense ecosystem, creating frameworks for satisficing
decisions that address tradeoffs in real time. This may include the development of new
contractual and procurement policies and frameworks that allow more flexibility in shifting
suppliers, adjusting priorities, or reallocating resources based on evolving mission requirements.
Furthermore, policies may need to streamline communication channels, enhance data-sharing
protocols, and foster public-private partnerships to better integrate civilian suppliers into defense
networks without compromising security.

While each of these ways forward for developing fail-safe system design in policy as an
E-CPSS, the central themes are incorporating satisficing-based decisions and integrating CPSS
into evolving policy design for ensuring long-term continuous improvement. This could translate
into policy frameworks that prioritize resilience over efficiency by allowing for more redundancy
in supply chains, encouraging the diversification of supplier bases, and building in contingencies
that help systems cope with disruptions. All of which will require tradeoff decisions based on the
priorities of cost effectiveness, quality, and speed. Policies may benefit from moving away from
rigid cost-cutting measures that prioritize efficiency at the expense of flexibility, allowing for a

more balanced approach that sustains operational readiness even when disruptions occur. For
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integrating CPSS into policy design, this involves establishing policies that likely encourage the
use of advanced cybersecurity protocols, while also ensuring that human factors, such as
workforce training, organizational culture, and stakeholder engagement, are fully integrated into
system design and management. Policies may incentivize the adoption of CPSS frameworks that
view system resilience as a holistic challenge, encompassing not only technology and
infrastructure but also the social and organizational structures that make them function
effectively.

In conclusion, policy development in an evolving system must include direct
advancements in flexibility and resilience in defense supply networks. Policies should also
emphasize continuous improvement as a fundamental component of fail-safe system design. This
means requiring regular system reviews, audits, and updates that integrate lessons learned from
variations and disruptions. Such policies could include mandated adaptive feedback loops that
allow for constant system refinement and adjustment, supported by strategic investments in new
technologies through research and development. This could be further supported by flexible
funding models that allow for flexible responses to changing conditions and evolving threats. By
designing cross-functional autonomy, collaboration, and proactive adaptation, policies may be
able to transform defense systems from being fragile and rigid into fail-safe and adaptable
networks capable of handling modern-day disruptions. The development of E-CPSS framework-
based policies, rooted in satisficing tradeoff decisions, could serve as a powerful model for
evolving system resilience and provide a clear path for creating defense policies that support

dynamic, responsive, and future-proof supply networks.
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6.3.7 Towards Generalizability

While the work in this thesis is primarily centered on defense supply networks and the
specific test case of defense sustainment constraint management frameworks, the issues present
within defense supply networks do not only impact defense organizations. While defense supply
networks primarily function as a means of national defense and are characterized by high levels
of regulation, higher security concerns, and are particularly sensitive to geopolitical conflict as it
relates to national security, industry partners are operating in many of the same environments
and can equally benefit from fail-safe system design through policy. Specifically, the concepts of
proactive and reactive system dynamics, satisficing trade-off decisions, and integrating E-CPSS
design are relevant across various industries. For example, in commercial logistics and smaller
industry specific supply chains, face similar disruptions due to natural disasters, geopolitical
conflicts, or unexpected market fluctuations. The ability to dynamically manage lead times,
establish a framework for diversifying suppliers, and adopt flexible but strategic organizational
structures is crucial in any environment that values resilience. The research presented in this
thesis can serve as a preliminary list of requirements that include enhancing cross-functional
collaboration, utilizing real-time data, and balancing just-in-time (JIT) with just-in-case (JIC)
strategies as a means of dynamically managing lead times and can be applied to industries like
healthcare, aerospace, manufacturing, and even global humanitarian aid or disaster relief, where
flexibility and rapid adaptation are equally important.

For the proposed way forward, the strategic integration of advanced technologies like
predictive analytics, Al-driven decision support that utilizes satisficing based decisions, and real-
time tracking systems has broad applicability. These tools are increasingly essential in industries
such as retail, pharmaceuticals, and automotive manufacturing, where supply networks are

global, and disruptions can severely impact operations. By generalizing the principles of cross-
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organizational autonomy, and collaboration within multi-stakeholder environments, and
designing policy as E-CPSS, this proposed avenue towards new knowledge may serve as a
valuable step for improving resilience in complex systems across a range of industries. While
this thesis may include the groundwork for establishing dynamic management of lead times and
gap identification in current system design, a way forward can include applying fail-safe system
design beyond defense. The benefit of strategic flexibility and cyber-physical-social integration
throughout system evolution to enhance the resilience, can have benefits for any supply network

operating in a dynamic and unpredictable world.

6.3.8 Scholarship Achieved Through the Thesis

The academic scholarship achieved through this thesis is summarized in Table 6.1.

Table 6.1: Scholarship Achieved Through the Thesis

Relat
Academic Scholarship Contributions in MS Thesis elated
Research Gap
Requirements for A Framework and an Approach to identifying and [RG1, RG2
Designing a Fail-Safe resolving Dilemmas within a multi-stakeholder

Defense Supply Network |defense supply network. Introducing new method
Conference Paper — IDETC|of a nested F-B-S DTM.
Status: Accepted

DARPA An approach that anchors in foundational and RG3
Proposal: Securing fundamental model to design public policies by
Tomorrow establishing the utility of interaction between E-

Status: Rejected CPSS and Collective Adaptive Systems.

Fail-safe System Design [Ph.D. Proposal
as an Evolving Cyber-
Physical-Social System
Funding source: Unknown
Status: Section 6.3
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6.4 Ph.D. Proposal
While this thesis includes the systematic identification and preliminary addressing of key

research gaps in the context of defense supply networks as CPSS, this work has included the
foundation for the identification of further research gaps with a potential to develop new
knowledge. Through an in-depth exploration of existing literature and current defense constraint
management frameworks using tools like the Function-Behavior-Structure construct, the
Dilemma Triangle Method, the Business Model Canvas, and System Archetypes, the aim was to
highlight areas where current research gaps exist or where emerging trends demand new
approaches. By identifying these gaps, this work has included contributions to a broader
understanding of the challenges and opportunities in designing fail-safe systems through the
integration of physical, cyber, and social elements. The outcome of this gap analysis forms the
foundation for proposing new research which will focus on a framework to design more
responsive, fail-safe, and socially cognizant systems. This effort is further specified to focus on
the development of E-CPSS in the context of policy design, social quantification and integration,

and autonomous decision-making structures.

6.4.1 Gap Identification

To advance the field of cyber-physical-social systems (CPSS), several critical research
gaps have emerged throughout the work in this thesis that warrant further exploration to enable
more robust, adaptive, and socially integrated solutions for designing systems. While three major
areas of focus have emerged, they must be prioritized for what is possible to address in a Ph.D.
dissertation. They are prioritized here. First, Designing Evolving Systems as Policy is based in
the need for policies that can adapt and evolve in response to dynamic technological and societal

changes, moving beyond static regulatory frameworks. Second, there is a gap in understanding
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the role of Social Components within Traditionally Cyber-Physical Systems, particularly how
human behaviors, social interactions, and collective decision-making can be more seamlessly
integrated into systems that have traditionally focused on the interaction between physical and
cyber elements alone. Finally, the rise of autonomous systems presents new complexities,
particularly in relation to Autonomy with Satisficing-Based Decision Support Systems, where
systems need to make "good enough" decisions in uncertain and dynamic environments,
balancing optimality with practicality in a way that also integrates human decisions and human
factors. Identifying and addressing these gaps is essential to building the next generation of

CPSS that are fail-safe, adaptive, and socially inclusive.

Designing Evolving Systems as Policy
An evolving system, in the context of cyber-physical-social systems (CPSS), refers to an
interconnected network where digital, physical, and human elements continuously interact and

adapt over time (Figure 6.1).
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Figure 6.1: The Evolving Cyber-Physical-Social System (Yilma, Panetto et al. 2021)

These systems are dynamic, meaning they are not static or fixed; instead, they evolve as
new information, technologies, and societal inputs emerge. In such systems, data from the
physical world like sensors and machines interacts with cyber elements (e.g., software,
algorithms) and is influenced by social behaviors, preferences, and policies. Designing evolving
systems as policy will likely involve creating adaptive frameworks that can change over time to
respond to shifting social, technological, and environmental conditions. The key research gap in
this area lies in understanding how to effectively structure such systems to balance stability with
flexibility within policy frameworks. This may also help to address ever-present policy issues.

Current policies often struggle to keep pace with modern technology and societal changes,
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largely because they are static and designed with fixed rules and assumptions. This mismatch
between the environment of policy development and the environment in which the policy
attempts to address leads to both unit and systemic failures when policies become outdated. To
address this gap, it is hypothesized that integrating or augmenting system archetypes to include
mechanisms that allow systems to evolve, potentially incorporating feedback loops, predictive
models, and stakeholder inputs may help to ensure policies remain relevant throughout time.
However, policy relevance is not the only focus. Systemic issues in policy design like the lack of
implementation practicality, transition challenges within existing systems, security concerns,
scalability, mechanisms of system maintenance, regulation and enforcement must be included.
Further study is also needed on the governance and ethical implications of evolving systems,
particularly how to avoid unintended consequences and ensure equitable outcomes as policies

change dynamically over time.

Social Components within Traditionally Cyber-Physical Systems
In traditionally designed cyber-physical systems (CPS), the social component refers to

the human and societal factors that influence, and are influenced by, the system’s operation. This
includes human behaviors, interactions, preferences, and collective decision-making processes,
which are essential in shaping how systems function within real-world environments. However,
these social components are often excluded in the design of CPS, as the focus tends to be on
optimizing the interaction between physical and cyber elements (Figure 6.2). This exclusion
occurs largely because social dynamics are complex, unpredictable, and difficult to quantify,

posing a challenge for system modeling and integration.
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Figure 6.2: The Relationship of Humans and CPS (Burns, Manganelli et al. 2018)

The research gap lies in developing strategic and generalizable methods to quantify these
social components and incorporate them meaningfully into system design. Current approaches
lack the tools to measure and model human behaviors and societal impacts in a way that is as
precise as the physical and cyber elements. This gap highlights the potential need for trans-
disciplinary research that bridges social science, data analytics, and systems engineering.
Quantifying social components is hypothesized to be crucial for enhancing the adaptability,
resilience, and inclusivity of CPSS, ensuring that these systems can operate effectively in diverse

social contexts and respond to both worker and stakeholder needs and preferences.
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Autonomy with Satisficing-Based Decision Support Systems

Autonomy in systems refers to the capability of a system or in the context of social
organization, teams, departments, or organization branches to operate independently, making
decisions without intervention. The concept of system autonomy is currently a major research
field in traditional CPS like those found in robotics, artificial intelligence design, automation,
and manufacturing where systems must act in complex, unpredictable environments and address
variation autonomously for seamless system activities. Autonomy is important because it enables
systems to respond quickly to changing conditions and reduce the need for constant human
oversight. In this research gap however, the meaning of autonomy is rooted in human autonomy
within the system. Incorporating autonomy into system design presents significant challenges,
particularly when balancing flexibility and rigidity. In flexible systems, system actors must adapt
to varying inputs and contexts, while in more rigid systems, autonomy can operate within clearly
defined parameters or be organized in a structured hierarchy. Designing for flexible autonomy is
much more complex, as it will require system actors to make decisions in uncertain and dynamic
conditions. Autonomy in team settings has been studied as a component of teams that perform at
a high or exceptional level (Figure 6.3). Even in a team setting the role of autonomy is

considered to be the foundation for the resulting positive progress.
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Figure 6.3: High-Performing Team with Agile and Lean Practices (Oza, Kettunen et al.

2013)

The research gap, for this area lies in determining appropriate levels of autonomy within
systems that make good enough decisions, balancing optimality with practicality. Most current
research focuses on fully autonomous or strictly human-controlled systems, but little is known
about how to implement satisficing autonomy that adapts to changing conditions and imperfect
information. It is hypothesized that by developing a new framework that can determine the right
level of autonomy, systems can make reasonable decisions without overextending computational
resources or making errors under uncertainty in a manner that is generalizable and adaptable.
Further exploration is needed to define how satisficing decision-based design can be balanced
with autonomy, ensuring systems can act efficiently while remaining responsive to real-world

variability.

239



6.4.2 Proposed Approaches
To address the identified research gaps in Designing Evolving Systems as Policy, Social

Components within Traditionally Cyber-Physical Systems, and Autonomy with Satisficing-Based
Decision Support Systems, several approaches and methods can be proposed. These approaches
are centered around the development of a system framework for designing adaptive and fail-safe
systems that integrate the dynamic, unpredictable nature of social behaviors, policy frameworks,
and satisficing-based decision-making processes. For evolving systems, methods that incorporate
real-time feedback loops and predictive analytics could help create more adaptive policies that
remain responsive to changing conditions. This could be advanced through the advancement of
research in dynamic system reconfiguration. In terms of quantifying social components, new
interdisciplinary models are needed that leverage social science insights and data-driven
techniques to better understand and integrate human behaviors into system design. A proposed
technique could be the development of modular based redundancy within CPSS that can evolve
with changing system needs. This method would benefit the most from transdisciplinary research
that includes social sciences, business, government, and engineering. Finally, for balancing or
determining levels of autonomy with satisficing-based systems, a hybrid framework that
dynamically adjusts the level of autonomy based on environmental complexity and decision
quality thresholds can help systems operate more efficiently and effectively in uncertain
conditions. These proposed approaches will not only address existing research gaps but also

serve as vehicles for the development of new knowledge.

6.4.3 Test Problems for Verification of Efficacy of Proposed Framework

To verify the efficacy of the proposed methods to address the research gaps in dynamic

system reconfiguration, satisficing-based design, and modular redundancy, several test problems
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can be designed. These test problems can be used as tools to evaluate the system's adaptability,

decision-making capabilities, and fault tolerance. Some potential test scenarios are as follows:

Smart Grid Energy Management
This test case could review the ability of a dynamic system to respond to evolving and
fluctuating energy demands and supply, such as integrating renewable energy sources (e.g., solar
and wind) with unpredictable output. The evolving system should adapt real-time energy
distribution policies based on environmental data, consumption patterns, and grid stability. This

would be coupled with policy development for the use and deployment of energy.

Satisficing-Based Supply Chain Design
A satisficing-based approach can be tested in an evolving supply chain management scenario
where the system must make decisions about supplier selection, inventory levels, and logistics
that leverages Just in Time and Just in Case methods. The system should achieve practical
solutions under changing conditions, such as demand fluctuations, supplier delays, and resource

shortages, without aiming for perfect optimization.

Redundant Emergency Communication and Resource Allocation System
During a natural disaster, simulate failure in a city's emergency response communication system,
which integrates social components like real-time reports from citizens and on-ground
responders. The test should measure the ability of redundant modules to reconfigure and
maintain coordination among first responders, volunteers, and affected citizens. Social data like

evacuation behaviors, crowd movement, and information on social factors could be quantified
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and integrated into the backup system, ensuring accurate resource allocation and communication
despite system failures. This would include the development of evolving policy systems that can

meet emerging needs.

0
6.4.4 Research Plan and Tasks

In this section, the proposed research plan for a Ph.D. is introduced. This research plan is
based on a five-stage structured strategy, displayed in Table 6.2 through 6.6, aimed at addressing
key gaps in the fields of evolving cyber-physical-social systems (E-CPSS), social component
quantification and integration in cyber-physical systems (CPS) all based on satisficing-based
decisions. For each table, which corresponds to work proposed during a single stage, includes
preliminarily outlined tasks and any connection to this MS thesis in addition to the proposed
Ph.D. dissertation chapter. The plan begins, in Stage 1, with an in-depth literature review and
problem definition, followed by the development of conceptual frameworks and early strategy
explanations. Over the course of the five stages, these frameworks and strategies will be refined,
expanded, and validated through simulations and real-world examples. The primary goal is to
create systems that can dynamically adapt to changing conditions, integrate human behavior, and
make practical decisions under uncertainty all with the result of increased system resilience. By
the end of the fifth stage, the research will include validated systems, contributing significant
advancements to the understanding and application of evolving CPS, social quantification, and
the role of autonomy in satisficing decision-making.

For the first stage, a thorough literature review that includes portions of the literature
review contained within this MS thesis, Chapter 2, is used to identify and refine the key gaps in

evolving systems design, social component quantification and integration in CPS, and
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satisficing-based decision support (Table 6.2). Additionally, research objectives are defined, and
initial data collection is either initiated or simulated to build foundational models. Another major
focus within Stage 1 is establishing collaborative partnerships with either industry or

governmental institutions to establish an avenue for real-world testing and validation.

Table 6.2: Stage 1 — Literature Review and Problem Definition

STAGE 1
MS Thesis Connection Ph.D. Chapter
1. Problem Definition and
Chapter 1, 2 Chapter 1
Research Objectives apter apter
Tasks

Clearly define the research questions and hypotheses related to the three key areas:
1.1: How to design evolving policies for dynamic systems?

1.2: How to quantify social components and integrate them into traditional CPS?
1.3: How to balance autonomy and satisficing-based decision-making?

2. Enhance and Augment
Literature Review Chapter 2, 3 Chapter 2

Tasks
Conduct an in-depth review of existing work in dynamic systems, satisficing-based decision-
making, and cyber-physical-social systems. Identify current methods, frameworks, and gaps
that are still unresolved.

3. Structure and Strategy Chapter 5, 6 Chapter 3

Task
Determine strategy and structure for the design of system architectures that incorporate
elements of modular redundancy, social quantification, and satisficing.

4. Set Up Collaborative Partnerships

Task
Partner with industry or academic institutions to gain access to real-world test environments
(e.g., smart cities, health systems, autonomous systems) for data collection and future
validation.
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In the second stage, conceptual frameworks for evolving systems, social quantification,
and satisficing-based decision support are developed (Table 6.3). The development of early
system models are designed, and model-based validation is conducted through simulations to
determine if the models or frameworks work for the defined problems. Data collection from
experimental environments begins to provide insights and additional context for refining these

models.

Table 6.3: Stage 2 — Conceptual Framework Development and Early Modeling

STAGE 2
MS Thesis Connection Ph.D. Chapter
1. Development of
Chapter 5, 6 Chanpter 3
Conceptual Frameworks apter apter
Tasks

Develop preliminary models for evolving systems policy, social quantification methods, and
satisficing-based decision support systems. Formulate initial hypotheses for integrating social
behaviors into traditionally cyber-physical systems and how satisficing-based systems will
perform.

2. Simulated System Design New Chapter 4

Tasks
Begin gathering or simulating initial data for modeling dynamic systems (e.g., social behavior
data, decision-making datasets). Build simulated systems with limited functionality to test
theoretical frameworks:
2.1: A policy-evolving system that adapts in response to real-world input.
2.2: A prototype for social quantification in ECPSS.
2.3: A basic decision support system that implements satisficing autonomy in ECPSS.

3. Initial Validation

N Chapter 5
(Model-based) ew apter

Tasks
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Begin model-based validation to check for consistency with theoretical expectations. Use
simulations to validate whether the models behave as expected in ideal, controlled
environments. Recording system responses to different variables or environments.

Stage 3 includes the steps to refining initial models based on collected data and extending
frameworks and models into full systems (Table 6.4). These frameworks and models are then
tested in more complex simulated environments, and interim data analysis is conducted to ensure
models are consistent with theoretical expectations. Additionally, the social component
quantification is enhanced, and satisficing-based decision-making is further defined and

explored.

Table 6.4: Stage 3 — Refinement and Full System Development and Design

STAGE 3
MS Thesis Connection Ph.D. Chapter
1. Model/F k
odeTramewor New Chapter 5
Refinement
Tasks

Use data collected from framework testing and simulations to refine the models and
frameworks. Adjust assumptions, data inputs, and parameters for social quantification and
satisficing decision-making within ECPSS.

2. Full System Design and

N Chapter 5
Expansion ow apter

Tasks
Expand simulations into more comprehensive systems with enhanced functionality for
evolving policies and modular redundancy. Integrate and quantify full-scale social
components (e.g., human feedback, interaction patterns) into the system.

3. Validation with

Simulations New Chapter 6
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Tasks
Run extensive simulations to test the refined models and systems, validating their
functionality across a broader range of conditions. Begin testing decision-making autonomy
in more dynamic and uncertain environments, focusing on how satisficing works under
different constraints.

In the fourth stage, the systems are deployed in real-world environments to validate their
performance (Table 6.5). By testing the integration of social behaviors in CPS and verifying the
effectiveness of satisficing-based decision support, frameworks can be validated and supported.
Depending on partnership organization, extensive data can be collected from real-world

deployments to assess system adaptability and decision-making efficacy.

Table 6.5: Stage 4 — Validation in Real-World Environments

STAGE 4
MS Thesis Connection Ph.D. Chapter
1. Real-World Syst
ea-vorid System New Chapter 6
Deployment
Tasks

Deploy systems in real-world environments (e.g., smart city traffic management, autonomous
vehicle fleets, hospital systems) to validate their performance. Ensure that evolving policies
and decision-making systems are stress-tested in varying levels of dynamic, unpredictable

conditions.
2. Validation of Social
1eat . ' . New Chapter 7
Component Quantification
Tasks

Validate the effectiveness of social component quantification in real-world CPS, ensuring that
systems can adapt based on human behavior, preferences, and feedback.

3. Testing of Satisficing-

N Chapter 7
Based Decision Support ew apter

Tasks

246



Test the satisficing-based decision support systems in real-world scenarios, where perfect
optimization is not possible, and practical decisions must be made (e.g., in autonomous
navigation or supply chain management).

4. Data Collection for

Validation New Chapter 7

Tasks
Collect extensive real-world data from system performance, user interactions, and
environmental responses. Gather user feedback to measure satisfaction and system efficacy
related to evolving policies and decision support systems.

The final stage involves testing the systems based on real-world performance data (Table
6.6). This stage includes robust testing to ensure the frameworks can adapt and evolve to meet
various scenarios and conditions. Final validation and data analysis are conducted in this year to
complete the Ph.D. dissertation. Finally, the recommendations for future research, based on the

results of the Ph.D. are collected and explained in terms of a career proposal.

Table 6.6: Stage S — Evaluation and Final Analysis

STAGE 5
MS Thesis Connection Ph.D. Chapter
1. System Refinement New Chapter 8
Tasks

Refine evolving system policies to better respond to diverse conditions. Improve social
quantification models to more accurately reflect human behaviors. Enhance satisficing
decision support algorithms to strike better balances between decision quality and speed.

2. Final Validation and

Generalization New Chapter 8

Tasks
Perform final rounds of validation, testing system robustness across different scenarios and
conditions, including stress tests to assess system failures and redundancy. Ensure that
systems maintain performance under varied social behaviors and decision-making challenges.
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3. Final Data Analyses and

N Chapter 8
Hypothesis Evaluation o Apeer
Task
Conduct a final analysis of all collected data to evaluate the success of the proposed
approaches/frameworks.
4. Evaluation of Results New Chapter 8
Tasks
Evaluate claims made in dissertation and discuss generalization, efficacy, and areas of
improvement.
5. Recommendations for New Career Proposal
Future Research (Chapter 9)
Tasks

Based on the findings, outline key areas where further research is needed, such as
improvements in social behavior modeling or decision-making under extreme uncertainty.
Propose potential applications of the developed systems in new domains, such as defense,

healthcare, transportation, or autonomous manufacturing.

6.4.5 Project Management and Timeline

In order to successfully complete the Ph.D. dissertation, effective project management
and a well-structured timeline is critical. While there are significant steps, like contributing
organization or partnerships, that can alter the trajectory of the dissertation the timeline is
represented in terms of the major milestones. This section includes an outline of the approach to
managing the project's scope and necessary resources through task milestones. In Figure 6.4, key
checkpoints for initial publications, validation, verification, and data analyses are preliminarily
placed to maintain alignment with the dissertation objectives, allowing for adjustments as
necessary. This structured approach to project management will ensure that the work remains on

track, on time, and within scope.

248



T1. Begin collecting data from
Stakeholders

T2. Receive stakeholder data or
generate synthetic data representative

Stage 1 of Stakeholder priorities
T2 T3. Develop underlying principles to
‘ == Sk 2 ‘ incorporate satisficing design theory.

T4. Define the main method framework

[Stage 3 ] T5. Implement the developed
‘ T4 | Method using synthetic data '
‘ 15 Staged |] and identify patterns/lessons learned.
Paper 3 T6. Present initial method and
T6 requirements
Stage 5 T7. Present recommendations and
17 methods to funding Stakeholders.
T 8, 9. Verification and Validation
18 |

Paper 1 — Literature Review (MS Ch 2}
‘ T9 ‘ Paper 2 — Satisficing Design Theory
Paper 3 — Method Framework (PhD)

Figure 6.4: Preliminary Dissertation Timeline and Proposed Papers

6.5 I statement...

This thesis was born out of two things: the love for my country, and the love for my
defense sustainment community. Serving this nation in any capacity is a privilege, but being part
of the defense sustainment team is something I hold close to my heart. We are bound by a shared
purpose and driven by a desire to contribute to something greater than ourselves. It’s not just a
job, but a calling, one that demands excellence, integrity, and unwavering support for one
another. Together, we build the backbone of our nation's defense, and there is no greater source
of pride than knowing we play a part in protecting the freedoms and values that make this
country great. Processes, no matter how well-designed or meticulously planned, are only as
strong as the people who carry them out. The most advanced systems, the best technologies, and
the most thorough frameworks mean little without the dedication, skill, and commitment of the
individuals responsible for their execution. It's the people, those who rise to challenges, solve
problems in real-time, and push through adversity, who ultimately determine the success of any

mission. In our work, where the stakes are high, and every decision can impact the safety and
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readiness of our nation, this truth has never been more evident. I have always believed that the
strength of our processes lies not in the procedures themselves, but in the heart, intelligence, and
commitment of those who make them happen. The people in our defense sustainment family are
not just cogs in a machine; they are the very lifeblood of everything we do. Every task, every
decision, no matter how small, contributes to a much larger goal: protecting our country and
ensuring that those who defend it have what they need to succeed. It's an honor to work
alongside individuals who understand that responsibility and rise to meet it with professionalism
and passion every day.

I believe in us, and I believe in the power of people to overcome any obstacle. No process
or framework can replace the human spirit, and I have faith that there is no challenge we cannot
meet. Together, as a defense sustainment family, we will continue to adapt, grow, and succeed in

the mission we all hold dear.

“Aim High... Fly-Fight-Win”
- U.S. Air Force Mission
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APPENDIX A

On Designing Fail-Safe Systems as an Evolving Cyber-Physical-Social System
Ph.D. Dissertation Summary and Outline

A.1 Introduction

This appendix includes a comprehensive overview of the foundational elements that
shaped the direction of this dissertation. Starting with the problem statement for the dissertation,
outlining the overarching goals, scope, and approaches with potential to be used as tools to
determine fail-safe and adaptable defense supply networks through policy. Details of the
research gaps uncovered in the thesis from Chapters 5 and 6 are explained more fully. These
gaps center around the limitations of existing resilience frameworks, specifically in their capacity
to respond to dynamic disruptions and the lack of integration of social elements within cyber-
physical systems. Identifying these gaps informed the development of hypotheses centered on
enhancing fail-safe design through new approaches to lead time management, decentralized
decision-making, and integration of evolving cyber-physical-social system (E-CPSS) principles.
Finally, this appendix includes an explanation of the potential of new knowledge of this research.
By addressing identified gaps and testing these hypotheses using the listed test cases, this
dissertation will help to advance current understanding of how defense supply networks can be
restructured to become fail-safe systems. The integration of E-CPSS principles is expected to
yield valuable insights not only for defense logistics but also for other critical infrastructure
sectors. This research will culminate into a new frameworks and practical guidelines, like an
AoP Handbook 2.0, for policy development, offering a robust foundation for designing

adaptable, fail-safe systems in complex and contested environments.
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A.2 Dissertation Outline

Problem Statement

Success in a contested logistics environment is crucial to ensuring that defense
organizations can operate effectively and meet mission goals under conditions where
adversaries are actively attempting to disrupt supply chains, communications, and operations.
In these environments, systems designers must address both variation and disruption response.
For that reason, adaptability and critical decision-making strategies are essential to maintain
the flow of resources and ensure the mission’s success in the face of such unpredictability.
Historically, engineered systems, including those based in the defense industry, mainly include
a focus on cyber-physical systems. These systems include the integration of physical assets
with digital capabilities like those seen in automation-based manufacturing, communication
networks, and sensor systems but they often overlook the critical social element that underpins
human interactions and impacts. Incorporating cyber-physical-social system (CPSS) principles
is an essential next step in designing modern defense systems capable of reaching fail-safe.

Since contemporary threats are multidimensional, affecting not only technology and
infrastructure but also human behavior and decision-making, the social component must be
accounted for and integrated. The social dimension is an indispensable component in contested
environments where adversaries can engage in disinformation campaigns, psychological
operations, or use socially based tactics to disrupt decision-making, sow confusion, and erode
trust. Additionally, complex operations often require multi-national collaboration, which
involves understanding diverse cultural and operational approaches. Incorporating CPSS
principles into organizations operating with the goal of enhancing their ability to coordinate,
adapt, and respond collectively under instances of variation and disruption can be done
through evolving policy development. The integration of evolving social factors into system
designs can ultimately lead to more successful outcomes in contested logistics and defense
operations. By incorporating social dynamics, such as human trust, leadership influence, team
cohesion, and levels of autonomy, defense organizations can more effectively predict and
counter variation and disruption to design fail-safe systems through policy.

To manage variation and disruption effectively, policies may need to be designed to
adapt beyond rigid, resilience-based paradigms and embed dynamic decision-making
capabilities. Defense supply networks should be designed to be supported by policies that
promote real-time data integration, predictive analytics, and dynamic resource management
within the environment of enhanced security. These policies may benefit from encouraged
investment in technologies that enable both proactive, predictive, and reactive approaches to
disruptions, including tools for real-time monitoring and adaptive planning. This policy shift
may create the necessary foundation for rapid system recalibration in response to changing
operational conditions.

Currently, defense policy frameworks include an emphasis on strict hierarchies and centralized
control, but to design fail-safe systems these systems must be capable of thriving on
distributed decision-making and localized autonomy. To develop cross-organizational
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autonomy, policies may need to promote decentralized governance models that allow
individual units to make decisions independently while maintaining alignment with broader
strategic goals and units of command. This could involve redefining reporting structures in
civilian settings, incentivizing collaboration across sectors, and ensuring that decision-making
authority is devolved to the lowest effective level, all while safeguarding against security risks.
These policies must evolve to support cross-functional, cross-organizational collaboration that
bridges Government, Supplier, and User stakeholders. Defense environments, by nature,
involve conflicting goals, such as cost, readiness, and security. Policy may need to emphasize
partnership and communication across the entire defense ecosystem, creating frameworks for
satisficing decisions that address tradeoffs in real time. This may include the development of
new contractual and procurement policies and frameworks that allow more flexibility in
shifting suppliers, adjusting priorities, or reallocating resources based on evolving mission
requirements. Furthermore, policies may need to streamline communication channels, enhance
data-sharing protocols, and foster public-private partnerships to better integrate civilian
suppliers into defense networks without compromising security.

Each of these potential ways forward for developing fail-safe systems is rooted in
developing policies that incorporate evolving principles that are based in CPSS design. To add
specificity, further research avenues to achieve fail-safe system design are based in
determining how to incorporate satisficing-based decisions into exiting frameworks,
developing a mathematically supported framework for modular redundancy in specific
environments, and uncovering the principles of dynamic system reconfiguration that is scalable
and supportable under generalized conditions. Each of these avenues translate into potential
policy frameworks that prioritize fail-safe over efficiency by allowing for more redundancy in
supply chains, encouraging the diversification of supplier bases, and building in contingencies
that help systems cope with disruptions. All of which will require tradeoff decisions based on
the priorities of cost effectiveness, quality, and speed. Policies may benefit from moving away
from rigid cost-cutting measures that prioritize efficiency at the expense of flexibility, allowing
for a more balanced approach that sustains operational readiness even when disruptions occur.
For integrating CPSS into policy design, this will involve establishing policies that are likely to
encourage the use of advanced security protocols, while also ensuring that human factors, such
as workforce training, organizational culture, and stakeholder engagement, are fully integrated
into system design and management. With these methods, policies are incentivized to adopt
CPSS frameworks that view fail-safe system design as a holistic challenge, encompassing not
only technology and infrastructure but also the social and organizational structures that make
them function effectively.

In conclusion, policy development in an evolving system must include direct
advancements in flexibility and adaptability in defense networks. Policies should also
emphasize continuous improvement as a fundamental component of fail-safe system design.
This means requiring regular system reviews, audits, and updates that integrate lessons learned
from variations and disruptions. Such policies could include mandated adaptive feedback
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loops that allow for constant system refinement and adjustment, supported by strategic
investments in new technologies through research and development. This could be further
supported by flexible funding models that allow for responsive actions in the face of changing
conditions and evolving threats. By designing cross-functional autonomy, collaboration, and
proactive adaptation, policies may be able to transform defense systems from being fragile and
rigid into fail-safe and adaptable networks capable of handling modern-day disruptions. The
outcomes of applying these potential research avenues into designing fail-safe systems can be
demonstrated through the test problems TP1, TP2, and TP3. In TP1: Smart Grid Energy
Management, policies rooted in flexibility and adaptability would ensure that defense energy
infrastructures are fail-safe against both cyber and physical attacks, while also allowing for
dynamic allocation of power resources based on real-time demand and threats. Adaptive
feedback loops would help modulate energy consumption and distribution, enhancing both
system efficacy and the ability to withstand disruptions. For TP2: Supply Chain Design, the
policy framework would enable the creation or modification of supply chains that are not only
effective under normal conditions but also highly adaptable during contested environments.
Policies supporting dynamic system reconfiguration within systems of distributed autonomy
would foster adaptive supply routes, decentralized resource hubs, and more responsive
logistics that can reconfigure in real-time, ensuring that resources reach the frontlines even
when primary routes are compromised. In TP3: Redundant Emergency Communication and
Resource Allocation Systems, these policies would ensure that emergency communication
systems can rapidly adapt to disruptions, maintaining continuity of operations under both
natural disasters and adversarial attacks. The integration of adaptive feedback mechanisms and
continuous review processes would ensure that redundant systems are constantly updated and
improved, securing reliable communication channels and effective resource allocation during
crises. The development of E-CPSS framework-based policies, rooted in satisficing tradeoff
decisions, could serve as a powerful model for designing fail-safe systems. By integrating
lessons learned from TP1, TP2, and TP3, defense policies can support the creation of dynamic,
responsive, and fail-safe networks, capable of handling the complexities of modern variations
and disruptions.

Key Words: Evolving CPSS, CPSS, policy, dynamic, fail-safe, flexibility, variation,
disruption, response

Glossary
E-CPSS: an adaptive network that integrates physical components, digital technologies, and
human elements to respond dynamically to changing conditions (Allen, Nellippallil et al.
2023)
CPSS: cyber-physical-social system; systems of interactions between physical infrastructure,
cyber capabilities (like data processing and analytics), and social factors (such as human
behaviors, decisions, and cultural dynamics)
Fail-safe system: System that is agile, dynamic and capable of adapting operations to combat
the impacts of variations and disruptions. Does not imply a binary of either fail-safe or non-
fail-safe but rather a continuum.
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Policy: A definite course or method of action selected from among alternatives and in light of
given conditions to guide and determine present and future decisions [1]. Ref:
https://www.merriam-webster.com/dictionary/policy

Variation: short-term changes in demand patterns or shortages. These variations can often be
mitigated through adjustments or rearrangements of components within the network, ensuring
continued functionality and adaptability (Cabrera, Santa et al. 2023)

Disruption: more significant impacts, often stemming from infrastructure damage or collapse
(D’Souza 2017)

Questions and Gaps

Main Question — How can systems be designed as fail-safe in the face of variation and
disruption using policy as an evolving cyber-physical-social system (E-CPSS)?

Hypotheses — Designing policy as an evolving cyber-physical-social system, system designers
can:

1. Accurately capture evolving and emergent properties in the system space

ii. Design system interaction comprehensively and includes the stakeholders

1ii. Determine the appropriate levels of localized autonomy and support that design through
policy

iv. Uncover and resolve constraints between stakeholders

v. Determine how to address variation and disruption through making changes in system
function, behavior, or structure

Gap 1 — How do systems respond to variation and disruption from the cyber-physical-social
perspective?

Gap 2 — How can policy incorporate evolving principles when policy is traditionally
inflexible?

Gap 3 — What is the level of autonomy that provides necessary system flexibility without
compromising mission priorities and success?

Gap 4 — What models and frameworks exist that incorporate quantified social components into
traditionally cyber-physical system spaces?

Gap 5 — Can evolving policy be generalized for different industry or governmental sectors?

Research Gaps and Research Hypotheses

Research Gap 1
What are the principles of dynamic system reconfiguration needed for systems to successfully
respond to variations and disruptions?

Research Hypothesis 1

By addressing how systems can respond proactively, through strategic predictive analytics and
dynamic systemic planning, and reactively, by adapting in real-time, cyber-physical systems
(CPS) can integrate social elements to enhance flexibility.

Research Gap 2
What is the supporting mathematical basis for determining the appropriate level of cross-
organizational autonomy for modular based redundancy?

Research Hypothesis 2

Autonomy is essential for fail-safe system design, as it can allow individual components of a
network to make decisions independently, ensuring localized adaptability. A framework for
strategic distributed decision-making using modular based redundancy, allowing each
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organizational unit, whether military branches, contractors, or suppliers, to act autonomously
while remaining aligned to a shared mission may leverage decentralized control within a E-
CPSS allowing systems to be designed to maintain operational coherence even when central
coordination is disrupted.

Research Gap 3
What are the principles of E-CPSS policy design needed to operate in complex multi-
stakeholder environments with numerous conflicting goals?

Research Hypothesis 3

Satisficing-based decision frameworks embedded in fail-safe system design may ensure that
conflicting goals are balanced dynamically without compromising system integrity. The E-
CPSS perspective may offer a way to model these complex interactions, incorporating the
social aspects, human decisions, partnerships, and collaborations, alongside physical and cyber
systems to better manage competing demands.

Research Gap 4
What is the mathematically supported method for incorporating satisficing trade-off decisions
into policy?

Research Hypothesis 4

Using satisficing decision support principles to design fail-safe networks as E-CPSS, may
improve system survivability, adaptability, and long-term evolution. Rather than focusing on
minimizing costs or maximizing efficiency, evolving systems may be able to continue to
function effectively under changing conditions, even if all variables are not ideal.

Table 1: Test Problems (Validation Square)

Details of test problems discussed on pages 7 — 8

TP1 Smart Grid TP2 Supply Chain TP3 Redundant
Energy Management | Design Emergency
Validation Communication and
Resource Allocation
Systems
Research Gap 1 X X X
Research Gap 2 X
Research Gap 3 X X
Research Gap 4 X X X

Research Gap 1 (RG1)
What are the principles of dynamic system reconfiguration needed for systems to successfully
respond to variations and disruptions?

Research Hypothesis (RH1)

By addressing how systems can respond proactively, through strategic predictive analytics and
dynamic systemic planning, and reactively, by adapting in real-time, cyber-physical systems
(CPS) can integrate social elements to enhance flexibility.

Expected New Knowledge — System dynamics models to include mechanisms that allow
systems to evolve in the face of variation and disruption, potentially incorporating feedback
loops, predictive models, and stakeholder inputs with dynamic system reconfiguration.
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Proposed Test Problem: TP1 Smart Grid Energy Management

Tasks
Task 1.1: Review relevant literature on system responses to variation and disruption in
energy grids.
Task 1.2: Explore the possibility/scope of augmenting system archetypes to include a
system throughout time (evolving). Explore how this is related to the differences between
variation and disruption response.
Task 1.3: Identify the test problem within the scope of energy grids.
Task 1.4: Identify knowledge base/s that can be used in system dynamic modelling.
Task 1.5: Create visualizations of dynamic system reconfiguration that include variation
and disruption responses.
Task 1.6: Construct an approach for evaluating system dynamic models.

Validation Approach (RG1; RH1)

What: Validation of Research Hypothesis 1 (RH1) by using TP1 from Table 1.

To validate the proposed system dynamics modelling approach, I will start by using TP1
Smart Energy Grid Management (refer Table 1) as the test problem. First, I will define the key
stakeholders involved in this domain, including customers (users), energy suppliers, and
regulatory bodies (government). With these stakeholders clearly identified and defined, I will
then apply system dynamics and system archetypes to analyze historical system data with
respect to variation and disruption response.

Next, I will evaluate the insights generated by the system dynamic models to ensure they
accurately reflect the perspectives and interactions of these stakeholders. This step will
involve comparing the system dynamic and system archetype models with known stakeholder
activities and interactions to assess their accuracy.

Lastly, I will simulate various decision scenarios within the TP1 to test how well the system
dynamic model adapts to different contexts and manages variation and disruption
simultaneously. These scenarios will be designed to challenge the model and reveal its
strengths and limitations.

Technology Used: System Dynamic Modelling Software

Key words: system dynamics, energy grid, system archetypes, variation, disruption,
stakeholders, evolving systems

Research Gap 2 (RG2)
What is the supporting mathematical basis for determining the appropriate level of cross-
organizational autonomy within modular based redundancy?

Research Hypothesis 2 (RH2)

Autonomy is essential for fail-safe system design, as it can allow individual components of a
network to make decisions independently, ensuring localized adaptability. A framework for
strategic distributed decision-making using modular based redundancy, allowing each
organizational unit, whether military branches, contractors, or suppliers, to act autonomously
while remaining aligned to a shared mission may leverage decentralized control within a
CPSS framework allowing systems to be designed to maintain operational coherence even
when central coordination is disrupted.
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Expected New Knowledge — Information on mathematical formulation to determine the level
of modular based redundancy necessary for different disaster situations through trade-off
decisions. These determinations would be incorporated into policy recommendations.

Test Problem: TP3 Redundant Emergency Communication and Resource Allocation Systems

Tasks
Task 2.1 Develop a framework to determine the level of redundancy is appropriate by
leveraging Just-In-Time and Just-In-Case inventory management techniques.
Task 2.2 Develop a method for prioritizing inventory redundancy and incorporate
methods for early detection of emergent properties.
Task 2.3 Create Multi Level Redundancy Matrix
Task 2.4 Develop mathematical model for demonstrating robust coupled decision using
DSP’s.
Task 2.5 Analyze different scenarios and run simulations.

Validation Approach (RG2; RH2)

What: Validation of Research Hypothesis 2 (RH2) by using TP3 from Table 1.

I will validate the proposed model using the test problem of Redundant Emergency
Communication and Resource Allocation Systems. The complex logistics network, involving
processes like rapid new acquisition, rapid contracting supply negotiations, fluid supply
demands, and emergency situations, will be modelled as coupled Decision Support Processes
(DSPs). I will create and test various scenarios to assess how the model handles uncertainty,
decision interactions, and multiple decision levels. After validation, I will generalize the
method to apply across other fluid logistics networks, ensuring its broader applicability in
policy design for complex systems. I will look at the problem from the perspective of various
levels of autonomy and organizational structures by partitioning the problem. Through TP3, I
will provide information on mathematical formulation to determine the appropriate
redundancy levels in fluid supply environments which can be used to influence the
development of evolving policy.

Technology Used — DSP’s, cDSP, DSIDES

Key Words: Organizational structure, fluid supply demands, inter-stakeholder interactions,
rapid acquisition, modular redundancy, emergent properties

Research Gap 3 (RG3)
What are the principles of E-CPSS policy needed to operate in complex multi-stakeholder
environments with numerous conflicting goals?

Research Hypothesis 3 (RH3)

Satisficing-based decision frameworks embedded in fail-safe system design may ensure that
conflicting goals are balanced dynamically without compromising system integrity. The CPSS
framework may offer a way to model these complex interactions, incorporating the social
aspects, human decisions, partnerships, and collaborations, alongside physical and cyber
systems to better manage competing demands.

Expected New Knowledge — (i) Insights to design future state of multi-stakeholder systems,
(i1) Information to incorporate evolutionary aspects of designing policies based in satisficing-
based decisions.

Test Problem: TP2 Supply Chain Design

Tasks
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Task 3.1 Review predictive analytics methods for multi-stakeholder systems.
Task 3.2 Prepare data for the test problems.

Task 3.3 Develop forecasting models

Task 3.4 Integrate forecasting with policy design

Task 3.5 Apply final models to test problems

Task 3.6 Interpret the results. Identify variable importance.

Task 3.7 Identify variables and the impact at various time steps. Analyze and
recommend policy development.

Task 3.8 Refine forecasting and policy design approach

Task 3.9 Policy recommendations

Task 3.10 Develop method or framework for incorporating satisficing-based decisions
as evolving policy based on Tasks 3.1 to 3.9

Validation Approach

What: Validation of Research Hypothesis 3 (RH3) by using TP2 from Table 1.

To validate RG3 and RH3, data from TP2 - Supply Chain Design will be used. First, I will
apply predictive analytics (with policy considerations), including time series analysis, to
forecast the future state of a particularized industry. Using these forecasts, I will design
adaptive policies tailored to the predicted evolution of the system.

Next, these policies will be tested under different scenarios to assess their flexibility and
effectiveness in responding to potential future developments. Finally, the model’s accuracy
and the adaptability of the policies will be evaluated against real-world trends and historical
data-based insights. The test problem is exceptionally broad and will be narrowed and focused
depending on sponsoring organization.

Technology Used — Satisficing-based design, Deep Learning, Interpretable Machine Learning

Key Words: Satisficing, flexibility, supply chain, evolving

Research Gap 4 (RG)
What is the mathematically supported method for incorporating satisficing trade-off decisions
into policy?

Research Hypothesis 4 (RH4)

Using satisficing decision support principles to design fail-safe networks as E-CPSS, may
improve system survivability, adaptability, and long-term evolution. Rather than focusing on
minimizing costs or maximizing efficiency, evolving systems may be able to continue to
function effectively under changing conditions, even if all variables are not ideal.

Expected New Knowledge — (i) Principles to establish an Information model for designing
evolving policies, (i1) Information model for designing evolving policy.

Test Problem: All problems (TP1, TP2, and TP3)

Tasks
Task 4.1 Map the outcomes obtained from Research Gaps 1, 2, 3, and 4.
Task 4.2 Analyze and evaluate the outcomes to develop an information model.

I am not outlining any specific tasks right now. The progress of this depends on the
tasks and outcomes associated with other research gaps.

Validation Approach

What: Validation of Research Hypothesis 4 (RH4) by using TP1-TP3 from Table 1.
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I will validate the proposed method by applying it to all test problems, simulating systems
under uncertainty and conflicting stakeholder interests. The model will be used to generate
scenarios, predict future system behavior, and provide robust policy recommendations. I will
then evaluate the effectiveness of these policies in managing variation and disruption and
conflicting interests, documenting results and assessing the model's overall usefulness and
practicality for designing fail-safe systems.

Key Words: Information Model

Details of Test Problems

TP1 Smart Grid Energy Management

This test case could review the ability of a dynamic system to respond to evolving and
fluctuating energy demands and supply, such as integrating renewable energy sources (e.g.,
solar and wind) with unpredictable output. The evolving system should adapt real-time energy
distribution policies based on environmental data, consumption patterns, and grid stability.
This would be coupled with policy development for the use and deployment of energy.

This problem will be used in validating Research Hypotheses 1.

TP2 Supply Chain Design

A satisficing-based approach can be tested in an evolving supply chain management scenario
where the system must make decisions about supplier selection, inventory levels, and logistics
that leverages Just in Time and Just in Case methods. The system should achieve practical
solutions under changing conditions, such as demand fluctuations, supplier delays, and
resource shortages, without aiming for perfect optimization.

This problem will be used in validating Research Hypotheses 3.

TP3 Redundant Emergency Communication and Resource Allocation Systems

During a natural disaster, simulate failure in a city's emergency response communication
system, which integrates social components like real-time reports from citizens and on-ground
responders. The test should measure the ability of redundant modules to reconfigure and
maintain coordination among first responders, volunteers, and affected citizens. Social data
like evacuation behaviors, crowd movement, and information on social factors could be
quantified and integrated into the backup system, ensuring accurate resource allocation and
communication despite system failures. This would include the development of evolving
policy systems that can meet emerging needs.

This problem will be used in validating Research Hypotheses 2.
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Validation Square

Chapter 1: Motivation

Clearly define the motivation and research
questions and hypotheses related to the
three key areas:

* Evolving policies for dynamic systems

* Quantifying social components and
integrate them into traditional CPS

Balancing autonomy and satisficing-
based decision-making

Chapter 3: Structure and Strategy

¢ Outline and explain process of =
developing the structure and strategies
used in the work

* Determine strategy and structure for ‘

the design of system architectures that h — .
incorporate elements of modular D 22 e [y

redundancy, social quantification, and Condl.Jct an |n-fiepth review 9f §x.|st|ng
A A o e work in dynamic systems, satisficing-

* Begin gathering or simulating initial baseFi decisi.on—making, and cyber— Chapter 7, 8: Connection and Closure
data for modeling dynamic systems physical-social systems. Identify current +  Designing Information Model (outcomes)
(e-g., social behavior data, decision- mfethods, frameworks, and gaps that are - Connecting the dots
making datasets). still unresolved. * Answers to Research Gaps (RG1, RG2,
I RG3, and RG4)
*  Summarize and review New Knowledge
Theoretical Theoretical and Contributions
Structural Performance * Comment on generalizability of method
Validity Validity and Information Model in domains not
Chapter 4, 5, 6: Information Model and Validation Empirical Empirical 2zl exlilrmsse i die el
of the Method on Test Problems Structural Performance ]
e Begin gathering or simulating initial data for Validity validity

modeling dynamic systems (e.g., social behavior I
data, decision-making datasets). Build

simulated systems with limited functionality to Chapter 4, 5, 6: Validation of Hypotheses
test theoretical frameworks: Checking Utility of Method
1: A policy-evolving system that adapts in * Expand simulations into more
response to real-world input. — comprehensive systems
2: A prototype for social quantification in * Run extensive simulations to test the
ECPSS. # Logical Flow refined models and systems, validating
3: A basic decision support system that o their functionality across a broader range
implements satisficing autonomy in ECPSS. — Validity Check of conditions.
* Begin model-based validation to check for * Deploy systems in real-world
consistency with theoretical expectations. environments to validate their
* Use simulations to validate whether the models performance.
behave as expected in ideal, controlled * Test all Hypotheses (H1, H2, H3, and H4)

environments and record system responses.
Use data collected from framework testing and
simulations to refine the models and
frameworks.

Figure 1: Verification and Validation Square

Theoretical Structural Validation
Is the design method internally consistent?

Ensure that the constructs of the proposed method/s and processes followed are logically
sound.

The literature review and discussion of the State of the Art involves verifying that the
components of CPSS, policy design, predictive analytics, policy design for fail-safe
systems, and decision support techniques for designing policies interact and align with
each other.

Consistency of simulations followed and its theoretical appropriateness in designing
policies.

Develop clear definitions of the constructs of predictive analytics, E-CPSS, satisficing,
resilient, variation and disruption, evolving policy and decision support. Include any other
theory, principles, and technology used.
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= Discuss on theoretical correctness and appropriateness of the selected method and
illustrate how the constructs work together within the policy design framework.

Empirical Structural Validity
Are the example problem(s) intended to test elements of the method appropriate?

» Document the appropriateness of policy design for the test problems to validate the
method/s. These test problems include Smart Grid Energy Management (TP1), Supply
Chain Design (TP2), and Redundant Emergency Communication and Resource
Allocation Systems (TP3)

= Discuss on appropriateness on following five aspects:

1. Evolving Cyber Physical Social Systems
2. Policy Design

3. Modular Redundancy

4. Inter-organizational Autonomy

5. Dynamic System Reconfiguration

= Process and Sub-Process Relevance: Document to demonstrate the relevance that the
scenarios/processes/sub-processes created accurately reflect real-world (or required)
conditions and challenges.

o Document that the data and problem structure associated with different test problems
can support to draw conclusions for: RH1, RH2, and RH3

= Document the relation and appropriateness of validating Hypothesis 1, 2, 3, in validating
Hypothesis 4.

Empirical Performance Validity
Does the application of the method for the test problems produce useful results?

= Build confidence and document of the useful and appropriateness of the method/s and
the results obtained.

= Comment on the logical appropriateness of the result obtained and its relevance in
decision making for designing policies.

= Document the utility of the test problems in producing useful results for the stated
results.

= Discuss on the generalizability and extension of the proposed method/s for different
application of E-CPSS and designing policy for fail-safe systems.

= Discuss on the utility of information model in designing appropriate policies and obtain
useful results.

Theoretical Performance Validity
Does the application of proposed method to other comprehensive test problems yield useful
and appropriate results?

= Build confidence and demonstrate the potential of the policy design method to address
broad and complex problems beyond the test scenarios.

= Use the confidence built from theoretical and empirical validations to support the
method’s general applicability.

= Extract the general characteristics of the test problem, tie it to different problems and
argue the generalizability (and the ability to produce practical results for various test
problems) of the method.
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Project Stages (1 through 5)

Stage 1 - Literature Review and Problem Definition

MS Thesis Connection Ph.D. Chapter
1. Problem Definition and
. Chapter 1, 2 Chapter 1
Research Objectives apter apter
Tasks

Clearly define the research questions and hypotheses related to the three key areas:
1.1: How to design evolving policies for dynamic systems?

1.2: How to quantify social components and integrate them into traditional CPS?
1.3: How to balance autonomy and satisficing-based decision-making?

2. Enhance and Augment

Literature Review Chapter 2, 3 Chapter 2

Tasks
Conduct an in-depth review of existing work in dynamic systems, satisficing-based
decision-making, and cyber-physical-social systems. Identify current methods,
frameworks, and gaps that are still unresolved.

3. Structure and Strategy Chapter5, 6 Chapter 3

Task
Determine strategy and structure for the design of system architectures that incorporate
elements of modular redundancy, social quantification, and satisficing.

4. Set Up Collaborative Partnerships

Task
Partner with industry or academic institutions to gain access to real-world test
environments (e.g., smart cities, health systems, autonomous systems) for data collection
and future validation.

Stage 2 — Conceptual Framework Development and Early Modeling
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MS Thesis Connection Ph.D. Chapter

1. Development of

Conceptual Frameworks Chapter 5, 6 Chapter 3

Tasks
Develop preliminary models for evolving systems policy, social quantification methods,
and satisficing-based decision support systems. Formulate initial hypotheses for
integrating social behaviors into traditionally cyber-physical systems and how satisficing-
based systems will perform.

2. Simulated System Design New Chapter 4

Tasks
Begin gathering or simulating initial data for modeling dynamic systems (e.g., social
behavior data, decision-making datasets). Build simulated systems with limited
functionality to test theoretical frameworks:
2.1: A policy-evolving system that adapts in response to real-world input.
2.2: A prototype for social quantification in ECPSS.
2.3: A basic decision support system that implements satisficing autonomy in ECPSS.

3. Initial Validation (Model-

based) New Chapter 5

Tasks
Begin model-based validation to check for consistency with theoretical expectations. Use
simulations to validate whether the models behave as expected in ideal, controlled
environments. Recording system responses to different variables or environments.

Stage 3 — Refinement and Full System Development

281



MS Thesis Connection Ph.D. Chapter

1. Model/Framework

Refinement New Chapter 5

Tasks
Use data collected from framework testing and simulations to refine the models and
frameworks. Adjust assumptions, data inputs, and parameters for social quantification
and satisficing decision-making within ECPSS.

2. Full System Design and

. New Chapter 5
Expansion

Tasks
Expand simulations into more comprehensive systems with enhanced functionality for
evolving policies and modular redundancy. Integrate and quantify full-scale social
components (e.g., human feedback, interaction patterns) into the system.

3. Validation with

] , New Chapter 6
Simulations P

Tasks
Run extensive simulations to test the refined models and systems, validating their
functionality across a broader range of conditions. Begin testing decision-making
autonomy in more dynamic and uncertain environments, focusing on how satisficing
works under different constraints.

Stage 4 — Validation in Real-World Environments
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MS Thesis Connection Ph.D. Chapter

1. Real-World System

Deployment o Chapter 6

Tasks
Deploy systems in real-world environments (e.g., smart city traffic management,
autonomous vehicle fleets, hospital systems) to validate their performance. Ensure that
evolving policies and decision-making systems are stress-tested in varying levels of
dynamic, unpredictable conditions.

2. Validation of Social

g s N Chapter 7
Component Quantification ew apter

Tasks
Validate the effectiveness of social component quantification in real-world CPS, ensuring
that systems can adapt based on human behavior, preferences, and feedback.

3. Testing of Satisficing-

Based Decision Support New Chapter 7

Tasks
Test the satisficing-based decision support systems in real-world scenarios, where perfect
optimization is not possible, and practical decisions must be made (e.g., in autonomous
navigation or supply chain management).

4, Data Collection for

Validation New Chapter 7

Tasks
Collect extensive real-world data from system performance, user interactions, and
environmental responses. Gather user feedback to measure satisfaction and system
efficacy related to evolving policies and decision support systems.

Stage 5 — Evaluation and Final Analysis
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MS Thesis Connection Ph.D. Chapter

1. System Refinement New Chapter 8

Tasks
Refine evolving system policies to better respond to diverse conditions. Improve social
quantification models to more accurately reflect human behaviors. Enhance satisficing
decision support algorithms to strike better balances between decision quality and speed.

2. Final Validation and

.. New Chapter 8
Generalization P

Tasks
Perform final rounds of validation, testing system robustness across different scenarios
and conditions, including stress tests to assess system failures and redundancy. Ensure
that systems maintain performance under varied social behaviors and decision-making

challenges.
3. Final Dat? Analysee:. and New Chapter 8
Hypothesis Evaluation
Task

Conduct a final analysis of all collected data to evaluate the success of the proposed
approaches/frameworks.

4. Evaluation of Results New Chapter 8
Tasks
Evaluate claims made in dissertation and discuss generalization, efficacy, and areas of
improvement.
5. Recommendations for
Future Research New Career Proposal (Chapter 9)
Tasks

Based on the findings, outline key areas where further research is needed, such as
improvements in social behavior modeling or decision-making under extreme uncertainty.
Propose potential applications of the developed systems in new domains, such as
defense, healthcare, transportation, or autonomous manufacturing.

Dissertation Outline (very preliminary stages)
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Chapter 1 Introduction/Frame of Reference Thesis Ch 1,2

Chapter 2 Literature Review W

Chapter 3 Structure and Strategy Thesis Ch. 5, 6

Transitioning from Optimizing to Satisficing within Systems

Fundamentals of Proposed Method based on Sponsoring Organization Priorities

Fail-Safe System Design as an E-CPSS New
Post solution analysis Knowledge |

Chapter 4

Chapter 5 Chapter 6, 7

Chapter 8 Results Discussion

Future Work Career
Proposal

Figure 2: Dissertation Outline

Chapter 9

Dissertation Schedule

T1. Begin collecting data from
T2. Receive stakeholder data or
generate synthetic data representative
Stage 1 of Stakeholder priorities

T2 T3. Develop underlying principles to
Stage 2

incorporate satisficing design theory.
| 13 ‘ T4. Define the main method framework

[ Stage 3 | T5. Implement the developed
| T4 ‘ Method using synthetic data [
| 15 Staged ‘] and identify patterns/lessons learned.
Paper 3 T6. Present initial method and
T6 requirements
Stage 5 ) T7. Present recommendations and
T7 methods to funding Stakeholders.

T 8, 9. Verification and Validation

T8 |

Paper 1 — Literature Review (MS Ch 2)

‘ T9 ‘ Paper 2 — Satisficing Design Theory
Paper 3 — Method Framework (PhD)

Figure 3: Optimistic Dissertation Schedule and Proposed Papers (high level)

Proposed Papers
Paper 1 — Comprehensive Literature Review on System Variation and Disruption Response
Paper 2 — Satisficing Design Theory in the Context of E-CPSS
Paper 3 — Fail-Safe System Design through Policy as an E-CPSS

285




	ACKNOWLEDGMENTS
	TABLE OF CONTENTS
	LIST OF FIGURES
	ABSTRACT
	GLOSSARY
	CHAPTER 1: DEFENSE SUPPLY NETWORK MANAGEMENT WITHIN MULTI-STAKEHOLDER ENVIRONMENTS
	1.1 Background and Motivation for Incorporating Cyber-Physical-Social Systems into Supply Network Frameworks
	1.1.1 Supply Network Design as a CPSS
	1.1.2 Satisficing Solutions

	1.2 Defense Sustainment as a Defense Supply Network
	1.2.1 Introducing Art of the Possible
	1.2.2 Measures of Performance within Art of the Possible
	1.2.3 Managing “The Machine”
	1.2.4 Management System Integration
	1.2.6 Art of the Possible Summary and Justification

	1.3 The AoP as a Tool for Determining Requirements for a Fail-Safe Defense Supply Networks
	1.3.1 Connecting the Art of the Possible
	1.3.2 Initial Gap Identification
	1.3.2 Objective for the Thesis
	1.3.3 Questions for Investigation
	1.3.4 Scientific and Engineering Relevance of the Thesis

	1.4 Organization of the Work
	1.4.1 Overview of Strategy
	1.4.2 Thesis Road Map


	CHAPTER 2: LITERATURE REVIEW OF DEFENSE SUPPLY NETWORK VARIATION AND DISRUPTION RESPONSE
	2.1 Frame of Reference
	2.2 Literature Review Approach
	2.3 Discussion of Findings
	2.3.1 Defining Variation and Disruption
	2.3.2 Variation and Disruption Response in a Generalized Supply Network
	2.3.3 The Defense Supply Chain as a Network
	2.3.4 Variation and Disruption Response in a Defense Supply Network

	2.4 Closing Remarks

	CHAPTER 3: REQUIREMENTS FOR DESIGNING A FAIL-SAFE DEFENSE SUPPLY NETWORK
	3.1 Frame of Reference
	3.1.1 Stakeholder Function-Behavior-Structure
	3.1.2 Stakeholder Response to Variation and Disruption
	3.1.3 AoP Based Dilemma Resolution and Gap Identification
	3.1.4 DMLT Dilemma Triangle Focus Node

	3.2 The Dilemma Triangle Method
	3.2.1 Method Overview
	3.2.2 Part 1: Identifying Dilemmas
	3.2.3 Part 2: Determine F-B-S Origin for Each Dilemma
	3.2.4 Part 3: Manage the Machine

	3.3 Implementation of the Dilemma Triangle Method
	3.3.1 Driver Identification (Step 1a)
	3.3.2 Focus and Issue Identification (Step 1b)
	3.3.3 Tension Identification (Step 1c)
	3.3.4 Dilemma Identification

	3.4 Managing “The Machine”
	3.4.1 The Nested F-B-S Dilemma Triangle
	3.4.2 Function Dilemmas
	3.4.3 Behavior Dilemmas
	3.4.4 Structure Dilemmas
	3.4.5 Recommendations for Dilemma Resolutions

	3.5 Closing Remarks

	CHAPTER 4: REVIEWING CURRENT DEFENSE CONSTRAINT RESOLUTION FRAMEWORKS
	4.1 Frame of Reference
	4.2 Dynamic Management of Lead Times in a Defense Supply Network
	4.2.1 Current Resilience-Based Strategies for Lead Time Management in Defense Supply Networks
	4.2.2 Dynamic Management of Lead Times in a Defense Supply Network
	4.2.3 The Next Steps

	4.3 The Defense Sustainment Supply Network
	4.3.1 Introducing the Business Model Canvas
	4.3.2 Applying the Business Model Canvas to Defense Sustainment
	4.3.3 Application of the Business Model Canvas
	4.3.4 Analysis of Results

	4.4 Requirements for a Designing Fail-Safe Defense Sustainment Supply Network
	4.4.1 Connecting Defense Sustainment to the Requirements Developed for a Fail-Safe Defense Supply Network from Chapter 3
	4.4.2 Overview of Requirements Defined in Section 3.4.5
	4.4.3 Refined Requirements List for Defense Sustainment

	4.5 Identifying the Gap
	4.5.1 Fixes that Fail
	4.5.2 Drifting Goals
	4.5.3 Dynamic Management of Lead Times in Practice

	4.6 Steps Towards Variation and Disruption Response in Defense Supply Networks
	4.7 Closing Remarks

	CHAPTER 5: RAMIFICATIONS OF RESULTS AND PATH FORWARD
	5.1 Summary of Work
	5.1.1 Connecting the Chapters
	5.1.2 Revisiting Purpose

	5.2 Answers to the Questions
	5.2.1 Revisiting Question Justification and Development
	5.2.2 Connections Between Questions
	5.2.3 Answering the Questions
	5.2.4 Defining Dynamic Management of Lead Times (DMLT)

	5.3 Verification and Validation
	5.3.1 Theoretical Structural Validity
	5.3.2 Empirical Structural Validity
	5.3.3 Empirical Performance Validity
	5.3.4 Theoretical Performance Validity

	5.4 Ramification of the Results
	5.4.1 Multidisciplinary to Transdisciplinary Value
	5.4.2 Revisiting Resilience
	5.4.5 The Way Forward

	5.5 Closing Remarks

	CHAPTER 6: CLOSING REMARKS: REVIEW OF KEY FINDINGS, CONTRIBUTIONS, and Ph.D. PROPOSAL
	6.1 Critical Review of the Thesis
	6.2 Towards Dynamic Management of Lead Times
	6.3 Relevant Contributions from this Work
	6.3.1 Foundational Review of the Literature
	6.3.2 An Approach for Framing Multi-stakeholder Supply Networks by Evidentiary and Interpretive Analysis
	6.3.3 Gap Identification of Resilient System Design within the AoP
	6.3.4 Establishing Foundational Requirements for DMLT
	6.3.5 Foundation for Future Research
	6.3.6 A Way Forward Specified
	6.3.7 Towards Generalizability
	6.3.8 Scholarship Achieved Through the Thesis

	6.4 Ph.D. Proposal
	6.4.1 Gap Identification
	6.4.2 Proposed Approaches
	6.4.3 Test Problems for Verification of Efficacy of Proposed Framework
	6.4.4 Research Plan and Tasks
	6.4.5 Project Management and Timeline

	6.5 I statement…

	REFERENCES
	APPENDIX A
	A.1 Introduction
	A.2 Dissertation Outline


