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CHAPTER |

INTRODUCTION

Wireless sensor networks act as building blocks for smartamagnts which help in automating
various systems like transportation, home, utilities and indus@iegrt environments require
sensory data from real world. This sensory data is collectedidisibuted wireless sensor
networks and is processed to retrieve important information.irdlegs network consists of
hundreds or thousands of autonomous devices, called sensor nodes, vehishbatally
distributed. Each sensor node has a radio transceiver for conatingiat short ranges and a
microcontroller that is capable of processing datarious applications of wireless sensor
networks are tracking, environmental monitoring, patient healthnitoring and traffic
monitoring and animal monitoring. Sensor nodes also find applicationbattie field

surveillance.



Each node has limitations on their resources such as mesmaygy, computational
power and communication range. Each sensor node should have the tabdéif-organize,
coordinate with other sensor nhodes and perform in extreme weatiditions. A sensor network

should be in a position to add new nodes and also withstand the loss of some nodes.

In a sensor network, each node collects data from the surrouragidgsies to send it to
the base node from which it is sent to satellites and supputers for analyzing and processing

data.
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Figure 1. A Wireless Sensor Network



The wireless communication between the nodes takes place thradightnansceiver
introduces a possibility of interception of messages by duweraary. Moreover, due to cost
consideration, tamper resistant hardware is not used to protect the keys critthédata. With
the threat of interception, one has to take care to minithizeimpact of such loss on the

neighboring nodes and the network.

Since these networks can be deployed in hostile environments, theyawe to face
attacks such as masquerade attacks, spamming with erroneoumatiin, and information
retrieval by listening to the traffic and even physicalckita In order to minimize the effect of
these attacks, the messages transferred between twouodrating nodes must be properly
encrypted and authenticated. In order to start a communicatiomoias must share a common
key and thus the problem reduces to that of key management. i¢kedrch has been done in
how efficiently the keys are to be generated [1] or pre-tiged [2],[3] by considering the
limitations on energy, memory and cost of sensor nodes. Sau=Esrare battery powered, key
management scheme should have low communication costs. Nodes htag riiemory, so key
management scheme should be designed to minimize memory regpisemAnother

consideration is node resiliency.

In this thesis we propose a key self-establishment scheimg Rsmitive Pythagorean
triples (PPT) as suggested by Kak [4]. Pythagorean trigglesthe lengths of sides of a right
angled triangle (a, b, c). The generation of events of spgwifibability is of importance in
cryptography and in applications such as e-commerce [5],[6]. Swits may be generated by a
variety of methods that include prime reciprocals [7],[8]9®]by the use of specific modular
operations [10]. The generation of random events is also tiedthphei question of algorithmic
probability [11]. Pythagorean triples can generate probabiligntsv We can generate infinite
number of Pythagorean triples i.e. x (a, b, ¢) where x>1. A prienRithagorean triple is the one

in which neither of the three numbers have any common factor.



Euclid [12],[13] proposed that Pythagorean triples may be obtained usifuyrithéa

a=m?—n?

c =m?+n?

b =2mn

Here m, n are two positive integers where one of them is odd and the othar.is ev

Let us considem = 10 andn = 5

a=10°-5%2=75

b = 2(10)(5) = 100

c= 10%2+52 =125

Since 125% = 100% + 752 , we know that (a, b, c) is a Pythagorean triple.

Using an odd number we could generate PPTs and using theireziasneses we could
generate a peculiar string, which can be used as a keis Bcheme, much importance is given
to optimal utilization of memory available in a node. If tmodes share an odd number, they
could generate a class sequence which can be utilized ada keyiding a communication link
between them. This scheme just stores the odd numbers ior seydes instead of keys for
establishing a safer communication channel. So, more odd numbers i8R kit in length
could be stored than keys which are 128 bit in length. The propobkethacincreases the
connectivity of the graph without compromising with node resilientmre. Even the overhead of
communication between the nodes to generate a common key is zeahjimnlike the case of

Blom’s scheme [1].



The rest of the thesis is organized as follows, Chapter 2ildest¢he key pre distribution
and key establishment as proposed earlier, Chapter 3 descalsh#me of this thesis, Chapter

4 describes the results of simulation, and Chapter 5 presents the cosahigianthesis.



CHAPTER Il

LITERATURE REVIEW

Eschenauer and Gligor [2] proposed a key pre-distribution selemvhich a large number of
keys, say N, are generated and each key is given a udientéier. Then M keys which are to
be placed in a key ring are chosen out of N generated keyswamdtg each sensor node. This
scheme decreases the number of keys to be stored in the s@rmory by considering the
memory overhead of a sensor node. This scheme is diffeantthe method of storing (N-1)
keys in each sensor node and also the method of storing only oie é@gh sensor node in a
tamper resistant hardware. It is required in this scheme that two neighborisgshodél contain
at least one common key. In the case of neighboring nodes containjnrgnentommon key, the
adversary has to gain control over one node to break the netvwmkgH this scheme decreases
the number of keys to be stored in the sensor memory, it doesi@va@nough security and is

vulnerable to smaller scale attacks.



Chan, Perrig and Song proposed a key pre-distribution schemehighy states that a
large number of keys are generated say N and some setsohiegelected out of these keys.
These selected keys are sent to each sensor node as iseld Eschenaeur and Gligor scheme
[2]. But in this scheme two neighboring nodes must have atHasstq common keys in order to
communicate. It is not enough for an adversary to gain controlooeenode, he has to know all
g keys which are used to build a communication link betwaennodes. This scheme could
achieve security in smaller scale attacks but couldnt wiand the larger scale attacks. This
scheme could achieve more node resilient nature when compateschenaeur and Gligor

scheme [2].

Chan and Perrig in their PIKE [15] protocol proposed a pair-Wese establishment
scheme. In this scheme, the keys are distributed in such @hai@agny two nodes A, B which
want to communicate with each other can find an intermediate (pese node ) C that has
unique pair wise keys in common with both A, B. So, A can have aeafmunication link and

send messages to B through C. Thus in this scheme, each nodausitaregair wise keys with

O(y/n) intermediate nodes. Here n represents the total number of ndtiessinsor network. In
this key pre-distribution scheme, unique pair wise keys argbdistd such that they are shared

by two nodes. If the peer node is compromised, the key established will nobenggecure.

Du et al. [14] proposed a key distribution scheme using deployknemiledge. In this
scheme, the assumption is that the sensor nodes are grouped itdo groaps and are deployed
out of plane one after the other. So, the groups which are deptogeduence to each other will
be neighbors. This whole scheme is divided in to three phases nayglye-distribution phase,
shared-key distribution phase and path establishment phabse. key pre-distribution phase, the
key pool is divided into parts and each part is assigned to eagp gf sensor nodes. The main
idea behind this is that the neighboring groups of sensor nodes slawel#tey pools which have
more keys in common. The groups which are far away might hav@das which share less
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number of keys or no keys at all. The next two phases are Gppkach group which is same as

Eschenauer-Gligor scheme [2].

Kak, in his research paper [4] stated the importance o R&Tb, c) in the early Vedic
periods in India and their description in geometry books of Indigoridposed various ways to

generate PPTs such as the following:

1. Using Gopala-Hemachandra quadruple (g, e, f, h)

In this, he states that 4 = gh, b = 97 andc = eh+ fg, then (a, b, c) is a Pythagorean

e

triple. If g is odd and g, h, e, f are co primes, then the negula, b, c) will be a Primitive

Pythagorean triple.

2. Using two odd numbers t which are co-primes

a =St
b_sz—t2
2
s% 4+ t?
C:
2

He proposed some properties of PPTs that if (a, b, ¢) repseadPPT, then all three
integers can't be even, both a and b cannot be odd and c even. sikedlasach PPT into

different classes according to the divisibility of a, b, ¢ with 3 andpectively.

1. Class A, in which ais divisible by 3 and c by 5

div a b C
3 X
5 X




2. Class B, in which a is divisible by 5 and b by 3

Div

C

3. Class C, in which a is divisible by 3 and 5

div

4. Class D, in which b is divisible by 3 and ¢ by 5

div c
3
5 X

5. Class E, in which a is divisible by 3 and b by 5

div




6. Class F, in which b is divisible by both 3 and 5

div a b C
3 X
5 X

He presented first 34 PPTs when arranged in increasing ortigpofenuse along with

their classification

PPT w(X)
(3,4,5) A
(5, 12, 13) B
(15, 8, 17) C
(7, 24, 25) D
(21, 20, 29) E
(35, 12, 37) B
(9, 40, 41) E
(45, 28, 53) C
(11, 60, 61) F

(33, 56, 65)

> r

(63, 16, 65)

(55,48,73) B

O

(13, 84, 85)
(77,36,85) D
(39,80,89) E

(65,72,97) B
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(99,20,101) E
(91, 60,109) F
(15,112,113) C
(117, 44, 125) A
(105, 88,137) C
(17,144,145) D
(143, 24,145) D
(51,140,149) E
(85,132,157) B
(119,120,169) F
(165, 52,173) C
(19,180,181) F

(57,176,185)

> >

(153,104,185)
(95,168,193) B
(195, 28,197) C
(133,156,205) D

(187, 84, 205) D

Blom [1] proposed a key establishment scheme which helps toagereunique shared
key by two nodes for communication. Blom’s secure parameterst thay unless there is a
capture of t+1 node out of N nodes in the network, an adversay wouknow the keys held by
the other users. Increasing the value of t increases the rsiliEnoy nature of the network, but it
also increases the memory requirement for storing key infaman the initial stages, the base
node generates a public matrix P of order (t+1) x N over & fiieitkd GF(q), using Vandermonde
matrix.

11



Then the base node selects a symmetric matrix S of order (tft)L) which is only
known to itself. Then matrix A of order N x (t+1) is generated using mat8cend P, i.e

A=(S.P)T
Then K matrix is calculated using A and P matrices i.e

K=AP=(S.P)P=P.S.P

=P'.SP=(AP)=K'

The Central node sends j-th row of matrix A and j-th column ofim&trto each j-th
node in the network, where j varies from 1, 2...N. Two nodes (node j, ncotmik) generate a
common key using j-th row of A matrix and k-th column of P matrix. t%0 nodes exchange
their columns of P matrix received from base node in ordeetergte a shared a key and to

establish a communication path between them.

12



CHAPTER Il

PROPOSED APPROACH

If two nodes want to communicate securely with each other,Haoth to share a key. In order to
pre-distribute or establish keys between nodes, one has to edhsidienitations of sensor nodes
such as low energy resource, low memory availability andeesihature against node capture.
The best way of key management would be to store N-1 keystimeatiodes, since the memory
of a sensor node is limited, this scheme is not practicalelstore one key in all nodes, then
capture of node would compromise whole network. It would beteféeto store as many keys as
possible in a sensor node, given its memory constraints. Thisc@nplished in this thesis by

generating keys using the properties of PPTs.

13



3.1. Propertiesof PPTs

Any odd number could be expressed as sum of an even number and an odd number. A

PPT could be generated if these constituents form a co-prime pair.
Algorithm:

For i=2ton

If (i=odd number)

i
m—5+1

End if
While(n>=1)
If (m, n are co-primes)
a=m?—n?
c =m? +n?
b =2mn
End if
End while

End for

14



An explanatory example is given below in Table 1.

class

Odd number Co-prime pair PPT generated
3 2.1) (3,4,5)
5 3.2) (5.12,13)
4.1) (15,8,17)
7 4.3) (7,24,25)
(5.2) (21,20,29)
6.1) (35,12,37)
9 5.4) (9,40,41)
(7.2) (45,28,53)
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8.1) (63,16,65) A

11 (6.5) (11,60,61) F
(7.4) (33,56,65) A
(8.3) (55,48,73) B
9.2) (77,36,85) D
(10,1) (99,20,101) E

Tablel. Generating PPTs and their classification into their respecitigses for a given odd

number

Consider first 34 PPTs by arranging them in increasing oofldrypotenuse. If the
hypotenuse is equal, the PPTs are arranged in increasing order of thedir§he corresponding
class sequence of these first 34 PPTs is ABCDEBECFAABBERCACDDEBFCFAABCDD.
This sequence does not include all possible pairwise transitions. To obgamaise transitions,

we need to consider up to 8182 PPTs. If we consider w(x)'s continuotssly &y 5 at a time, it

16



is observed that the class sequences are repeefore 26 PPTs. If we consic i=6 then we

obtain28 unique combinations. The graph of this behagigiven below

Yy
30
A‘ ‘
25 ,/ **
i o
=
S

20 =

count

WS Pz =

Graphl. Graph between count of unique sequences and diffeadues of

Here the x-axis is where as -axis gives the no: of unique combinations for ih

Propertyl.

For any prime numbey, n number of co prime pairs existhose surris the number

itself. These generateRPTswhere y = 2n+1.

Proof: Lety be a prime numb which is a sum of two numbers r and ssAmin¢that r and s are
non zero and non co prim there exists a common factqretween them. Since z divides bo

and s, it also divideg which is a contradiction y being a prime numbef.herefors, all pairs of

17



numbers (r, s) whose sum is prime numbers are co primes. Wheb& n such co prime pairs

wherey = 2n + 1. Therefore, n PPTs could be generated from a prime number.

For example y =13

(m, n) PPT (a, b, ¢) class
(7.6) (13, 84, 85) D
(8.5) (39, 80, 89) E
(9.4) (65, 72, 97) B
(10,3) (91, 60, 109) F
(11,2) (117, 44, 125) A
(12,1) (143, 24, 145) D

Table 2. PPTs generated out of 13 and their classes

The number of PPTs is 6 i.e n=6.

Property 2

For all the odd multiples of 15, PPTs generated belong to class C.

Property 3

All prime numbers except 3 ending in 3 or 7 follow a cyclic segeenc

DEBFADFCFDAFBED.

18



Property 4

All prime numbers except 5 ending in 1 or 5 follow a cyclic sagee

FABDEFDCDFEDBAF.
Indexing of PPTs

PPTs may be indexed in a variety of ways. The most obvious ones withahlength of the

sequence in which all transitions between the six classes occistedeielow:

Arranged in increasing order of a in (a, b, c). All transitioosur in sequence length of

300. The sequence begins as: ABDEFDCCDFEABECEBAABDBFBECAFDDACDC

e Arranged in increasing order of b in (a, b, ¢). All transii@ecur in sequence length of

4037. The sequence begins as: ACBBAEEDDCCDEABCAFFBEDDCACFBEDRBA

e Arranged in increasing order of c-b in (a, b, ¢). All transitioosur in sequence length

of 132. The sequence begins as: ABDEFDCDFCEAEEABCBBBBADFCFDEAADCD

e Arranged in increasing order of c-a in (a, b, c¢). All transgioocur in sequence length of

504. The sequence begins as: ACBAEDCBECDACDBFDEABCAFEFDBDCEBDA

e Arranged in increasing order of b-a in (a, b, ¢). All transitioosur in sequence length

of 147. The sequence begins as: CDCDEAAADFBCCCBEAFBBDADEEBFDBEEAD

Other indexing schemes may be used by placing conditions on the pédwrameters or by
imposing uniform or non uniform decimation of the specific PRjusece. If the sender and the
recipient knew the indexing scheme used, then the correspondsgysequence would be used

as the key by two parties in order to establish a secure cowationilink between them.

19



3.2 Key Management:

A set of odd numbers are chosen at random and distributed to tlee ibdenode sends
hash values of the odd numbers in order to set a path with other nedg. f6de gets the
information about the number of odd numbers it shares with its neiggbwode and a path is
established between them which have common odd numbers. Keys are selected theselhssn
sequences generated by the shared odd numbers. To accomplish tey, ldregth needs to be
selected first. Assuming a key length of 10, the minimum number Key pool is 23. This is

because all the odd numbers greater than 23 generate a classeefjiength 10 or higher.

Comparing the class sequence produced by 13 in Table 2 with the restricted class
sequence of length 6for 23 in Table 3, it is observed that the key genarhtgd the cases is
DEBFAD. Thus prime numbers are not included in the key pool. Similarly, alnodiibles of
15 generate class C PPTs alone in the sequence which has to be avoideokeTiheré&ky pool

used in this scheme consists of all the odd numbers excluding prime numbedsl andltiples

of 15.

(m, n) PPT (a, b, ¢) class
(12,11) (23,264,265) D
(13, 10) (69,260,269) E
(14,9) (115,252,277) B
(15,8) (161,240,289) F
(16,7) (207,224,305) A

20



(17,6)

(253,204,325)

(18,5)

(299,180,349)

(19,4)

(345,152,377)

(20,3)

(391,120,400)

21,2)

(437,84,445)

(22,1)

(483,44,485)

Table 3. PPTs and their classes of 23
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Figure 2. Key Distribution Using PPTs

In this scheme, for two nodes sharing one and only one odd nunthea sglected key
of length k, a class sequence of same length is consideredHadrondd number. If two nodes

share m odd numbers, where m>1, then they are arranged in increasing oaletaasdsequence
of Iength% from each odd number and an additional lengthk®m from the maximum odd

number are considered to generating a key.

Assume a key length of 10 for shared odd numbers 21, 25, 27.Thepoodag class
sequences are ECEAAE, BCBCBBBCB, and ACEAEEAEC respagtifhe key is generated
by considering class sequences of length 10/3, 10/3, 10/3 and 10/3#1®#08riginal class
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sequences of 21, 25 and 27 respectively. This is obtained as ECEBCBAE& e the number
of shared odd numbers between the nodes is x and the key length iseyxwineln this case, the
odd numbers are arranged in increasing order and only the fisstesl from the first y odd
numbers are considered to generate the key. In this Schemdiftleitcomputational overhead, a
lot of memory is saved by storing just integers which are 3bihg in the sensor nodes instead
of keys which are of 128 bits in length. More resiliency against the raqrdere is achieved when
compared to Eschenaeur and Gligor scheme [2], as keys aretgdnesang more than one
common odd number if available. Theomposite scheme proposed by Chen et. al.[3] reqgires
keys of neighbors to be shared, which increases the resilienitee network. This scheme
reduces the size of the key pool but increases the key r@@iseach node by repeating the keys
to be stored. A more connected graph could be obtained througirapesed scheme, when
compared to g-composite scheme as the nodes are connectedtkggrsifare one common odd

number.

3.3 Key Pool Size Calculation

The notations used in this section are

P1 Desired probability that a sensor network to be connected

p probability that two nodes having a communication link

n network size, number of nodes

nl average number of neighboring of a given node.

d number of connected edges that a node can have with its neighboring nodes.
r number of keys in a key ring

P number of keys in a key pool

23



In these networks, it is not needed that every node has to ltavamected edge with all
its neighbors in order to have a communication link between awmsn gsource node and
destination node. In these situations we mainly need to know, fovea gietwork size, the
number of connected edges that a node has with its neighborsythedt size and the key ring
size.The mathematical equations given by to Eschenaeur anor Gtigeme [2], are used to

answer these questions.

Let p be the probability that a share key exists betweensemsor nodes, n be the
network size and the equation below gives the expected defjr@enode (i.e., the average

number of edges connecting that node with its graph neighbors).
d=pxn-1) (3.3.1)

In Random Graph theory, for a given graph G(n, p), n repeegenthumber of nodes in
the graph and p represents the probability that an edge existeheany two nodes. Erdos and
Renyi stated that there is a value of p between 0 and 1 sucthéhgiven graph G(n, p) is

certainly connected, given desired probability P1 for graph connectivity.
Pl=1-¢"¢ (3.3.2)

where c is a real constant

andp =" 4 < (3.3.3)

n

So, for a given desired probability (P1) that a graph to be ctatheccould be calculated from
equation 3.3.2. ¢ and n could be used to calculate p from equation 3.3.3 and furthzulbiteda

from p using equation 3.3.1.

24



But due to the constraints in wireless communication range the number sfthatla

node can communicate with will be nl<<n. So our new probability will be p1lhvidigiven by
d
pl = o Lp (334)

Now the probability that two nodes share at least one key in theimegizes chosen

from key pool is p1l.
pl =1 — Prob[two nodes donot share a key]

The number of possible key rings that can be picked from a key pool P withtadement is

P!
r1(P—r)!

After a key ring has been picked, the number of possible ways thatcaririge picked which

does not have any common key with the previous key ring is

(P-1)'1?
(P—21)IP!

Therefore plis

_(P-m¥?
(P—27)!P!

pl=1

Simplifying the equation we get

_T\2(P-T+0.5)
_ a-

(3.3.5)

pl = 2ry(p—
(I_F)( 2r+0.5)

25



An example:

Let us suppose that a wireless sensor network contains n=1000 Asslesme that the
network has to be connected with a probability of P1=0.999 and edehimohe network can
communicate with n1=40 other nodes. Assume that each node has a mermoly ooly 45
keys, which says that the key ring size is r= 45. By usingtequa.3.2, the real constant c is
calculated as 6.9. Plugging in this value of ¢c and n using equ&g8@) p is calculated as 0.0138.
Using p and equation 3.3.1, d is calculated as 14. So, this calculatios thlad\wwach node should
be able to have at least 14 connected edges with the neigbldwsget the whole network to be
connected. Since in this example we have been given that a rod® In@ighborhood nodes,
using equation 3.3.4, pl is calculated as 0.36. Using the p1, key rirnsizguation 3.3.5 the
key pool size is calculated as 4500. If the number of neighboring nedexreased the
probability pl decreases and either the key ring has to incogafe key pool size has to
increase or both. Increasing nl from 40 to 60, decreases p1l to 0.23. For the santpskey 45,

the key pool size increases to 7800 from 4500.

26



CHAPTER IV

FINDINGS

Given the probability based on which the graph is to be connecteduthieer of neighbors a
node in a network, and key ring size, one can calculate the nafbennected edges that a
node should have with its neighbors(d) and key pool size. From th@dday key rings are
selected at random and assigned to the nodes. Since k¢ystaréd numbers they are arranged
in increasing order inside the nodes. We use maximum of k1 odd nuwitiehsis equal to the
length of the key. The keys of nodes are compared till maximuki @ommon numbers are
obtained. Then an adjacency matrix with numbers of odd numbeosiiman is generated. Once
the adjacency matrix is obtained, the number of hops, which is nuwhibedes present in the

path between source and destination nodes, can be calculated.
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An Example:

P1=0.9, n=20,n1=5,key ring size=10, key pool size =10,k1=2;

1(2]3]als]6][7|8]9]10]11]12]13]14]15][16]17]18]19]20

1 1(2]2]1lofof2]2]1 ]2 oo o |1 ]o 1 ]2 ]1]o0
2 ol1f1]of2]2]2]0 [2 ]2 1 ]o |2 |1 |1 |1 1 o
3 2lof1f1l2]21]2 |1 ]ofo |1 ]o]o |1 ]o o ]2
4 1lof1f2]2]2 211 lo |22 1]o |1 |o |o
5 olof2of1 [2 1 |11 1|1 ]o ]2 o |1
6 1(2ofo |1 ]2 ]2 ]2 ]2 ]2 ]2 [1 ]2 ]2
7 ol2]o o |12 |21 o[22 ]1 ]2 1
8 201 (2 [12 ]2 ]2 ]2 1 ]1]o o ]2
9 o[22 1]o 120211 o |2
10 1 [ofo 111 ]o o o |1
11 2 |1 |21 ]o |21 o |o
12 2 |1 ]o |2 1210 |1 o
13 1 ]o |1 ]2 o ]2 |1
14 \ o [1 ]2 1|1 |1
15 1 ]1]1 oo
16 o o |1 |1
17 2 |1 ]o
18 1 ]o
19 1
20

Table 4. Adjacency matrix for 20 nodes
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We assume that the source node is 5 and destination node is 12abotleeexample.
The results show that the number of hops is 1 for the key managesiagt PPTs, which
indicates that there is a direct path between source and tiestin@des. When the same
example is considered for g-composite scheme with g= 2, thesrabolw that node 11 acts as

intermediate node between source and destination nodes and number of hops is 2.

The environments are simulated considering the network size of 4&@&ge number of
neighbor nodes as 20 and key ring size(r) as 30, with diffpreb&abilities ranging from 0.1 to
0.9999. The number of hops on an average in the considered network is stgraph 2. The
key pool size varies from 2500 to 550, with maximum at probal@ility and minimum at 0.9999.

The average number of hops is 31.2 hops at probability 0.1 and is 2.4 at 0.9999.

PPT Key Management
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Graph 2. Number of hops at different probabilities in PPT Key Management &chem
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These results are compared with g-composite scheme with g =8ph Gr

s
e\
” LA

\"\\ e using PPTs
15 .
\ g-composite
10

No of hops

0 0.2 0.4 0.6 0.8 1 1.2

Probability

Graph 3. Presents number of hops of two schemes at different probabilities

Graph 3 presents the number of hops for Key Management usingdPme and g-
composite scheme for g=3. When the probability is 0.1, the nuofbkops for g-composite
scheme is 40.508 and is 3.16 at probability 0.9999. When the probabilgidevarthe two

graphs are far apart but when the probabilities get higher, theyaappgach other.
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CHAPTER V

CONCLUSION

In this Thesis, Primitive Pythagorean Triples and theaasgification into different classes are
initially described. Results on generation of PPTs using odd nurabdren indexing PPTs in
various ways are presented. Using these properties aaemanagement scheme is developed
which uses odd numbers to generate keys between nodes and lisheatahfe communication
channel between two parties. This makes it possible to store keys in each node. A
communication path is established between two nodes if two nodesashesast one odd number
in this scheme. The connectivity between the nodes in this schgmaisr than the g-composite
scheme, which needs at least g common keys between two nodeslislest@ommunication
path. Simulation results shows that the number of hops requirezhtb the destination node

from source node on an average is 11% less than that of g-compositeesch
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