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CHAPTER I 
 
 

INTRODUCTION 

Gathering and analyzing consumer information is an important approach for 

governmental and commercial organizations to reduce operational costs and gain 

competitive advantage. Marketing companies use consumer profiles to launch targeted 

marketing campaigns. Online vendors analyze online shoppers’ browsing pattern to 

provide personalized offers and increase consumer loyalty. Additionally, many 

companies are increasingly gathering vast amounts of consumer data made possible by 

advances in storage, networking and data processing technologies. The recent growing 

application of data mining techniques has further fueled the thirst for personal 

information. Thus, collection of consumer information has become the norm for online 

companies. According to Lessig (June 2000), 92% of commercial Web sites gather 

personal data. Such wide gathering and analyzing of consumers’ information with or 

without consumers’ awareness have increased online shopper concerns over their 

privacy.  

      While e-commerce holds out much promise, it only makes up a tiny share (2%) of 

the total economy worldwide (E-commerce and Development Report, UNCTAD 2004). 

Privacy concerns have been suggested as one possible significant reason that hampers the 

growth of e-commerce. “61% of consumers say that they have privacy and security 



 2

concerns that make them hesitant to give out credit card information online” (Forrester 

Research, 2004). The importance of privacy issue has attracted growing attention not 

only from managers but also from researchers in multiple disciplines such as marketing, 

law, management information systems, etc.  

      Most research on online privacy focuses on privacy concern as a personal trait or 

a person’s general disposition to give out information. These studies also implicitly 

assume that online shoppers’ privacy behavior is primarily driven by their level of 

concerns over privacy. For example, internet users with high privacy concern are less 

likely to give personal information and may be more likely to read privacy policy, etc. 

However, several studies have found that online shoppers’ privacy behavior tends to 

deviate from their reported privacy concern. Malhotra et al. (2004) found no direct 

relationship between privacy concern and behavioral intention in an online shopping 

environment. In the survey by Acquisti and Grossklags (2005), 41% of individuals with 

high privacy concern rarely read private policies containing the promised rules and 

safeguards to be offered.  Berendt et al. (2005) found that online users easily forget their 

privacy concerns and disclose the most personal details when they are actually interacting 

with a Web site that they find entertaining. This contradiction between privacy concern 

and privacy behavior (which we will refer to as the “privacy contradiction”) has largely 

been unexplained to date. It is possible that various  situational specific factors, beyond a 

person’s general disposition to privacy (privacy concern), such as overall look, feel and 

functionality of the Web site, availability and content of privacy policy, nature of the 

information to be collected by the vendor, economic benefits, among others, may provide 

an explanation. We are led to this conclusion because privacy is not free of context. 
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“Individuals’ concepts of privacy are tied to concrete situations in everyday life” (Laufer 

and Wolfe 1977). The experience of an individual in a given situation affects his/her 

labeling the situation as privacy intrusive or not. Until now, few studies have been 

conducted to understand privacy issues in the context of concrete situations. For example, 

when dealing with unfamiliar online vendors, consumers may primarily rely on the 

interaction with the Web site to form conscious or unconscious privacy-related feelings 

and opinions about the vendor.  

The primary objective of this dissertation is to address the privacy contradiction 

by investigating the impact of situational specific factors on privacy perceptions and 

privacy behaviors in e-commerce. This impact is viewed through two different lenses; an 

affect-based lens and a cognition-based lens where we study how situations-specific 

factors influence privacy behavior through both their emotional impact and cognitive 

impact on perceived privacy. Thus, the research specifically aims to understand how 

consumers form their privacy perceptions when they are interacting with an unfamiliar 

Web site, how their privacy perceptions further influence their intention to disclose 

personal information and the relative importance of privacy concern as a general 

disposition in this interaction process. The results of the study would enable both 

practitioners and researcher to have a better understanding of factors actually driving 

privacy decisions/behaviors when online shoppers are interacting with a Web site. 

The dissertation is divided into three essays. The first essay explores the 

formation of privacy perceptions from the affect perspective. It examines the impact of 

emotions on Internet users’ perceived privacy. Emotions provide feedback about the 

environment and, in the context of online shopping, provide feedback about the Web site 
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such as overall look, design or functionality, etc. They inform online shoppers about 

potential benefits or problems that may be incurred from a Web site. We primarily 

examined how the experience of interacting with a Web site may trigger various 

emotions (in a holistic sense) and how these emotions help to shape an online shopper’s 

privacy perception about the vendor. We also studied their impact on online shoppers’ 

privacy behavior in terms of their willingness to provide information about themselves. 

The second and third essays look at the context of information collection based on 

the cognitive evaluation of fairness and justice in procedure and interaction. According to 

social contract theory, online shoppers conduct a “privacy calculus”, comparing benefits 

and risks of disclosing personal information. Specifically, the second essay separates the 

impact of initial emotions before information collection with that of vendor mechanisms 

that could be implemented to increase perceived privacy protection and/or reduce 

perceived privacy risk. Three fairness-based vendor mechanisms that could influence the 

information disclosure are examined: reading a fair privacy policy, sensitivity and 

relevance of the information requested. So, in the second study, the formation of privacy 

perception is looked at from both affect-based and cognition-based aspects. 

The third essay further focuses on the effect of benefits that motivate online 

shoppers to disclose information in the context of a social contract. In particular, we 

choose a research context of conventional market place where information exchange is a 

by-product of a first exchange for products or services and examined the impact of two 

types of exchange benefits: perceived usefulness of the service or product, and monetary 

reward. Social contract theory is adopted to understand the cost-benefit tradeoff analysis 

involved in information exchange and the potential moderation effect of fairness-based 
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factors on the relationship between monetary reward and behavioral intention to disclose 

personal information.      

The remainder of the dissertation is organized as follows: Chapter 2 proposes a 

basic framework that is used to tie together three studies. Chapters 3, 4, and 5 are three 

essays, addressing the privacy contradiction by examining different situation-specific 

factors.  
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CHAPTER II 
 
 

RESEARCH FRAMEWORK 

The purpose of this dissertation is to enhance our understanding of privacy-related 

behavior, specifically, the intent to give personal information in an online shopping 

context, when dealing with unfamiliar vendors through their Web site. As seen in the 

previous section, consumers’ inherent concerns for privacy are insufficient to explain 

their behavior, since their privacy behaviors are often contradictory to their privacy 

concern. We hypothesize that situation-specific factors may play an important role and 

help explain this contradiction. We will rely on an existing theory to develop our research 

framework and unify the three studies presented in this dissertation. 

Laufer and Wolfe (1977) proposed a Multidimensional Development Theory, 

which provides a situational analysis of how individuals form their privacy perception. 

This theory lays the basic foundation for our study which is aimed at explaining the 

privacy contradiction through understanding the impact of situational factors. The theory 

organizes factors of a privacy situation into three dimensions: environmental, 

interpersonal, and self-ego (Figure 2.1).   

Self-Ego Dimension 

The self-ego dimension “refers to a developmental process that, in our society, 

focuses on individuation (autonomy) and, by implication, personal dignity.” (Laufer and 

Wolfe 1977).  The concept of privacy touches human’s deep need for self-ego. We want 
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to separate from the social and physical environment and have the freedom to choose 

being left alone or interacting and functioning with others. Self-ego develops from 

individuals’ life experience whether it is privacy-related or not. Individuals with different 

levels of self-ego are likely to express different level of concerns regarding their personal 

information. Such concern for information privacy is likely to further drive online 

shoppers to form different privacy perceptions and privacy when they are interacting with 

a Web site. Therefore, in all three of our studies, privacy concern is included as one of the 

antecedents for privacy perceptions and/or privacy behaviors.        

Environmental Dimension 

Environmental dimension consists of environment elements that “influence the 

individual’s ability to perceive, have, and use available options.” (Laufer and Wolfe 

1977), which could be cultural, sociophysical, and life cycle. Our study will focus on the 

social-physical sub-dimension. Laufer and Wolfe (1977) suggest that a physical space 

could achieve its privacy character by design, activity, and meaning. People may feel that 

some physical space may “fit” human privacy better than another place. In the context of 

online shopping, Web site features constitute important social-physical elements. Similar 

to a physical space, a Web site could achieve its privacy character through design, 

content and functionality. In addition, the understanding of privacy instigated by 

environmental factors may be unintentional (Laufer and Wolfe 1977). The first essay of 

this dissertation attempts to examine the influence of environment features from the 

perspective of affect. We looked at how cognitive evaluation of Web sites could trigger 

online shoppers’ emotions and how emotions could further have a congruent effect on 

privacy perceptions and intention to disclose personal information.  
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Interpersonal Dimension 

Privacy essentially arises from the existence of an interpersonal relationship 

between an online shopper and a vendor. Online shoppers could control their information 

privacy by deciding whether to interact with the Web site, whether to further enter 

exchange relationship with the associated vendor, and what kind of personal information 

to disclose. One important aspect of this dimension is the “calculus of behavior” (Laufer 

and Wolfe 1977). Consumers looked at economic and non-economic benefits from the 

exchange and the potential risks of disclosure. They tend to give information when 

potential risks of information disclosure could be justified by benefits. However, due to 

the uncertainty commonly involved in the disclosure of personal information in online 

shopping, exchange fairness may play a key role in the cognitive evaluation of potential 

benefits and risks. For example, the relevance of information requested in a specific 

exchange context may further adjust the perceived benefits and risks involved in the 

information disclosure. Therefore, the “calculus of behavior” involves the evaluation of 

exchange benefits and risks as well as the exchange fairness.  

Factors in this dimension are investigated in the second and third essays. The 

second essay examines the impact of three fairness-based mechanisms (privacy policy, 

sensitivity and relevance of the information requested) on the privacy perceptions and 

privacy behaviors. In addition, perceived privacy protection and perceived risk are 

examined as two separate constructs to see how individuals seek a balance between the 

two in evaluating privacy calculus.  The third essay examines the impact of monetary 

benefits and perceived usefulness of product and/or service and the potential interaction 

with the relevance of information. All our studies assume the conventional e-commerce 
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marketplace where information is not exchanged directly for money and information 

exchange is primarily governed by social contracts.  

 
 

 Figure 2.1 Overall research framework. 
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CHAPTER III 
 
 

ESSAY 1 - LIKING IS BELIEVING? THE ROLE OF EMOTIONS  

IN SHAPING CONSUMERS’ PRIVACY BELIEFS  

ABOUT UNFAMILIAR ONLINE VENDORS 

1     Introduction  

There is little doubt that information privacy is an important issue of concern to vendors 

as well as online shoppers. Privacy concerns have caused most online shoppers to refuse 

to provide personal information to Web sites at one time or another (Teltzrow and Kobsa 

2004). One of the most frequently cited concerns is secondary access to credit card 

information by hackers (Metzger 2004). Online vendors have taken advantage of 

information technology to gather, organize and store vast amounts of information about 

consumers. While beneficial to organizations, these activities have increased attention on 

privacy violations aided, in part, by media coverage of security breaches and 

unauthorized disclosure of customer information by vendors. Such attention could shape 

online shoppers’ belief about the privacy protection offered by a vendor. This, in turn, 

may strongly influence their shopping decision especially if the vendor is unfamiliar to 

them.  Hence, privacy issues are important not only to consumers but also to online 

vendors. 

Consumers’ privacy is an evolving issue, which changes with the research and 

business context (Smith et al. 1996). One perspective interprets privacy as “control” 
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(Westin 1967). Information privacy is defined as “the ability of the individual to 

personally control information about one’s self” (Stone et al. 1983), which includes the 

transfer and exchange of that information. This perspective stresses the expectation of the 

consumer vis-à-vis the online vendor’s responsibility to consumers to ensure secure 

access to the customers’ information and allowing them control over the use of their 

information. Another perspective argues that privacy is an expression of a human’s core 

value security (Moor 1997), emphasizing its central role in an individual’s shopping 

decision. In this study, our definition of information privacy includes both perspectives. 

Our definition is also consistent with the four dimensions of privacy concerns identified 

in two recent IS studies (Smith et al. 1996; Stewart and Segars 2002).  

Several factors may mitigate consumers’ concern for privacy when dealing with a 

well-known vendor (such as Amazon.com or Expedia.com). These include reputation of 

the vendor, its existing consumer base, personal knowledge of other people’s interaction 

with the vendor, and personal offline shopping experience with the vendor, among others. 

However, when dealing with an unfamiliar online vendor, the consumer’s intention to 

purchase could be affected by the consumer’s perceived comfort in providing personal 

information to the vendor. 

A substantial number of e-commerce interactions are with unfamiliar vendors 

whose Web site is the primary source of information to the consumer about the vendor. 

As indicated by Pennington et al. (2003): “The relative ease in which vendors can enter 

this global marketplace has resulted in an abundance of businesses offering their products 

to consumers who are completely unfamiliar with them. These “unknown” vendors hope 

to build a reputation online and often seek ways of assuring the consumers that they are 
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indeed legitimate and trustworthy.” Thus, we can assume that the Web site interaction is 

the primary source of information available to the consumer about the vendor, and that 

this vendor is one of many choices available to the consumer. The consumer’s first 

interaction with the vendor’s Web site might be the sole basis for the consumer’s 

perception about privacy protections offered by the vendor.  

Prior research provides evidence that users perceive significant risks and 

uncertainty in interaction (McKnight et al. 2002) with unfamiliar Web sites. It is likely 

that the consumer might not proceed with the transaction, should (s)he arrive at an 

adverse conclusion about the vendor. Generally, consumers reach conclusions about 

unfamiliar vendors in a very short time frame (Lindgaard et al. 2006), especially in the 

presence of multiple competing vendors. A typical consumer would spend a short period 

of time at each Web site, moving from one to another. If we exclude those consumers 

who have a trusted relationship based on a previous, positive experience (in which case 

they are perhaps more likely to have made their shopping decision), other consumers 

typically arrive at their decision based on their interaction experience with the Web site, 

within a few minutes. There are innumerable instances of such shopping situations 

including vacation rentals, spare parts for appliances, electronic commodities, among 

others. 

From the consumer’s perspective, the absence of a pre-existing relationship and 

the limited nature of available information increase the uncertainty of the situation. To 

the vendor, ubiquitous competitors and the extremely short time frame available to 

reassure the customer about privacy protections pose challenges. It is, therefore, 

extremely important to the vendor to understand what determines the consumer’s 
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privacy-related belief about the vendor and how likely the consumer is to provide 

personal information to the vendor as a consequence of his or her belief. 

 In this study, we explore how consumers form their privacy belief when dealing 

with unfamiliar online vendors, what factors impact their privacy belief and behavioral 

intention, and how this privacy belief affects their intention to provide information to 

vendors. We assume that providing this information is necessary to complete the 

transaction. Part of our motivation stems from our belief (as argued in the next section) 

that that the purely rational perspective adopted by previous studies in dealing with 

formation of privacy beliefs is inadequate in our context, given incompleteness of 

information, uncertainties inherent in dealing with unfamiliar online vendors and the 

shortness of the time frame in arriving at their decision. We believe, instead, that 

consumers would rely more on emotional cues to make decisions. Consumers’ affective 

state driven by their overall (holistic) experience in interacting with the unfamiliar 

vendor’s Web site, determines their privacy belief. This privacy belief (about perceived 

privacy protections offered by the vendor) will be more important than their general 

privacy concern (as a personality trait) in determining their willingness to provide 

personal information. To some extent, this may explain some of the contradictions found 

both in practice and theory between consumers’ stated (often high) level of privacy 

concerns and their online privacy behavior. 

 Our study has important implications for the large number of online businesses 

that do not have the presence of major online e-commerce players and that rely on 

customers who are unfamiliar with them. It suggests that such vendors may need to pay 

greater attention to the overall design of their Web site, to mitigate adverse privacy belief 
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and enhance the probability of a successful consumer transaction. It also provides 

important direction to future research, by establishing the role played by emotions in 

determining privacy belief and privacy-related behavior. 

 The remainder of the document is structured as follows: In the next section we 

review the literature to establish the need for considering privacy-related beliefs to better 

explain privacy-related behavior, and the role of emotions in driving these beliefs. In the 

following section we propose our research model, its theoretical underpinnings and 

hypotheses underlying the model. Next, we describe our experiment, followed by a 

discussion of the findings of this study. Finally we present the limitations of the study 

followed by concluding remarks. 

 
2     Consumers’ Concerns and Beliefs about Information Privacy 

Existing literature has examined two important constructs related to an online consumer’s 

privacy-related behavior: privacy concern and trust. Privacy concern refers to an 

individual’s personal trait or general disposition to privacy invasion (Smith et al. 1996; 

Stewart and Segars 2002). Individuals may vary in their levels of concern for privacy. 

Apart from privacy concern, the role of trust in determining information disclosure and 

purchasing activity in the online environment has been studied (Culnan and Armstrong 

1999; Malhotra et al. 2004; Metzger 2004). Trust in an online vendor is often a 

consequence of a pre-existing relationship with, or knowledge about, the vendor. Once 

trust is fully established in a long-standing relationship, privacy issues are less of a 

concern (Sweat 2000). Similarly, privacy statements have been found to increase trust in 

the online environment (Palmer et al. 2000; Pennington et al. 2003). Thus, trust and 

privacy issues are intertwined.  
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We argue that privacy concern is inadequate in determining behavioral intention 

in our context of e-commerce transactions with unfamiliar online vendors. Empirical 

studies on the underlying dimensions of consumers’ privacy concern and its impact on 

consumers’ privacy-related behavioral intention have produced inconsistent results 

(Smith et al. 1996; Stewart and Segars 2002; Malhotra et al. 2004; Dinev and Hart 2006).  

Privacy concern was found to be significant when included as a sole predictor (Smith et 

al. 1996; Stewart and Segars 2002) and was often found to have a weak or no significant 

impact on privacy-related behavior in the existence of other predictor variables such as 

trust belief, risk belief etc.(Malhotra et al. 2004; Awad and Krishnan 2006). These studies 

also do not explain shopping behaviors often observed in practice that are inconsistent 

with people’s privacy concern. For example, Acquisti et al. (2005) indicates that a 

significant percentage of people with high privacy concern (41%) rarely read private 

policies containing promised rules and safeguards. Similarly, when dealing with an 

unfamiliar vendor, relationship-based trust cannot be used to explain privacy-related 

behavior.  

We believe that privacy belief is more important for understanding privacy-related 

behavior in our context. Privacy belief is the subjective probability that consumers 

believe that their private information is protected as expected (Pavlou and Chellappa 

2001; Metzger 2004). Privacy belief is situation-dependent, and it is formed when 

consumers are interacting with a specific Web site. Privacy belief is consistent with the 

idea that: “Individuals’ concepts of privacy are tied to concrete situations in everyday 

life” (Laufer and Wolfe 1977). The experience of an individual in a given situation 

results in his/her labeling the situation as privacy intrusive or not. When dealing with 
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unfamiliar online vendors, consumers may rely primarily on the interaction with the Web 

site to form conscious or unconscious privacy-related feelings and opinions about the 

vendor. This has not been recognized in prior studies.  

We also contend that shopping with unfamiliar online vendors calls for a 

consideration of a consumer’s emotional response to the Web site experience to 

successfully explain a consumer’s privacy-related behavior. Our contention is motivated 

by the fact that with unfamiliar Web sites, consumers may lack complete information or 

possess limited processing capability to make rational privacy decisions. Instead, they 

may use a simplified mental mode and also rely on emotional cues to make decisions 

(Acquisti and Grossklags 2005). This is not an unreasonable proposition. Affect has 

recently been integrated together with cognition to serve as the essential foundation for 

designing attractive products and explaining human-computer interaction (Norman 2004; 

Te’eni et al. 2006). Affect is recognized to play as important a role as cognition. Recent 

studies have found that emotions influence consumers’ satisfaction and shopping decision 

in both the online and offline environment. “Online stores that managed to improve the 

customer’s experience by incorporating more pleasing designs reaped an increase in 

repeat visits (the ratio of buyers to unique visitors) from 40 percent to 140 percent.” 

(quoted in Te’eni et al. 2006). Delight has been included as one important dimension of 

e-commerce which influences customer satisfaction (Kim et al. 2002). Consumers’ 

satisfaction with online banking and their continuance intention have been suggested to 

be driven by four pairs of emotion: dissatisfied/satisfied, displeased/pleased, 

frustrated/contended and terrible/delighted (Bhattacherjee 2001). Privacy belief, as a 

higher order cognitive process, may also be explained by online shoppers’ emotions. For 
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example, online users tend to forget their privacy concerns and disclose personal details 

when interacting with an entertaining Web site (Berendt et al. 2005). 

In addition to privacy belief, when consumers interact with an unfamiliar online 

vendor, initial trust belief (or perceived trust) is also relevant. Trust belief is a set of 

beliefs regarding online vendors’ competence, benevolence, and integrity (McKnight et 

al. 2002) and trust is established based upon those specific beliefs. Initial trust belief has 

been found to be a key determinant in the disclosure of personal information, especially 

when environment is uncertain (Jarvenpaa and Tractinsky 1999; Wulf et al. 2001).  

In summary, our context calls for a consideration of situation-specific beliefs, 

such as privacy and trust belief, in addition to privacy concern, to better explain 

consumers’ privacy-related behavior. Such beliefs are a result of the consumer’s 

emotional response to the Web site interaction experience. In the next section, we 

develop our formal research model and its underlying hypotheses. 

    

3     Theoretical Background and Research Model 

Our research model proposes that (a) an online user’s affective response is a consequence 

of their cognitive appraisal of the uncertainty of the online environment and their Web 

site experience; (b) in turn, this emotional response drives the user’s privacy-related 

beliefs about the Web site vendor, and (c) these beliefs have a salient effect on behavioral 

intention, which causes them to mediate the impact of personal traits. The research model 

is presented in Figure 3.1. We discuss the theoretical underpinnings of these propositions 

and the details of the hypotheses underlying the model below. 
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 Figure 3.1. Research Model of Essay 1 
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3.1     Cognitive Appraisal and Emotions 

There are two general types of affective states: emotion and mood. Emotions are defined 

as “felt tendency toward anything intuitively appraised as good (beneficial) or away from 

anything intuitively appraised as bad (harmful)” (Arnold 1960). Emotions are considered 

as intense, short-lived (limited to seconds or minutes), and highly conscious affective 

states (Smith and Kirby 2000). In comparison, moods typically have low intensity with 

relatively longer duration (several hours to several days). In addition, emotions are 

relational or directed at a particular object (Frijda 1994) while moods are objectless, i.e. 

not directed toward a particular object. Therefore, emotions typically have explicit causes 

or antecedents. In our context, we hypothesize that emotions are driven by a consumer’s 

interaction (often brief) with a specific Web site. 

Emotions have been studied from five perspectives including psychological, 

evolutionary, cognitive, neurological and social-constructive (Cornelius 1996).  Among 

these, the cognitive perspective was found suitable for theory-driven empirical research 

on emotions (Ohman 1988). It focuses on discrete emotions instead of just on the valence 

of affect states as positive or negative. “Specific emotions of the same valence can have 

very different effects on judgment” (DeSteno et al. 2000). These discrete emotions could 

have distinctive antecedents (or appraisals) and effects. Therefore, they could provide 

additional insights on how emotions are formed and how they influence online shoppers’ 

privacy perceptions. Therefore, we adopted the cognitive perspective to study the 

emotions of online consumers. Emotions serve different adaptive functions that are called 

for under different sets of environments (Arnold 1960).  
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Appraisals are the evaluations of the potential harm or benefit in certain 

circumstances confronting an individual (Smith and Kirby 2001). Appraisals of 

environments are then expected to elicit appropriate emotions that pull us toward good or 

push us away from bad things (Arnold 1960; Smith and Kirby 2001). Since the 1980’s, 

many studies have focused on dimensions of cognitive appraisals that elicit emotions 

(Scherer 1984; Smith and Ellsworth 1985; Roseman et al. 1996). According to these 

studies, a particular emotion can be attributed to a combination of several cognitive 

appraisals. For example, fear is often related to an uncertain situation. While many 

appraisal dimensions have been identified in previous studies, we selected the two most 

examined cognitive appraisals to address the online circumstance namely, situational 

state (or motive-consistency) and probability (uncertainty). For emotions, we selected 

five emotions that were studied in the context of online consumers in previous research, 

including liking, joy, dislike, frustration, and fear (Ethier et al. 2004). Thus, for reasons 

mentioned earlier, instead of focusing only on the valence of affect states as positive or 

negative, we examine five discrete emotions. Motive consistency is an appraisal of the 

extent to which a situation is in line with one’s motive. It reflects whether the situation 

can help to achieve one’s goal. Motive consistency is the primary dimension that 

differentiates positive emotions from negative emotions. For example, an online customer 

may feel frustrated if he or she is unable to search for a product in a vendor’s Web site. In 

the context of online shopping, motive consistency reflects the consumers’ holistic 

shopping experience (Ethier et al. 2004). A favorable shopping experience is expected to 

increase positive emotions while a more unfavorable shopping experience should 

increase negative emotions (Ethier et al. 2004). Therefore, we have: 
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H1:  Motive consistency has a positive impact on liking (H1a), and joy (H1b).   

H2: Motive consistency has a negative impact on frustration (H2a), fear (H2b) and 

dislike (H2c). 

Probability is the second cognitive appraisal dimension used in our study. This 

dimension reflects an appraisal of the uncertainty level of the situation.  The online 

environment is computer-mediated and the web interface is the primary means for 

consumers to interact with vendors. Social cues commonly used by consumers to 

ascertain the exchange relationship are lost. Consumers may feel a greater level of 

uncertainty that may additionally be heightened by unfamiliarity with the vendor. In the 

model by Roseman (1996), probability appraisal is related to joy and fear. A greater level 

of certainty in a situation is expected to increase joy while a more uncertain situation is 

expected to enhance fear. Therefore, we have 

H3:  Probability (certainty level) has a positive impact on joy.   

H4: Probability (certainty level) has a negative impact on fear. 

 
3.2     Emotions and Privacy Beliefs 

Emotion is closely intertwined with cognition or how we think. Personal belief is one 

type of cognition. It has been widely recognized that emotions influence our thinking, 

judgments, and decisions. Emotions serve as feedback about the environment, guiding 

our decision about whether to continue or to stop goal-directed processing (Martin et al. 

1993). The affect feedback from cognitive appraisals of a vendor’s Web site should have 

a direct impact on people’s privacy belief, since privacy is an expression of the core value 

security (Moor 1997). 
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Affect congruence theory (Forgas 1995) suggests that people in a positive 

affective state tend to make more positive judgments than people in negative state. 

Positive affect can inform individuals that the current environment is safe while negative 

affective states can signal that the current environment is problematic (Petty et al. 2001). 

Affect congruity has been suggested to be more likely to take place under certain 

conditions (Forgas 1995), such as in the presence of constructive and substantive 

processing. Web sites that are unfamiliar to users require more processing. Conversely, 

affect congruity may be absent when the task is highly familiar and requiring simple 

reproduction of previous responses, such as when interacting with familiar Web sites. 

Additionally, the uncertainty inherent in dealing with unfamiliar Web sites calls for a 

greater use of emotional cues to make judgments. Therefore, we have 

H5:  Liking (H5a) and joy (H5b) have a positive impact on privacy belief.   

H6: Frustration (H6a), fear (H6b) and dislike (H6c) have a negative impact on 

privacy belief. 

As we discussed in the earlier section on beliefs and information privacy, privacy 

issues are intertwined with trust. For a long-standing relationship, trust tends to override 

the effect of privacy concern. Privacy issues become less of a concern (Sweat 2000). 

While the absence of a pre-existing relationship with unfamiliar vendors precludes the 

use of trust directly, perceived trust in the form of initial trust belief may still play a role. 

Initial trust belief enhances consumers’ willingness to disclose personal information, 

especially when environment is uncertain (Jarvenpaa and Tractinsky 1999; Wulf et al. 

2001). But, privacy belief and trust belief may play different roles in the different stages 

of consumer-firm relationships. For new or unfamiliar Web sites, consumers have limited 
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knowledge to evaluate the trustworthiness of the company. Both privacy belief and trust 

belief may jointly influence the consumers’ intention to release information.  

In the context of shopping with unfamiliar vendors, we are interested in the 

impact of emotions on the formation of initial trust belief as well. Similarly, people in 

positive affect states are more likely to perceive the Web site to be trustworthy. 

Therefore,  

H7:  Liking (H7a) and joy (H7b) have a positive impact on trust belief.   

H8: Frustration (H8a), fear (H8b) and dislike (H8c) have a negative impact on trust 

belief. 

 

3.3     Privacy Belief, Trust Belief and Behavioral Intention 

We are ultimately interested in how privacy concerns and beliefs (driven by emotions 

resulting from cognitive appraisals) impact the intention of an online user dealing with 

unfamiliar vendors to provide information to that vendor. As stated in the introduction, 

we assume that this information is necessary for the purchasing decision and that the 

intention to share information is equivalent to the intention to purchase the product or 

service. 

 As discussed earlier, existing research has dealt with the impact of privacy 

concern (as a personality trait) on behavioral intention. We assert that privacy belief and 

trust belief are more direct predictors of consumers’ behavioral intention toward a 

particular vendor than privacy concern. Our assertion is based on the theory of reasoned 

action (Fishbein and Ajzen 1975), which advocates that salient beliefs mediate the impact 

of personal traits such as privacy concern on behavioral intention. Privacy belief may 

partially mediate the impact of privacy concern on behavioral intention. Therefore, we 
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postulate that privacy concern has both a direct as well an indirect impact on behavioral 

intention. Consumers with high privacy belief are more likely to perceive that their 

information privacy will be respected and may be more inclined toward releasing 

personal information as well as purchasing the product or service. 

  H9:  Privacy concern has a negative impact on privacy belief. 

            H10:  Privacy concern has a negative impact on behavioral intention. 

  H11:  Privacy belief has a positive impact on behavioral intention.  

Uncertainties related to product quality as well as the consequences of releasing 

personal information may increase consumers’ perceived risk of online shopping 

(Jarvenpaa and Tractinsky 1999).  Trust belief plays a critical role in helping consumers 

overcome perceptions of privacy risk. Consumers with high trust beliefs are more likely 

to release personal information and purchase products or services (McKnight et al. 2002). 

Therefore, we have 

H12: Trust belief has a positive impact on behavioral intention. 

       
4     Methodology 

4.1     Settings and Participants 

Student volunteers at a major Midwestern U.S. university were recruited as subjects for 

this study.  Some studies have suggested that most online shoppers have some college or 

higher education (Weiss 2001; Lightner 2003). Also, undergraduate students often have 

convenient access to the Internet and have basic computer skills required for online 

shopping. They are representative of active online shoppers (Pastore 2000). The request 

for participation was announced to about 250 undergraduate students enrolled in a 
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general business core course. As an incentive for participation, respondents received 

extra credit accounting for about 1% of their total grade. A total of 157 usable responses 

were received (59 females and 98 males) and used in our data analysis.  

Each subject interacted with an unfamiliar Web site to rule out the effect of store 

familiarity. To induce varying degrees of positive and negative emotions, we selected 

eight Web sites with diverse look and feel.  Four of the Web sites provided information 

on vacation rental in Florida and the other four Web sites sold computer electronic 

products.    

4.2     Procedures 

Subjects were first instructed to visit the main survey Web site describing the purpose of 

the study. Then, they were directed randomly to one of two pages showing the tasks they 

were to undertake (Appendix D). One task required subjects to search for a vacation 

condo for his/her upcoming family reunion. The other task let subjects assume the role of 

online shopper searching for a MP3 player. After viewing the task page, they were then 

randomly assigned to one of the four Web sites requiring the corresponding task. Thus, 

each subject was exposed to only one of the eight commercial Web sites. Subjects were 

required to carefully browse the assigned Web site to decide whether they would shop 

with the online vendor in the assigned task context. Once they had decided, they were 

then asked to answer the questionnaire about their emotions, privacy and trust beliefs 

formed while browsing the Web site. 
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4.3     Variable Measurement  

Items used to measure constructs were drawn from previous literature and re-worded 

slightly for the online environment. Motive consistency was measured using four items 

developed by Éthier, et al. (2004). The instrument to measure probability (certainty level) 

was derived from Roseman et al. (1996). Joy, liking, dislike and fear were measured by 

items developed by Shaver et al (Shaver et al. 1987). Frustration was measured using 

three items adapted from Peters et al (Peters et al. 1980). Privacy belief was measured 

using six items by Pavlou and Chellappa (2001).  Trust belief was measured using the 

scale developed by Pennington et al. (2003). Behavioral intention to disclose personal 

information was measured by scales after Malhotra et al (2004) and MacKenzie and 

Spreng (MacKenzie and Spreng 1992). Privacy concern was measured by three items 

from Malhotra et al’s (2004) global information privacy concern scale.  

Motive consistency and emotion constructs were measured using five-point Likert 

scales with 1 being not at all and 5 being very much. Probability was measured using 

five-point Likert scale anchored between “strongly disagree” and “strongly agree”. 

Intention to provide personal information was measured using seven-point semantic 

scales. All remaining items used seven-point Likert scales with 1 being strongly disagree 

and 7 being strongly agree. The detailed measures for each core construct are listed in the 

Appendix C.  

4.4     Covariates 

Besides the factors mentioned above, individual differences may potentially influence 

Internet users’ behavior related to privacy issues. We include several personal factors in 

our model as covariates. Specifically, five personal factors are considered: sex (Milne and 
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Rohm 2000), age (Culnan 1995; Campbell 1997), Internet experience (Milne and Rohm 

2000; Phelps et al. 2000), whether the subject has been the victim of privacy invasion in 

the past (Campbell 1997), media exposure about incidents of privacy invasion (Smith et 

al. 1996). 

In addition, the type of Web site may play a role in the formation of various 

emotions, privacy belief, trust belief and intention to give out personal information. For 

example, Web sites with a hedonic purpose may be more likely to trigger joy emotion 

than Web sites oriented towards a utilitarian purpose. Examining multiple types of Web 

sites is beyond the scope of a single study.  However, to account for the type of Web site, 

we dummy-coded vacation rental Web sites as 0, and computer electronic product Web 

sites as 1, in the research model.  

 

5     Data Analysis 

Partial least squares (PLS), a structural equation modeling technique, was chosen to 

examine our measurement model and structural model. PLS does not assume multivariate 

normal distribution and interval scales (Wold 1982). The sample size required by PLS is 

much smaller than other SEM techniques. PLS requires the sample size to be at least ten 

times of the larger number of paths going to an endogenous construct, when all constructs 

are reflective (Chin 1998). In addition, PLS is well-suited for studies in the early stage of 

building and testing theories (Joreskog and Wold 1982). Our study is exploratory in 

extending cognitive appraisal theory and affect congruity theories from the psychology 

literature to studying Internet users’ privacy beliefs.  

5.1     Measurement Model 
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We examined convergent validity, reliability and discriminant validity of all latent 

constructs before testing hypothesized relationships among them. Convergent validity is 

suggested if factor loadings are 0.60 or higher (Bagozzi and Yi 1988). All indicators had 

loadings above 0.6 except one negatively-worded item used to measure privacy belief. 

That item was then dropped and not included in the subsequent analysis. The remaining 

items exhibit sound convergent validity (Table 3.1). We then examined the reliabilities of 

all latent constructs using composite reliability (CR) and average variance extracted 

(AVE). A scale is considered reliable if it has CR above 0.7 and AVE above 0.5 (Bagozzi 

and Yi 1988). As shown in Table 3.1, all the scales were reliable. To establish 

discriminant validity, the square root of AVE of each latent construct should be greater 

than the correlations between that construct and any other constructs (Fornell and Larcker 

1981). All our latent constructs satisfied this criterion (Table 3.2). Therefore, our 

measurement model exhibits sound reliability and validity.   

5.2     Hypotheses Testing 

The results of hypothesis testing using PLS are summarized in Figure 3.2 and Table 3.3. 

In Figure 3.2, R2 values are presented below each endogenous variable, which reflect the 

amount of variance explained by the model or the predictive power of the model. We also 

performed bootstrapping to compute the t-statistics for each hypothesized relationship. 

With directional relationships explicitly indicated in the hypotheses, one-tailed t-tests are 

used to test for significance of all hypothesized relationships. For covariates, two-tailed t-

tests are used instead due to the absence of explicit directional hypotheses. In Figure 3.2, 

significant path coefficients are marked near the middle of the path. The specific results 

of hypothesis testing are presented in the following subsections.  
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Table 3.1:  Loadings, CR and AVE of measurement instruments (Essay 1).  
 

Constructus Loadings CR AVE 
Motive MC1 0.833 0.948 0.819 
Consistency MC2 0.909   
 MC3 0.921   
 MC4 0.946   
Probability Cert1 0.824 0.916 0.732 
(Certainty) Cert2 0.877   
 Cert3 0.881   
 Cert4 0.861   
Liking Liking1 0.909 0.929 0.814 
 Liking2 0.938   
 Liking3 0.864   
Joy Joy1 0.913 0.947 0.856 
 Joy2 0.943   
 Joy3 0.913   
Frustration Frust1 0.919 0.954 0.873 
 Frust2 0.918   
 Frust3 0.956   
Fear Fear1 0.828 0.931 0.818 
 Fear2 0.942   
 Fear3 0.939   
Dislike Dislike1 0.898 0.930 0.815 
 Dislike2 0.921   
 Dislike3 0.891   
Trust Belief TB1 0.890 0.952 0.799 
 TB2 0.894   
 TB3 0.916   
 TB4 0.930   
 TB5 0.859   
Privacy Belief PB1 0.872 0.915 0.686 
 PB2 0.881   
 PB3 0.887   
 PB4 0.887   
 PB6 0.622   
Behavioral  BI1 0.958 0.969 0.886 
Intention BI2 0.957   
 BI3 0.923   
 BI4 0.934   
Privacy  PC1 0.801 0.899 0.748 
Concern PC2 0.887   
 PC3 0.925   
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Table 3.2. Discriminant Validity of Measurement Model (Essay 1) 
 

  MC Cert Liking Joy Frust Fear Dislike TB PB BI PC 
MC 0.905              
Cert 0.524 0.856            
Liking 0.516 0.270 0.902           
Joy 0.467 0.196 0.811 0.925          
Frust -0.636 -0.429 -0.551 -0.482 0.934         
Fear -0.457 -0.362 -0.484 -0.273 0.632 0.904        
Dislike -0.567 -0.386 -0.567 -0.414 0.765 0.664 0.903       
TB 0.555 0.440 0.506 0.415 -0.489 -0.472 -0.421 0.894     
PB 0.559 0.545 0.501 0.456 -0.439 -0.372 -0.366 0.711 0.828   
BI 0.513 0.310 0.491 0.503 -0.380 -0.346 -0.405 0.646 0.578 0.941  
PC -0.094 -0.028 0.024 -0.029 0.044 0.022 0.062 -0.085 -0.155 -0.241 0.865

 
Note: Diagonal elements are the square root of the AVE values. Off-diagonal elements 
are the correlations among latent constructs.  
 
 

 
Figure 3.2. Results of testing hypotheses using PLS analysis (Essay 1). Completely 
standardized estimates, controlled for covariates in the research model, *p < 0.05, **p < 
0.01 (one-tailed). 
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Table 3.3. Summary of hypothesis testing results (Essay 1). 
 

Hypotheses 
Path 

Coefficients
t 

Value p value (one-tailed ) 
H1a Motive consistency has a positive impact on liking. 0.533 7.05 p<0.01 (supported) 
H1b Motive consistency has a positive impact on joy. 0.525 6.15 p<0.01 (supported) 
H2a Motive consistency has a negative impact on 
frustration. -0.639 11.53 p<0.01 (supported) 
H2b Motive consistency has a negative impact on fear. -0.363 3.60 p<0.01 (supported) 
H2c Motive consistency has a negative impact on dislike. -0.565 8.81 p<0.01 (supported) 
H3 Probability (certainty level) has a positive impact on 
joy.   -0.064 0.74 

p>0.05 (not 
supported) 

H4 Probability (certainty level) has a negative impact on 
fear. -0.168 1.73 p<0.05 (supported) 
H5a Liking has a positive impact on privacy belief. 0.274 1.78 p<0.05 (supported) 

H5b Joy has a positive impact on privacy belief. 0.158 1.04 
p>0.05 (not 
supported) 

H6a Frustration has a negative impact on privacy belief. -0.213 1.85 p<0.05 (supported) 

H6b Fear has a negative impact on privacy belief. -0.126 1.33 
p>0.05 (not 
supported) 

H6c Dislike has a negative impact on privacy belief.  0.116 1.09 
p>0.05 (not 
supported) 

H7a Liking has a positive impact on trust belief. 0.262 2.02 p<0.05 (supported) 

H7b Joy has a positive impact on trust belief. 0.066 0.55 
p>0.05 (not 
supported) 

H8a Frustration has a negative impact on trust belief. -0.233 2.00 p<0.05 (supported) 
H8b Fear has a negative impact on trust belief.  -0.242 2.07 p<0.05 (supported) 

H8c Dislike has a negative impact on trust belief.  0.092 0.76 
p>0.05 (not 
supported) 

H9 Privacy concern has a negative impact on privacy 
belief. -0.14 1.80 p<0.05 (supported) 
H10 Privacy concern has a negative impact on 
behavioral intention. -0.127 1.85 p<0.05 (supported) 
H11 Privacy belief has a positive impact on behavioral 
intention. 0.217 2.34 p<0.05 (supported) 
H12 Trust belief has a positive impact on behavioral 
intention. 0.467 5.46 p<0.01 (supported) 

 

5.2.1     Cognitive Appraisals and Emotions. Our first set of hypotheses related to 

how cognitive appraisals in an online environment influence emotions. Specifically, we 

looked at how motive consistency and probability (certainty level) influence liking, joy, 

frustration, fear and dislike. From Figure 3.2, motive consistency, probability and type of 

Web site can explain 28.8% variance in joy and 23.4% variance in fear. Motive 
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consistency and the type of Web site explain 29.9% of variance in liking, 40.6% variance 

in frustration, and 32.2% variance in dislike. Motive consistency is statistically 

significant (p<0.01 one-tailed), positively related to liking and joy and negatively related 

to frustration, fear and dislike. Probability is found to be a significant predictor of fear but 

not joy. Therefore, H1, H2 and H4 were supported while H3 was not supported. In addition, 

the type of Web site is a significant determinant of liking (p <0.01 two-tailed) and joy 

emotions (p < 0.01 two-tailed). Web sites providing vacation rental information trigger 

significantly higher liking and joy emotions than those selling computer electronic 

products. Therefore, the type of Web site does influence the level of positive emotions 

with hedonic Web sites more likely to yield liking and joy emotions. The type of Web 

sites is not found to significantly influence the level of negative emotions. Positive 

emotions and negative emotions seem to have separate antecedents. Thus, it is necessary 

to examine positive emotions and negative emotions separately. 

 

5.2.2     Emotions, Privacy Belief and Trust Belief.  Our second set of hypotheses 

concerned the impact of emotions on privacy belief. 33.3% of the variance of privacy 

belief can be explained by the model. t-tests and signs of path coefficients show that 

liking, frustration and privacy concern are statistically significant at the 0.05 level (one-

tailed) and have correct influence directions. Therefore, H5a and H6a and H9 were 

supported while H5b, H6b and H6c were not supported.   

Our structural model also examined the impact of emotions on trust belief. The 

model explains 35.1% of variance of trust belief (Figure 3.2). Liking, frustration and fear 

are statistically significant at the 0.05 level (one-tailed) and have the expected influence 
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direction. Therefore, H7a, H8a and H8b were supported while H7b and H8c were not 

supported.  

 

5.2.3     Privacy Belief, Trust Belief and Behavioral Intention.  Our third set of 

hypotheses focused on how privacy belief and trust belief influence intention to give out 

personal information to the vendor. Privacy concern is also included as an antecedent of 

behavioral intention to test whether privacy concern has a direct impact on behavioral 

intention, given the existence of privacy belief and trust belief. In addition, the type of 

Web site, sex, age, Internet experience, whether the subject has been the victim of 

privacy invasion in the past, and media exposure about incidents of privacy invasion were 

also entered simultaneously into the model as covariates. From Figure 3.2, our model 

explains 51.8% of variance in behavioral intention. Privacy belief, trust belief, and 

privacy concern are statistically significant (one-tailed) and have expected influence 

directions on behavioral intention. Among the six covariates, only “invasion of privacy in 

the past” is significant (two-tailed).  Therefore, H10, H11 and H12 were supported. The 

data analysis suggests that privacy concern may have a direct as well as indirect impact 

on behavioral intention (to provide information). We further tested the strength of the 

indirect effect of privacy concern on behavioral intention using the bootstrap method 

proposed by Shrout and Bolger (2002). 1000 bootstrap samples were generated for this 

test and the ratio of indirect effect to total effect of privacy concern (or effect ratio) was 

computed for each bootstrap sample. Figure 3.3 shows the bootstrap distribution of effect 

ratio. Both the mean and median of the distribution are around 0.19. The 80% bootstrap 

percentile interval ranges from 0.03 to 0.49, which corresponds to a one-tailed significant 

test at the 0.1 level. The distribution suggests that there is an 80% chance that the 
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negative effect of privacy concern on behavioral intention is mediated through privacy 

belief. About 19% of the effect is mediated and most of the effect is direct. Overall, this 

result provides weak support for the indirect impact of privacy concern on intention to 

disclose information. Privacy concern primarily exerts a direct influence over willingness 

to disclose personal information. 

0

50

100

150

200

250

300

350

-2.50 -2.00 -1.50 -1.00 -0.50 0.00 0.50 1.00

Effect Ratio

Fr
eq

ue
nc

y

 
  Figure 3.3. Bootstrap distribution of effect ratio (Essay 1).  
 
 
6     Discussion of Findings 

The results of our experiment show that, for an unfamiliar Web site, a holistic shopping 

experience (motive consistency) triggers positive emotions and negative emotions. 

Certainty level further helps to differentiate fear from frustration and dislike. However, 

certainty level is not significant predictor for joy. This may be caused by the dominant 

influence of motive consistency in eliciting joy (Smith and Ellsworth 1985; Roseman et 

al. 1996) and the moderate correlation between motive consistency and certainty level (r 

= 0.524). Certainty level could not explain a significant amount of additional variance in 

joy that is beyond the influence of motive consistency. Liking and frustration then color 
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Internet users’ beliefs about the level of privacy protection offered by online vendors. 

Positive emotions can signal individuals that the current shopping Web site is safe. In this 

case, people tend to take a heuristic shortcut in forming a positive perception regarding 

the level of privacy protection offered by the vendor. Therefore, liking could enhance 

Internet users’ perceived privacy. On the other hand, frustration could adversely impact 

perceived privacy. In the task context used in this study, frustration is largely related to 

the navigation and search functionality of the Web sites. Feelings of frustration can make 

the subjects skeptical about vendors’ capability to ensure their privacy or lower their 

perceived privacy.  

Similarly, liking and frustration are found to color Internet users’ trust belief as 

well. In addition, interestingly, fear significantly reduces trust belief but has no 

significant impact on privacy protection belief. Fear may drive online shoppers into an 

avoidance mode that prevents the active evaluation about the potential level of privacy 

protection offered. Instead, fear will cause consumers to actively evaluate the risks 

involved in the situation and reach a quick decision regarding the trustworthiness of the 

Web sites, and act accordingly. If there are many competitive Web sites of the same type, 

online shoppers may very likely switch to another Web site. If there is a need to stay due 

to the limited alternatives, they would need to search for further information to reduce 

perceived risk.  

However, joy and dislike were not found to have a significant impact on privacy 

belief or trust belief. Joy is highly correlated with liking (r = 0.814) or shares 66.3% 

variance with liking. In the presence of liking in the research model, joy could not 

explain a significant amount of additional variance in privacy belief and trust belief. 
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Dislike also failed to have a significant impact on privacy belief. Dislike mostly has 

parallel effects with that of frustration as suggested by the relative high correlation 

between dislike and frustration (r = 0.77). So, in the presence of frustration, dislike could 

not explain a significant amount of additional variance in privacy belief and trust belief. 

This was also confirmed by building an alternative model. Dislike by itself is a 

significant predictor (p<0.01) of both privacy belief and trust belief if the paths from 

frustration are removed. It becomes insignificant only when frustration is entered into the 

model. 

The above findings suggest that it is necessary for Web site designers to consider 

the affective experience of online shoppers or affective quality of Web sites. “The 

emotional side of design may be more critical to a product’s success than its practical 

elements” (Norman 2004). Attractive things are more likely to be perceived better since 

attractiveness produces positive emotions, causing mental processes to be more tolerant 

of minor difficulties (Norman 2004). Holistic user experience is closely related to 

aesthetic properties of Web sites (Page 292  Lavie and Tractinsky). A well designed Web 

site that enhances the holistic shopping experience should help to induce positive 

emotions and reduce negative emotions. Emotions then drive online shoppers’ perception 

regarding the trust worthiness and the potential level of privacy protection offered by 

online vendors. Such favorable holistic experience is not only influenced by the ease of 

use or functionality of the Web site but also dependent upon the affective quality of the 

Web sites. This is especially true for unfamiliar Web sites. Visual attractiveness is very 

likely to be the first hurdle for unfamiliar Web sites to reassure potential customers. 
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To examine the relative importance of emotions and privacy concern in the 

formation of privacy belief, we examined the changes to R2 values, after excluding 

emotions from our research model. We found that R2 decreases from 33.3% to 2.4%. 

Privacy concern by itself can only explain 2.4% of the total variance of privacy belief. 

This suggests that the formation of privacy belief is primarily formed based on emotions 

such as liking and frustration emotions, generated by situation-specific factors. Personal 

propensity to be concerned about privacy is less important for forming privacy protection 

belief when subjects are interacting with a specific Web site. Situation specific stimuli 

present in the Web site are more important in the formation of privacy belief.  

For unfamiliar Web sites, many IS studies have found that initial trust belief is the 

primary determinant of Internet users’ behavioral intention to transact with the Web site 

such as giving out information, purchasing or following legal advice, etc. (Jarvenpaa and 

Tractinsky 1999; McKnight et al. 2002; Pennington et al. 2003). This was confirmed in 

our study. Besides trust belief, we found that privacy belief was another important 

determinant of behavioral intention to give out personal information. Privacy concern 

while having some direct impact on intention to disclose personal information has a far 

less important effect than situation-specific trust beliefs and privacy beliefs. If the direct 

path from privacy concern to behavioral intention was removed from our model, R2 for 

behavioral intention only decreased slightly from 51.8% to 50.5%.  

In summary, our findings provide the following insights when dealing with 

unfamiliar online vendors: 

1) Emotions can influence online shoppers’ privacy belief and trust belief. 

Emotional cues are used as information by online shoppers to cognitively evaluate 
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the level of the potential privacy protection and trustworthiness of online vendors. 

It is important for web designers to consider aesthetic features as well as 

functionality of Web sites to create favorable holistic shopping experience.   

2) Privacy concern as a general personal trait has a small impact on online shoppers’ 

privacy perception and their behavioral intention to disclose personal information. 

Privacy perception is primarily formed from situation-specific interaction with 

Web sites and behavioral intention to disclose personal information is primarily 

driven by the two situational-specific beliefs (i.e. privacy belief and trust belief). 

This explains the recently reported privacy contradiction between consumers’ 

stated level of privacy concern and their privacy behaviors.  

3) It is necessary to examine discrete emotions. Not only does emotional valence 

(i.e. positive versus negative) matter but also different negative emotions could 

have differential impact on consumers’ beliefs. Frustration reduces both privacy 

belief and trust belief while fear reduces only trust belief but not privacy 

protection belief. Consumers with fear emotion will narrow their attention, which 

prevents them from actively evaluate the perceived level of privacy protection. 

Instead, they focus on trustworthiness of the vendor directly so they could take 

action quickly.  

 
 
7     Limitations and Future Research 

Despite the overall support for our research model, this study has some limitations. The 

primary limitation relates to the study sample. Undergraduate students were used to 

represent online shoppers. Although fairly typical of online consumers, their age may not 
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be representative of the natural range for common online shoppers. This may restrict the 

external validity of this study. Future studies should be attempted using non-student 

samples. Secondly, a single survey is used to gather the values of all constructs at one 

point in time. This may induce the problem of common method variance. The correlation 

matrix was examined to identify the potential existence of common method variance. We 

found that all items tapping the privacy concern construct have low correlations with 

items in all other core constructs. The absolute correlations ranged from 0.00 to 0.32. 

Therefore, common method variance is not a big concern in our study. However, to 

further reduce the possibility of common method variance, future studies could be 

conducted by measuring the actual behavior of giving out personal information instead of 

measuring behavioral intention. Finally, the major purpose of this study is to establish 

whether emotions do play a significant role in shaping Internet users’ privacy belief. We 

only investigated the impacts of emotions triggered by the holistic navigating and 

searching experiences (motive consistency). We did not examine the relative impacts of 

specific privacy levers such as privacy policy, type of information collected etc. Further 

studies could be conducted to separate the impacts of initial emotions formed from first 

impression of Web sites and those of privacy levers. This might lead to more specific 

prescriptions for online-vendors.  

 
 
8     Conclusions 
 
This study explored the impact of Internet users’ emotions on the formation of their 

privacy beliefs in the context of consumer’s shopping with unfamiliar, online vendors. It 

makes several contributions. First, it found that, for an unfamiliar Web site, a holistic 
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shopping experience (motive consistency) triggers positive emotions and negative 

emotions. Second, some of these emotions (likings and frustration) are primary 

determinants of privacy belief. Personal propensity to be concerned about privacy is less 

important in shaping privacy protection belief than emotions when subjects are 

interacting with a specific Web site. Third, trust belief and privacy beliefs serve as 

primary antecedents of intention to give out personal information. Privacy concern has a 

mostly direct, but small impact on behavioral intention. Therefore, privacy researchers 

should devote more efforts in studying privacy beliefs and situation-specific factors that 

may influence privacy beliefs, such as emotions, privacy levers, etc. Our findings have 

important practical implications for online vendors. Findings of this study suggest that, to 

enhance perceived privacy, online vendors should pay attention to Internet users’ 

emotions. In the task context used this study, the overall look of the Web site may be the 

primary determinant of liking, joy, dislike and fear emotions. In addition, alleviating 

frustration by focusing on the functionality of the Web site such as ease of use should 

improve consumers’ privacy perception and consequently make it more likely that they 

would purchase goods or services.  
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CHAPTER IV 
 
 

ESSAY 2 - EXPLORING AFFECT-BASED VERSUS COGNITION-BASED 

PRIVACY BELIEF 

1. Introduction 

Privacy is highly coveted in our society as it expresses the profound value we place on 

security (Moor 1997). However, recent developments in information and communication 

technologies have greatly challenged consumers’ information privacy. Companies are 

collecting, storing and analyzing vast amounts of consumer information to cut their 

operational costs and to identify new business opportunities. Internet and e-commerce 

further expand the source and ease the access of personal information. 92 percent  of 

commercial Web sites gather personal data with or without consumers’ awareness 

(Lessig June 2000). 

The online environment has been described as the “wild wild west” of the 19th 

century (McKnight et al. 2002). Consumers face great uncertainty when purchasing from 

online vendors. Further, online vendors are more capable to profile consumers’ 

preference than physical stores because they are able to obtain additional data beyond 

that obtained from the transaction, such as point-and-click information. Amazon.com has 

been criticized for exercising price discrimination using personal information collected. 

The fear of privacy invasion is also increased by the growing media report of privacy 
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breaches in our daily life. In 1999, DoubleClick attempted to link its own 100,000 

anonymous consumer profiles with personally identifiable data from Abacus Direct, 

resulting in immediate public backlash. The stock price of the company then dropped 

sharply, which forced the company to stop the plan.  

As a result of concerns over potential risks of information privacy, 61% of 

consumers are hesitant to disclose credit card information online (Forrester Research, 

2004). Information privacy is one of the most important issues facing online companies. 

It has spawned considerable research focusing on consumers’ privacy concern (Smith et 

al. 1996; Stewart and Segars 2002; Dinev 2003; Malhotra et al. 2004; Dinev and Hart 

2006) as a general personal propensity toward the potential privacy risk. Yet, the stated 

levels of privacy concerns of online shoppers are often found to deviate from their actual 

privacy decisions and behaviors (Acquisti and Grossklags 2005). One possible 

explanation for this dilemma is that the effect of the situational factors may override that 

of general privacy concerns. A recent study has found that online users easily forget their 

privacy concerns and disclose the most personal details when they are actually interacting 

with an entertaining Web site (Berendt et al. 2005). This is consistent with the idea that: 

“Individuals’ concepts of privacy are tied to concrete situations in everyday life” (Laufer 

and Wolfe 1977). Therefore, to have a better understanding of online privacy 

decisions/behaviors, researchers cannot ignore the online shopping task environment and 

the interaction between the shopping environment and consumers.  

The decision to disclose or withhold personal information involves a cost –benefit 

analysis or so called “privacy calculus” (Dinev and Hart 2006; Hui et al. 2007). 

Consumers look at economic, social or other benefits from the exchange and the potential 
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risks of disclosure. They tend to disclose their personal information when net positive 

outcome is expected. However, due to the uncertainty commonly involved in the 

disclosure of personal information in online shopping, exchange fairness plays a key role 

in this cognitive evaluation of potential risks. For example, online vendors commonly use 

privacy policies to increase the perceived fairness of the information exchange which 

further helps to shape favorable privacy beliefs. So, it is necessary to identify situational 

fairness levers that could be employed by online vendors to influence this “privacy 

calculus”. In addition, for unfamiliar Web sites, consumers do not have complete 

information. They may rely on emotional cues as feedback about the potential risks of 

Web site, and use them to adjust their cost-benefit. 

The objective of our study is to have better understanding of situational elements that 

contribute to the disclosure or withholding of personal information when online shoppers 

are interacting with a Web site. These situational elements were examined from both 

affective and cognitive perspectives. Specifically, we look at the effects of initial 

emotional responses to an unfamiliar Web site versus the effects of reading the vendor’s 

privacy policy and the nature of information requested by the vendor.  Adopting both the 

affective and cognitive lens helps us gain a complete picture of online information 

exchange. Our research questions are: 1) Can initial emotions formed from overall Web 

site impression influence online shoppers’ privacy beliefs when they are immersed in an 

information exchange? 2) What are the situational fairness levers that potentially 

influence the cognitive evaluation of “privacy calculus” or privacy beliefs in this study? 

3) What is the relative importance of initial emotions and situational fairness levers in 
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shaping privacy beliefs? 4) What is the role played by privacy concern as a personal trait 

in the “privacy calculus” of risks versus benefits? 

 

2.  Literature Review and Theoretical Framework 

Information privacy is “the ability of the individual to personally control information 

about one’s self” (Stone et al. 1983), which includes the transfer and exchange of that 

information. The need for privacy expresses people’s core value for security (Moor 

1997). Existing privacy studies primarily examined privacy concern and its impact on 

privacy behaviors. Individuals may vary in their levels of concern for privacy. Privacy 

concern, as a construct, is a person’s tendency to be concerned about privacy invasion 

and resembles the distrust propensity construct of Malhotra et al (2004).  It is a 

personality trait that is relatively stable across a broad spectrum of online shopping 

situations and does not reflect the situational factors such as reputation of the Web site, 

appearance and functionality of the web site, fairness of information exchange in terms of 

potential merits and risks, etc.  When an individual is interacting with a Web site, he or 

she further develops salient beliefs toward that particular vendor. Based on the Theory of 

Reasoned Action (Fishbein and Ajzen 1975), privacy beliefs as salient beliefs regarding 

information privacy should exert more direct influence over behavioral intention and its 

influence is very likely to override that of general privacy concern toward Internet 

shopping. 

Until now, the specific information exchange context and related salient beliefs 

have been  generally ignored in the IS domain (Smith et al. 1996; Stewart and Segars 

2002; Malhotra et al. 2004). The importance of situational factors in shaping privacy 
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perception has long been emphasized by Laufer and Wolfe (1977). They suggested that 

individuals form their privacy perception from evaluating concrete situational elements 

such as features of the physical space, institutional definition of appropriate behavior, 

expected risks and benefits, etc. Privacy must be examined in concrete situations in 

everyday life (Laufer and Wolfe 1977 Page 22). Their study examined privacy as a 

general social phenomenon. It is necessary to extend the context to online transaction to 

understand the formation of privacy perceptions (or beliefs) and privacy 

decisions/behaviors when consumers are interacting with a Web site.  

Furthermore, disclosure of personal information is based on an evaluation of 

“privacy calculus” (Laufer and Wolfe 1977; Dinev and Hart 2006; Hui et al. 2007). 

Individuals consider the merits and potential negative consequences with respect to the 

current interaction as well as future situations. Few studies have examined online privacy 

in the context of an exchange or as “privacy calculus”. The study by Dinev and Hart 

(2006) represents one of the initial efforts in examining how cost-benefit analysis drives 

the intention to disclose information in a general Internet context. But, their study still 

ignored various situational elements that contribute to the formation of privacy beliefs 

and the evaluation of cost-benefit analysis.  

The following subsections propose the research model and hypothesize the 

relationship between constructs. The research model (Figure 4.1) depicts how initial 

emotions from an overall impression of an unfamiliar Web site and fairness-based factors 

in a specific information exchange context could affect the formation of privacy beliefs, 

and how these salient beliefs further influence a consumer’s decision to disclose personal 

information.  



 46

2.1 Privacy Calculus and Social Contract Theory 

The cognitive lens adopted in this study is based on social contract theory and its 

associated justice principles. Several studies have pointed out that disclosure of personal 

information is governed by a “social contract” (Culnan and Bies 2003; Malhotra et al. 

2004). Consumers will “participate in the social contract as long as the perceived benefits 

exceed the risks” (Culnan and Armstrong 1999). Before disclosing personal information, 

consumers evaluate the benefits of disclosure against the risks of disclosure. In addition, 

a social contract involving information exchange in online shopping is often considered 

to be quite unpredictable. Once online shoppers disclose their personal information to an 

online firm, the subsequent use of their personal information is often beyond their control. 

The online firm may disclose the information to an authorized third party or combine it 

with other data sources to profile their customers and exercise price discrimination. Due 

to the uncertainty in information disclosure, consumers further adjusts the perceptions of 

risks and benefits based on perceived fairness of disclosure, i.e. whether the collection of 

certain information and the subsequent usage are fair relative to the context of exchange. 

The fairness of a company’s information practices positively influences privacy 

perception  (Bies 1993). The implementation of fair information practices could help to 

alleviate consumers’ privacy concerns toward direct marketing or reduce their perceived 

privacy risks (Culnan and Armstrong 1999).  

In this study, we are interested in how situational fairness factors can be used to 

adjust the cost-benefit analysis and influence privacy perception. Exchange fairness and 

cost-benefit analysis are two separate but related factors influencing the disclosure of 

personal information. Low fairness may cause consumers to withhold personal 
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information even if benefits override the contemporary risks. For example, gender 

information is typically considered to have low sensitivity and therefore considered to 

have a low disclosure risk associated with disclosure. However, the collection of such 

low risk information in a context that is not relevant to the transactions may raise an alert 

about potential privacy risk in the future and the trustworthiness of the vendor. So, 

consumers could become wary and hesitant to give information.  

Fairness of information exchange serves as the grounding component inherent in 

a social contract governing the disclosure of personal information. Fairness of 

information exchange could shaped by following three justice principles: distributive 

justice, procedural justice and interactional justice (Culnan and Bies 2003).  Distributive 

justice is about the fairness of outcomes or whether the benefits received from the 

company are fair relative to the personal information disclosed (Culnan and Bies 2003). 

Procedural justice refers to the perceived fairness of procedures and enactment of those 

procedures(Culnan and Bies 2003). Interactional justice refers to the fairness of 

interpersonal treatment received by consumer (Culnan and Bies 2003). 

Consumers juxtapose exchange benefits and exchange risks and are likely to 

disclose personal information when perceived benefits are greater than perceived costs. 

Such cost-benefit tradeoff analysis is subject to the adjustment by fairness of information 

exchange. Exchange fairness provides a signaling function to consumers about risks in 

the exchange (Culnan and Bies 2003). Low fairness will alert online shoppers about 

potential risks involved in information exchange while high fairness help consumers to 

alleviate their risk perceptions. The adjustment by fairness of information exchange is 

especially important for unfamiliar Web sites. For unfamiliar Web sites, consumers could 
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simultaneously perceive high benefits and high costs due to the great uncertainty in the 

exchange. Offering attractive benefits is not as effective as that in long-term exchange 

relationship or for familiar Web site. Online vendor should look into minimizing risk 

perceptions as well and rely on fairness of information exchange to adjust the cost-benefit 

analysis involved in online information disclosure.  

In this study, we investigated several fairness levers based on procedural justice 

and interactional justice. In the context of online shopping, procedural justice is mainly 

about whether an individual is granted control over his or her personal information, and is 

informed about the information practice, i.e. what is collected, how information is 

collected and how it is used and secured, etc. Procedural justice could be enforced 

through self-regulation, and legalistic and technologic approaches. Privacy policy is one 

type of widely used self-regulation approaches by online vendors to enhance their 

consumers’ privacy perception (Meinert et al. 2006). Other self-regulation approaches are 

third-party seals such as BBBOnline and TRUSTe. These third party seals are essentially 

based on self-assessment and have not been effectively implemented to alleviate 

consumer risk perceptions toward privacy (Culnan and Bies 2003; Pennington et al. 

2003; Hui et al. 2007).  In this study, we choose only to study the natural behavior of 

reading the vendor’s privacy policy as the situational element used to reduce risk 

perception. The effects of third party seals were not examined.  

In the context of online privacy, factors related to interactional justice could be 

methods used to collect information, and the nature of information collected. In this 

study, we focus on the nature of information collected and investigated two additional 

fairness levers: sensitivity and relevance of information collected. Therefore, a total of 
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three fairness levers were examined in this study: privacy policy, information sensitivity 

and relevance of information collected. Detailed discussions on each of these three levers 

and their effect on the cost-benefit tradeoff analysis are provided later in separate 

subsections.  

 

2.2  Emotions as Information 

Online consumers often do not have complete information or face unknown 

consequences of disclosing their personal information. They may rely on emotional as 

information to make decisions. Emotions have been found to influence consumers’ 

satisfaction and shopping decision in both online and offline environments. Several 

studies have found positive relationships between positive shopping emotions and 

consumer satisfaction and favorable consumer behaviors, such as staying longer or 

spending more money, etc (Baker et al. 1992; Dubé et al. 1995; Sherman et al. 1997; 

Yalch and Spangenberg 2000).  Offline companies attempt to influence consumers’ 

emotion through store decoration, and store layout. In an online environment, pleasure 

has been demonstrated to positively influence consumers’ shopping behavior (Menon and 

Kahn 2002). For online banking,  consumers’ satisfaction and continuance intention are 

found to be determined by four adjective pairs describing emotion: dissatisfied/satisfied, 

displeased/pleased, frustrated/contended and terrible/delighted (Bhattacherjee 2001). The 

role of emotions is also receiving growing attention in human-computer interaction (HCI) 

studies (Norman 2004; Te’eni et al. 2006). Affect is recognized to play as important a 

role as cognition. “Online stores that managed to improve the customer’s experience by 
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incorporating more pleasing designs reaped an increase in repeat visits (the ratio of 

buyers to unique visitors) from 40 percent to 140 percent” (quoted in Te’eni et al. 2006).  

Emotions may provide important feedback about privacy characters of a Web site 

and shape the privacy perceptions of an individual. People may feel that some Web sites 

“fit” their privacy better than other Web sites. It has been found that a physical space 

could achieve its privacy character by design, activity, and meaning (Laufer and Wolfe 

1977). Similar to a physical space, a Web site could achieve its privacy character through 

design, content and functionality. The effect of these environmental features or Web site 

features may be unintentional (Laufer and Wolfe 1977) and rely on emotional responses 

as feedback channels. For example, a visually appealing and professional Web site may 

trigger liking, while a poorly designed Web site may trigger frustration and/or fear. 

Positive and/or negative emotions triggered by a Web site could then be used by an 

individual as information cues to evaluate the benefits or potential privacy risks that may 

arise from that Web site. The role of emotions is especially important for unfamiliar Web 

sites since consumers have limited information to judge the trustworthiness and privacy 

of the Web site. Therefore, we argue that it is necessary to consider the effect emotions to 

understand the formation of online shoppers’ privacy beliefs (or perceptions). This is not 

an unreasonable proposition and is supported by the finding of a recent study that online 

users could forget about their privacy concerns and disclose personal details when they 

are interacting with an entertaining Web site (Berendt et al. 2005). In this study, we chose 

to examine the impact of three commonly felt emotions in online shopping: liking, fear 

and frustration (Ethier et al. 2004). Specifically, the impacts of initial emotions triggered 

by overall interaction with the Web site before information exchange were investigated.  
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In summary, we call for a consideration of both cognition-based and affect-based 

situation-specific factors to have a better understanding the privacy perceptions and 

privacy behaviors. From the perspective of a cognitive lens, privacy perceptions are 

subject to the adjustment of fairness of information exchange or influenced by fairness-

based levers. From the perspective of an affect-based lens, privacy perceptions are also 

colored by the consumer’s emotional response to the Web site features. Therefore, our 

research model proposes that (a) initial emotional response and fairness-based levers 

jointly drive the user’s privacy-related beliefs about the Web site vendor; (b) these beliefs 

have a salient effect on behavioral intention to disclose personal information. Below, we 

develop our research model and the underlying hypotheses.  

 

2.3  Initial Emotions and Privacy Beliefs   

In this study, two types of privacy beliefs (or perceptions) are investigated: privacy 

protection belief and privacy risk belief. Privacy protection belief refers to the subjective 

probability that consumers believe that their private information is protected as expected. 

(Pavlou and Chellappa 2001; Metzger 2004). It can be treated as one type of salient 

enticer or benefit in privacy calculus since it is essentially about how secure or 

trustworthy the environment is. Privacy risk belief is defined as the expected loss 

potential associated with releasing personal information to the firm (Malhotra et al. 

2004). The separation of these two types of contrary privacy beliefs may allow us to have 

a closer examination of the privacy calculus phenomenon. These two privacy beliefs, 

although related, may be driven or shaped by different factors and they may also  
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play different roles in influencing privacy decisions or behaviors. Situational elements 

may play different roles in adjusting costs and benefits involved in privacy calculus. For 

example, strong fear about a Web site is likely to dramatically increase privacy risk belief 

toward a Web site but has less influence over privacy protection belief. Furthermore, 

these contrary beliefs represent important decision elements of privacy calculus and a 

bundled examination of these contrary beliefs help to advance our knowledge about 

privacy calculus. 

According to affect congruence theory (Forgas 1995), affect could produce a 

congruent effect on people’s thinking, judgment and decision(Bower and Forgas 2001; 

Clore et al. 2001; Forgas 2001). Emotions, as one type of affect state, can influence 

people’s thinking and judgment in a way such that people in positive emotions tend to 

have more positive thinking or judgment than those in negative emotions. Personal 

cognitive beliefs (such as privacy beliefs) are essentially about how we think and, 

therefore, are expected to be influenced by emotions in a congruent way. At the same 

time, emotions and cognitive beliefs can be interdependent. Emotions are likely to vary in 

different stages of the interaction between online shoppers and the Web site. Initial 

emotions formed from overall Web site impression may be different from those 

experienced in later stage when online shoppers are evaluating the information exchange 

based on the cost, benefit and perceived fairness of a social contract.  In this study, we 

focused on the effect of initial emotions so the effect of emotional responses to overall 

Web site impressions can be separated from that of information exchange or privacy 

calculus evaluation. Based on affect congruence theory, we have the following 

hypotheses:  
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H1:  Initial liking has a positive effect on perceived privacy protection.    

H2:  Initial liking has a negative effect on perceived privacy risk. 

H3:  Initial frustration has a negative effect on perceived privacy protection.    

H4:  Initial frustration has a positive effect on perceived privacy risk. 

H5:  Initial fear has a negative effect on perceived privacy protection.    

H6:  Initial fear has a positive effect on perceived privacy risk. 

Privacy beliefs may also vary with the level of privacy concern. Ackerman (1999) 

found that online consumers can be clustered into three segments: privacy 

fundamentalists, privacy pragmatists and marginally concerned. Privacy fundamentalists 

are extremely concerned about their personal data and generally unwilling to disclose 

their information to Web sites. Marginally concerned people are “generally willing to 

provide data to Web sites under almost any condition.” Privacy pragmatists are in the 

middle of the previous two clusters and are willing to provide data to Web sites under 

certain circumstances such as the sufficient implementation of privacy protection 

practices.  

The general disposition toward information privacy (or privacy concern) is very 

likely to influence online shoppers’ privacy perceptions toward a firm. Thus, we propose 

that privacy concern will influence privacy protection belief negatively and privacy risk 

belief positively (i.e., the belief that there is a higher privacy risk). 

H7: Privacy concern has a negative effect on privacy protection belief. 

H8: Privacy concern has a positive effect on privacy risk belief.   

 
Privacy is often examined together with trust (Culnan and Armstrong 1999; 

Malhotra et al. 2004; Metzger 2004). For example, trust beliefs have been found to be 
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one of the key determinants to the disclosure of personal information especially when 

environment is uncertain (Jarvenpaa and Tractinsky 1999; Wulf et al. 2001). Trust beliefs 

refer to a set of specific beliefs about integrity, benevolence, competence of a firm 

(McKnight et al. 2002). To certain extent, the privacy protection belief included in our 

research model could be considered as one element of trust beliefs. In this study, we are 

interested in unfamiliar Web sites, about which consumers have little prior knowledge 

such as reliability of product, delivery, etc. Consequently, the effect of privacy protection 

belief on information disclosure is expected to mostly overlap with that of trust beliefs. 

To keep the model parsimonious, trust belief is not included in our research model.  

 

2.4  Fairness Levers and Privacy Beliefs 

As mentioned before, information disclosure is governed by a social contract. It involves 

a cost-benefit tradeoff analysis of exchange benefits and exchange risks or privacy 

calculus. The cost-benefit tradeoff analysis is further subject to a second assessment 

about the fairness of information disclosure. This subsection investigates three fairness-

based levers (sensitivity and relevance of information collected and privacy policy) that 

could be implemented by online vendors and their impact on the privacy calculus or, in 

this study, the joint assessment of two contrary privacy beliefs.  

2.4.1  Sensitivity and Relevance of Information Requested   The nature of the 

information requested by a Web site could influence the privacy calculus through its level 

of sensitivity and legitimacy relative to the purpose of exchange. Not all types of 

information cause concern. Consumers generally have little concern over providing basic 

demographic information (e.g. sex, age, education, marital status) and are slightly to 
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moderately protective over information about their purchasing behavior, hobbies, 

occupation, name, email, postal address and mostly concerned with the control over 

telephone number and financial information (Gauzente 2004; Metzger 2004). Disclosure 

of personal information inevitably implies the potential loss of control or risk of personal 

information. This is likely to increase privacy risk belief and the effect tends to be greater 

for more sensitive personal information. At the same time, it is well recognized that there 

is no absolute privacy. The type of information by itself cannot determine whether the 

level of privacy provided meets consumers’ expectations. The influence of sensitivity of 

information is relative, varying with situation (Phelps et al. 2000). For example, whether 

consumers will perceive certain types of requested information to be invasive varies 

across the purpose of information collection. The request for genetic testing data may not 

be considered to be invasive if the purpose is to provide medical advice. However, such 

information is likely to trigger strong privacy concern when requested by an insurance 

company. A consumer may worry that the information could be used to discriminate 

against her or him. Concern for privacy rises quickly when the type of information 

requested is perceived to have very low relevance, i.e. having little bearing on the 

purpose for which the data is collected. Therefore, this study focuses on relevance of 

information and the potential moderating role of sensitivity on relevance. We have:   

H9:  The perceived relevance of information requested has a positive impact on 

privacy   protection belief.  

H10:  The perceived relevance of information requested has a negative impact on 

privacy risk belief.  
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H11: The effect of perceived relevance on privacy risk belief is moderated by 

sensitivity such that the effect is greater when sensitive information is 

requested.   

2.4.2 Privacy Policies on the Web Site    Privacy policies are widely adopted by 

vendors to address privacy concerns of online shoppers.  Privacy policies represent a self-

regulated commitment to notify consumers about a firm’s information practices. They 

help to increase the transparency of information collection procedures of an online 

company, and help consumers evaluate the privacy risks of disclosure and decide whether 

to disclose information.  

The Federal Trade Commission suggested four basic elements of fair information 

practices: notice, choice, access and security. A strong privacy policy is expected to 

contain these four elements that give strong promises to individuals about the control 

over the disclosure and subsequent use of personal information (Culnan and Bies 2003). 

Reading a strong privacy policy should help to increase privacy protection belief and 

reduce privacy risk belief. Therefore,   

H12:  Reading the privacy statement manifesting fair information practices has a 

positive impact on privacy protection belief.   

H13:  Reading the privacy statement manifesting fair information practices has a 

negative impact on privacy risk belief.   

 

2.5  Privacy Beliefs and Behavioral Intention to Disclose Personal Information 

In the trust and privacy literature, privacy decisions/behaviors have been studied by 

measuring the intention to purchase, give information, remove names from a direct 
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marketing list, etc. This is in line with the research stream based on the theory of 

reasoned action (TRA) (Fishbein and Ajzen 1975). The same approach is taken by this 

study. We examine the effect of salient privacy belief and privacy concern on intention to 

release personal information (behavioral intention). Consumers with a high privacy 

protection belief should perceive more control over the disclosure and subsequent use of 

their personal information, while those with high privacy risk beliefs and/or privacy 

concern are more likely to be wary about the potential loss of control over their personal 

information. Therefore,  

H14:  Privacy concern has a negative impact on online shoppers’ behavioral 

intention to disclose their personal information.   

H15:  Privacy protection belief has a positive impact on online shoppers’ 

behavioral intention to disclose their personal information. 

H16:  Privacy risk belief has a negative impact on online shoppers’ behavioral 

intention to disclose their personal information.  

 

3.  Research Methodology 

 
3.1  Study Design and Procedures 

Experimental design was employed to test the research model. An artificial Web site that 

mimics a real commercial Web site providing Internet fax service was created to allow an 

easy manipulation of sensitivity of information. In addition, an artificial Web site also 

helps to rule out the effect of store familiarity and reputation since our research focus is 

on initial information exchange or for unfamiliar Web sites. The experimental web site 

has a 30-day free trial membership sign-up form, which was used to manipulate 
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information sensitivity. A common set of information of low to moderate sensitivity was 

requested for both low sensitivity and high sensitivity treatment conditions, which 

includes name, gender, email, and postal address. Besides the common information, high 

sensitivity condition also requests telephone number and credit card information.  

For the variable “reading strong privacy statement”, this study chooses to measure 

the natural behavior of reading a strong privacy policy instead of manipulating it. This is 

different from the approach taken in previous studies. Previous studies have mainly 

examined the effect of availability and/or the level of guarantee of privacy policy through 

experimental manipulation. These studies randomly assign subjects to each treatment 

group which dictates whether privacy policy has to be read or not. They mostly ignored 

the “contextual factors relating to the likelihood that a privacy policy statement will be 

read” (Meinert et al. 2006).  A perfect privacy policy will not be effective if nobody reads 

it. Several surveys have found that less than 50% of online shoppers actually read privacy 

policy (Acquisti and Grossklags 2005; Meinert et al. 2006). Therefore, to increase the 

realism of our research context, this study measures the natural behavior of reading 

privacy policy. Subjects are free to decide whether to read the privacy policy or not. The 

privacy policy used in the experimental Web site was designed to be a strong privacy 

policy, i.e. containing all basic elements of fair information practices. 

The sensitivity of information was manipulated at two levels: low sensitivity and 

high sensitivity. Subjects were randomly assigned to only one of two treatment 

conditions, i.e. either low sensitivity or high sensitivity. A major task page was used to 

introduce the task scenario to subjects and provide detailed step by step instructions. Each 

subject assumed the role of online shopper interacting with an internet fax service for the 
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purpose of sending resumes for job applications. Subjects were required to interact with 

the site as naturally as possible for about 10 minutes to get an overall impression of the 

Web site. Then, they are instructed to fill out section I of the survey for measuring their 

initial emotions. The next stage of the experiment simulated an information exchange 

context. Subjects were instructed to evaluate a sign-up form of the company’s 30-day free 

trial program. A link to the vendor’s privacy policy was provided at the bottom of the 

form. They may choose to read the privacy policy if they feel necessary. After evaluating 

the sign-up form, subjects were required to fill out the following two sections of the 

survey.   

 
3.2  Variable Measurement 

Existing published scales were adapted to measure variables in the research model 

whenever possible. Some items were re-worded slightly to reflect the research context.  

Liking and fear were measured by items developed by Shaver et al (1987). Frustration 

items were based on the instrument developed by Peters et al (1980).  Perceived 

relevance items were modified from Stone (1981). Privacy protection belief was 

measured using the scales by Pavlou and Chellappa (2001).  Privacy risk belief was 

adapted from the instruments by Malhotra et al. (2004). Behavioral intention to give 

personal information was measured by scales after Malhotra et al. (2004) and MacKenzie 

and Spreng (1992). Privacy concern consists of three items develop by Malhotra et al 

(2004) to tap global information privacy concern. The detailed privacy concern scale 

developed by Malhotra et al (2004) was not used in this study because the focus of this 

study is not on the sub-dimensions of privacy concern. Three emotion constructs were 

measured using five-point Likert scales with 1 being “not at all” and 5 being “very 
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much”. All the remaining constructs were measured on seven-point Likert scales with 1 

being “strongly disagree” and 7 being “strongly agree”. The detailed scales for each core 

construct are available in the Appendix C. In addition, a seven-point Likert scale question 

was developed to check whether the manipulation on sensitivity is successful. The 

question inquires about how subjects perceive the level of sensitivity of the information 

in the 30-day free trial sign-up form.  

 

3.3  Survey Administration 

Before the final experiment, a pilot study was administered to 20 undergraduate and 

graduate students in a major Midwestern U.S. university.  The purpose was to identify 

and refine potentially ambiguous measurement items, and assess the clarity of survey 

instructions and the length of the time needed to complete the survey. In the final 

experimental study, the recruitment message was delivered to about 220 undergraduate 

students who are different from those in the pilot study. The participation was voluntary. 

Extra credit accounting for about 2% of their total grade was used as an incentive for 

participation. A total of 175 valid responses were received. About 50% of these 

respondents are part-time students who have working experiences. The demography of 

survey respondents is given in Table 4.1. It shows an equal representation of male and 

female and a fairly wide distribution in age and Internet experience.  
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Table 4.1. Demography Distribution of Survey Respondents (Essay 2) 
 

Gender   Age  
Male 47.4%  19-25 77.7% 

Female 52.6%  26-30 11.4% 
   30-35 4.6% 

Internet Experience  36-40 2.9% 
<1 yr 6.9%  40-45 2.3% 
1-3 yr 24.7%  >45 1.1% 
3-6 yr 45.4%    
>=6 yr 23.0%    

   

3.3  Covariates 

Five covariates that might influence privacy decisions/behaviors were included in this 

study as control variables for predicting intention to disclose personal information. They 

are gender, age, Internet experience, previous experience of being victims of privacy 

invasion, and media exposure of privacy invasion incidents. 

 

4.  Data Analysis 

First, the result of manipulation of sensitivity of information was checked using an 

independent t-test. Perceived sensitivity for subjects assigned to the high sensitivity group 

was significantly higher than that of the low sensitivity group (p < 0.001). Therefore, 

sensitivity manipulation was considered successful. The research model was then tested 

with partial least squares (PLS) technique. PLS requires a much smaller sample size than 

other structural equation modeling (SEM) techniques. The minimum sample size 

requested by PLS is ten times the larger number of paths going to an endogenous 

construct when all constructs are reflective (Chin 1998). For our research model, the 

maximum number of path leading to an endogenous variable is eight considering the 

control variables. Therefore, a sample size of 175 is sufficient for us to conduct SEM 
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using PLS technique. Furthermore, PLS does not assume a multivariate normal 

distribution and interval scales, making it appropriate to test a research model with 

manipulated constructs like sensitivity.  

Our research model was tested using a two-step approach. We first examined the 

validity of our measurement model. After validating the measurement model, we then 

tested our research hypotheses or structural model.  

 
 
4.1  Measurement Model    

To validate the measurement model, we tested reliability, convergent and discriminant 

validity of the latent constructs. A scale is considered as reliable if its composite 

reliability (CR) is above 0.7 and average variance extracted (AVE) above 0.5 (Bagozzi 

and Yi 1988). As shown in Table 4.2, all scales are reliable. To establish convergent 

validity, all indicators of a latent construct should have loadings above 0.6 (Bagozzi and 

Yi 1988). From Table 4.2, all loadings of all items are above this recommended cutoff, 

suggesting the convergent validity of all latent constructs. Discriminant validity of each 

latent construct was tested by the method recommended by Fornell and Larcker (1981). 

The square root of AVE of each construct should be higher than the correlation between 

that construct and any other constructs. This criterion is satisfied by all latent constructs 

(Table 4.3). Therefore, our measurement model exhibits sound reliability and validity 

necessary for further testing of research hypotheses. 
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Table 4.2:  Loadings, CR and AVE of measurement instruments (Essay 2). 

Constructs Loadings CR AVE 
Liking Like1 0.844 0.894 0.738 
 Lkie2 0.878   
 Like3 0.856   
Frustration Frust1 0.932 0.957 0.880 
 Frust2 0.933   
 Frust3 0.949   
Fear Fear1 0.748 0.882 0.715 
 Fear2 0.928   
 Fear3 0.851   
Relevance of Relev1 0.912 0.906 0.764 
Information  Relev2 0.788   
 Relev3 0.917   
Privacy  PPB1 0.786 0.875 0.585 
Protection Belief PPB2 0.711   
 PPB3 0.818   
 PPB4 0.808   
 PPB5 0.692   
Privacy Risk PBR1 0.889 0.950 0.827 
Belief PBR2 0.906   
 PBR3 0.927   
 PBR4 0.916   
Behavioral BI1 0.932 0.963 0.866 
Intention BI2 0.960   
 BI3 0.911   
 BI4 0.919   
Privacy  PC1 0.815 0.866 0.683 
Concern PC2 0.787   
 PC3 0.875   
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Table 4.3. Discriminant Validity of Measurement Model (Essay 2) 
 

  Liking Frust Fear Relev PPB PRB BI PC 
Liking 0.859         
Frust -0.181 0.938        
Fear -0.122 0.459 0.846       
Relev 0.238 -0.187 -0.119 0.874      
PPB 0.396 -0.104 -0.099 0.385 0.765     
PRB -0.420 0.204 0.204 -0.367 -0.596 0.909    
BI 0.393 -0.152 -0.162 0.479 0.416 -0.519 0.931  
PC -0.081 0.134 -0.109 -0.140 -0.031 0.247 -0.282 0.826

 
Note: Diagonal elements are the square root of the AVE values. Off-diagonal elements 
are the correlations among latent constructs.  

 

4.2  Hypotheses Testing 

Figure 4.2 and Table 4.4 summarizes the results of testing the hypotheses. In Figure 4.2, 

completely standardized path coefficients are given on each significant path. The amount 

of variance explained in each endogenous variable (or R2) is displayed within the 

corresponding construct rectangle. We hypothesized that emotions have a congruent 

effect on privacy beliefs. This congruent effect was supported in liking and fear. Liking is 

found to have a significant positive effect on privacy protection belief (p < 0.001, two-

tailed) and significant negative effect on privacy risk belief (p < 0.001, two tailed). Fear 

has a significant positive effect on privacy risk belief (p < 0.05, two tailed). No 

significant relationship was found between fear and privacy protection belief and 

between frustration and the two privacy beliefs.   

Before testing the main effect of relevance of information, it is necessary to study 

the potential moderating effect of sensitivity. We followed the procedures proposed by 

Chin et al. (Chin et al. 2003). The effect size of interaction (f2) was computed to be 0.003 

for predicting privacy risk belief, which is the far less than the 0.02 cutoff for small effect   
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Figure 4.2. Results of testing hypotheses using PLS analysis (Essay 2). Completely 
standardized estimates, controlled for covariates in the research model, *p < 0.05, **p < 
0.01, ***p < 0.001(two-tailed). 
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Table 4.4. Summary of hypothesis testing results (Essay 2) 
 

Hypotheses 
Path 

Coefficients
t 

Value p value (two-tailed ) 
H1 Initial liking has a positive effect on perceived privacy 
protection. 0.327 4.56 p<0.01 (supported) 
H2 Initial liking has a negative effect on perceived privacy 
risk. -0.343 4.85 p<0.01 (supported) 
H3 Initial frustration has a negative effect on perceived 
privacy protection. 0.002 0.03 

p>0.05 (not 
supported) 

H4 Initial frustration has a positive effect on perceived 
privacy risk. 0.002 0.03 

p>0.05 (not 
supported) 

H5 Initial fear has a negative effect on perceived privacy 
protection. -0.018 0.22 

p>0.05 (not 
supported) 

H6 Initial fear has a positive effect on perceived privacy 
risk.   0.147 2.12 p<0.05 (supported) 
H7 Privacy concern has a negative effect on privacy 
protection belief. 0.018 0.24 

p>0.05 (not 
supported) 

H8 Privacy concern has a positive effect on privacy risk 
belief. 0.204 3.21 p<0.01 (supported) 
H9 The perceived relevance of information requested 
has a positive impact on privacy protection belief 0.284 4.64 p<0.01 (supported) 
H10 The perceived relevance of information requested 
has a negative impact on privacy risk belief. -0.232 3.48 p<0.01 (supported) 
H11 The effect of perceived relevance on privacy risk 
belief is moderated by sensitivity such that the effect is 
greater when sensitive information is requested. 0.043 0.46 

p>0.05 (not 
supported) 

H12 Reading the privacy statement manifesting fair 
information practices has a positive impact on privacy 
protection belief. 0.147 2.31 p<0.05 (supported) 
H13 Reading the privacy statement manifesting fair 
information practices has a negative impact on privacy 
risk belief. 0.030 0.45 

p>0.05 (not 
supported) 

H14  Privacy concern has a negative impact on online 
shoppers’ behavioral intention to disclose their 
personal information. -0.153 2.16 p<0.05 (supported) 
H15  Privacy protection belief has a positive impact on 
online shoppers’ behavioral intention to disclose 
their personal information. 0.190 2.05 p<0.05 (supported) 
H16  Privacy risk belief has a negative impact on online 
shoppers’ behavioral intention to disclose their 
personal information. -0.366 3.82 p<0.01 (supported) 
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size (Cohen 1988)1. The result of bootstrap sampling also shows that the interaction 

effect was not significant. Therefore, sensitivity is not found to significantly moderate the 

relationship between information relevance and privacy risk belief. In the absence of a 

moderating effect, the main effects of relevance and sensitivity were further tested. 

Relevance was found to have a significant positive impact on privacy protection belief (p 

< 0.001, two tailed) and negative impact on privacy risk belief (p <0.001, two tailed). 

Sensitivity of information was found to weakly aggravate privacy risk belief (p < 0.1, 

two-tailed).   

Reading strong privacy policy demonstrating fair information practices was found 

to significantly enhance privacy protection belief (p < 0.05, two-tailed) but was 

insignificant in shaping privacy risk belief. Besides the above affect-based and cognition-

based situational factors, personal concern as a personal trait had a significant influence 

on privacy risk belief (p < 0.01, two-tailed) but was not significant for the formation of 

privacy protection belief. Totally, the model can explain 25.4% of the variance in privacy 

protection belief and 32.1% of the variance in privacy risk belief. 

The two contrary privacy beliefs (protection belief and risk belief) and privacy 

concern, were further found to have a significant impact on behavioral intention to give 

personal information. No covariates were found to be significant. Totally, the model can 

account for 33.6% variance of behavioral intention. The result also suggests that privacy 

concern has significant direct impact on behavioral intention as well as significant 

indirect effect on behavioral intention through privacy risk belief. We further tested the 

strength of indirect effect mediated through two privacy beliefs following the bootstrap 

method proposed by Shrout and Bolger (2002). The ratio of indirect effect to total effect 
                                                 
1  f2 = [R2 (interaction model) - R2 (main effects model)] / [1- R2 (main effects model)]. 
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of privacy concern (or effect ratio) was computed for 1000 bootstrap samples and the 

distribution of effect ratio was shown in Figure 4.3. A weak support for indirect effect 

was found since the 80% bootstrap percentile interval ranges from 0.05 to 0.53. It 

suggests that there is 80% chance that the effect of privacy concern on behavioral 

intention is mediated through the two privacy beliefs. But, the strength of mediation 

relative to total effect is low as suggested by an average effect ratio of only 0.28. So, 

most of the effect of privacy concern on behavioral intention (72%) is through the direct 

path.   
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Figure 4.3. Bootstrap distribution of effect ratio (Essay 2). 
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5.  Discussion 

5.1  Theoretical Contributions 

This study attempted to study situational factors that lead to privacy beliefs and further 

privacy decisions/behaviors through two sets of lens, i.e. affective and cognitive. The 

analysis of the results of the experiment indicate that, for an unfamiliar Web site, initial 

liking and fear emotions formed from an overall impression of the Web site continue to 

play an important role in shaping privacy beliefs and decisions, even if subjects are later 

exposed to cognitive processing of information exchange or the “privacy calculus”.  

Thus, initial emotions have a lasting coloring effect on later stage cognitive processing. 

Online vendors should not ignore initial emotions, which serve as an initial hurdle for 

enticing consumers to give information. Frustration was not found to be significant for 

shaping privacy beliefs in this study. This may be due to the low level of frustration 

triggered by the experimental Web site. Some subjects commented directly on the easy 

navigation of the site.  

To have a better understanding of cognitive processing involved in information 

exchange, this study includes two contrary privacy beliefs: privacy protection belief and 

privacy risk belief. The former is as one type of enticer belief regarding the security of 

the exchange environment and the latter is treated as one type of cost beliefs in privacy 

calculus. The result of our data analysis apparently supports the separation of these two 

beliefs. Despite some common antecedents (liking and perceived relevance of 

information requested), they are also driven by some distinct situational factors. We 

found that reading privacy policy significantly enhances privacy protection belief only 

and is less effective or not significant in reducing privacy risk belief. This may be largely 
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due to the essential self-commitment nature of privacy policy. A privacy policy cannot 

effectively reassure online shoppers about the potential risks or unknown consequences 

of releasing personal information. But, a privacy policy can effectively enhance belief in 

the benefit of information exchange. In addition, interestingly, fear was found to 

significantly aggravate privacy risk belief, but have no significant impact on privacy 

protection belief. This finding corroborates with the broaden-and-build theory that posits 

that negative emotions narrow one’s momentary thought-action repertoire (Fredrickson 

2001). As a result, being afraid would drive one to escape or into an avoidance mode, 

which prevents online shoppers from actively evaluating the potential level of privacy 

protection offered. Instead, they focus on the risks involved in the situation and reach a 

quick decision regarding the potential privacy risks of the Web sites, and act accordingly.  

We further investigated the relative contributions of initial emotions, fairness-

based levers (sensitivity and relevance of information collected and privacy policy) and 

privacy concern. Three additional models were built by including only initial emotions, 

only fairness-based levers or only privacy concern to predict privacy protection belief and 

privacy risk belief. The R2 of these three alternative models were compared (Table 4.5). 

The result suggested that emotions and fairness-based levers had about the same 

contribution in shaping the privacy beliefs and their effects dominate that of privacy 

concern.    
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Table 4.5. Comparison of relative explanatory power of initial emotions, fairness-based 
levers and privacy concern.  
 

  R2 

  
Emotions 
Only 

Fairness Levers 
Only  

Privacy Concern 
Only  

Privacy Protection Belief 16.0% 15.5% 0.1% 
Privacy Risk Belief 20.5% 14.5% 6.1% 

 

The result of our study also suggested that the intention to give personal 

information was driven by competing influences of the two contrary privacy beliefs and 

the general privacy concern. We further checked the relative importance of the direct 

impact of privacy concern. An alternative model excluding the direct path from privacy 

concern to behavioral intention was built. Model R2 decreases slightly from 33.6% to 

31.9%, suggesting the less important role of privacy concern in privacy decisions. 

Situation-specific beliefs are more important in influencing privacy decisions.  

 
5.2  Managerial Implications 

Our findings suggest that the effect of situational factors tend to override general 

privacy concern when consumers are interacting with a Web site. This directly explains 

why the stated levels of privacy concerns of online shoppers often deviate from their 

actual privacy decisions and behaviors (Acquisti and Grossklags 2005). Our study 

provides practitioners with important insights into what situational elements influence 

online shoppers’ privacy perception and privacy decisions. Vendors without established 

reputation track need to address both privacy protection belief and privacy risk belief.  

Behavioral intention to disclose information is simultaneously driven by those two 

contrary privacy beliefs.  To enhance privacy protection belief, online vendors should 
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first ensure a good overall Web site design and functionality to increase liking. Initial 

emotions were found to have lasting effect on privacy beliefs and decisions. In addition, 

online vendors could enhance privacy protection belief through fairness-based levers. In 

particular, online vendors could post a privacy policy to notify consumers about their 

commitment to fair information practices. In the stage of information exchange, online 

vendors need to ensure the information collected is legitimate or relevant to the purpose 

of the exchange.  

On the other hand, online firms should take efforts to reduce privacy risk belief. 

Our findings from the affect perspective suggest that fear significantly increases privacy 

risk belief. Online vendors may be able to reduce fear and its influence on privacy risk 

belief by improving the design and the content of Web site. For example, fear may be 

reduced if the site reflects a consumer’s prototype of a highly reputable site. Also, a 

physical contact address and/or live chat with real representative may help to reduce fear 

emotions. Online companies also could use fairness levers to reduce the privacy risk 

belief. Our study suggests that requesting relevant information is effective to reduce 

privacy risk belief.    

 

5.3  Limitation and Future Research 

Several limitations of this study should be recognized here. First, common method 

variance (CMV) might be a potential threat to the validity of our study. We attempted to 

reduce part of this threat by using an anonymous questionnaire and dividing the 

questionnaire into three sections with separate covers. Initial emotions were measured in 

section I of the survey before subjects were exposed to information exchange and 



 74

subjects were required not to go back to the previous sections when they were filling later 

sections.  Harman’s single-factor test was further used to assess the extent of common 

method variance (Podsakoff et al. 2003). All items of those eight latent constructs were 

loaded simultaneously into an exploratory factor analysis, which yields an eight-factor 

solution. This suggests that common method variance is not a major problem. To further 

reduce the threat of common method variance, future studies could use different methods 

to measure independent and dependent variables. For example, intention to give personal 

information could be replaced with the measurement of actual privacy behaviors.  

We only examined a subset of situation-specific factors. Future research could 

investigate other situation-specific factors.  For example, effort could be devoted to 

examining the effect of legislative and technical solutions on privacy decisions and the 

potential interactions among these different approaches. Legislative and technical 

solutions may play different roles in the “privacy calculus”. For example, the technical 

solutions may be more effective in enhancing privacy protection belief while legislative 

solutions more effective for reducing privacy risk belief. Interactions may also exist 

among these situational factors. For example, fairness levers may moderate the effect of 

legislative and technical solutions.  

Furthermore, our studies only examined the effect of two privacy beliefs in 

driving privacy decisions. Other beliefs may compete with these two privacy beliefs. 

Future studies may focus on how privacy decisions are driven by other economic or non-

economic benefits and related beliefs. For example, the perceived usefulness of the 

product or service could be important for privacy decisions, especially for Web sites used 

for non-hedonic purpose. Additional research is also needed to explore the impact of 
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economic compensation on privacy calculus and the potential interaction with fairness 

levers. From the perspective of social contract, fairness levers such as relevance of 

information are very likely to moderate the impact of economic benefits on privacy 

decisions.   

The task context of this study was the evaluation of an internet fax service. It is 

possible that the effect of sensitivity of information may be stronger for Web sites 

requesting extremely sensitive information such as social security number, health data, 

etc.   

    

6.  Conclusions 

Information privacy is a source of a growing tension between online firms and 

consumers. This study empirically demonstrated that situation-specific factors are more 

important than consumers’ general concern about privacy in shaping salient privacy 

beliefs and privacy decision when interacting with a Web site.  In particular, this study 

focused on unfamiliar Web sites and identified two sets of important situational factors: 

emotions and fairness-based levers. These two sets of factors provided important insights 

about how consumers adjust their privacy protection belief and privacy risk belief, and 

how these privacy beliefs lead to their privacy decisions. We found that, initial emotions 

formed based on overall Web site impression have a lasting coloring effect on later stage 

cognitive processing or the formation of salient privacy beliefs. During information 

exchange, fairness-based levers (privacy policy and relevance of information) further 

adjust privacy protection belief and privacy risk belief. These two contrary privacy 
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beliefs then jointly determine online shoppers’ intention to disclose their personal 

information.     
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CHAPTER V 
 
 

ESSAY 3 -- UNDERSTANDING ONLINE INFORMATION DISCLOSURE – A 

CONTINGENCY APPROACH BASED ON SOCIAL CONTRACT THEORY  

1.  Introduction 
 
Based on the statistics of U.S. Department of Commerce for the first quarter of 2005, the 

retail value of e-commerce is $19.8 billion of the total retail values of the United States, 

and growing rapidly. Accompanying the growth of e-commerce is the increasing tension 

between companies’ need to gather and analyze consumer data and consumers’ 

information privacy. Consumers’ personal information is a valuable asset to online 

companies. Companies rely on consumers’ personal information not only to enable basic 

transactions and operations of their business but also to identify new business 

opportunities through cross-selling based on their browsing pattern or explicitly collected 

preference information. On the other hand, online shoppers are increasingly concerned 

about their information privacy. 85 percent of online users have declined to give out 

personal information to Web sites at one time or another; and 34 percent have lied when 

requested about their personal habit and preference information (Teltzrow and Kobsa 

2004). The tension between online vendors need for information and consumers’ desire 

for information privacy is recognized as a major impediment to the growth of e-

commerce. This issue has attracted the attention of researchers trying to have a better 
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understanding about online shoppers’ privacy concerns and the impact on their 

willingness to disclose information (Dinev and Hart 2006; Malhotra et al. 2004).  

Drivers of information disclosure should be examined in the context of an exchange 

process where consumers make cost-benefit trade-offs to decide whether to exchange 

their personal information for economic or non-economic benefits (Culnan and Bies 

2003). Individuals are more likely to disclose personal information if risks could be offset 

by benefits. Some researchers have taken an economic approach to study factors that 

entice consumers to disclose information. They argue that personal information is a 

commodity that can be clearly priced and exchanged using monetary awards (Hann et al. 

2002; Laudon 1996). For example, consumers may release their information to a direct 

marketing company to receive cash.  

The pure economic approach to information exchange is arguable in the context 

of the conventional e-commerce marketplace. First, the information exchange acts as a 

by-product of a prior exchange where goods or services are exchanged for money or 

other goods (Culnan and Bies 2003). The successful completion of an ecommerce 

transaction often requires some consumer information to validate the identity of the 

consumer and allow normal business operations such as product delivery, customization, 

etc. Therefore, consumer information is an essential enabler of ecommerce transactions, 

rather than being just an exchangeable commodity. Second, monetary awards such as 

discounts or coupons when offered are usually meant to attract online shoppers to 

complete the exchange for products or services, and not purely for the sake of luring 

consumers to disclose their personal information. Third, the information exchange is 

governed by a social contract since consumers “do not view their personal data in the 
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context of an economic exchange” (Hoffman et al. 1999) and the social contract has an 

implicit assessment that “their personal information will subsequently be used fairly and 

they will not suffer negative consequences” (Culnan and Armstrong 1999; Culnan and 

Bies 2003). The perceived fairness of the information exchange will modify the cost-

benefit tradeoff analysis.  

Thus far, monetary awards have been primarily examined as an explicit enticer of 

information disclosure and have been found to increase consumers’ willingness to 

disclose personal information (Hann et al. 2002). However, our approach takes into 

account the realities of the conventional e-commerce marketplace where monetary 

rewards are not usually offered as an explicit enticer for personal information. The 

objective of this study is to investigate motivators that entice online consumers to 

disclose personal information and how fairness elements could influence the cost-benefit 

tradeoff analysis. In particular, our research questions are: 1) How does the perceived 

fairness of information exchange adjust the cost-benefit tradeoff analysis? 2) What is the 

impact of monetary reward on information disclosure? 3) How does perceived fairness of 

information exchange adjust the impact of monetary awards? 

 
2.  Literature and Research Hypotheses 
 
Information privacy is the ability of individuals to control when, how, and to what extent 

their personal information is exchanged with and used by others (Culnan and Bies 2003; 

Stone et al. 1983; Westin 1967). Absolute information privacy is usually not possible. 

Online shoppers often have to disclose some personal information in exchange for 

completing an ecommerce transaction. The information exchange involves a cost-benefit 

tradeoff analysis. Consumers’ willingness to disclose their personal information must be 
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situated in an exchange context to be understood (Culnan and Bies 2003). Until now, few 

studies have empirically studied online privacy in the context of an exchange or as 

“privacy calculus (Dinev and Hart 2006). In this study, information privacy is examined 

as part of an exchange process based on Social Contract Theory. The research model 

(proposed and discussed below – Figure 5.1) depicts how online shoppers’ intention to 

disclose their personal information is driven by competing assessments of exchange 

benefits and exchange risks adjusted for fair information practices. 

   

2.1  Social Contract Theory 

Consumers often make cost-benefit trade-offs to decide whether to exchange their 

personal information for economic or non-economic benefits. The benefits are balanced 

against risks of information disclosure. Individuals are more likely to disclose personal 

information if the risks of privacy could be offset by benefits. In the context of a 

conventional e-commerce marketplace, the cost-benefit trade-off analysis is further 

subject to a second assessment about whether the information is collected fairly and will 

subsequently be used fairly i.e., the social contract (Culnan and Bies 2003; Laufer and 

Wolfe 1977).  

Therefore, consumers’ willingness to disclose personal information could be 

enhanced in three ways: 1) providing sufficient benefits such as attractive products or 

services, discounts, etc; 2) inducing favorable privacy beliefs or perceptions since the 

invasion to information privacy is the major cost factor of information disclosure; and 3) 

increasing the perceived fairness of information disclosure. The following three 
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subsections illustrate each of the approaches and their impact on intention to disclose 

personal information.   

 

2.1.1  Exchange benefits    For an initial e-commerce transaction with an 

unfamiliar vendor’s Web site, the attractiveness of the products or services is probably 

the foremost factor that drives consumers’ willingness to disclose personal information, 

and information disclosure is only a by-product of completing the transaction. In this 

study, attractiveness of the offering is operationalized as perceived usefulness of the 

products or services. Usefulness of the products or services should increase online 

shoppers’ willingness to relinquish some privacy in return for the utility from the 

products or services. Therefore, we hypothesize: 

 

H1: Perceived usefulness of the product or service has a positive impact on online 

shoppers’ behavioral intention to disclose their personal information.  

 

In addition, information disclosure could also be driven by other benefits such as 

monetary rewards, time saving, etc. Monetary rewards are found to one of the most 

important motivators that lead to information disclosure and are used by many Internet 

businesses (Hui et al. 2006; Phelps et al. 2000). However, unlike previous studies where 

monetary rewards are empirically investigated as explicit monetary benefits obtained in 

return for personal information, we assume, based on a conventional e-commerce 

marketplace, that information is not exchanged explicitly for money. Instead, money 

awards are manipulated as benefits to attract customers to purchase products or services. 
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Since information disclosure is the by-product of the first exchange of products/services 

for money, monetary rewards are hypothesized to take a similar positive effect on 

information disclosure.   

 
H2: Monetary rewards have a positive impact on online shoppers’ behavioral 

intention to disclose their personal information. 

2.1.1  Exchange Risks     Besides evaluating benefits of an e-commerce transaction, 

online shoppers assess risks associated with information disclosure. Many risks could be 

involved in an exchange such as poor product quality, unauthorized sharing of personal 

information, among others. In this study, our focus is on privacy risks. Two privacy 

beliefs could be formed from the assessment of privacy risks: privacy protection belief 

and privacy risk belief. The former refers to the subjective probability that consumers 

believe that their private information is protected as expected (Metzger 2004; Pavlou and 

Chellappa 2001). The latter is defined as the expected loss potential associated with 

releasing personal information to the firm (Malhotra et al. 2004). These two contrary 

privacy beliefs reflect different aspects of the risk assessment and their separation may 

allow us examine the privacy calculus more closely. These two privacy beliefs, while 

related, may be driven or shaped by different factors and may also play different roles in 

influencing privacy decisions or behaviors. Although privacy protection belief is not 

related to the explicit benefits of the first exchange, consumers with a high privacy 

protection belief should perceive more control over privacy risks and are more likely to 

disclose their personal information. Conversely, consumers with high privacy risk beliefs 

should perceive a greater loss potential and may be wary about disclosing their personal 

information. Therefore,   
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H3: Privacy protection belief has a positive impact on online shoppers’ behavioral 

intention to disclose their personal information.  

H4: Privacy risk belief has a negative impact on online shoppers’ behavioral intention 

to disclose their personal information. 

 
2.1.3  Fairness of Information Exchange     Besides cost-benefit tradeoffs, information 

disclosure in online environment is further subject to perception about the fairness of 

information disclosure. The perceived fairness of disclosure pertains to whether the 

collection of certain information and the subsequent usage are fair relative to the context 

of exchange. Fairness perception is especially important in an online environment since it 

involves greater uncertainty about the vendor’s information practice.  For example, 

online vendors could surreptitiously collect point-click data without the consumers’ 

explicit permission that, when combined with data collected from the e-commerce 

transaction, can be used to profile online shoppers and perform price discrimination. 

Online firms could implement fair information practices to enhance fairness 

perception and alleviate the effect of privacy risks on consumers’ willingness to 

disclosure personal information (Culnan and Armstrong 1999; Culnan and Bies 2003). 

Internet users are primarily concerned about collection, awareness and control of their 

personal information (Malhotra et al. 2004). They are concerned about the amount of 

information collected by an online vendor, their ability to control over the collected 

information and their awareness of how the collected information is used. Among these 

three sub-dimensions of information privacy concern, collection is “the central theme of 

equitable information exchange” (Malhotra et al. 2004). Collected information should be 

commensurate with the exchange benefits. It implies that the nature of information 
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requested should be relevant. Therefore, in this study, perceived fairness of information 

exchange is operationalized as perceived relevance of information, which is defined as 

the “the degree to which the data requested appear relevant or appear to have a bearing 

upon the purpose of the inquiry” (Stone 1981). Online shoppers could rely on the 

relevance of information as a signal about the potential privacy risks. A Web site 

collecting information relevant to the transaction would be deemed more likely to respect 

and protect consumers’ information privacy. On the other hand, a Web site requesting 

irrelevant information would be considered as more likely to violate information privacy 

through surreptitious use of the information for unauthorized purposes. Therefore, we 

hypothesize:   

 

H5: Perceived relevance of information collected has a positive impact on privacy 

protection belief.  

H6 Perceived relevance of information collected has a negative impact on privacy 

risk belief.  

 

Besides the effect on privacy perceptions, fairness of information exchange could 

also adjust the effect of a monetary reward.  For example, consumers may undervalue the 

monetary compensation offered in exchange for personal information if companies 

collect information irrelevant to the purpose of the transaction.  
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H7: The relationship between rewards and intention to disclosure information is 

moderated by relevance of information, such that the positive impact is stronger when 

perceived relevance is high. 

 

2.2 Covariates  

Our research model incorporates five situation-specific factors that could influence the 

first exchange and information disclosure. Besides situation-specific factors, individual 

differences may also influence information disclosure. Six personal factors that might 

influence privacy decisions/behaviors were included in this study as control variables for 

predicting intention to disclose personal information. They are gender, age, Internet 

experience, previous experience of being victims of privacy invasion, media exposure of 

privacy invasion incidents and privacy concern. Empirical studies have been conducted to 

investigate the impact of privacy concern on consumers’ privacy behaviors. The results 

are inconsistent. For example, privacy concern was found to be significant when included 

as a sole predictor (Smith et al. 1996; Stewart et al. 2002) and was often found to exert 

weak influence or no influence over information disclosure in the existence of other 

predictor such as trust belief, risk belief, etc (Awad and Krishnan 2006; Malhotra et al. 

2004). The direct impact of privacy concern as a personal trait is unstable and is very 

likely to be overridden by situation-specific factors. In the presence of multiple situation-

specific factors in the research model, the effect of privacy concern is expected to be 

unstable. Even if some weak direct relationship is found, such relationship has limited 

external validity. So, privacy concern is included as a control variable.  
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Figure 5.1. Research Model of Essay 3.  

 
3. Research Methodology 
 
3.1  Study Design and Procedures 

An artificial Web site that mimics a real commercial Web site providing internet fax 

service was created for this purpose. Besides easy manipulation, an artificial Web site 

also helps to rule out the effect of store familiarity and reputation since our research focus 

is on initial information exchange or for unfamiliar Web site. The other variables were  

Reward was manipulated at two levels: no reward and reward ($10 off the service 

fee for two months or a total of $20 discount). Subjects were randomly assigned to only 

one of these two treatment conditions, i.e. either no reward or reward. A major task page 

was used to introduce the task scenario to subjects and provide detailed step by step 

instructions. Each subject assumed the role of online shopper searching for electronic fax 

Rewards 

Perceived 
Relevance  

Perceived 
Usefulness 

Privacy 
Protection Belief 

Privacy Risk 
Belief 

Behavioral 
Intention 

Covariates: 
   Privacy concern 
   Sex 
   Age 
   Internet experience 
   Past Invasion of privacy  
   Media exposure 



 87

service for the purpose of job hunting. Subjects were requested to interact with the Web 

site as naturally as possible to get to know the company and the service offered by the 

company.  Then, they were instructed to evaluate a membership sign-up form which is 

required before using the company’s Internet fax service. After evaluating the sign-up 

form, subjects were required to fill out the survey.    

 
3.2  Variable Measurement 

Existing published scales have been adapted to measure variables in the research model 

whenever possible. Some items were re-worded slightly to reflect the research context.  

Perceived usefulness scale was adapted from TAM model by Davis et al (1989) and 

UTAUT model by Venkatesh et al (2003). Perceived relevance items were modified from 

Stone (1981). Privacy protection belief was measured using the scales by Pavlou and 

Chellappa (2001).  Privacy risk belief was adapted from the instruments by Malhotra et al 

(2004). Behavioral intention to disclose personal information was measured by scales 

after Malhotra et al. (2004) and MacKenzie and Spreng (1992). Privacy concern consists 

of three items develop by Malhotra et al (2004) for measuring global information privacy 

concern. The detailed privacy concern scaled developed by Malhotra et al (2004) was not 

used in this study because the focus of this study is not on the sub-dimensions of privacy 

concern. All constructs are measured on a seven-point Likert scales with 1 being 

“strongly disagree” and 7 being “strongly agree”. In addition, a single question (whether 

the Web site provided discounts or coupons for signing up with its service) was 

developed to check whether the manipulation on reward was successful.  

 

3.3  Survey Administration 
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Before the final experiment, a pilot study was administered to 75 undergraduate and 

graduate students in a major Midwestern U.S. university.  The purpose was to evaluate 

the content validity and clarity of measurement scales. In the final experimental study, 

the recruitment message was delivered to about 238 undergraduate students who are 

different from those in the pilot study. The participation was voluntary. Extra credit 

accounting for less than 2% of their total grade was used as an incentive for participation. 

A total of 182 valid responses were received. The demography of survey respondents is 

given in Table 5.1. Most of them have more than one year’s Internet experience.   

 

Table 5.1. Demography Distribution of Survey Respondents (Essay 3) 

Gender   Age  
Male 66.5%  19-25 94.5% 

Female 33.5%  26-30 3.8% 
   31-35 1.1% 

Internet Experience  >35 0.5% 
<1 yr 11.6%    
1-3 yr 39.8%    
3-6 yr 33.1%    
>=6 yr 15.5%    

 
. 
 

4.  Data Analysis 

The t-test on reward manipulation was significant with a p-value <0.01, suggesting the 

success of the manipulating monetary reward. Partial least squares (PLS) technique was 

then applied to test the measurement model and research hypotheses. PLS requires a 

sample size that is at least ten times larger than the number of paths going to an 

endogenous construct when all constructs are reflective (Chin 1998). For our research 

model, the maximum number of path leading to an endogenous variable is twelve 



 89

including the interaction term between perceived relevance and monetary reward and 

those six control variables. Therefore, a sample size of 182 is sufficient for testing our 

research model. Furthermore, PLS does not assume a multivariate normal distribution 

and interval scales, making it appropriate for testing our research model with monetary 

reward as a binary manipulated construct.  

A two-step approach was adopted to test our research model. We first assessed the 

reliability and validity of all latent constructs or the measurement model and then tested 

our research hypotheses or structural model.  

 

4.1  Measurement Model    

Results of testing measurement model are presented in Tables 5.2 and 5.3. Table 5.2 

provides the composite reliability (CR), average variance extracted (AVE) and loadings 

of each item on its intended construct and on other constructs (i.e., cross-loadings). A 

scale is considered as reliable if its composite reliability (CR) is above 0.7 and average 

variance extracted (AVE) above 0.5 (Bagozzi and Yi 1988). As shown in Table 5.2, all 

scales are reliable. For convergent validity, we examined the standardized loadings and 

their significance. All items load significantly on their respective latent construct and all 

loadings except PPB5 are above 0.6, the recommended cutoff by Bagozzi and Yi (1988). 

But, the loading of PPB5 is still above 0.5, which is acceptable according to Chin (1998). 

Discriminant validity of each latent construct was tested by the method recommended by 

Fornell and Larcker (1981). The square root of AVE of each construct should be higher 

than the correlation between that construct and any other constructs. This criterion is 

satisfied by all latent constructs (Table 5.3). Overall, these results indicate that our 
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measurement model has adequate the convergent and discriminant validity. So, the 

structural model can be examined further. 

 

Table 5.2. Loadings, CR and AVE of measurement instruments (Essay 3). 

 
 Loadings 
Constructs/Items PU PPB PRB RELE BI PC 
PU PU1 0.772 0.305 -0.200 0.247 0.333 0.048 
CR = 0.927 PU2 0.881 0.243 -0.194 0.197 0.356 0.059 
AVE = 0.717 PU3 0.883 0.323 -0.238 0.282 0.405 0.077 
 PU4 0.826 0.251 -0.185 0.258 0.269 -0.010 
 PU5 0.868 0.253 -0.252 0.227 0.398 -0.086 
PPB PPB1 0.273 0.755 -0.389 0.255 0.472 -0.158 
CR = 0.848 PPB2 0.261 0.779 -0.409 0.376 0.453 -0.096 
AVE = 0.533 PPB3 0.206 0.801 -0.427 0.309 0.373 -0.113 
 PPB4 0.263 0.767 -0.457 0.319 0.398 -0.128 
 PPB5 0.187 0.507 -0.205 0.188 0.179 -0.105 
PRB PBR1 -0.271 -0.461 0.880 -0.224 -0.520 0.277 
CR = 0.928 PBR2 -0.234 -0.431 0.855 -0.311 -0.462 0.219 
AVE = 0.762 PBR3 -0.179 -0.503 0.898 -0.271 -0.541 0.317 
 PBR4 -0.211 -0.456 0.858 -0.292 -0.478 0.252 
RELE Relev1 0.293 0.349 -0.231 0.877 0.379 -0.163 
CR = 0.909 Relev2 0.158 0.301 -0.258 0.823 0.382 -0.184 
AVE = 0.769 Relev3 0.292 0.406 -0.328 0.928 0.410 -0.200 
BI BI1 0.426 0.513 -0.556 0.391 0.939 -0.224 
CR = 0.942 BI2 0.359 0.501 -0.510 0.329 0.899 -0.151 
AVE = 0.803 BI3 0.319 0.450 -0.475 0.415 0.843 -0.186 
 BI4 0.396 0.449 -0.510 0.463 0.897 -0.256 
PC PC1 0.080 -0.131 0.272 -0.173 -0.167 0.842 
CR = 0.877 PC2 -0.053 -0.155 0.272 -0.180 -0.256 0.891 
AVE = 0.704 PC3 0.053 -0.116 0.225 -0.176 -0.125 0.789 

 
Note: Diagonal boldface numbers are loadings (correlations) of indicators to their own 
construct; other off-diagonal numbers are cross-loadings. 
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Table 5.3. Discriminant Validity of Measurement Model (Essay 3). 
 

  PU PPB PRB RELE BI PC 
PU 0.847      
PPB 0.328 0.730     
PRB -0.255 -0.531 0.873    
RELE 0.285 0.406 -0.314 0.877   
BI 0.421 0.535 -0.574 0.447 0.896  
PC 0.017 -0.163 0.306 -0.208 -0.233 0.839 

 
Note: Diagonal elements are the square root of the AVE values. Off-diagonal elements 
are the correlations among latent constructs.  
 
 
 
 4.2  Hypotheses Testing Results 

Figure 5.2 and Table 5.4 summarize the results of testing the hypotheses. Completely 

standardized path coefficients are given on each significant path. The model could 

explain 50.8% of the variance in behavioral intention, 16.5% of the variance in privacy 

protection belief and 9.9% of the variance in privacy risk belief.  

Since we hypothesize that the effect of monetary reward is moderated by 

perceived relevance of information collected, it is necessary to test the interaction effect 

before examining the main effect of monetary reward. Therefore, we first analyzed the 

interaction effect or Hypothesis 7, before testing the other hypotheses. To test Hypothesis 

7, we followed the procedures proposed by Chin et al. (2003). The existence of 

interaction was evaluated based on both effect size and statistical significance. The effect 

size of interaction (f2) was 0.022, which satisfies the 0.02 cutoff for small effect size 

(Cohen 1988)2. The interaction is also found to be statistically significant (p < 0.05). 

Hence, perceived relevance of information collected moderates the relationships between 

monetary rewards and behavioral intention. The interaction pattern is shown in Figure 5.3, 

                                                 
2  f2 = [R2 (interaction model) - R2 (main effects model)] / [1- R2 (main effects model)]. 
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which consists of two regression lines with one for high value of perceived relevance (i.e. 

one standard deviation above the mean) and one for low value of perceived relevance (i.e., 

one standard deviation below the mean).  The utility by Preacher et al. (2003) was then 

implemented to find out the region of statistical significance. We found that when the 

perceived relevance of information is 4.7 or above, the relationship between monetary 

reward and behavioral intention is not statistically significant. When the perceived 

relevance is below 4.7, the relationship becomes negative and statistically significant (p < 

0.05). Therefore, H7 was partially supported. Despite the existence of significant 

moderation, the interaction pattern is counter-intuitive and will be discussed in the 

following section. 

 

 

 
 
Figure 5.2. Results of testing hypotheses using PLS analysis (Essay 3). Completely 
standardized estimates, controlled for covariates in the research model, *p < 0.05, **p < 
0.01 (two-tailed). 
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Table 5.4. Summary of hypothesis testing results (Essay 3). 

 

Hypotheses 
Path 

Coefficients
t 

Value p value (two-tailed ) 
H1: Perceived usefulness of the product or service 
has a positive impact on online shoppers’ behavioral 
intention to disclose their personal information. 0.225 3.36 p<0.01 (supported) 
H2: Monetary rewards have a positive impact on 
online shoppers’ behavioral intention to disclose 
their personal information. -0.065 1.17 

p<0.05 (not 
supported) 

H3: Privacy protection belief has a positive impact 
on online shoppers’ behavioral intention to disclose 
their personal information.  0.211 2.83 p<0.01 (supported) 
H4: Privacy risk belief has a negative impact on 
online shoppers’ behavioral intention to disclose 
their personal information. -0.293 3.94 p<0.01 (supported) 
H5: Perceived relevance of information collected 
has a positive impact on privacy protection belief. 0.406 6.44 p<0.01 (supported) 
H6: Perceived relevance of information collected 
has a negative impact on privacy risk belief .   -0.314 5.43 p<0.01 (supported) 
H7: The relationship between rewards and intention 
to disclosure information is moderated by relevance 
of information, such that the positive impact is 
stronger when perceived relevance is high. 0.110 2.05 

p<0.05 (partially 
supported) 
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Figure 5.3. The interaction pattern between reward and behavioral intention to disclose 
personal information (Essay 3).  
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  Because the interaction is significant, main effect or H2 cannot be interpreted. We 

went on to examine the other hypotheses, i.e. H1, H3, H4, H5 and H6. They were found to 

be statistically significant. Therefore, the overall research model is well supported except 

for the unexpected interaction pattern. In addition, none of the six covariates were found 

to be significant. This suggests that the direct effect of privacy concern is trivial. 

Situation-specific factors are the major drivers for information disclosure. 

 

5.  Discussions 

5.1  Summary of Findings and Limitations 

Our findings suggest that when the products or services are attractive to online shoppers, 

they are more likely to disclose their personal information. Interestingly, we found that 

monetary rewards has a significant undermining effect on willingness to disclose 

personal information when information collected is perceived to have low to moderate 

relevance. This implies that monetary rewards, in the presence of low exchange fairness, 

may actually hold back online shoppers from disclosing their information. Past studies 

have used self-perception theory as the primary explanation for such an undermining 

effect of rewards, positing that “past behavior is used as an informational cue to form an 

attitudinal judgment” (Tietje 2002). The undermining effect of rewards could occur 

“when behavior is attributed to a reward rather than a positive evaluation of the attitude 

object”. Therefore, in our research context, monetary rewards could be perceived as 

unfavorable when information disclosure is attributed primarily to a reward instead of a 

true desire for product or services (the first exchange). In other words, the undermining 

effect takes place when online firms are perceived as attempting to use monetary reward 
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to enable information disclosure. This is consistent with what has been found by Hoffman 

et al (1999) that “consumers do not view their personal data in the context of an 

economic exchange.” The fairness of information exchange is an important part of the 

social contract in information disclosure. Collecting improper information is very likely 

to enhance the salience of the reward’s disclosure-contingency and the subsequent 

undermining effect.  

Our results suggest that online shoppers’ willingness to disclose personal 

information is also driven by their salient beliefs regarding the level of privacy protection 

offered as well as the expected privacy risks associated with releasing personal 

information involved. The assessment of privacy risks is further adjusted by the 

perceived fairness of information exchange. Collecting information of high relevance was 

found to enhance privacy protection and reduce privacy risk belief.      

Before we discuss the implications of our study, we point to some of its 

limitations. Although we found an undermining effect of monetary reward, we should 

exercise caution in generalizing it to other contexts. Other situation-specific factors could 

also influence the rewards’ disclosure-contingency and the subsequent undermining 

effect. For example, Web site quality may be a factor influencing the undermining effect. 

A poorly designed Web site is very likely to make consumers suspicious and trigger the 

perception about the reward’s disclosure contingency and the subsequent undermining 

effect. In addition, the study uses student subjects. Empirical studies using a different 

subject population will provide stronger support for our findings.  

 
5.2  Implications for Research 
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This study has five important implications for research. First, willingness to disclose 

personal information is primarily driven by situation-specific factors. Our results are 

consistent with what argued by Laufer and Wolfe (1977) that “Individuals’ concepts of 

privacy are tied to concrete situations in everyday life”. This study examined a subset of 

the situation-specific factors related to the exchange process. Future studies could 

examine other situation-specific factors such as reputation of the vendor, design of the 

Web site, etc.  

Second, the findings show that benefits of the first exchange could also influence 

information disclosure. For example, perceived usefulness, as the benefit of the first 

exchange, is found to enhance information disclosure as well. Therefore, when examining 

initial information disclosure in conventional marketplace, researchers should treat 

information disclosure as a by-product of the first exchange for products or services and 

examine the impact of first-exchange benefits on information disclosure as well.  

Third, we found that collecting information perceived to have low relevance will 

enhance the salience of rewards’ disclosure-contingency, which then leads to the 

undermining effect of monetary rewards on information disclosure. The effect of 

monetary rewards could also be moderated by other factors in a business context such as 

the design of a Web site, reputation of the vendor, offering time of the reward, etc. Future 

studies are needed to have better understanding of the effect of monetary rewards or other 

explicit benefits.   

Fourth, the findings support that information disclosure involves a cost-benefit 

tradeoff analysis (or privacy calculus). Privacy risks are evaluated against exchange 

benefits. Willingness to disclose personal information is driven by competing influences 
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of the exchange benefits and two contrary privacy beliefs. Attractive benefits of the first 

exchange by themselves, or together with high privacy protection belief, could override 

the influence of privacy risks and result in high behavioral intention to disclose personal 

information. Future studies are needed to examine the effectiveness of various types of 

benefits and privacy protection belief in overriding the effect of privacy risk belief more 

closely. Under what condition will certain benefits be more effective than other benefits? 

What factors help to enhance privacy protection belief and/or reduce privacy risk belief? 

In this study, we investigated the effect of perceived relevance of information collected 

on these two opposing privacy beliefs. Other factors could also exert influence over these 

two contrary privacy beliefs such as emotional response to a Web site, privacy policy, 

third-party seals, etc.  

Finally, the results of this study support that the cost-benefit tradeoff analysis 

involved in information disclosure is subject to the assessment about the fairness of 

information exchange. Perceived fairness of information exchange is found to enhance 

privacy protection belief, reduce privacy risk belief and moderate the impact of monetary 

reward. Therefore, social contract theory provides a useful theoretical foundation for 

researchers to study information disclosure in conventional marketplace.  

 

5.3  Implications for Practice 

The findings in this study also have important implications for online vendors that collect 

personal information in order to enable e-commerce transactions. First, online vendors 

should treat information disclosure as being associated with the first exchange for 

products or services. The benefits offered for the first exchange may influence 
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information disclosure as well. They should be careful about providing monetary rewards 

to attract new customers. Monetary rewards could undermine consumers’ willingness to 

disclose their personal information if the information collected has low relevance to the 

purpose of the ecommerce transaction.  

In addition, information disclosure entails inherent privacy risks to online shoppers. Their 

willingness to disclose personal information is the result of competing influence of 

exchange benefits and the two contrary privacy beliefs. The effect of privacy risk belief 

could be overridden by the other factors. Online vendors could enhance consumers’ 

willing to disclose personal information by providing attractive exchange benefits and/or 

enhancing privacy protection belief.  

Besides exchange benefits and privacy risks, online vendors also need to take into 

account the fairness of information exchange. Online firms could implement fair information 

practices to boost fairness perception, which further adjusts the cost-benefit tradeoff 

analysis in information disclosure, i.e. enhancing privacy protection belief, and reducing 

privacy risk belief. The net result of such adjustment will be online shoppers’ greater 

behavioral intention to disclose their personal information. 

 
6.  Conclusions 

This paper contributes by increasing our theoretical and empirical understanding of the 

effect of situation-specific factors on online shoppers’ willingness to disclose their 

personal information in the context of conventional marketplace. This paper adopts social 

contract theory to account for not only the cost-benefit tradeoff among competing factors 

but also the adjustment by fairness of information disclosure. Willingness to disclose 

personal information is found to be driven by competing influences of the exchange 
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benefits and two contrary privacy beliefs. Attractive benefits of the first exchange by 

themselves or together with high privacy protection belief could override the influence of 

privacy risks and result in high behavioral intention to disclose personal information. In 

addition, the study illustrates that the effect of monetary rewards is moderated by 

perceived relevance of information collected. Monetary rewards could undermine 

information disclosure.   
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ESSAY-1 
 

 
Motive Consistency (Ethier et al. 2004) 
MC1 
 
MC2 
MC3 
 
MC4 

The website gave me the opportunity to accomplish the tasks required 
successfully. 
The website was just like what I had hoped for while I shop on the Web. 
My experience with the website was a good example of what I would expect 
when I shop on the Web.  
Overall, my experience with the website was satisfactory.  

 
Probability (or Certainty Level) (Adapted from Roseman, et al., 1996) 
P1 
P2 
P3 
P4 

I understand the consequences of transacting through this website. 
I am able to predict what is going to happen if I transact through this website. 
I understood what was happening while I was browsing the website.  
The behavior of the website was predictable.   

 
Like  (Shaver et al. 1987) 
Like1 
Like2 
Like3 

Fondness 
Liking 
Attraction  
 

 
Joy  (Shaver et al. 1987) 
Joy1 
Joy2 
Joy3 

Joy 
Enjoyment 
Pleasure  
 

 
Dislike (Shaver et al. 1987) 
Dislike1 
Dislike2 
Dislike3 

Dislike 
Disgust 
Revulsion  
 

 
Frustration (Peters et al. 1980)  
Frust1 
Frust2 
Frust3 

Browsing through this website was frustrating. 
Interacting with this website will always cause frustration. 
Overall, I experienced frustration with this website. 
 

 
Fear (Shaver et al. 1987)  
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Fear1 
Fear2 
Fear3 

Fear 
Uneasiness 
Anxiety  
 

 
Trust Belief (Pennington et al. 2003) 
TB1 
TB2 
TB3 
TB4 
TB5 

This vendor appears to be one who would keep promises and commitments. 
I believe the information that this vendor provides me.  
I would trust this vendor to keep my best interest in mind.  
This vendor is trustworthy. 
I do not find any reasons to be cautious about this vendor.   

 
Privacy Belief (Pavlou and Chellappa 2001) 
PB1 
 
PB2 
 
PB3 
 
PB4 
 
PB5 
 
PB6 

I am confident that I know all the parties who would collect information if I 
transact with this vendor. 
I am aware of the exact nature of information that will be collected during a 
transaction with this vendor.   
I believe I have control over how my information will be used by this vendor 
if I transact with this vendor.  
I believe I can subsequently verify the information I provide during a 
transaction with this vendor. 
I believe that this vendor will disclose my information without my consent if 
it has my information. 
I believe there is an effective mechanism to address any violation of the 
information I provide to this vendor.  
 

 
Behavioral Intention to Give Personal Information (Malhotra et al. 2004) 
 
Please specify the extent to which you would reveal your personal information to this 
vendor.  
BI1 
BI2 
BI3 
BI4 

Unlikely/likely 
Not probable/probable 
Impossible/possible 
Unwilling/willing  

 
Privacy Concern (Malhotra et al. 2004) 
PC1 
 
PC2 
PC3 

Compared to others, I am more sensitive about the way online companies 
handle my personal information. 
To me, it is most important to keep my privacy intact from online companies.
I am concerned about threats to my personal privacy today. 
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ESSAY-2 
 

 
Like  (Shaver et al. 1987) 
Like1 
Like2 
Like3 

Fondness 
Liking 
Attraction  
 

 
Frustration (Peters et al. 1980)  
Frust1 
Frust2 
Frust3 

Browsing through this website was frustrating. 
Interacting with this website will always cause frustration. 
Overall, I experienced frustration with this website. 
 

 
Fear (Shaver et al. 1987)  
Fear1 
Fear2 
Fear3 

Fear 
Uneasiness 
Anxiety  
 

 
Perceived Relevance of Information (Stone 1981) 
Relev1 
 
Relev2 
 
Relev3 

Information gathered seemed relevant for signing up the 30-day free trial 
program 
Questions in the signup form appeared to have a bearing upon the purpose 
of the signing up. 
Information collected in the signup form look appropriate for signing up 
the free-trial program.    
 

 
Privacy Protection Belief (Pavlou and Chellappa 2001) 
PB1 
 
PB2 
 
PB3 
 
PB4 
 
PB5 

I am confident that I know all the parties who would collect information if I 
transact with this vendor. 
I am aware of the exact nature of information that will be collected during a 
transaction with this vendor.   
I believe I have control over how my information will be used by this 
vendor if I transact with this vendor.  
I believe I can subsequently verify the information I provide during a 
transaction with this vendor. 
I believe there is an effective mechanism to address any violation of the 
information I provide to this vendor.  
 

 
Privacy Risk Belief (Malhotra et al. 2004) 
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PRB1 
PRB2 
 
PRB3 
 
PRB4 
 

It would be risky to disclose my personal information to this vendor. 
There would be high potential for loss associated with disclosing my 
personal information to this vendor. 
There would be too much uncertainty associated with giving my personal 
information to this vendor. 
Providing this vendor with my personal information would involve many 
unexpected problems.  
 

 
Behavioral Intention to Give Personal Information (Malhotra et al. 2004) 
 
Please specify the extent to which you would reveal your personal information to this 
vendor.  
BI1 
BI2 
BI3 
BI4 

Unlikely/likely 
Not probable/probable 
Impossible/possible 
Unwilling/willing  

 
Privacy Concern (Malhotra et al. 2004) 
PC1 
 
PC2 
PC3 

Compared to others, I am more sensitive about the way online companies 
handle my personal information. 
To me, it is most important to keep my privacy intact from online 
companies. 
I am concerned about threats to my personal privacy today. 
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ESSAY-3 
 

Perceived Usefulness (Davis 1989; Venkatesh et al. 2003) 

PU1 
 
PU2 
PU3 
PU4 
PU5 
 

Using internet fax would enable me to send/receive my documents more 
quickly than traditional fax. 
Using internet fax would improve my task performance. 
Using internet fax would increase my productivity. 
Using internet fax would enhance the effectiveness of my job search.   
I find internet fax useful for my job search.      

 
Privacy Protection Belief (Pavlou and Chellappa 2001) 
PB1 
 
PB2 
 
PB3 
 
PB4 
 
PB5 

I am confident that I know all the parties who would collect information if I 
transact with this vendor. 
I am aware of the exact nature of information that will be collected during a 
transaction with this vendor.   
I believe I have control over how my information will be used by this 
vendor if I transact with this vendor.  
I believe I can subsequently verify the information I provide during a 
transaction with this vendor. 
I believe there is an effective mechanism to address any violation of the 
information I provide to this vendor.  
 

 
Privacy Risk Belief (Malhotra et al. 2004) 
PRB1 
PRB2 
 
PRB3 
 
PRB4 
 

It would be risky to disclose my personal information to this vendor. 
There would be high potential for loss associated with disclosing my 
personal information to this vendor. 
There would be too much uncertainty associated with giving my personal 
information to this vendor. 
Providing this vendor with my personal information would involve many 
unexpected problems.  
 

 
Perceived Relevance of Information (Stone 1981) 
Relev1 
 
Relev2 
 
Relev3 

Information gathered seemed relevant for signing up the 30-day free trial 
program 
Questions in the signup form appeared to have a bearing upon the purpose 
of the signing up. 
Information collected in the signup form look appropriate for signing up the 
free-trial program.   

 
Behavioral Intention to Give Personal Information (Malhotra et al. 2004) 
 
Please specify the extent to which you would reveal your personal information to this 
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vendor.  

BI1 
BI2 
BI3 
BI4 

Unlikely/likely 
Not probable/probable 
Impossible/possible 
Unwilling/willing  

 
Privacy Concern (Malhotra et al. 2004) 
PC1 
 
PC2 
PC3 

Compared to others, I am more sensitive about the way online companies 
handle my personal information. 
To me, it is most important to keep my privacy intact from online 
companies. 
I am concerned about threats to my personal privacy today. 
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ESSAY-1 
 

D.1. Task page for vocation rental. 
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D.2. Task page for purchasing MP3 player. 
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D.3. Vacation rental website 1 
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D.4. Vacation rental website 2 
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D.5. Vacation rental website 3 
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D.6. Vacation rental website 4 
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D.7. MP3 player purchase website 1 
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D.8. MP3 player purchase website 2 
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D.9. MP3 player purchase website 3 

 

 



 

 134

D.10. MP3 player purchase website 4 
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ESSAY-2 
 

D.11. Task page for evaluating electronic fax service. 
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D.12. Homepage for the survey website 
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D.13. Overview page for the survey website  
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ESSAY-3 
 

D.14. Task page for evaluating electronic fax service. 
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D.15. Homepage for the survey website (no reward group)  
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D.16. Homepage for the survey website (reward group)  
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D.17. Overview page for the survey website 
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Privacy Policy 

eFaxPort values you and respect your privacy and is dedicated to establishing a trusting relationship with you. We collect 
information to support our relationship with you, improving our service offering and to communicate about services on our 
site. We promise to handle your personal information carefully and sensibly. We will not share your information with other 
third parties without your prior permission or prior notification. We believe that our privacy policy should give you 
confidence whenever you use eFaxPort. 

What information does eFaxPort collect and why? 

We collect information you provide when you register with us, place an order, send and receive a fax, or send us an email or 
call us. 

Registration 

In order to use eFaxPort services at any level, a user must first complete the registration form. During registration a user is 
required to give contact information (such as name and email address). We use this information to contact the user about 
services on our site for which the user has expressed interest.  

Order 

When a user orders a faxing service, we request information from the user on our order form. A user must provide contact 
information (such as name, email, and billing address) and financial information (such as credit card number, expiration 
date). This information is used for billing purposes and to fill customer's orders. If we have trouble processing an order, the 
information is used to contact the user.  

Information Use 

eFaxPort acts as a passive conduit for the distribution and receipt of its user's fax, voice and e-mail communications and 
therefore will not monitor, edit, or disclose the contents of a user's private communications unless eFaxPort in good faith 
believes that such action is necessary to: (1) conform to the edicts of the law or comply with legal process served on eFaxPort; 
(2) protect and defend the rights or property of eFaxPort; or (3) act under exigent circumstances to protect the personal safety 
of its users or the public. Users should also be aware (and hereby agree) that certain technical processing of and access to fax, 
voice and email messages and their content may be required to: (a) route the messages; (b) conform to connecting networks' 
technical requirements; (c) prevent or minimize disruptions to eFaxPort' services; or (d) conform to other similar 
requirements.  

Subject to the legal exceptions listed in the Privacy Policy, eFaxPort will not disclose to third parties the fax numbers uploaded 
to our Web sites by our users for the purpose of using eFaxPort products or services.  

Cookie 

A cookie is a piece of data stored on the user's computer tied to information about the user.  We use cookies to enhance your 
experience on our site.  By setting a cookie on our site, users would not have to log in a password more than once, thereby 
saving time while on our site. If users reject the cookie, they may still use our site. The only drawback to this is that the user 
will be limited in some areas of our site. 

s 
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Does eFaxPort share information it receives? 

TeFaxPort will always contact you and ask for permission before releasing any of your personal data. We will never share 
your personal information with any third parties unless we have your permission or you have been notified. We may share 
aggregated demographic information with our partners. This is not linked to any personally identifiable information.  

eFaxPort reserves the right to disclose your personal information when required by law wherein we have a good-faith belief 
that such action is necessary to comply with a current judicial proceeding, a court order or legal process served on our Web 
site. 

We use an outside trustworthy credit card processing company to bill users for goods and services. The company does not 
retain share, store or use personally identifiable information for any secondary purposes.  

How do I access and make changes to my personal information? 

You can modify your personal information anytime. Simply log into your account and update any of your personal 
information.  

How secure is the information that I provide to eFaxPort? 

eFaxPort takes every precaution to protect its user's information. When users submit sensitive information via eFaxPort's 
Web sites, their information is protected both online and off-line. 

When our registration/order forms ask users to enter sensitive information (such as credit card number), that information is 
encrypted and is protected with the best encryption software in the industry - SSL. 

While we use SSL encryption to protect sensitive information online, we also employ security measures to protect user-
information off-line. All of our users' information, not just the sensitive information mentioned above, is restricted in our 
offices. Only employees who need the information to perform a specific job (for example, our billing clerks or a customer 
service representative) are granted access to personally identifiable information. Finally, the servers that store personally 
identifiable information are in a secure environment.  

How will I know when eFaxPort changes its privacy policy? 

Our privacy is regularly reviewed to make sure we continue to serve the privacy interests of eFaxPort users. If our 
information practices change materially, we will post those changes in this privacy statement. We will use information in 
accordance with the privacy policy under which the information was collected. 

If, however, we are going to use users' personally identifiable information in a manner different from that stated at the time of 
collection we will notify users via email. Users will have a choice as to whether or not we use their information in this different 
manner. However, if users have opted out of all communication with the site, or deleted/deactivated their account, then they 
will not be contacted, nor will their personal information be used in this new manner. 

Contact Information 

If you have any questions or suggestions regarding our privacy policy, please email support@efaxport.com or or call us Toll-
Free 1 (866) 563-9212.
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1 
For some reason, I felt since the website didn't look professional enough, my private 
information would not be under protection enough. 

2 It looked like a website some teenager would make.  It didn't appear professional. 
3 Top page design 

4 
Poorly designed, makes me wonder if a kid, or someone with a more malicious intent 
designed the website. Horrible and Unprofessional. 

5 
This website looked like the Best Buy website.  I have dealt with best buy a lot over the 
internet and they do good business.   

6 
The tacky pink background and cheesy are would lead me to believe this wasn't the most 
well run website. 

7 
The overall appearance and layout was not very comforting, and did not feel secure in my 
opinion. 

8 The color of the website makes the impression that this seller is not serious or risky 
9 It did not look user-friendly. 
10 I did not feel comfortable using this site.  The website was not appealing. 

11 

The website was designed in very old styled formats and seems to appear out of date and 
unappealing to the end-user. The interface was horrible to navigate and unpleasing to the 
eyes.  

12  The pictures seemed to be cheaply-made. Overall things just looked sketchy. 

13 
The dark background mixed with the neon colors felt intrusive and patronizing.  Plus, any 
marketer who feels the need to underline and capitalize that much seems shady. 

14 I simply fell in LOVE with the condo. 
15 The website seemed credible, and it was very visually appealing and informational. 
16 The site looked VERY boring!!!! 

17 
I was frustrated by the vendor's website because my menu bar was not visible.  I felt 
"trapped" in the website.  

18 

1. Terrible font! I have good eyesight but not everyone else does. Clarity is 
key....especially for older users. Good layout on the homepage. However, "searching" for 
available condos is tedious and unclear. There are no instructions on how to search and 
clicking anywhere on the calendar to the left results with the page reloading with NO 
changes.  

19 
I found the reservation search extremely poor. I did not see a way to search by rates, so I 
would give up and go to another vendor. 

20 
The website was poorly built. Trying to do a search for the product returned no results. No 
manufacturers were listed.  

21 The site seemed very shady.  I had a hard to finding exactly what i was looking for. 
22 Very friendly and easy to navigate. 
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