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Abstract

Massive amount of information shared on online platforms makes the verification of

contents time-consuming. Concern arises when the misleading or false information,

called "disinformation", is exposed to many online platform users who have potential

to react on it. The spread of disinformation can cause malicious consequences such

as damage to critical infrastructure networks such as electric power, gas, and water

distribution networks. Imagine a fake electricity discount, shared by disinformation

campaigns, is exposed to many users on Twitter encouraging them to shift their elec-

tricity usage to a specific peak hour. If the population of users who engage with the

fake discount exceeds a threshold, a blackout can happen due to the overconsumption

of electricity. Thus, users access and exposure to accurate information on time can re-

inforce the infrastructures which are backbone of well-being for societies and economic

growth.

In this dissertation, we propose solutions to protect infrastructure networks from

disinformation campaigns. The solutions include: (i) an integrated epidemiological-

optimization (EPO) model involving a mixed integer linear programming model (MIP)

and SIR (Susceptible, Infected, Recovered) model to protect physical infrastructure

networks by counter disinformation (accurate information) spread in information net-

works, (ii) a disinformation interdiction model to influence physical infrastructure com-

modity consumers with accurate information given the topology of social network, (ii)

a robust mixed integer linear programming model to propose solutions superior to the

original EPO model under uncertain spread of disinformation scenarios.

x



We illustrate our proposed models with two different case studies: (i) a sub-network

of the western US interconnection power grid located in Los Angeles County in Cali-

fornia, and (ii) the New York City subway system.
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Chapter 1

Introduction

1.1 Integrated Information-Infrastructure Networks

Information networks helps people to communicate. It comprises interconnected com-

munication devices such as computers, servers, and routers to transmit data and in-

formation between users. The number of people joining social media platforms such

as Meta (Facebook) and YouTube are growing every year (Ortiz-Ospina and Roser,

2023). Even though social media platforms help people to connect with friends and

family, promote businesses, and access data and information in real time, the false and

misleading information spread on online platforms can negatively affect people daily

lives. For instance, imagine a Tweet, widely spread on Twitter, offering fake discount

during electricity usage peak hours might end up with massive number of electricity

consumers shift majority of their electric power usage to peak hours and damage electric

power infrastructures. Consequently, the physical infrastructures relying on electrical

equipments might encounter disruptions too. For example, gas stations cannot pump

gas into the cars, water well pumps cannot pump water into the houses, and traffic

signals stop working. In short, the spread of false and misleading information in so-

cial networks at a trivial cost, can damage daily lives drastically. Therefore, preventive

strategies to counter disinformation prevents the commodity consumers to engage with

disinformation and damage physical infrastructure networks. In this dissertation, we

1



focus on exposing social network users to accurate information and make them aware

of disinformation so that we protect physical infrastructure networks.

1.2 Models and Formulations

To illustrate how disinformation campaigns can impact the physical infrastructure net-

works, we conceptualize how malicious actors in information networks can threat the

physical infrastructure systems by weaponized disinformation in Figure 1.1. This figure

involves two different layers: (i) an information layer comprising social media users,

shown as nodes, and their virtual interactions, shown as links, and (ii) a physical infras-

tructure layer involving the connected components such as electric power generators

and gas storage, shown as nodes, connected to each other by links such as trasmission

or distribution lines for electric power networks or transmission pipelines for gas net-

works. The links connecting these two layers are the user behaviors influenced by users

(actors) in the information layer and manifested in the physical infrastructure layer.

A weaponized disinformation campaign triggers in information layer by a set of users

and spreads throughout the network by communication, say to the users shown by

red nodes whose their responses to disinformation (e.g., consumption behavior shift)

negatively impact the performance of the physical infrastructure layer.

Several different strategies are developed to combat disinformation such as empow-

ering social network users to fact-check online contents (Rehm, 2018; ?; ?), imposing

regulations to prevent the spread of disinformation by users (Santos et al., 2022; Zhu

and Yang, 2023; Caled and Silva, 2022), developing fact-checking platforms by tech

companies (Hasan et al., 2021; Mheidly and Fares, 2020), and exposing the users to

accurate information and clarify disinformation (Jamalzadeh et al., 2022; Waniek et al.,

2
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Introduction
• Disinformation, or “information falsely characterizing the state of the 

system, including rumors, factual errors, and attempts at deception,” is rising 

on social media platforms, causing users to behave in adverse manners (e.g., 

election results, vaccine adoption)

• An over-the-horizon issue involves an adversary who seeks to attack critical 

infrastructure indirectly by altering the consumption behavior of user 

intermediaries who are influenced by weaponized disinformation distributed 

by the adversary

Numerical Results

Modeling Approach

• The electric power grid has been at great risk of attack and threats and is 

relatively more expensive than other infrastructures

• 82% of the US population were social media users in 2021, potentially 

susceptible to disinformation that might affect power usage (e.g., false messages 

about availability or prices)

• There also exist demand response pricing programs that are driven by text 

messages to users, potentially a source of disinformation campaigns

• Price elasticity of commodity consumption to disinformation is measurable by 

historical data, as 92% of electricity use is responsive to price changes

• We assumed 1% of users to be targeted with disinformation

Case Study: Power Network under Disinformation Attack

Saeed Jamalzadeh, Kash Barker

Andrés D. González, and Sridhar Radhakrishnan

Weaponized disinformation attack 

originating in the information layer that 

causes emergent human responses 

Information layer formed by social 

media and other social interactions

Physical components of an 

infrastructure system (e.g., 

supply chain, Internet of Things)

Modeling disinformation spread in 

the information layer with an 

epidemiological model (analogy 

with disease spread)

• Parameters in the Susceptible-Infected-Recovered (SIR) model that govern 

disinformation spread include: 𝛽, the extent to which a user believes and 

pushes (is infected by) disinformation, and 𝛾, the extent to which a user 

becomes aware of (recovers from) disinformation

• The SIR model is governed by differential equations over time

Modeling the impacts in the 

physical layer with a network 

optimization model describing 

flow in the network

• Parameters in the Mixed-Integer Programming (MIP) model that govern 

physical flows include: 𝑞, the amount of physical supply, 𝑑, the amount of 

physical demand, 𝑚, the physical capacity of a link, 𝑝, the size of community 

surrounding a demand node, 𝑟𝑝, the proportion of commodity consumption in 

response to disinformation, and 𝜌, the sensitivity of commodity consumption 

based on disinformation

• The MIP model minimizes the total amount of commodity shortage resulting 

from altered consumption behavior over time

The relationship between layers is governed by a simple threshold 

of users in a demand area that are infected by disinformation

Geospatial population data coming from the US Census 

and the American Community Survey (ACS)

Synthetic power grid topology is extracted from 

Synthetic Power Grid Data Set with 500 power buses 

and 600 transmission lines in Los Angeles County

• The distribution of population and electric power demand is shown below

• Average number of infected users decreases as 𝛾 increases

• For smaller 𝛾, higher potential to have infected communities, 

naturally increasing further for higher 𝛽
• Increases in 𝛾 and 𝛽 result in higher shortages in demand

• The above values are plotted over time for select 𝛾 and 𝛽
• With a higher intensity of peak demand, we do not necessarily 

need to target more locations to diffuse counter information

• Instead, the duration of disinformation propagation plays a crucial 

role in selecting the number of communities that become aware of 

disinformation

Figure 1.1: Interdependent information and physical infrastructure networks, where
disinformed users shown by red nodes in the information network can disrupt nodes in
the physical infrastructure network.

2021). We focus on the last strategy in this dissertation. Exposing the users to ac-

curate information and estimating their behaviors is formulated in several different

ways. Social influence maximization model is the first example of the kind, where the

users behaviors is influenced by the other users whom they communicate with (Kumar

et al., 2022; Lotf et al., 2022). Competitive influence model is the second category of

models which deals with several different actors compete with each other to influence

their target users the most (Kermani et al., 2017). The third category of models is

called information diffusion model which obeys the Tobler’s first law of geography:

“everything is related to everything else, but things near are more related than distant

things (Tobler, 1969)”. In information diffusion context, the social network users are

more likely to be convinced to not engage with disinformation by their relatively closer

3



connections rather than the farther ones (Carnes et al., 2007). The fourth category of

models is called compartmental or epidemiological models (Kermack and McKendrick,

1927). The Susceptible-Infected-Recovered (SIR) model is a foundational model which

is extended further to involve more than three groups of population (i.e., S, I, and R).

In information context, the letters S, I, and R represent three different types of users

including the users who are susceptible to receive disinformation (S), the users who

are engage with disinformation, and the users who perceive disinformation (R). These

models and their variants are used in different contexts and motivated researchers to

predict and influence social network users and build a competitive advantage (Chen

et al., 2009; Li et al., 2018).

Physical infrastructure networks are subject to risks. The risks can originate from

different resources such as natural disasters and cyberspace threats. In 2012, the Hur-

ricane Sandy damaged electric power transmission and distribution lines in New York

City and caused cascading interruptions to other interdependent infrastructures such

as telecommunication and fuel networks (Haraguchi and Kim, 2016; Kaufman et al.,

2012). In 2020, a ransomware (i.e., a malicious malware that holds data and informa-

tion hostage) caused a US natural gas compression facility to shutdown the operations

for two days (ran). Such threats to physical infrastructure networks have been moti-

vative the researchers to develop infrastructure resiliency reinforcement strategies. For

example, Liao et al. (Liao et al., 2018) proposed an integer programming model to pro-

tect transportation networks under disasters with limited budgets. Najarian and Lim

(Najarian and Lim, 2020) developed an integer programming model to maximize the

resiliency of infrastructure networks by introducing a novel formulation to incorporate

utility function into components enhancement. Then, it suggests the allocation of lim-

ited budget to enhance infrastructure components. The resiliency enhancement opti-

mization models are also extended to interdependent infrastructure networks. Karakoc

4



et al. (Karakoc et al., 2023) developed a multi-objective mixed integer programming

model to enhance interdependent network resiliency with a minimum budget. The solu-

tion to the model suggests pre- and post-disruption investments strategies to maximize

the resiliency and minimize resource costs.

The examples of past infrastructure threats are numerous in literature and is pos-

sible to be more in the future, which is uncertain. In information and physical infras-

tructure optimization models the inputs and parameters to the models are unknown

or estimated inaccurately in advance, before the models be solved. Thus, the solu-

tions proposed by solving the deterministic infrastructure protection problems before

the threat incidents might not be optimal for the time of the threat. To conquer the

uncertainty, the optimization models can be solved for a range of plausible realizations

of disinformation spread scenarios, using the robust optimization models (?Ben-Tal

et al., 2009). In recent years, robust strategies are highlighted by researchers to com-

bat misleading contents (Ali et al., 2021; Horne et al., 2019; Mahabub, 2020). Still, a

robust optimization model to protect physical infrastructure networks during disinfor-

mation campaigns is not developed yet. One of the contributions of our dissertations is

a mixed integer robust optimization model proposed to minimize the harmful impacts

of disinformation campaigns on physical infrastructure networks.

1.3 Structure of the Dissertation

Our contributions are presented in Chapters 2, 3, and 4.

In Chapter 2, we present an mixed integer programming model to minimize the

harmful impacts of disinformation campaigns on physical infrastructures. The pro-

posed model integrates two models including an information epidemiological model

and a physical infrastructure network flow optimization model. The former model is

5



formulated by SIR (Susceptible-Infected-Recovered) model which represents the evo-

lution of population who engage with disinformation, and the latter model plans for

targeting accurate information to combat disinformation campaigns and balance the

performance of physical infrastructure networks. The proposed model is illustrated

with a subset of the western US electric power grid bounded by Los Angeles County

in California.

In Chapter 3, we propose a mechanism to minimize the spread of disinformation in

social networks that damages physical infrastructure networks. Our proposed model

is motivated by a nonlinear competitive information cascade model (Carnes et al.,

2007). We reformulated the nonlinear integer programming model into a linear mixed

integer programming model to be able to solve large-scale problems efficiently using

commercial solvers. The proposed model is tested on the NYC subway system.

In Chapter 4, we propose a robust mixed integer programming model to protect

infrastructure networks from a range of harmful realizations of disinformation cam-

paigns. The proposed model combats disinformation with a limited budget by ex-

posing deceived population to accurate information so that the manifested impact of

disinformation campaigns on physical infrastructure networks is minimized under un-

certain propagation of disinformation. The solutions to the robust optimization model

supercede the solutions to the original model in Chapter 2 under uncertainty.

In Chapter 5, we present a summary of conclusions and future directions.

6



Chapter 2

Protecting Infrastructure Performance from

Disinformation Attacks

2.1 Introduction and Motivation

Well-publicized disinformation campaigns surrounding recent US Presidential elections

and the adoption of pandemic-related vaccinations have increased awareness among re-

searchers that historical problems of misinformation / disinformation are exacerbated

due to the wide availability and use of online platforms. Disinformation, defined as

information that falsely characterizes the state of the system, including rumors, fac-

tual errors, and attempts at deception (Floridi, 2005), is rising on online platforms

(Vosoughi et al., 2018; Allcott et al., 2019).

There is substantial literature on modeling the effects of and protection against false

data injections by adversaries and connections to the operability and functionality of

critical infrastructures (Huang et al., 2019; Liang et al., 2015; Raman et al., 2019).

However, an over-the-horizon problem may result from an adversary that seeks to

attack critical infrastructure indirectly by altering the consumption behavior of human

intermediaries who are influenced by weaponized disinformation distributed by the

adversary.

Consider the following plausible scenarios that are extended from collections of

actual events. An airline passenger could tweet an alert about a suspicious package,

7



which, if shared rapidly and widely, could cause significant delays in flights and major

traffic jams on many primary, secondary, and tertiary roads (similar to what was

experienced at London’s Gatwick airport (DLY)). Hackers could compromise a major

US pipeline network, but the rampant spread of misinformation leads to a dramatic

escalation in the aftermath and a physical, real-world increase in gas prices (similar to

what was experienced when a news network spread a false story about a Russian hack

of the US power grid (Molina and Sundar, 2019)). Finally, false reports of accidents on

social media could lead to dynamic rerouting of drivers, causing congestion in particular

areas subject to attack (similar events have occurred globally (BOT; JAM; Waniek

et al., 2021)), and could worsen with the emergence of autonomous vehicles (DeBruhl

and Tague, 2018)).

To begin to address some of these scenarios, we develop a model to examine the

interactions between information/disinformation spread, subsequent commodity con-

sumption behavior, and the resulting infrastructure network balance. To do so, we

integrate an epidemiological model of information/disinformation spread with a net-

work flow model. We relate the two models through human intermediaries who adopt

information/disinformation that changes the way that they interact with the infras-

tructure network.

Contributions of our integrated model include: (i) we account for the evolution of

disinformation spread over time based on the outcomes of virtual interaction between

pair of users in social media, ultimately projecting user behavior onto commodity

consumption, (ii) we introduce an information protection mechanism to combat against

disinformation spread, and (iii) we develop a mixed-integer programming formulation

to balance the performance of the critical infrastructure network and plan for targeting

(good) information to counter disinformation.

8



This chapter is organized as follows. The Background and Literature section pro-

vides a methodological background on the concepts of disinformation spread and critical

infrastructure network optimization along with the associated literature. The subse-

quent model section explains the proposed integration of epidemiological and mathe-

matical programming models. The Case Study section illustrates the proposed model

with a case study involving the power distribution network in Los Angeles County, Cal-

ifornia. Finally, the Conclusion section offers concluding remarks and future research

opportunities.

2.2 Background and Literature Review

Our proposed work relies on two key areas: (i) spread of information and disinfor-

mation, and (ii) network flow models for infrastructure. In this section, we offer a

review of these two areas, detailing some of the current research gaps addressed in this

chapter.

2.2.1 Models of Information and Disinformation Spread

Within social networks, people exchange information to ultimately influence others,

where influence is defined as an action “to induce a change in the behavior of another

that is in accordance with the wishes of the influencer” (Hamill, 2006; Hamill et al.,

2007). Each individual communicates with (or influences) many other peers and, sim-

ilarly, individuals are influenced by numerous other peers. This influence can take on

negative forms, such as information pollution, fake news, propaganda, misinformation,

misinformation, disinformation, and hoaxes (Meel and Vishwakarma, 2020; Wardle

et al., 2018; Santos-D’amorim and de Oliveira Miranda, 2021). Social media users can

become a source of online broadcast activity that affects personal and social behavior.

9



Users may help speed up the transfer rate of information or disinformation and ma-

nipulate the content to match their points of view, deliberately or inadvertently, which

may not be necessarily verified or verifiable. In such an online environment, if users do

not pay enough attention to verified content and reliable sources of information, the

information they receive may have varying levels of correctness and malicious intent.

The community of users can be classified into different categories based on how

they respond to the influence of others. An analogy to the spread of influence and

different categories of response is the spread of disease and different states of infection

found in epidemiology literature (Kermack and McKendrick, 1927). A basic model for

the spread of disease is the susceptible-infected-recovered (SIR) model, which uses a

series of differential equations to describe the membership of different states at a point

in time: those who are susceptible to the disease, those who are infected by it, and

those who have recovered from it. An analogy can be made for those users reacting to

information and disinformation. For example, for a group of power utility users who

receive a fake message promoting a discount price for power usage during a specific

time, those users may potentially share it with others or not, based on characteristics

(e.g., personal traits) they exhibit. Using the SIR convention, individuals who adopt

this disinformation and react to it directly by consuming more power can be classified

as “Infected.” Alternatively, users who are not influenced by this disinformation, for

any reason, can be classified as “Removed.” And users who have not received notifica-

tion yet can be classified as “Susceptible.” This classification of categories allows us to

model, quantify, and predict their power usage during disinformation dissemination.

There is a rich literature that formulates the phenomenon of transition between cate-

gorical labels with SIR models that employ a system of differential equations based on

mean field theory or agent-based models that allow us to simulate the transmission of

10



disinformation among autonomous agents in a flexible microscale manner (Sahafizadeh

and Ladani, 2018; Bodaghi et al., 2019; Beskow and Carley, 2019).

Social media users are not limited to categories S, I, and R. For example, some

groups of users intend to spread accurate information to fight against disinformation,

or those who have already received disinformation but do not reshare it with other

users, or those who have received disinformation but temporarily do not share it (Wang

et al., 2021b; Zhao et al., 2012a; Han et al., 2018). There may be communities on social

media that spread authenticated information to counteract disinformation (Shrivastava

et al., 2020; Wang et al., 2021b). Furthermore, users in each category (that is, S, I,

and R) can be classified as aware and unaware, where it is assumed that unaware users

can become aware users based on contact with aware individuals at a given rate. Still,

it is assumed that the reverse transition will not occur. We define the terminology

“awareness” as knowledge and understanding that something is happening or exists

(MER). In addition to the novel categories attached to classic SIR models to represent

a community, some methods are developed to avoid bias originating from discretizing

the solutions of SIR models (Rui et al., 2018).

Several different derivatives of the SIR class of models have been developed to

extend the various categories of adoption of influence (e.g., information and disinfor-

mation) (Hethcote, 2000). Given the link between networks and the spread of diseases

(Keeling and Eames, 2005; Pastor-Satorras et al., 2015), the SIR modeling enterprise

has applications in other network-related applications: the spread of ideas (Betten-

court et al., 2006; Woo and Chen, 2016; Liu et al., 2017; Chen et al., 2019) and the

influence of social networks (Woo et al., 2011; Jin et al., 2013; Wang et al., 2015; He

et al., 2015; Khurana and Kumar, 2018). A related idea by (Zhao et al., 2015) uses

a variation of the SIR model to address the stifling of rumors. Still, it does not ade-

quately allow for the competitive nature to describe the spread of information versus
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disinformation. It is because disinformation spreads differently than information, as

noted in (Zhao et al., 2020), with the former spreading faster and covering a large

population on Twitter (Vosoughi et al., 2018). Social responses to disinformation will

be examined by observing (i) how people evaluate information, (ii) how varying situ-

ations affect people’s ability to evaluate information effectively, and (iii) how people

act on information, including redistributing disinformation. In our context, S refers

to individuals who have not yet been exposed to the disinformation content, I repre-

sents individuals who have heard the disinformation and changed their consumption

behavior as a result, and R represents individuals who have heard the disinformation

but ignored them after realizing that the information they received was not true or

accurate.

2.2.2 Models of Infrastructure Flow Optimization

Complex infrastructure systems such as water, gas, transportation, and electricity are

crucial for society’s well-being and for promoting economic productivity. If one com-

ponent of the system is affected by failure, larger spread effects can be experienced

in other networks of infrastructures and networks of community members that suffer

from unmet demand for goods and services (Barker et al., 2017). As such, the re-

silience of critical infrastructure networks attracted researchers to study the ability of

systems to mitigate the magnitude and duration of the components of the out-of-service

infrastructure network (Hosseini et al., 2016; Liu and Song, 2020).

Flow balance models are developed to determine how commodities are delivered

from suppliers to customers, so that performance metrics such as average unsupplied

demand and transportation costs are minimized, while guaranteeing that key opera-

tional constraints are observed. By the term “commodity,” we broadly refer to flows of

demanded entities (e.g., electric power, water, vehicles, data, goods) transmitted from
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one node to another through links connecting them. Several different flow balance op-

timization models are proposed in the literature that are applicable to infrastructures

focused on disruptive events (Cheng et al., 2019).

In the literature, there are numerous representations of network optimization of

infrastructure networks. Nien-Sheng Hsu et al. (Hsu and Cheng, 2002) presented a

generalized network flow model to model the long-term supply and demand of water

resources. Ayoub Tahiri et al. (Tahiri et al., 2018) proposed a network flow optimization

model for similar water distribution networks, minimizing the total cost of meeting the

demand for water. Alexander Martin et al. (Martin et al., 2006) optimized a gas

network consisting of a set of compressors and pipes that connect the valves in order to

minimize the total cost of the network subject to supply-demand balance. Mapundi K.

Banda et al. (Banda et al., 2006) similarly proposed a gas pipeline network optimization

model that accounted for nonlinear isothermal equations. Traffic flow optimization

problems have also been proposed (Csikós et al., 2017). Darayi et al. (Darayi et al.,

2017) proposed a multicommodity network flow optimization model to understand the

criticality of different multimodal transportation nodes and links.

Especially important to the case study addressed subsequently are network opti-

mization problems designed for electric power networks. Vasin et al. (Vasin et al., 2020)

proposed a model to optimize the flow of energy resources through a transportation

network. Costa et al. (Costa et al., 2018) developed a two-stage linear programming

model to reinforce power grids against attacks on transmission lines, proposing an ex-

act algorithm to solve the model. Leuthold et al. (Leuthold et al., 2012) developed a

nonlinear mixed-integer programming model to design an electricity market such that

public welfare is maximized, with an application to the European electricity market.

Wirtz et al. (Wirtz et al., 2021) proposed a sustainable multicommodity system design
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model with the power grid attached to the system using mixed integer linear program-

ming. Electric power networks are critical sources of energy that enable the function

of other infrastructures, and developing flow balance optimization models for electric

power grids has become important for scholars (Haraguchi and Kim, 2016), as have

several network flow optimization representations of interdependent infrastructure net-

works that include electric power (González et al., 2016; Almoghathawi et al., 2021;

Ghorbani-Renani et al., 2020; Ouyang, 2014).

In this chapter, we address the challenge of how to track and respond to disin-

formation attacks that disrupt infrastructure networks. Embedding the evolution of

disinformation diffusion intensity over time attached to a flow balance optimization

model of infrastructure network has two main benefits: (i) we can monitor and analyze

the performance of infrastructure network disrupted by disinformation attacks over

time, and (ii) act in opposition to disinformation propagation to mitigate the effect

of disruption on the infrastructure network performance. To the best of our knowl-

edge, such a model has not been proposed in the literature yet. To address this gap,

we propose a network flow balance optimization model integrated with disinformation

diffusion model that enables us to take opposite actions using social media to handle

interruptions in infrastructure networks caused by disinformation attack.

2.3 Proposed Integrated Epidemiological + Optimization

(EPO) Model

We propose and integrate two models to examine the interactive relationship between

disinformation dissemination and critical infrastructure network performance: (i) the

SIR model and (ii) a network flow balance optimization model. The network balance

optimization model is used to balance critical infrastructure systems with respect to
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disinformation propagating on social networks, as the spread of disinformation on so-

cial networks affects the consumption behavior of social network users. These two

networks are integrated in a multi-to-one environment from the social network to the

critical infrastructure network, where communities of users are assigned to the set of

infrastructure nodes.

2.3.1 SIR Model

We describe the disinformation propagation process in the type of modeling “compart-

mental models” in which the population of social media users is divided into exclusive

compartments. In such a formulation, we assign the rates at which the population

within one compartment is transferred to another. In general, we can classify users

into three exclusive compartments over time: (i) S, the proportion of users who are un-

aware of the disinformation and would have acted on it if known, (ii) I, the proportion

of users who consumed the disinformation and changed (acted on the disinformation)

their commodity usage schedule, and (iii) R, the proportion of users who were exposed

to the disinformation but either ignored or detected it and are not interested in sharing

it. Dividing the population of each compartment, we can formulate the dynamics of

the compartments by replacing the size of the population with the proportion of the

population.

The rate of transfer from one state to another is expressed as derivatives of the

proportion of population in terms of time, and we make some assumptions to express

the terms of the model. As such, we have a system of differential equations that

describe how the proportion of people changes across different states over time by

frequent communication. For example, given a population size N , for an unaware

user randomly communicating with other users, the probability that the unaware user

meets a user who adopted disinformation can be expressed by I
N

, and the rate of
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contact can be described as a coefficient of the total population, βN . Assuming that

meetings between unaware users, S, and users who adopted disinformation result in

the unaware user adopting disinformation, the population of unaware users decreases

by βSI, and the population of users who adopted disinformation increases by the

same size in time slots. Through this transformation process, users who consume

disinformation have the opportunity to detect or ignore disinformation at a rate γ, with

the associated population γI, and are no longer classified as the group that already

consumes disinformation. Thus, the population size that adds up to ignorant users is

expressed as γI that are removed from users who consume and adopt disinformation.

We can formulate the SIR compartmental models by introducing more compart-

ments such as hesitants, who can be the users who have not yet decided to adopt the

disinformation or not. Although the introduction of new compartments can simulate

the real-world information transfer process more accurately, tweaking the parameters

of the basic SIR model results in different transformation evolution paths at a relatively

lower computational cost. For this reason, the basic SIR model is sufficient to generate

different evolutions of users who adopted disinformation at a reasonable computational

cost. Estimating the proportion of population who adopted disinformation results in

estimating the evolution of commodity demand changes over time horizon of interest

in our proposed model.

The evolution of the proportion of these groups over time is modeled on the basis

of the homogeneous SIR model, which is mathematically represented by the system of

differential equations (a.k.a. mean-field equations) 2.1-2.3 subject to constraint 2.4.
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dSi,t

dt
= −βSi,tIi,t, ∀i ∈ V, ∀t ∈ T, (2.1)

dIi,t
dt

= βSi,tIi,t − γIi,t, ∀i ∈ V, ∀t ∈ T, (2.2)

dRi,t

dt
= γIi,t, ∀i ∈ V, ∀t ∈ T, (2.3)

Si,t + Ii,t +Ri,t = 1, ∀i ∈ V, ∀t ∈ T. (2.4)

The index i ∈ V represents the community surrounding node i, and t ∈ T denotes

time. Under the assumption of homogeneity, users are equally likely to interact with

other users. Also, we assumed that no users leave their interactions (e.g., leave social

media) during the time of analysis. Therefore, the sum of proportions of the three

categories remains constant and equals 1.

The user status can change from one state to another over time. A susceptible

(unaware) user encounters an infected (disinformed) user that is infected at a rate β,

and a user can move from state I to R by detecting disinformation at a rate γ. That

is, in essence, β governs the rate at which disinformation spreads, and γ governs the

rate at which disinformed users recover their behavior. Our approach is motivated by

interactions on social networks (Watts et al., 2021). However, since the parameters

of the model, γ and β, govern the rate at which disinformation spreads, other means

of social interaction (e.g., TV, radio, web forums) can be taken into account with

appropriate rate parameter settings.

There are several ways to solve our system of equations such as the Euler and Runge-

Kutta (RK) methods and their derivatives (Dormand and Prince, 1980). Each method

has advantages and disadvantages in terms of accuracy order and computational cost.

The SIR model that we have deployed in our analysis is a non-linear model that needs to

be solved numerically by multi-stage algorithms to return the estimates with reasonable
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accuracy. The forward Euler method is a special case of the RK method, so it solves

our problem with relatively low accuracy. At the expense of computational cost, we

found the RK algorithm suitable for solving our nonlinear system in terms of accuracy

(Medvedeva et al., 2021; Tsitouras, 2011).

2.3.2 Network Flow Balance Optimization Model

Mathematical programming has proven to be an efficient approach to model and opti-

mize engineered systems and processes (Luenberger, 1997; Bertsekas, 2015). Network

flow balance optimization can be formulated into a mathematical programming model.

There are different ways to formulate network flow optimization problems, however,

some formulations are more efficient to solve in terms of complexity (Bertsekas, 1998).

Mathematical programming problems are classified based on the type of decision vari-

ables, constraints, and objective functions used in the model. To reduce the compu-

tation costs of highly complex problems, there exist some reformulations, which help

optimization algorithms to iterate relatively faster or converge to optimal solutions

with relatively lower iterations. Among these models, linear programming models are

polynomially solvable, while integer and mixed-integer programming models (e.g., the

models with integer decision variables) are mostly computationally more expensive to

solve (Li et al., 2020). Thus, modeling a problem in linear format is much better in

terms of computational complexity. If integer variables need to be included in the

model, there are reformulation techniques to convert or divide the models to smaller

problems to be solved faster. We formulated the network flow balance optimization

problem efficiently and as simple as possible to include a relatively low number of inte-

ger decision variables. As a result, we could solve the model iteratively in a reasonable
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amount of time to compare the results of the optimization problem with respect to

different values of model parameters.

We model the infrastructure network as a graph G(V,E), where the set of nodes,

V , represents the nodes incorporating demand, supply, and transmission nodes. The

set of links, E, represents the links that connect the nodes. There is a link between

the nodes if there is a transmission line to transmit the commodity. With the notation

found in Table 2.1, the following is a mixed integer programming (MIP) model to

protect the performance of the critical infrastructure network against disinformation

dissemination.

min
x,h,e,d,I,g

∑
i∈V, t∈T

hit (2.5)

s.t.∑
j∈V :(j,i)∈E

xjit −
∑

k∈V :(i,k)∈E

xikt + hit − eit + qit − dit = 0, ∀i ∈ V, ∀t ∈ T, (2.6)

xijt ≤ mijt, ∀i ∈ V, ∀j ∈ V, ∀t ∈ T, (2.7)

dit = pitd
c
it

{
(1− Iit) + {Iit[rpit(1 + ρit) + (1− rpit)]}

}
, ∀i ∈ V, ∀t ∈ T, (2.8)

Ii,t+t̄t = Iit + İi,t+t̄t(1− rit git), ∀i ∈ V \ {| V |},∀t ∈ T, (2.9)∑
i∈V

git ≤ np
t , ∀t ∈ T, (2.10)

xijt, hit, eit ∈ R≥0, dit, Iit ∈ R≥0, git ∈ {0, 1}. (2.11)

Eq. (2.5) is the objective function that minimizes the total amount of commodity

shortage resulting from altered consumption behavior over time. Constraint (4.47)

guarantees the balance of the input, output, produced and consumed of the commodity

for all nodes. The balance equations are implicitly borrowed from the model proposed
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by Tang et al. (Tang et al., 2019a). Constraint (4.48) limits the capacity of the

links. Constraint (4.40) represents the baseline and responsive demand in terms of

the number of users targeted for disinformation given the elasticity of the commodity

demand with respect to exogenous factors (e.g., discount price message). Constraint

(4.50) is used to account for the counter- spread of good information as a strategy to

control disinformation dissemination. Constraint (4.54) limits the number of nodes to

focus information countering strategies. The last set of constraints (4.45) describes the

nature of the decision variables.

Solutions to this optimization problem can guide decisions to mitigate an com-

modity shortage based on disinformation, namely: (i) the amount of commodity flow

that should be transmitted through the links, (ii) the optimal shortage or excess in

each node, and (iii) the optimal number and location of our communities (surround-

ing particular nodes) to spread counter information to prevent the adverse effects of

disinformation campaigns.

Note that a node cannot experience a shortage and excess simultaneously at the

node level. We assume that social media users react to disinformation logically. For

example, once a false price discount disinformation is broadcast, social network users

consume more commodity relative to their baseline usage.
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Table 2.1: Model notation.

Notation Description

Sets

V Set of infrastructure network nodes

E Set of infrastructure network links

T Set of periods

Parameters

t̄t Duration of each period starting from time t to the beginning of its next period

qit The amount of supply in node i ∈ V at time t ∈ T

mijt Capacity of link from node i to node j at time t ∈ T

pit Community size surrounding the node i at time t ∈ T

dcit Commodity consumption per capita by the community

surrounding the node i at time t ∈ T

rpit Proportion of commodity consumption of the community

surrounding the node i ∈ V at time t ∈ T responsive to price shift

ρit Estimated sensitivity of commodity consumption of the community

surrounding the node i ∈ V at time t ∈ T based on the price shift

İit Local derivative (change per unit of time interval t̄t) of the proportion

of community surrounding node i ∈ V targeted by disinformation at

time t ∈ T

rit The proportion at which İi,t can be changed by spreading counter

(good) information for the community surrounding the node i ∈ V

at time t ∈ T

np
t Total number of target locations informed by counter (good)

information at time t ∈ T

Decision variables

xijt The amount of transmitted commodity (flow) from node i ∈ V to node

j ∈ V at time t ∈ T

hit Shortage (undersupplied) amount of commodity at node i ∈ V at time t ∈ T

eit Excess (oversupplied) amount of commodity at node i ∈ V at time t ∈ T

dit Nominal demand of commodity in node i ∈ V at time t ∈ T

Iit Proportion of community surrounding node i ∈ V at time t ∈ T adopted

disinformation

git =1 if counter (good) information is released for the surrounding community

in node i ∈ V at time t ∈ T ; =0 otherwise
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2.4 Case Study: Performance of an Electric Power

Network under Disinformation Attack

An electric power system is a network of electrical nodes, such as power plants, trans-

formers, or demand points, connected by links that represent transmission lines, cables,

or transformers. In such networks, the nodes represent the equipment of the power sys-

tem and the links are the pathways for the transmission of electrical energies. The elec-

trical energies that are transmitted are called power flows. Electrical power networks

are used to satisfy the needs of load nodes (demand nodes) anywhere in the network by

transferring the electric power produced by generators (supply nodes) through the links

in the network. Each link can carry the maximum commodity through the network,

called the flow capacity. Therefore, flow transmissions are limited due to flow capaci-

ties in the network. Since the flow capacities are finite in power systems, the problem

of transferring the flows to satisfy the demand nodes is a vital network optimization

problem that needs to be studied.

To balance the electric power system, several different models and methods are

proposed in the literature, such as mathematical optimization and machine learning

(Fang et al., 2011). For example, Nasrolahpour et al. (Nasrolahpour et al., 2012)

developed a mixed-integer programming model to alleviate electric power congestion

in transmission lines to ultimately minimize the electric power shortage and total cost.

Clack et al. (Clack et al., 2015) developed a linear programming model for electric

power balance given its engineering requirements. In the models mentioned above,

the common constraint of concern for the authors was a system-wide constraint to

guarantee the balance between supply and demand nodes over the network. Also, to

obtain realistic solutions to the model, the capacity of the transmission line is specified

before optimizing the model. We utilize similar constraints from the literature and
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include a mechanism to counter disinformation dissemination to defend the spread of

disinformation.

In recent years, a handful of papers have begun to address the potential for dis-

information to affect commodity consumption. Nguyen et al. (Nguyen et al., 2019)

developed a vulnerability assessment model to mitigate the adverse effects of disinfor-

mation on load shedding. Tang et al. (Tang et al., 2019a) developed an optimization

model to minimize total load shedding in a power network under the condition that

users react to price disinformation, relating those reactions to user personality traits.

Raman et al. (Raman et al., 2019) developed an attacker-defender optimization model

to mitigate strategic urban power distribution system attacks based on price disinfor-

mation (e.g., falsely offering prizes for rescheduled power usage) propagated through

the community based on the “Believe, Accept, and Follow Through” mechanism.

Among all critical infrastructures, the electric power grid has been attractive to

scholars for several reasons: (1) the electric power grid has been at great risk of attack

and threats tremendously (Tian et al., 2020); (2) electric power grid has been relatively

more expensive than other infrastructures (Kovendan and Sridharan, 2017); (3) the

electric grid is one of the most vital infrastructure during disasters (e.g., Hurricane

Sandy in New York) since it is an indirect critical source of commodity for other vital

sectors (Haraguchi and Kim, 2016). For these reasons, the analysis of the performance

of power grids under dissemination of disinformation has attracted the most attention.

Although we offer a general modeling approach that can be manipulated for a va-

riety of critical infrastructures, our case study is motivated by the electric power grid.

Disruptions to power distribution systems can result in substantial economic and social

costs (Garcia Tapia et al., 2019). Due to various social factors (e.g., human mistakes,

irrationality, intentional gaming, malicious attacks), the electric power grid may be-

come more vulnerable to various kinds of cyber and physical activities when social
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information becomes tightly integrated into its operation. For example, a coordinated

attack could cause a significant impact, such as that experienced in the Ukrainian

power grid in 2015 (UKR).

Electric power utilities are increasingly taking advantage of demand response pro-

grams to reduce or shift electricity usage during peak periods in response to time-based

rates or other forms of financial incentives to customers (Tang et al., 2019a; Lund et al.,

2015). Such demand response programs will be important in the future grid (Schuitema

et al., 2017; Raman et al., 2020). Demand response messaging has been primarily tex-

tual, coming from text messages, emails, or other social media messages (Raman et al.,

2019; Jain et al., 2015). Naturally, these messages affect human consumption behav-

ior and are used to run an efficient electrical power grid system. Unfortunately, this

valuable and effective mechanism could also be used to spread disinformation, thus

creating a weapon to create a harmful effect - disrupting the power system. Imagine a

Tweet being spread by a realistic but fake Twitter account. A discount price is offered

to those whose power usage exceeds their average daily use by 30% during summer

afternoons. As more and more customers (even those who are not the creators of the

disinformation) spread this disinformation and subsequently adopt its message, black-

outs will occur more likely due to overloads in the system, along with broader spread

impacts to public health and safety. If a threshold of users in a particular geographical

location adopts disinformation, a disruption in the power network will occur.

2.4.1 Determining the Parameters of the Model

The proportion of social media users who may adopt disinformation is found in the

SIR model as the proportion of users that make up the group S.

To evaluate the relationship between this spread of disinformation and the demand

for electricity, we must also estimate the change in the demand for electricity driven by
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users whose consumption changed based on disinformation. The elasticity of the use of

electric power measures the responsiveness of the electric power demanded to a change

in price. Data from the US state level show that the estimated residential price elastic-

ity of electric power demand is –0.7, suggesting that residential electricity consumption

is inelastic to price changes (Miller and Alberini, 2016; Burke and Abayasekara, 2018).

A well-known formula, the midpoint method, used to compute the elasticity of electric

power demand is found in Eq. 2.12, where pri,t represents the price of the electric

power utility at node i ∈ V at time t ∈ T . As a result, the parameter ρi,t estimates the

proportional change in electric power usage around node i ∈ V at time t ∈ T based on

a false discount price message.

ρi,t =
di,t+1 − di,t
pri,t+1 − pri,t

× pri,t+1 + pri,t
di,t+1 + di,t

(2.12)

Disinformation messages can take different forms to affect electricity use, such as

fake weather conditions, fake availability, and price of alternative sources of electricity

(e.g., coal, oil, renewable sources), and false announcements that describe the gen-

eral economic situation. Such factors have been shown to significantly influence elec-

tric power consumption (Borenstein, 2009; Wang et al., 2021a) with different effects

depending on geography and spatiotemporal aggregation (Miller and Alberini, 2016;

Burke and Abayasekara, 2018).

The management of loads in electric power systems is highly dependent on the

retail price and sales of electricity. Broadcasting false price discount signals on social

networks results in increased electricity use by a large number of consumers at once,

which may eventually lead to overload or blackout at the node or system level. However,

when users who choose to adopt the false pricing message receive it, not all electrical

power usage changes accordingly. That is, not all electric power usage is responsive to
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price changes. For example, price changes might affect a more variable usage appliance

(e.g., air conditioner usage may increase) relative to one that is not as variable (e.g.,

a refrigerator will use the same amount of electricity regardless). Based on the US

Energy Information Administration, we assume that 92% of electricity use is responsive

to price changes and the rest is consumed to meet basic needs of life (EIA). Therefore,

we assume that a false discount price message can only affect 92% of electricity usage.

Additionally, not everyone has the ability to receive disinformation messages on

social networks. The reports reveal that 82% of the US population were social me-

dia users in 2021 (STT). Therefore, we assumed that in each population surrounding

electric power buses, only 82% people have access to social media directly and are

susceptible to receiving the disinformation message. Among these communities, not

all residents are sensitive to disinformation about the change in electric price, as not

all family members are responsible for household decisions. It is shown that the com-

position of the home is an influential factor in determining electricity consumption

(Brounen et al., 2012). Thus, we adjust the community pit accordingly to incorporate

the effective proportion of the population who may be more responsible for household

decisions and who may be more at risk of adopting disinformation.

In summary, we assumed that a fake discount price message can affect 82% of users,

and among the total electricity usage they consume, only 92% of their usage may change

based on the disinformation they receive (if they adopt the disinformation). As a result,

the demand per capita, dci,t, is modified in the model accordingly.

Designers of electric power transmission systems should ensure that the system can

operate normally under unanticipated loads. The safety factor is used to tolerate the

system to meet unexpected loads and avoid waste of energy resources. Furthermore,

the safety factor of electric power transmission systems is a measure of transmission line

reliability that accounts for the possibility of overloaded electric power flow through
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transmission lines. Due to the lack of data, we use a primary Linear Programming (LP)

model with no specified capacity to estimate the capacity of the transmission lines.

Assuming that the power distribution lines operate optimally, we take 0.2 (±20%) as

a proportion of the allowed volatility of the power flow in the transmission lines. We

set the estimated values as the capacity of the transmission lines.

The model we proposed to estimate the capacity of transmission lines is as the

following LP problem in Eqs. 2.13-4.57, where d̄i,t is the nominal demand of the

population assigned to the bus i at time t.

min.
x,h,e

∑
i∈V, t∈T

hit (2.13)

s.t. (2.14)∑
j∈V :(j,i)∈E

xjit −
∑

k∈V :(i,k)∈E

xikt + hit − eit + qit − d̄it = 0, ∀i ∈ V, ∀t ∈ T (2.15)

xijt, hit, eit ∈ R≥0. (2.16)

2.4.2 Numerical Results

We applied the proposed model to evaluate the effect of disinformation on electric

power distribution systems. The electric power nodes supply the electricity to its sur-

rounding community. We overlay the geospatial population data with the topology of

the power network to establish the boundary of the model. We use the US Census

Application Programming Interface (API) to collect geospatial population data sur-

rounding each electrical power node (API). The American Community Survey (ACS)

provides population data, for use in the model. In addition, we spatially clipped power

nodes and links (that is, we generated a shapefile based on spreadsheet data provided
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by the synthetic power grid data set (WIM)) that intersected with LA County block

groups and overlaid it with LA County population data. Approximately 1600 people

live in each block group in LA County.

For homeland security purposes, the actual topology of the power grid is not pub-

licly available. However, the information on topology, demand and supply is estimated

using network imitating method based on learning (NIMBLE) (Soltan et al., 2019),

resulting in a publicly accessible synthetic power grid data set for the western inter-

connection grid of the United States (WIM). We limited the boundaries of this larger

power distribution system to Los Angeles (LA) County in California. It incorporates

more than 500 power buses (nodes) and 600 transmission lines (links), the geospatial

dispersion of which is shown in Figure 2.1.

Although studying the effect of disinformation evolution on critical infrastructures

at the micro-level makes more sense, highly detailed information is not publicly avail-

able. For example, while studying the evolution of disinformation integrated with low-

voltage electric power systems may be more desired, we may be more able to estimate

parameters of high-voltage electric power systems across a relatively larger geographi-

cal area (e.g., the treatment of the impacts of disinformation on a high-voltage network

by (Tang et al., 2019b)).

A portion of commodity consumers are assumed to be users of social networks.

We relate consumer products to spatially defined block groups, defined as a statistical

division of US Census tracts that consists of clusters of blocks that generally contain

600 to 3000 residents of the contiguous area (USC), and each group of consumers is

linked to the nodes explained.

To relate social media users to electric power buses, we performed geospatial oper-

ations for these two features. First, we defined two sets that incorporate electric power
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Figure 2.1: Distribution of electric power demand and population, LA County, USA.

buses and aggregated social media users. Electric power buses and social networks

are geographically represented by points and polygonal features, respectively. Social

media users live in census block groups, defined as a statistical division of US Census

tracts that consists of clusters of blocks that generally contain 600 to 3000 residents of

the contiguous area (USC). Then we calculated the Euclidean distance matrix between
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the electrical power buses and the centroid of polygons. As a result, block groups are

assigned to one power bus according to their shortest Euclidean distance, and several

block groups are mapped to electric power buses and are characterized by estimates of

power usage. As such, SIR models are deployed for each social media user within each

block group.

Based on the estimated usage of social networks in 2021 (STT), it is assumed

that 82% of the population in each block group have active access to social networks,

so they are potentially susceptible to being targeted by disinformation. To run the

disinformation propagation model, we considered 1% population being targeted by

disinformation at the beginning of the analysis time period. As time goes on, the

proportion of susceptible, infected (targeted) and recovered users changes according to

the contact rate, the rate of being targeted by disinformation, and the rate of being

aware of disinformation.

The topology of the power distribution network and the community layer are inte-

grated as a one-to-many setting such that many block groups are assigned to one and

only one power bus based on their shortest Euclidean distance to the set of power bus

candidates. In other words, the population in block groups is clustered such that the

locations of power buses are set as the mean of population clusters.

We interpret the parameters β and γ as the rate of disinformation degree of interest

and the rate of awareness, respectively. A higher value of β results in a higher number

of people targeted by disinformation per time period. The higher the value of γ, the

larger the number of people who become aware of disinformation after being targeted

per time period. We analyzed the sensitivity of the solutions for different values of β

and γ, as shown in Figure 2.2. In these graphs, the ideal condition for β and γ is in

the upper left corner of the figures, where the rate of degree of interest takes on the

lowest value and the awareness rate is set to its highest value. On the other hand, the
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worst case is where β is relatively higher and γ is relatively lower, which is located in

the lower right corner of the figures. We ran the model with respect to several different

instances of the values β and γ to analyze the sensitivity of the total shortage, the total

number of communities targeted by counter information, the total flow, and the total

infected communities. The results are normalized to show the percentage of difference

in the resulting values.

To measure the potential spread of disinformation between social media users, the

basic reproduction number (R0
i = β

γ
) is used. It reveals the expected number of sec-

ondary susceptible users that a targeted user can affect with disinformation. For ex-

ample, given R0
i = 20, each newly targeted user is expected to affect 20 secondary

users within the community i, assuming that all other users contacted are suscepti-

ble. To eliminate disinformation or decrease the number of targeted users, the basic

reproduction number should satisfy R0
i < 1, otherwise disinformation spreads over the

network over time (R0
i > 1), or the number of targeted users remains constant over time

(R0
i = 1). These concepts help to understand the situations in which the numerical

results are analyzed.

We use the differential equation package (JLD) in Julia programming language to

solve the SIR model. We used the mathematical optimization modeling language JuMP

(Dunning et al., 2017) to codify our optimization problem in Julia with the optimizer,

CPLEX (JLC), attached to it. Also, we generated the map in Figure 2.1 using QGIS

Version 3.24.3 (GIS).

Based on the assumptions discussed previously, we run the model several times

to evaluate decisions in different situations of spreading disinformation. The values

of the parameters we used to run the model are listed in Table 2.2, and the results

with different combinations of β and γ are plotted in Figure 2.2. As a validation

exercise, we optimize the model for different values of disinformation adoption and

31



detection rate based on Raman et al. (Raman et al., 2020), who conducted a survey

with more than 5000 participants to assess the proportion of people who are expected

to adopt and spread disinformation about electricity prices through social networks.

They evaluated different scenarios and mapping functions (i.e., linear, quadratic, cubic)

to simulate disinformation spread. For simplicity, we adopted the midpoints of the

simulated follow-through rates across the mapping functions and performed sensitivity

analysis to illustrate the response of the metrics to different scenarios of disinformation

propagation in the range. We sampled some notable instances of β and γ combinations

(that is, marked by square, circle, diamond, and star shapes) to analyze the evolution

of the corresponding metrics over time plotted in Figure 2.3.

Figure 2.2(a) represents the percentage of infected users in the network with respect

to the governing rate of degree of interest in disinformation (β) and awareness (γ).

Note that there are some empty spots in this figure (and the rest of the figures) as the

SIR model is infeasible for some parameter values. The average number of infected

users decreases as the awareness rate increases, although the degree of interest rate is

sufficiently high in most regions. For the lower awareness rate, there is more potential to

have infected communities, and it increases further for higher degree of disinformation

of interest.

Figure 2.2 (b) shows the average network shortage with respect to the governing rate

of degree of interest and awareness of disinformation. The average shortage increases

as the degree of disinformation interest rate increases for a fixed awareness rate. On the

other hand, for a higher awareness rate, the average shortage is lower while the degree

of disinformation of interest level is fixed. This trend makes intuitive sense, as we

saw in Figure 2.2(a) that the average infected communities decrease with higher levels

of awareness, and this means that demand increases less caused by disinformation
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Table 2.2: Parameter values.

Parameters ρi,t rpi,t ri,t np
t t̄t horizon

Values −0.7 0.92 0.2 10 24 169

(a) Average infected communities (%) (b) Average shortage (%)

(c) Average flow (%) (d) Average counter information targets (%)

Figure 2.2: The results of (a) average infected communities, (b) average shortage, (c)
average flows, and (d) average counter information targets with different combinations
of β and γ as percentage of the baseline value.

and, therefore, the average shortage is reduced. The effect of the degree of interest

in disinformation is greater than the awareness rate, as it always causes a shortage

through the network.
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Figure 2.2 (c) represents the average flow in the network with respect to the gov-

erning rate of degree of interest and awareness of disinformation. There is a clear

limit in the graph where these two rates are equal (R0
i = 1 or β=γ). On the lower

rectangle of values, where R0
i > 1, the basic reproduction number is high enough to

allow disinformation to spread over the network in time, and on the upper rectangle

of values, where R0
i < 1, disinformation has the potential to be eliminated. For the

awareness rate above this bound, the average flow is higher in the network, whereas

for the region below the bound, we can see much less flow in the network. This is a

natural result, as we see that, based on Figure 2.2 (b), the average shortage is lower

with greater awareness in the community, and this means that the network can meet

demand effectively. In other words, as the average infected communities decreases for a

higher awareness rate based on Figure 2.2(a), the network has more potential to satisfy

demands through actual links by transmitting flows.

Figure 2.2(d) represents the average number of targeted nodes for counter (good)

information with respect to the governing rate of degree of interest and awareness of

disinformation. There is a clear limit in the graph where these two rates are equal

(R0
i = 1 or β=γ). For the awareness rate above this bound, the average target counter

information is low and not more than 20%. This suggests that if users are at least

as aware as the disinformation attracts them, then we can rely less on identifying

individuals with whom to supply counter information. This result is in agreement with

Figures 2.2 (a) and 2.2 (b), as with the higher level of awareness, we have fewer infected

communities and also less shortage, which means that less information is needed as a

counter mechanism. Furthermore, there are no considerable network shortages that

are problematic in this situation. For the lower awareness rate and the higher degree

of interest in disinformation, where R0
i > 1, the model tries to engage more users with

counter information, as shown in Figure 2.2(d).
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We compared the evolution of the metrics discussed over time based on a sample

combination of values of β and γ. We sampled two instances for R0 > 1, one for

R0 < 1, and another for R0 = 1. We use a normalizing constant, δ, as the units of

demands and flows of electric power to interpret the output time series plots. With the

time series output plots found in Figure 2.3(a) and 2.3(b), one would expect similar

time series for the average infected communities and the average shortage, because

an increase in the number of electric power users results in a more substantial power

shortage. Figure 2.3(c) shows that despite a relatively higher peak of electric power use

for R0 > 1, power demands remain unsatisfied as the average flow remains low relative

to scenarios R0 < 1 and R0 = 1. Similarly, the average flow over time remains relatively

low for R0 > 1, which means that the network capacity has not been used sufficiently to

satisfy the demands in the corresponding scenario of disinformation propagation. This

interpretation is also clear from Figure 2.3 (a), since the proportion of communities

that adopted disinformation is relatively higher than in two other cases. We also

observe that flows fluctuate relatively more in scenarios where R0 ≤ 1 is average, that

is, the use of the network capacity contributed to the satisfaction of demand with a

lower spread of disinformation. As Figure 2.3(d) reveals, with a higher intensity of

peak demand, we do not necessarily need to target more locations to diffuse counter

information. Instead, the duration of disinformation propagation plays a crucial role

in selecting the number of communities that become aware of disinformation.
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(a) Average infected communities (b) Average shortage

(c) Average flow (d) Average counter information targets

Figure 2.3: Time series of (a) average infected communities, (b) average shortage, (c)
average flow, and (d) average counter information targets, with different combinations
of β and γ. Note the relationship to particular points in Figure 2.2 denoted by shape.

2.5 Concluding Remarks

The proposed model aims to analyze the adverse effect of disinformation on electric

power networks by integrating (i) an epidemiological SIR model to characterize the

spread of disinformation in the communities surrounding electric power nodes and (ii)

an electric power network optimization model focusing on minimization of the elec-

tric power shortage. In particular, we try to mitigate the effects of disinformation by

identifying vulnerable power nodes and countering disinformation spread by targeting
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particular communities with the spread of (good) information. To illustrate the pro-

posed model, we solved a large-scale electric power network problem associated with

Los Angeles County, California.

The evaluation of the results of our proposed model reveals how adversaries can in-

terrupt the performance of critical infrastructures to deliver commodities to customers.

In addition, we show how the intensity and duration of disinformation diffusion can

be monitored to manage infrastructure performance and make communities counter

the disinformation. The proposed model opens up a new space for studying the effect

of disinformation diffusion in other infrastructures and managing their performance

under a disinformation attack. By applying our proposed model to the large-scale

electric power network, under several different scenarios of disinformation diffusion

throughout Los Angeles County, we showed how our model can be applied to control

the propagation of disinformation projected on the performance of infrastructures.

Due to its criticality, the electric power distribution network is used to illustrate

the proposed methodology. However, the proposed integration of epidemiological and

network flow models is generally applicable to a wide range of infrastructure networks

with appropriate changes to the physical infrastructure flow model (e.g., physical laws

that restrict the flow in gas pipelines, user behavior that affects traffic flow in a trans-

portation network).

A primary limitation of this model is the boundary we need to draw to select an

electric power distribution network to ensure a timely solution to the optimization

problem. However, electric power networks are not isolated, as they interact with

each other to mitigate shortages in different stations. With the evolution of compu-

tation technology, this model can be applicable and tested on larger-scale networks.

Moreover, the proposed model is useful to study the effects of disinformation in other

types of critical infrastructure networks, including water and gas, among others, with
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appropriate physical representations governing the optimization model. Future work

includes applying the proposed model to other critical infrastructure networks such

as gas distribution systems, nuclear power plants, water distribution systems, etc. To

extend the disinformation compartmental model, novel and flexible models (such as

agent-based models) can be developed and integrated with the proposed optimization

model. Moreover, some parameters used in this article are evaluated by sensitivity

analysis or borrowed from previous studies or reports available online. In the future,

studies will include a broader range of analysis on the fixed parameters applied to our

proposed method. For example, since consumption may not vary linearly in different

price ranges during disinformation spread, future work can consider the responsiveness

of consumption behavior.
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Chapter 3

Interdicting Disinformation to Prevent Infrastructure

Disruption

3.1 Introduction and Motivation

Physical infrastructure networks are interdependent because an interruption in the

operability and functionality of one network can result in cascading interruptions within

the network itself and in other physically or logically connected networks. For example,

an interruption in the power grid can plunge the subway into darkness and reduce

performance (SUB). Physical infrastructure networks are increasingly being integrated

with information technology to provide automated and efficient services to customers.

Such interdependencies need not exist only among physical infrastructure networks.

A network of connected infrastructure users has interdependencies with the infrastruc-

ture itself. Information flows among the network of users can impact how they engage

with physical infrastructure. For example, a tweet from a water utility warning of the

need to conserve water during a particular part of the day may impact user behavior

in a helpful manner. Such messages are important to new demand response programs

being implemented by various utilities (Raman et al., 2019; Jain et al., 2015).

However, the spread of disinformation, or a "purposeful strategy to induce false

belief, channel behavior, or damage trust" (Calo et al., 2021) on social networks, on-

line forums, and media outlets, has led to increasingly problematic outcomes (Hunt
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et al., 2022). The mitigation strategies for the COVID-19 pandemic (Larson et al.,

2022; STN; Wirz et al., 2018; Cohen et al., 2022; Wong et al., 2021), the outcome of

2020 US presidential elections (Sharma et al., 2022), and the impacts of climate change

(Treen et al., 2020; Fleming et al., 2021) are all recent examples wherein disinforma-

tion has swayed certain users to behave in ways leading to adverse consequences. In

the aforementioned examples, the adoption of disinformation not only affected people

on an individual level (i.e. loss of life due to COVID; reduced political engagement;

or adverse health outcomes due to poor air quality), but also resulted in profound

social consequences by eroding trust in the important pillars of modern society (e.g.,

medicine, science, and democracy, in general). Thus, with easily shareable disinforma-

tion, adversaries have found a new means of attack by targeting institutions and their

trustworthiness.

Given how easily disinformation can be disseminated, another threat is potentially

on the horizon: An adversary who seeks to attack infrastructure systems indirectly by

altering the consumption behavior of human intermediaries who weaponize disinforma-

tion distributed by the adversary influences. These human intermediaries - the adopters

of disinformation and users of such infrastructures - would be manipulated to inter-

act with infrastructures in different-than-nominal ways that could lead to disruptive

effects. There is a plethora of literature examining situations where such adversaries di-

rectly attack infrastructures (e.g., through viruses and ransomware (Liang et al., 2016;

Huang et al., 2019)). We focus instead on indirect attacks via weaponized disinforma-

tion. Since disinformation attacks are cost-effective and easy, they have been on the rise

in recent years, necessitating research that examines potential avenues for combating

weaponized disinformation (CYB). A fake traffic alert could convince drivers to avoid

certain locations, resulting in heavy traffic and delays in other parts of a city (Waniek

et al., 2021). False pricing disinformation could lead to the overloading of the power

40



grid in specific locations, causing a wider spread of power disruptions (Tang et al.,

2019a; Raman et al., 2020). Longer-term investments in the power grid are also at risk

due to disinformation, as some media outlets blamed solar and wind energy sources

for widespread power outages during the extreme cold temperatures experienced in

Texas in February 2021 (TXB; TXM), when in reality renewable energy sources out-

performed forecasts during 90% of the blackout (MYT). These scenarios motivate our

interest in modeling mitigation efforts to interdict disinformation weaponized against

infrastructure systems spread by adversaries in cyberspace.

We propose a mechanism to interdict the spread of disinformation in cyberspace

to prevent unexpected human responses (i.e., changes in user consumption behavior),

causing adverse impacts on infrastructure performance. This mechanism involves three

main steps: (i) The interdependent structure of information and physical layers is mod-

eled and integrated based on a one-to-many relationship so that each intermediary in

cyberspace is associated with several components of the physical infrastructure af-

fected by the intermediary, as depicted in Figure 1.1. (ii) The spread of disinformation

is interdicted by counteracting disinformation broadcasting. We linearized the classic

nonlinear integer programming information diffusion model (Carnes et al., 2007) and

proposed a mixed-integer linear programming model, which is solvable by commercial

solvers. The proposed model is estimated using branch and cut algorithm (GUR).

(iii) The effect of disinformation interdiction efforts in cyberspace is projected on the

physical infrastructure layer.

This chapter is organized as follows. The Background and Literature Review section

provides a background on disinformation diffusion in social networks and its impact on

physical infrastructure networks. The subsequent proposed Disinformation Interdiction

Model section describes the proposed mathematical programming model of interdiction

to minimize the harmful impacts of disinformation on physical infrastructure networks.
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The Case Study section illustrates the applicability of the proposed model with a case

study involving the New York City (NYC) subway network. Finally, the Concluding

Remarks section summarizes the results, implications, and future research directions.

3.2 Background and Literature Review

In the present research, we explore the mechanism of how disinformation spreads in

cyberspace, how to curb its reach, and how to minimize its adverse impacts on physical

infrastructures. We discuss the interactions between users in the information layer and

offer some formulations to quantify the outcome of these interactions and techniques

to combat disinformation to protect physical infrastructures. Our proposed method

focuses on interdicting the flow of disinformation based on the information layer’s struc-

ture and users’ availability to prevent the unexpected usage of infrastructure networks.

This section reviews related papers and identifies the research gaps that guide our

approach.

Physical infrastructure systems are typically modeled as networks or graphs that

involve nodes (or vertices) and links (or edges) that connect the nodes. The nodes

represent the assets, and the links represent the connections that enable the flow of

commodities (enabling services) between each pair of nodes. Connections between

components (i.e., nodes and links) from one layer to another have been studied in

the literature in the form of interdependent networks (Rocco et al., 2018; Ghorbani-

Renani et al., 2020; Almoghathawi et al., 2019). The connections determine how the

functionality of a component in one network can affect the functionality of another

network.

Recent literature has shown the vulnerability of physical infrastructure systems to

disinformation propagated by human intermediaries in different contexts (Akella et al.,
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2010; Peng et al., 2020; Goh et al., 2017; Huang et al., 2019). Harmful disinforma-

tion diffusion spread in social networks can lead to economic damage and productivity

losses (Garcia Tapia et al., 2019). Such weaponized disinformation attacks can re-

sult in blackouts (Raman et al., 2020), heavy traffic in certain areas (Waniek et al.,

2021), and interruption in political processes (Schreiber et al., 2021), among others. In

these situations, the ability of physical infrastructure networks to mitigate the magni-

tude and duration of the failure and return to normal operation is important (Liu and

Song, 2020; Hosseini et al., 2016; Mishra et al., 2016). The damages to physical infras-

tructure can result in cascading failures in other infrastructures with interdependent

connections (González et al., 2016; Barker et al., 2017; Li et al., 2017; Zhang et al.,

2021). For example, a disruption in electric power can cause disruptions in related

infrastructure networks such as water pumps, traffic lights, and communication towers

(Almoghathawi et al., 2021; Ghorbani-Renani et al., 2020; Lobban et al., 2021). Other

examples include the injection of false data to interrupt operators’ control efforts in

electric power networks (Ashrafuzzaman et al., 2018; Liang et al., 2016), false pricing

attacks that lead to shifts in customer power usage with adverse effects (Tang et al.,

2019a; Raman et al., 2019, 2020), and the spread of false traffic information that leads

to urban traffic congestion at a city scale (Waniek et al., 2021). Although the activity

of human intermediaries in cyberspace is not easily observed, the propagation of dis-

information in cyberspace can result in a dramatic changes in consumption behavior

and subsequent damage to physical infrastructures (Mishra et al., 2016; Baidya et al.,

2019; Fawzi et al., 2014). Thus, interdicting such diffusion of false information in the

information layer can mitigate the adverse impact of abnormal consumption behavior

in the physical layer.

Online user-generated content and its consumption are growing on the internet

(NET; TWQ; SNP; INS). Such content broadcast over the web is available to all users
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and can influence how they learn, think, socialize, and make decisions. Unfortunately,

not only is a significant portion of users is unable to distinguish factual from false online

content, but also a majority of them (i.e., 3 out of 4 users) mistakenly overestimate their

ability to detect fake news shared on social network platforms (Lyons et al., 2021; USN).

Given how quickly and broadly disinformation can spread, especially when contents

are not verified (or even unverifiable) (TW1; TW2), user engagement with physical

infrastructure networks as a result of disinformation is of concern. In such cases,

dramatic disinformation spread can result in sizable consequences such as a city-wide

blackout (Raman et al., 2020) or heavy urban traffic load (Waniek et al., 2021).

Tech companies employ artificial intelligence to detect disinformation and combat

its spread (TWT; FBK; BRK), albeit with limited success (AI1; AI2). Other strate-

gies might be more effective at interdicting the spread of disinformation to protect the

accessibility of social network users to verified information to alleviate adverse conse-

quences of weaponized disinformation attacks. We discuss these alternate strategies in

more detail below.

There are three common approaches to modeling the diffusion of information on

social networks: (i) cascade models (Kempe et al., 2003), (ii) linear threshold models

(Granovetter, 1978), and (iii) epidemiological models (Rodrigues, 2016). The first two

models are based on the probability that users may be exposed to and adopt disinfor-

mation, and the third is based on the influence of users relatively close to each other

in a network. These approaches motivated researchers to examine how to maximize

the influence of information on social networks by targeting specific users to gain a

competitive advantage over rivals (competitors) (Chen et al., 2009; Li et al., 2018).

Several mathematical models have been developed to this end. For example, Bharathi

et al.(Bharathi et al., 2007) developed a game theory approach based on a cascade
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model to influence target users by word-of-mouth propagation. Bozorgi et al. (Bo-

zorgi et al., 2017) proposed a linear threshold model to maximize influence to target

users with the minimum number of influencers (i.e., social network users with a rela-

tively high level of trust by other users). Qiang et al. (Qiang et al., 2019) developed

a mixed-integer programming model based on the linear threshold information diffu-

sion model to estimate diffusion influence weights between users in large-scale social

networks. Qiang et al.’s model predicts how social network users get exposed to infor-

mation online. Epidemiological models, originally developed to represent the spread of

diseases, have also been used to model the spread of disinformation. Specifically, the

Susceptible-Infected-Recovered (SIR) model and its derivatives are examples of such

models wherein individuals are classified into different categories: users who adopt

disinformation and react to it (infected), users who are not affected by disinformation

(recovered), and users who have not yet been exposed to disinformation (susceptible)

(Tang et al., 2022; Wang et al., 2021c). In SIR models, coefficients govern the speed

at which disinformation is propagated and detected. The literature that examines

information diffusion processes allows us to develop mathematical formulations and

deploy them in an optimization model to combat the spread of disinformation in social

networks. As a result, we propose solutions to prevent unexpected consequences of

disinformation spread related to physical infrastructure networks.

What distinguishes our article from existing work on infrastructure protection is

that we represent an interdependent relationship between the information and physical

layers (see Figure 1.1). We attempt to interdict the spread of disinformation in the

information layer to reduce the impact of disruption in the physical layer. In other

words, we propose a mechanism to stop disinformation in social networks that results

in unexpected consumption behavior by users of physical infrastructure. We provide a
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general formulation to address this problem and apply the model to an urban subway

network to prevent maladaptive consumption behavior motivated by disinformation.

3.3 Proposed Disinformation Interdiction Model

We propose a mixed integer linear programming model to stabilize the components of

the physical infrastructure network and its performance by targeting cyberspace actors

that spread disinformation in the information layer.

To describe widespread disinformation diffusion in social networks, we assume that

the users are more likely to adopt information (including disinformation and misin-

formation) received from relatively closer connections (e.g., friends) than ones with a

relatively farther interaction (e.g., multiple connections away). This assumption com-

plies with Tobler’s first law of geography (Tobler, 1969), which states that “everything

is related to everything else, but things near are more related than distant things.” We

can apply Tobler’s first law of geography to the social media context, predicting that

users are more likely to be influenced by the point of view of their immediate contacts

than their indirect contacts (Borgatti and Foster, 2003). Support for the law is inferred

when a closer connection in an individual’s network exerts greater persuasive influence

relative to more remote connections (Carnes et al., 2007). This law applies to our

model because it targets specific users who do not want to receive disinformation from

their neighboring connections.

We model the information layer (here, a social network) as a directed graphG(V t, Et)

where V t and Et represent the sets of users (i.e., nodes) and interactions (i.e., links),

respectively. We denote the shortest interaction distance (i.e., the shortest path) be-

tween pair of social network users as i ∈ V t and j ∈ V t as d̄ij ≥ 0, where d̄ij → ∞,

if user i has no interaction with another user j at all. Given the interaction distance
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threshold k, we extend variable d̄ij into a binary variable dijk, where dijk = 1 if user i

is a kth distant neighbor follower of user j at distance k, and dijk = 0 otherwise. We

employ this parameter to calculate the number of users adopting either accurate infor-

mation or disinformation in the neighborhood of a social network user. Let A, B, and

C denote users of different types as described in Table 3.1, depending on whether each

social network user adopts neither accurate information nor disinformation, adopts dis-

information, or adopts accurate information, respectively. We partition the set A into

sets Am and An to denote if the social network user who adopts accurate information

or disinformation is a consumer of the infrastructure under consideration or not, re-

spectively. The remaining consumers can be classified as members of the set B or C,

depending on whether they adopt disinformation. These sets and distance parameters

are used in our proposed mixed-integer linear programming model to interdict the in-

fluence of different social network users on the spread of disinformation by targeting

(i.e., not receiving disinformation) a limited number of existing user accounts. Consis-

tent with the model of Carnes et al. (Carnes et al., 2007), we assume that the users

who consumed and shared the disinformation do not recover from engaging with the

disinformation, even if exposed to accurate information. Thus, the intersection set of

the sets A and B, specifying the infrastructure commodity users who acted on disin-

formation, is not considered as target users in the optimization model. This approach

also helps the optimization algorithm run relatively more efficiently.

Each interaction between pairs of individual users is considered to be a link in

the information layer, determining whether communication between pairs of users is

established to transfer accurate information or disinformation messages. Thus, nodes

and links in the information layer are associated with probabilities determining the

chance that users are online and receptive to the message and the chance that an

interaction tries to influence immediate connections. From this point forward, the
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links used for influencing immediate connections of a particular user are referred to as

an "activated interaction." The set of activated interactions shapes the structure of the

information layer.

In addition to the structure of social networks, factors such as the personality traits

of users, the beliefs of the recipients of information, the perceived quality and reliability

of the information, the attractiveness of the message, the quality of interaction between

sender and recipient, and the consistency between message and recipient beliefs affect

users’ decisions to be influenced by disinformation (Buchanan, 2020; Burbach et al.,

2019; Leng et al., 2020; Indu and Thampi, 2020; Wolverton and Stevens, 2019; Lai

et al., 2020; Tang et al., 2019a).

In social networks, personality traits can be inferred from digital footprints collected

from user profiles such as demographic information and visited locations (Lambiotte

and Kosinski, 2014; Azucar et al., 2018), and have been shown to affect a person’s will-

ingness to detect and discount disinformation or adopt and engage with it. We consider

the personality trait model, the big five, that classifies traits into five categories and

relates personality traits to behavior, including information behaviors. For example,

neuroticism and extraversion have been shown to affect beliefs in online rumors (Lai

et al., 2020). As Lai et al.’s survey results of over 11,500 social media users indicate,

individuals with high neuroticism and extraversion were most susceptible to rumors.

(Lai et al., 2020).

The attitudinal consistency between disinformation senders and recipients is like-

wise important. For example, some online users may trust disinformation shared by

their contacts simply because of their shared beliefs, even though the message is not

verified or verifiable (Staiano et al., 2012; Buchanan, 2020). Conversely, the infor-

mation from the users with opposing attitudinal positions is likely to be discounted

merely because it comes from an attitudinally discrepant source. Other factors may
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also play a role. For example, the motivation of the sharer (e.g., interacting with people

to feel influential) and the amount of information exchanged (Buchanan, 2020; Chen,

2016; Super et al., 2016) can also guide information sharing behaviors. We explain the

likelihood of user i sharing disinformation to their immediate neighbor j in mathemat-

ical form with Eq. 3.1, based on the influence optimization problem by Kempe et al.

(Kempe et al., 2003).

p(i ∈ B | j : (i, j) ∈ Et) = f(πi, ψij, θj, ζi, ζj) (3.1)

Eq. 3.1 addresses three main specifications: (i) πi describes the likelihood that user

i believes disinformation, (ii) ψij indicates the penetration (i.e., likelihood of successful

transfer) level of the message between pair of users i and j, and (iii) θj represents

the likelihood that user j shares disinformation to their immediate neighbors. Also, ζi

and ζj are probabilities the users i and j are actively online and using the social net-

work platform or are involved in the community to interact with other members. The

personality traits of the user can influence specifications (i) and (iii) (Burbach et al.,

2019; Lai et al., 2020), and specification (ii) can be affected by the characteristics of

the disinformation message (e.g., the credibility of the source) (Buchanan, 2020). Eq.

3.1 can be generalized based on the characteristics of senders, recipients, and their

interaction. For example, with a large number of online users willing to share disinfor-

mation (high θj) and a high likelihood of adoption of disinformation among them (high

ψij), a relatively high percentage of users will be exposed to disinformation (Qi et al.,

2018). These parameters will determine the likelihood of spreading disinformation and

suggest which users should be protected (i.e., blocked from receiving disinformation)

to prevent disinformation dissemination among users.
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Using Table 3.1, we develop a fractional programming problem in Eqs. 3.2-3.4 for

identifying the optimal set of users, which are potential disinformation targets that

must be protected from receiving disinformation. Then, we reformulate nonlinearities

as a mixed-integer linear programming problem in Eqs. 3.5-3.11 to find solutions to

the model. Solving this problem helps combat the spread of disinformation, keep the

utilization of physical infrastructure stable, and deliver services with acceptable quality

to consumers.

Table 3.1: Optimization model notation.

Notation Description

Sets

A Users who are unaware of disinformation but would have acted on it if known

Am Subset of users who use the infrastructure

An Subset of users who do not use the infrastructure

B Users who consumed and shared the disinformation

C Users who detected disinformation and shared correct information messages

Parameters

n Total number of users targeted to share accurate information

πi Personality trait score of user i

dijk = 1, if user i receives information from user j (i.e., i follows j) in the interaction

distance threshold k; = 0, otherwise

Decision variables

xj = 1, if user j is targeted to share accurate information from their immediate neighbors,

= 0 otherwise
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min
x

∑
k∈K

∑
i∈Am

πi
∑

j∈B dijk∑
j∈A dijkxj +

∑
j∈B dijk +

∑
j∈C dijk

(3.2)

s.t.∑
j∈A

xj ≤ n (3.3)

xj ∈ {0, 1} (3.4)

Eq. 3.2 is the objective function that minimizes the overall probability that users of

type Am adopt disinformation. The constraint 3.3 limits the number of users blocked

from receiving disinformation. Constraint 3.4 describes the nature of the decision

variables used in the model.

Proposition 1. The fractional programming problem 3.2-3.4 is equivalent to the mixed-

integer linear programming problem 3.5-3.11.
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min.
x,y,z

∑
i∈Am,k∈K

πiyik (3.5)

s.t.∑
j∈A

dijkzijk + (yik − 1)
∑
j∈B

dijk+

yik
∑
j∈C

dijk ≥ 0, ∀i ∈ Am, ∀k ∈ K (3.6)

∑
j∈A

xj ≤ n (3.7)

yik − zijk ≥ 0, ∀i ∈ Am, j ∈ A, k ∈ K (3.8)

xj − zijk ≥ 0, ∀i ∈ Am, j ∈ A, k ∈ K (3.9)

zijk − yik − xj + 1 ≥ 0, ∀i ∈ Am, j ∈ A (3.10)

xj ∈ {0, 1}, yik ∈ [0, 1], zijk ∈ [0, 1] (3.11)

Proof. With the change of variable as Eq. 3.12, the objective function 3.2 is

converted to 3.13 with a set of constraints added as Eq. 3.14.

yik =

∑
j∈B dijk∑

j∈A dijkxj +
∑

j∈B dijk +
∑

j∈C dijk
,

∀i ∈ Am, ∀k ∈ K (3.12)
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min
x,y

∑
i∈Am,k∈K

πiyik (3.13)

s.t. ∑
j∈B dijk∑

j∈A dijkxj +
∑

j∈B dijk +
∑

j∈C dijk
≤ yik,

∀i ∈ Am, ∀k ∈ K (3.14)

We can re-write Eqs. 3.13 and 3.14 with Eqs. 3.15 and 3.16.

min
x,y

∑
i∈Am,k∈K

πiyik (3.15)

s.t.

yik
∑
j∈A

dijkxj + (yik − 1)
∑
j∈B

dijk + yik
∑
j∈C

dijk ≥ 0,

∀i ∈ Am, ∀k ∈ K (3.16)

Using McCormick relaxation (McCormick, 1976), we define new variables as Eq.

3.17 and convert the nonlinear integer programming model 3.2-3.4 into a mixed-integer

linear programming model 3.5-3.11.

zijk = yikxj, ∀i ∈ Am, j ∈ A, k ∈ K (3.17)
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The ability of urban transportation infrastructure to maintain service levels is vital

to community productivity (Li et al., 2019). The spread of disinformation can disrupt

such service levels by manipulating user behavior. Suppose disinformation is spread

on Twitter claiming a highly used New York City subway station has been closed.

Subway users whose daily travel route passes through that station and who adopt this

disinformation may choose an alternative route, adding more travel distance and time.

When a large number of passengers adopt disinformation and change their nominal

travel routes, the subway network will no longer be able to provide an as-planned

optimized subway transit timetable as the demand unnecessarily shifts to other areas

of the network, whereas making the passengers aware of disinformation can keep subway

network performance relatively stable. To show how this interdiction helps maintain

the utilization of infrastructure components, we define the physical layer and integrate

it with the information layer. We denote the graph associated with the infrastructure

network as G(V u, Eu), where V u represents the set of infrastructure junctions (e.g.,

metro stations) and Eu represents the set of connections between junctions (e.g., metro

lines). Then, we assign each user to a set of infrastructure links, Eu. Once users

are exposed to disinformation that states that some infrastructure components are

unusable, they start utilizing alternative components (i.e., routes) to satisfy their needs.

By solving the proposed disinformation interdiction model, we show how interdiction

helps with maintaining the utilization of infrastructure components (i.e., peak usage

of nodes and links).

A subway system consists of a set of stations (nodes) for passengers to enter and

exit the system and lines (links) that connect the stations to transfer passengers from

one station to another. The subway system is used to satisfy passenger needs traveling

from one origin station to the destination through the lines.
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3.4 Case Study: Subway Network Performance Under

a Weaponized Disinformation Attack

The impetus for this chapter is a scenario wherein a weaponized disinformation attack,

attempting to manipulate the routes that passengers take to travel from origin to

destination. Such an attack can consist of a list of stations that are said to be closed

due to an unusual event, such as maintenance or an attack, to convince passengers to

avoid those stations during their commute. The adversary disinformation spread can

be deployed to either redirect the traffic of passengers from certain locations or move

the passengers away from them. We refer to the former scenario as the "link-up" and

the latter as the "split-up." In the first scenario, the aim is to overload some stations

with passengers to reduce the quality of service of the subway system. The second

scenario can be deployed to remove passengers to certain stations to overcrowd them.

Under the "link-up" scenario, a station is targeted in the beginning so that if it is

closed, the passengers’ alternative routes pass through the most crowded station (i.e.,

a station with relatively higher betweenness centrality (Freeman, 1977), suggesting that

such a station falls in the shortest paths of travel relatively more often). Then, the next

most critical station is added to the list of closed stations, one at a time, until a pre-

determined number of stations is reached. Conversely, under the "split-up" scenario,

a station that is part of the shortest travel paths is targeted, and the next station is

added, one at a time, based on its betweenness centrality, to the set of target stations

incrementally. Under these scenarios, keeping some passengers away from engaging

with disinformation and thus traveling their original routes is essential, which is what

we address in the model.

Social networks are instant information sharing tools for public outreach. They help

transportation providers reach many passengers instantly to inform them about service
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interruptions. A disinformation campaign about service interruptions can reach many

passengers and manipulate their travel behavior, resulting in rerouting or leaving the

subway, subsequently causing delays and subway utilization losses. Consider New York

City (NYC), the most populous US city with approximately 8 million residents (POP)

and known as a "tweeting town", in which residents regularly share local information

on Twitter (SOC). The NYC subway–one of the largest subway systems in the world–

is comprised of over 450 stations and more than 500 links (including subway lines and

pedestrian connection links) with around 5.5 million daily ridership in pre-pandemic

conditions (RID). With this great mass of daily ridership and large active population in

social networks, a weaponized disinformation campaign could lead to extensive adverse

consequences, further highlighting the need for protection against disinformation. To

do this, we collected relevant NYC ridership data. Then, we applied our model to

illustrate how disinformation targeting the subway infrastructure can be interdicted to

protect its functionality.

By solving the mathematical model, we can target the optimal set of users to

prevent them from adopting disinformation. Given that, as noted earlier, personality

traits can play a role in whether people adopt (Lai et al., 2020) or reject misinformation

(Wolverton and Stevens, 2019). The likelihood at which people believe in disinforma-

tion can be represented quantitatively with a rumor belief score. We simulate the

scores by sampling from the multivariate normal distribution using the average and

covariance matrix of rumor belief and personality traits scores collected by the survey

by Lai et al. from 11, 600 participants (Lai et al., 2020). The rumor belief scores are

used to estimate users who are relatively less and more likely to adopt disinformation.

These scores are assumed to follow normal distribution, according to the Central Limit

Theorem by satisfying four conditions: (i) The sample of participants in the survey

was randomly taken online, (ii) The sample of participants was independent of each
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other, where an answer of one participant in the survey does not affect the answer of

another, (iii) The sample size of participants was sufficiently large (in Lai et al. (Lai

et al., 2020): over 11, 500 participants), and (iv) The sample size of participants was

no larger than 10% of the total population (i.e., 11, 500 out of 270 million users) and is

drawn without replacement. We set the population with the highest rumor belief scores

(i.e., three times standard deviation higher than the average score) as disinformation

spreaders, and the lowest rumor belief scores (i.e., three times standard deviation lower

than the average score) as accurate information spreaders in the social network. For

the rest of population (i.e., who are unaware of either disinformation or accurate in-

formation), weights πi in the objective function, Eq. 3.5, are set accordingly, based on

the estimated likelihood of disinformation adoption (i.e., rumor belief scores).

Furthermore, personality traits may determine the likelihood that social network

users like, comment, and/or share the posts on social networks (Buchanan, 2020; Bur-

bach et al., 2019; Leng et al., 2020; Indu and Thampi, 2020; Wolverton and Stevens,

2019; Lai et al., 2020). For example, an online survey with 164 participants of different

personality traits showed that almost 40% of online social network users never share

online content and 37% of users never comment on any posts (Burbach et al., 2019;

Buchanan and Benson, 2019); and these online behaviors have been linked to people’s

personality traits (e.g., "conscientious" individuals are less likely to leave comments

on posts (Burbach et al., 2019)). Based on these estimations, we can assume that a

user’s likelihood of commenting or sharing content (with any frequency) ranges from

63 − 100% (i.e., about 80% of population have potential to transfer dis/information),

under complete overlap and no overlap between the population who are willing to com-

ment and the population who are willing to share contents, respectively. We set this

parameter in the model to estimate the likelihood of users’ interaction willingness in

advance and modify the social network accordingly.
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The distance threshold, k, represents the distance between users in which, if one

user shares the information, it can be viewable by another user. Since tweets and

retweets can be seen on the main Twitter page for users, we set the threshold to 2.

We solve the model using a single snapshot of the social network. Therefore, we only

consider tweets and retweets, although disinformation can spread beyond the distance

threshold of 2. In addition, isolated users were removed prior to the analyses given

that they do not affect other users or are not affected by others.

Assuming the circulation of a disinformation message naming several stations that

have closed unexpectedly for maintenance, the list of stations could be either where

the passengers pass the most to complete their travel (i.e., split-up scenario) or where,

if closed, the passengers will reroute and pass through the most traveled stations,

thus increasing passengers’ traffic there (i.e., link-up scenario). In each scenario, the

message could state the closure of stations during the morning or afternoon peak travel.

As such, we consider four scenarios and illustrate how disinformation interdiction can

mitigate travel delays, the unexpected rerouting, and unmet travel completions.

3.4.1 Data and Parameters of the Proposed Model

We obtained the origin-destination (OD) passenger flow data from Blume et al. (Blume

et al., 2021), who estimated the proportions of passengers traveling between different

stations using a Bayesian inference method. Given these proportions (probabilities)

and entry-exit count data, the expected value of passenger flows between each pair of

stations was calculated. We sampled the flow of passengers based on the calculated

probability to track their behavior (rerouting) while exposed to disinformation during

the rush hours, 6:30 AM – 9:30 AM and 3:30 PM – 8:00 PM (Eastern Standard Time),

Monday – Friday (SWY).
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We consider the Twitter graph of the social network (Leskovec and Mcauley, 2012;

STD), which includes over 80,000 nodes and around 1.8 million interaction links col-

lected from public sources. We randomly selected an initial seed of Twitter users who

are assumed to be online, then divided them into subway passengers (Am) and non-

subway passengers (An).

Although our method is motivated by the interaction among social network users,

every user can be an instance of dis/information sharing because information can reach

out through different means of social interaction, such as television, radio, face-to-face

interaction, and online social networks, other than Twitter.

3.4.2 Numerical Results

Using the aforementioned data and proposed model, we solved the interdiction op-

timization problem to illustrate the impact of disinformation interdiction on subway

network utilization. Solving this model helped minimize the impact of disinformation

spread on unexpected travel changes through the New York City subway (see Figure

3.1).

A sample of social interaction network, borrowed from the Twitter social network,

is illustrated in Figure 3.2 before and after the interdiction (i.e., solving the proposed

optimization problem) under the morning split-up scenario. Each user is represented

by a color based on their status. The red nodes represent users who consumed and

acted upon disinformation (user type B). The blue nodes are users who detected dis-

information and may share accurate information messages to counter disinformation

(user type C). The gray nodes represent users who are non-subway users whose en-

gagement in disinformation does not impact the physical infrastructure. The yellow

nodes represent subway users in the social network. Moreover, the mixed gray-red and

gray-blue nodes represent the non-subway passengers who share disinformation and
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accurate information, respectively. And finally, the mixed yellow-red and yellow-blue

nodes represent the subway users who share disinformation and accurate information,

respectively.

The optimization problem finds the optimal set of combined gray and yellow nodes

to share accurate information to minimize the impact of disinformation on subway

infrastructure. The optimal set of users to which to share accurate information is

either represented in green or mixed with green color. The green nodes impact the

yellow nodes the most to make them aware of disinformation and not engage with it

as much as possible. The results show that the users with a relatively higher number

of connections to subway users are attractive targets to share accurate information.

Also, the users who have relatively more connections to the disinformation spreading

users are strong candidates to be neighbored with accurate information spreaders and

mitigate the impact of disinformation spreaders of their neighbors.

Figure 3.3 represents the impact of rumored subway station closures on passenger

rerouting decisions in the NYC subway network. The red dots in this figure represent

the subway stations that are rumored to be closed under the split-up scenario, and the

blue lines connect the origin and destination of a travel by shortest path (i.e., calculated

by Dijkstra’s algorithm) through the connected subway stations. Each user is assigned

to a route based on the travel probability data. The passengers who do not travel

through the "closed" stations (according to rumor) are not impacted by disinformation,

as shown in Figure 3.3(a), even though they are engaged with disinformation. On

the other hand, some other passengers who engaged with disinformation might be

impacted by subway stations rumored to be closed and thus reroute, as depicted in

Figure 3.3(b). The latter passengers cause the passenger traffic to redistribute to

alternate stations. Passengers are assumed to take the shortest alternative route from
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Sta�ons

Lines

Open Street Map

Figure 3.1: New York City Subway network.

closed stations. To illustrate the impact of disinformation interdiction, we close a

certain number of stations (removing one node from the subway network and their

incoming/outgoing links), ranging from 1 to 20 stations, under the split-up and link-

up scenarios in the morning and afternoon. Then, we solve the optimization model

and calculate the projected impact of disinformation interdiction from the information

layer to the physical layer by determining the delay improvements, defined as the

percentage of reduction in average travel time a subway passenger has to travel to

get to their destination after engaging with disinformation. Figure 3.4 represents the

percentage of delay improvement during disinformation spread in 80 scenarios (i.e.,

split-up and link-up scenarios in the morning and afternoon by closing a certain number
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(a) A set of users before interdiction (b) A set of users after interdiction

Figure 3.2: Social interaction graph before and after interdiction under the scenario
morning split-up.

of stations ranging from 1 to 20). In this figure, the horizontal axis represents the total

number of stations that are assumed closed due to disinformation, and the vertical

axis represents the percentage of delay improvement found by solving the proposed

optimization problem. For example, in Figure 3.4, if five stations are rumored to

be closed, we improve the delay in travel time by 5% on average, under the split-

up scenario, by interdicting disinformation that the stations marked by red circles in

Figure 3.5(a) are closed. However, the delay improvement is substantially larger when

more stations are rumored to be closed. If we interdict disinformation regarding the

stations rumored to be closed marked by red circles in Figure 3.5(b), we improve delay

time by 10% on average. Moreover, interdicting disinformation considerably improves

the delay of some exemplary travels, shown with the outlying points in Figure 3.4(c),

during the morning rush hour under the link-up scenario starting with the fourth

station. This station followed by the next two stations, fifth and sixth, are marked

by red circles in Figure 3.6 as a sample of stations rumored to be closed under the
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aforementioned scenario. These stations are the Beverly Road, Grand Army Plaza,

and Atlantic Av - Barclay’s Center, respectively, and interdicting disinformation on

closure of these stations reduce delays for some passengers substantially. Since the

link-up scenario encourages passengers to reroute and pass through the most trafficked

stations, interdicting disinformation about the closure of these stations considerably

reduces the delays (over 200% for some passengers) of the travels and stops passengers

pass through the crowded stations.

The results of Figure 3.4 further show that if the weaponized disinformation suggests

the second most-traveled stations are closed (i.e., a split-up scenario) in the morning,

the delay is reduced almost equally up to the 7th most-traveled closed station. Also,

under the afternoon split-up scenario, the delay is improved the most as the 11th and

12th most-traveled stations are rumored to be closed due to disinformation. The delay

improvement remains constant in other instances. The results of the link-up scenario

suggest that interdictions reduce delays as more stations are rumored to be closed by

disinformation, specifically in the morning. In addition, disinformation makes some

passengers unable to find any route to complete their trip. As the number of rumored

closed stations increases to 20 and the subway network is split into disconnected islands,

users who traveled from one island to another could not complete their travel since they

avoided stations rumored to be closed. We observed a few instances of this issue, 4.5%,

5%, 1.6%, and 12% in the scenarios, morning split-up, afternoon split-up, morning link-

up, and afternoon link-up, respectively. The interdiction model helps users complete

their travel with minimum travel time and reduces the chance they assume that some

stations are closed, making it impossible for them to complete their travel via the

subway system.
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destination

origin

Healthy route with default Distance = 17. User # 11

(a) A route not impacted by disinformation

destination

origin

Through attacked station(s) with default Distance = 15. User # 10

(b) A route impacted by disinformation (reroute)

Figure 3.3: (a) A route not impacted by disinformation; (b) A route impacted by
disinformation (reroute), both under the split-up scenario.
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(c) link-up in the morning (d) link-up in the afternoon

Figure 3.4: Percentage of delay improvement (reduction) under scenarios (a) split-up in
the morning, (b) split-up in the afternoon, (c) link-up in the morning, and (d) link-up
in the afternoon.
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(a) The first 5 stations closed by rumor under the split-
up scenario

(b) The first 12 stations closed by rumor under the split-
up scenario

Figure 3.5: (a) The first 5 stations closed by rumor under the split-up scenario; (b)
The first 12 stations closed by rumor under the split-up scenario.
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Grand Army Plaza
Atlantic Av - Barclay's Center

Beverly Rd

Figure 3.6: Three stations most impacted by interdicting disinformation under the
link-up scenario in the morning.
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3.5 Concluding Remarks

Taking into account the interdependent relationship between information and physi-

cal layers, we proposed and tested an interdiction model aimed at the prevention of

weaponized disinformation attacks. To this end, we linearized the nonlinear competi-

tive information cascade model (Carnes et al., 2007) to be able to estimate it efficiently

using commercial solvers. To illustrate the outcomes of the proposed model, we solved

a large-scale interdiction problem applied to a social network and investigated the effect

of this interdiction on public subway system usage in New York City. Results suggest

that under the split-up scenario, wherein passengers are moved away from particular

stations due to disinformation, the model improves the delays significantly with few

stations rumored to be closed compared to the link-up scenario, wherein disinformation

is used to steer passengers toward particular stations. As one might expect, the larger

the number of rumored station closures, the more important it is to limit the spread of

disinformation and interdict the sources of such disinformation. Also, the model is able

to improve the delays relatively more during morning travels compared to afternoon

travels on average.

Such a model provides insight into how effective communication can be managed

during disinformation attacks to protect different infrastructures from being disrupted.

A foundational limitation of our model is the cost of computation. We applied our

model to a relatively small sample of the social network for computation; however, so-

cial interactions are more complex in modeling and optimization computations. Heuris-

tic methods for the proposed model would aid in approximating the optimal solution

at a reasonable computation cost, and we will explore such heuristics in the future.

Also, the subway data used in this chapter are estimated. Future works can enrich the

subway topology data, more effectively informing the structure of the subway network.
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In addition, the proposed model can be applied to social networks of different types,

such as those with bidirectional and unidirectional links.
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Chapter 4

Dealing with Uncertainty in Weaponized

Disinformation Attacks and Infrastructure Disruption

4.1 Introduction

Broadcasting false and deceptive information on social networks is an inexpensive and

effective way to trigger a crisis, harm public safety and well-being, and undermine pub-

lic trust in institutions. Disinformation defined as "information falsely characterizing

the state of the system, including rumors, factual errors, and attempts at deception"

(Floridi, 2005). Disinformation campaigns can take many forms, such as rumors, fac-

tual errors, and attempts at deception, and can be spread through various means, such

as social media, phone messages, or email. The prevalence of disinformation cam-

paigns is increasing on online platforms (Vosoughi et al., 2018; Allcott et al., 2019),

with widespread consequences. For example, a recent study found that a significant

proportion of global online citizens, around 86%, can initially be misled by false news

stories (Simpson, 2019), highlighting the need to address the problem of disinformation

in our society.

Several recent examples of disinformation spread have had substantial adverse con-

sequences. Social media posts suggested that the consumption of a toxic alcohol,

methanol, would eradicate the COVID-19 virus, resulting in fatal and non-fatal cases

of methanol poisoning (Hassanian-Moghaddam et al., 2020; Apuke and Omar, 2021).
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Numerous tweets promoting conspiracies about the manipulation of the 2020 US presi-

dential election sewed discord in public trust in government processes and led to threats

to public officials and other forms of violence (Sharma et al., 2022).

Adversaries who seek to attack critical systems, such as infrastructure networks and

supply chains, have two potential ways to do so. The first is a direct approach that

involves the use of tools such as viruses and ransomware to launch an attack (Sodhi

et al., 2012; Cartwright and Cartwright, 2023; Crosignani et al., 2021; Datta and Acton,

2022; Yeboah-Ofori et al., 2021; Kumar and Mallipeddi, 2022). However, adversaries

can also attack these systems indirectly by manipulating the consumption behavior of

unsuspecting users through weaponized disinformation. Disinformation campaigns can

manipulate people to consume goods and services at a higher rate, creating a shortage

of these items. Furthermore, false information disseminated through disinformation

campaigns can lead to operational failures in physical infrastructure systems, such as

electric power failures due to false price messages (Tang et al., 2019a; Raman et al.,

2020; Jamalzadeh et al., 2022), and traffic failures due to false road closure messages

(Waniek et al., 2021).

Our understanding of the threat posed to infrastructure systems by weaponized

disinformation can be visualized in two layers, as depicted in Figure 1.1. The first layer

is the information layer, which is made up of social media and other social interactions.

The second layer is the physical layer, which represents the different components of a

networked infrastructure system, such as the power network or the supply chain. The

connection between these layers is the user behavior shaped by the information layer

and exhibited by the physical layer. In the case of a weaponized disinformation attack,

it originates at the information layer. It triggers human responses, such as changes in

consumption, that ultimately alter the performance of the physical layer.
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Strategies to prevent such adverse impacts could focus on combating disinformation

in the information layer, including (i) empowering social network users to verify and

validate online content (Rehm, 2018; IRX; COR), (ii) imposing government regulations

to prevent the spread of rumors by social media users (Santos et al., 2022; Zhu and

Yang, 2023; Caled and Silva, 2022), (iii) classifying online content by tech companies

to inform users of the validity and original sources of content (Hasan et al., 2021;

Mheidly and Fares, 2020), and (iv) exposing accurate information to consumers misled

by disinformation to make them aware of disinformation and prevent them reacting

to it (Jamalzadeh et al., 2022; Waniek et al., 2021). Alternatively, strategies could

focus on the physical layer, where physical components and their capacities can be

reinforced to tolerate and absorb unanticipated disruptions (e.g., extensive demand by

consumers) (Jamalzadeh et al., 2022; Bechmann, 2020; Bliss et al., 2020).

Complicating the optimal allocation of resources to any of the above strategies are

the various sources of uncertainty that exist in the two layers of Figure 1.1. Some

sources of uncertainty in the information layer include, but are not limited to: (i) the

rate at which social network users engage with disinformation, (ii) the rate at which

they detect disinformation and act on it, (iii) the impact level of accurate informa-

tion broadcasting exposed to the users (i.e., accurate information which encourages

the users to not engage with disinformation), and (iv) the number of users sensitive

to different kinds of disinformation (e.g., rumored price discount). Also, some sources

of uncertainty in the physical infrastructure layer incorporate, but are not limited to:

(i) the fraction of commodity usage sensitive to price changes, (ii) the extent to which

the commodity usage is sensitive to price changes, and (iii) the average usage of com-

modity per consumer, which varies from one person to another. The uncertain factors,

which govern the spread of disinformation in the information layer and impact the per-

formance of the physical layer, raise several different questions before fighting against
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disinformation: (i) How the warfare of accurate information against disinformation can

be controlled efficiently in information networks to overcome the adversary consequence

of disinformation spread on the physical layer? (ii) What is the outcome of making

a decision without perfect knowledge of the factors governing this warfare? (iii) How

can we efficiently impact the target users (i.e., those who were deceived by disinfor-

mation) in the information layer? In summary, does the outcome of our combating

decisions match our expectations? Under the uncertain spread of disinformation in

the information layer and its projected impact on the physical layers, the answers to

these questions are not clear. So what are the best strategies to protect physical layers

from disinformation propagated in the information layer with some sort of toleration

of uncertainties? To answer these questions, we should take into account the uncertain

factors that govern the spread of disinformation in our accurate information sharing

decisions and efficiently reach the commodity consumers of the target infrastructure in

information networks.

The contribution of this paper is to address the uncertainty in modeling the infor-

mation and physical layers that can be targeted by an adversary sharing weaponized

disinformation. We do so by proposing a robust equivalent of the integrated Epidemi-

ological + Optimization (EPO) model (Jamalzadeh et al., 2022), in which its solutions

supercede the solutions generated by the deterministic EPO model under uncertain

realization of spread of disinformation in social networks.

The remainder of the paper is as follows. Section 4.2 discusses a summary of

relevant research work. Section 4.3 presents the formulations of the proposed robust

optimization model. Section 4.4 illustrates the application of the proposed optimization

model and compares it with the deterministic model with the Los Angeles County

electric power network. Finally, concluding remarks are presented in Section 4.5.
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4.2 Background and Literature Review

Infrastructure networks, such as electric power, telecommunications, transportation,

water distribution, and gas networks, play a vital role in ensuring individual well-being

and economic productivity. Disruption of these systems, whether due to common-

cause failure, natural hazards, accidents, or malevolent attacks, can have widespread

consequences for other infrastructure networks and communities that depend on them

(Barker et al., 2017; Karakoc et al., 2019). One such malevolent attack that has been

previously mentioned involves the spread of disinformation. Demand response man-

agement, in particular, is a mechanism that is vulnerable to adversarial manipulation,

especially for electric power utilities.

Power utilities are increasingly adopting demand response programs to encourage

consumers to reduce or change their electricity use during peak periods (Tang et al.,

2019a; Lund et al., 2015). As future energy generation scenarios become more preva-

lent, demand response programs are expected to become even more critical (Raman

et al., 2020; Schuitema et al., 2017). Demand response messages are typically sent

through text messages, emails, or social media posts and can influence human con-

sumption behavior, potentially spreading disinformation (Jain et al., 2015; Raman

et al., 2019; Jamalzadeh et al., 2022). In addition, overloading physical components

of the electric power network due to altered consumption behavior could result in

electricity shortages in different parts of a utility’s coverage area.

The threat of disinformation to infrastructure networks emphasizes protecting their

performance against disruption. To this end, Peng et al. (Peng et al., 2020) developed

a nonlinear programming model to protect the power network control centers, which

monitor and control the power grid system, against cyberattacks by providing redun-

dant servers and disinforming attackers. The proposed model aims to minimize the
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probability of system failure and unfilled demand. Ghorbani-Renani et al. (Ghorbani-

Renani et al., 2020) developed a trilevel optimization model to balance protection prior

to disruption and restoration after disruption of the components of the infrastructure

network to optimize the detection of attacks. The results suggest that investments

in reinforcing infrastructure network components before disruptions and appropriately

assigning recovery resources after disruptions can reduce the vulnerability of the sys-

tem. Disinformation can indirectly impact infrastructure network operations by ma-

nipulating target consumers to consume goods and/or services in a way that damages

infrastructure networks. As such, it is crucial to prevent the spread of disinformation

from information networks such as social media, radio, and television by raising the

consumer’s awareness of the malicious consequences of reacting to disinformation.

There are various approaches to modeling the propagation of influence, information,

or disinformation, which can help predict the behavior of users. One such approach is

the maximization of social influence, where user behavior is influenced by those on their

social network, such as following connections, watching television, listening to radio and

face-to-face conversations (Kumar et al., 2022; Xu et al., 2014; Lotf et al., 2022; Li et al.,

2018). Influence maximization is commonly used in marketing to target specific users

to adopt a product. Another set of methods includes information diffusion models,

such as cascade models and linear threshold models. In cascade models, disinformation

spreads iteratively with the probability that a user becomes influenced by a neighbor,

while in threshold models, users are more likely to take a predetermined action when

its surrounding users who take a similar action exceed a threshold (Borodin et al.,

2010; Kermani et al., 2017; Clark and Poovendran, 2011; He et al., 2012). A third

set of methods is competitive influence models, where multiple types of information

compete for influence in social networks. Lastly, compartmental or epidemiological

models (Kermack and McKendrick, 1927) are used to predict the spread of information,
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where the SIR model is a commonly used model in the context of disinformation spread,

dividing users into susceptible, infected and recovered groups to estimate the portion

of users who fall into different groups over time.

Information diffusion models have been extended to include multiple competitors,

including the multi-cascade spread model by Zarezade et al. (Zarezade et al., 2017)

that predicts user adoption to one of the competing behaviors promoted by multiple

correlated cascades (i.e., multiple influences by neighborhood users) on social network

users. SIR models have also been extended to address such cases of more than one type

of spreading mechanism. This includes a competing multivirus SIR model (Zhang et al.,

2022; Bichara et al., 2014; Li et al., 2022), which has analogies to the competitive spread

of information versus disinformation. Additionally, some information diffusion models

also considered personality traits to model how information spreads between users. Big

five personality traits, including openness, conscientiousness, extraversion, agreeability,

and neuroticism, have been shown to influence the way influence is adopted. For

example, an individual with a higher level of openness (to experience) are more likely to

share their knowledge with others, while those who exhibit neuroticism have a negative

influence on sharing their knowledge with others (Lotfi et al., 2016). The rate for each

traits might vary from one person to another, due to their social life background, and

is concluded by analyzing the surveys. Naturally, such personality traits may govern

the adoption of disinformation (Wolverton and Stevens, 2020; Buchanan and Benson,

2019; Buchanan, 2021; Sampat and Raj, 2022; Giachanou et al., 2020; Barman and

Conlan, 2021; Burbach et al., 2019).

The accuracy and precision of information diffusion models to estimate adoption

during disinformation campaigns depend on the ability of the modeler to evaluate model

parameters, such as the rate at which people engage with disinformation and the rate

of detection of disinformation. Several variants of SIR models have been developed to

76



improve the accuracy and precision of SIR models under uncertain evolution of disin-

formation spread factors. Cho et al. (Cho et al., 2019) developed an opinion model

named Subjective Logic (SL) to estimate the dynamic of (dis)information adoption dur-

ing disinformation campaigns. They incorporate factors such as background knowledge

and evidence exposed to the social network users. The proposed model enables social

network operators to help convince disinformed users and eliminate disinformation.

Chai et al. (Chai et al., 2019) developed a stochastic SIR model to incorporate the

variant population of social network users. The model supersedes the classic SIR model

to represent the real-life (dis)information adoption dynamics in social networks more

accurately. Sun et al. (Sun et al., 2021) developed a variant version of the SIR models

represented as uncertain differential equations. The model involves a noise into the

transmission parameters of the model (e.g., the rate at which rumor spreaders stop

spreading it) and can represent the real-world information diffusion processes with a

relatively higher accuracy.

In the information diffusion domain, stochastic variants of SIR models are devel-

oped to incorporate uncertain factors that drive the spread of disinformation in social

networks. As a result, the proposed models can represent the impact of real-life dy-

namic of social network behavior and (dis)information adoption with relatively higher

accuracy and precision during disinformation campaigns. By estimating the evolution

of (dis)information adoption under uncertainty, protection decisions become relatively

more efficient, such as counter-disinformation activities during disinformation cam-

paigns and lockdown decisions during a pandemic. In SIR models applied to disinfor-

mation spread, measuring the rate at which people engage with and detect disinfor-

mation can suffer from uncertainty. This uncertainty can impact our ability to make

effective decisions about disinformation spread and infrastructure protection decisions.

To account for these uncertainties in disinformation campaigns, we propose a robust
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optimization model, derived from the initial integrated EPO model (Epidemiological

+ Optimization) (Jamalzadeh et al., 2022).

4.3 Proposed Robust Model for Network Protection

under Uncertain Disinformation Propagation

In this section, we present the deterministic mixed-integer programming model and

explain how we convert it to a robust mixed-integer model.

4.3.1 Deterministic Mixed Integer Programming Model

With the notation in Table 4.1, the mixed integer deterministic optimization model

developed by Jamalzadeh et al. (Jamalzadeh et al., 2022) is shown in Eqs. 4.1-4.8.
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Table 4.1: Model notation.

Notation Description

Sets

V Set of infrastructure network nodes

E Set of infrastructure network links

T Set of periods

Parameters

t̄t Duration of each period starting from time t to the beginning of its next period

qit The amount of supply in node i ∈ V at time t ∈ T

mijt Capacity of link from node i to node j at time t ∈ T

pit Community size surrounding the node i at time t ∈ T

dcit Commodity consumption per capita by the community

surrounding the node i at time t ∈ T

rpit Proportion of commodity consumption of the community

surrounding the node i ∈ V at time t ∈ T responsive to price shift

ρit Estimated sensitivity of commodity consumption of the community

surrounding the node i ∈ V at time t ∈ T based on the price shift

İit Local derivative (change per unit of time interval t̄t) of the proportion

of community surrounding node i ∈ V targeted by disinformation at

time t ∈ T

rit The proportion at which İit can be changed by spreading accurate

(counter) information for the community surrounding the node i ∈ V

at time t ∈ T

np
t Total number of target locations informed by accurate information

at time t ∈ T

Decision variables

xijt The amount of transmitted commodity (flow) from node i ∈ V to node

j ∈ V at time t ∈ T

hit Shortage (undersupplied) amount of commodity at node i ∈ V at time t ∈ T

eit Excess (oversupplied) amount of commodity at node i ∈ V at time t ∈ T

dit Nominal demand of commodity in node i ∈ V at time t ∈ T

Iit Proportion of community surrounding node i ∈ V at time t ∈ T adopted

disinformation

git =1 if accurate information is released for the surrounding community

in node i ∈ V at time t ∈ T ; =0 otherwise

νit The likelihood of which the accurate information being effective as much as rit

in node i ∈ V at time t ∈ T
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Eq. (4.1) is the objective function used to penalize the shortage of commodity de-

mand at demand nodes resulting from consumers reacting to disinformation, summed

over all nodes of the infrastructure network within a time horizon. Constraint (4.2)

balances the inflow, outflow, produced, and consumed commodities in all nodes within

a time horizon. This flow balance equation does not become infeasible, since it con-

tains the subtraction of two positive variables, the shortage and excess hit − eit ∈ R.

Constraint (4.3) limits the capacity of the links. Capacity determines the maximum

amount of commodity that can be transferred between the nodes through the links.

Constraint (4.4) represents the demand response of the consumers who are targeted

for disinformation as a multiplier of the baseline demand. The multiplier is determined

in terms of the sensitivity of commodity demand to one unit increase in the price of

the commodity (that is, elasticity), the number of consumers, the portion of users who

are deceived by disinformation, and the portion of commodity usage responding to a

price change. Constraint (4.5) accounts for the spread of a precise information strategy

to reduce the propagation of disinformation. This constraint controls the portion of

users deceived by disinformation, at a rate over time, by reaching users with accurate

information instead of disinformation. Constraint (4.6) guarantees that if a node is not

selected for protection resources (i.e., the release of accurate information surrounding

the node), then there is no way in which the node can be spared from a disinformation

attack. Constraint (4.7) sets limits on the number of nodes, with a limited budget, for

which its surrounding users can be protected by accurate information. Finally, the set

of constraints (4.8) defines the nature of the decision variables.
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min
x,h,e,d,I,g,ν

∑
i∈V, t∈T

hit (4.1)

s.t.∑
j∈V :(j,i)∈E

xjit −
∑

k∈V :(i,k)∈E

xikt + hit − eit + qit − dit = 0, ∀i ∈ V, ∀t ∈ T,

(4.2)

(MIP ) xijt ≤ mijt, ∀i ∈ V, ∀j ∈ V, ∀t ∈ T, (4.3)

dit = pitd
c
it

{
(1− Iit) + {Iit[rpit(1 + ρit) + (1− rpit)]}

}
, ∀i ∈ V, ∀t ∈ T,

(4.4)

Iit+t̄t − Iit + İit+t̄t(rit νit − 1) ≤ 0, ∀i ∈ V, ∀t ∈ T \ {| T |}, (4.5)

νit ≤ git, ∀i ∈ V, ∀t ∈ T \ {| T |}, (4.6)∑
i∈V

git ≤ np
t , ∀t ∈ T \ {| T |}, (4.7)

xijt, hit, eit, dit, Iit, νit ∈ R≥0, git ∈ {0, 1}. (4.8)

4.3.2 Robust Mixed Integer Programming Model with Polytopic

Uncertainty Set

Optimization problems with uncertain parameters are related to the uncertainty set of

the parameters, which is determined based on the plausible ranges of these parameters

(Bertsimas et al., 2011). Therefore, determining the uncertainty set of parameters is the

first step in reformulating mathematical optimization problems into robust optimiza-

tion problems, where we set upper and lower bounds on uncertain parameters based

on their plausible values derived from either the historical data of the parameters or
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predictive models. Despite stochastic optimization models, robust optimization tech-

niques do not require a distribution of plausible scenarios (Heyman and Sobel, 2004).

Instead, the range of plausible scenarios, the uncertainty set, is considered in robust

optimization models. There are several different uncertainty modeling techniques in

the literature, such as, commonly, ellipsoidal and polyhedral sets (Bertsimas et al.,

2016; Jalilvand-Nejad et al., 2016; Gabrel et al., 2014).

We extend the previous mixed-integer deterministic programming model to account

for uncertain factors that govern the spread of disinformation in the SIR model: (i) β,

which governs the rate at which disinformation spreads, and (ii) γ, which governs the

rate at which deceived users recover from and refrain from reacting to disinformation.

The uncertain range of these parameters results in the uncertain range for İit, which

represents the derivative of the portion of users deceived by disinformation. Based on

the values that β and γ take along with their variation, the parameter İit varies within

a range (that is, from the lower to the upper bound). Therefore, we found the polytopic

uncertainty model to be more appropriate and generated a polytopic uncertainty set

with a lower bound Lit and an upper bound U it, of the parameter İit, and call it N İit
,

such that

N İit
=


{İit|Lit ≤ İit ≤ U it,Lit+t̄t ≤

∑t+t̄t
t′=t

İit′ ≤ Uit+t̄t}, t = t0,

{İit|Lit ≤ İit ≤ U it, Lit ≤
∑t

t′=t−t̄t
İit′ ≤ Uit,Lit+t̄t ≤

∑t+t̄t
t′=t

İit′ ≤ Uit+t̄t}, ∀t ∈ T \ {t0, | T |},
(4.9)

where t0 is the first time period. In the first time period, the rate of change of the

proportion of community targeted by disinformation can vary within the uncertainty

bounds. For the rest of time periods, this rate varies based on the added population

(e.g., determined by the rate) to the community targeted by disinformation.

Using this uncertainty set, we convert the model (MIP ) as follows.
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min
x,h,e,d,I,g,ν

∑
i∈V, t∈T

hit (4.10)

s.t.∑
j∈V :(j,i)∈E

xjit −
∑

k∈V :(i,k)∈E

xikt + hit − eit + qit − dit = 0,

∀i ∈ V, ∀t ∈ T, (4.11)

(R0.MIP ) xijt ≤ mijt, ∀i ∈ V, ∀j ∈ V, ∀t ∈ T, (4.12)

dit = pitd
c
it

{
(1− Iit) + {Iit[rpit(1 + ρit) + (1− rpit)]}

}
,

∀i ∈ V, ∀t ∈ T, (4.13)

Iit+t̄t − Iit + İit+t̄t(rit νit − 1) ≤ 0,

∀i ∈ V, ∀t ∈ T \ {| T |},∀İit+t̄t ∈ N İit+t̄t
, (4.14)

νit ≤ git, ∀i ∈ V, ∀t ∈ T \ {| T |}, (4.15)∑
i∈V

git ≤ np
t , ∀t ∈ T \ {| T |}, (4.16)

xijt, hit, eit, dit, Iit, νit ∈ R≥0, git ∈ {0, 1}. (4.17)

The objective function 4.10, constraints 4.11-4.13, and constraints 4.15-4.17 remain

the same as the model (MIP ). However, we convert the constraint 4.14 so that it

incorporates the uncertainty set on the parameter İit. Since (rit νit − 1) is a non-

positive value, we can rewrite the model (R0.MIP ) as follows.
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min
x,h,e,d,I,g,ν

∑
i∈V, t∈T

hit (4.18)

s.t.∑
j∈V :(j,i)∈E

xjit −
∑

k∈V :(i,k)∈E

xikt + hit − eit + qit − dit = 0,

∀i ∈ V, ∀t ∈ T, (4.19)

(R1.MIP ) xijt ≤ mijt, ∀i ∈ V, ∀j ∈ V, ∀t ∈ T, (4.20)

dit = pitd
c
it

{
(1− Iit) + {Iit[rpit(1 + ρit) + (1− rpit)]}

}
,

∀i ∈ V, ∀t ∈ T, (4.21)

min
İit+t̄t

İit+t̄t(rit νit − 1) ≤ Iit − Iit+t̄t ,

∀i ∈ V, ∀t ∈ T \ {| T |},∀İit+t̄t ∈ N İi,t+t̄t
, (4.22)

νit ≤ git, ∀i ∈ V, ∀t ∈ T, (4.23)∑
i∈V

git ≤ np
t , ∀t ∈ T, (4.24)

xijt, hit, eit, dit, Iit, νit ∈ R≥0, git ∈ {0, 1}. (4.25)

The constraint 4.22 is an inner optimization problem in model (R1.MIP ) as follows.

min
İit+t̄t

İit+t̄t(rit νit − 1) (4.26)

s.t. (4.27)

İit+t̄t ∈ N İit+t̄t
. (4.28)
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By strong duality, the optimal value of the inner optimization problem is equal to

the optimal value of its counterpart dual problem (Boyd et al., 2004). The counterpart

dual problem for t = t0 is as follows.

max
µit,λit,ωit+t̄t

,ϕit+t̄t

(µitU i − λitLit + ωit+t̄tU it+t̄t − ϕit+t̄tLit+t̄t) (4.29)

s.t. (4.30)

µit − λit + ωit+t̄t − ϕit+t̄t = (rit νit − 1), (4.31)

µit, λit, ωit+t̄t , ϕit+t̄t ∈ R≥0, (4.32)

and the counterpart dual problem ∀t ∈ T \ {t0, | T |}, is as follows.

max
µit,λit,ωit,ϕit,ξit+t̄t

,κit+t̄t

(µitU it − λitLit + ωitU it − ϕitLit + ξit+t̄tU it+t̄t − κit+t̄tLit+t̄t)

(4.33)

s.t. (4.34)

µit − λit + ωit − ϕit + ξit+t̄t − κit+t̄t = (rit νit − 1), (4.35)

µit, λit, ωit, ϕit, ξit+t̄t , κit+t̄t ∈ R≥0. (4.36)

Replacing the derived counterpart dual of constraint 4.22 in model (R1.MIP ), we

have the following model.
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min
x,h,e,d,I,g,ν

∑
i∈V, t∈T

hit (4.37)

s.t.∑
j∈V :(j,i)∈E

xjit −
∑

k∈V :(i,k)∈E

xikt + hit − eit + qit − dit = 0, ∀i ∈ V, ∀t ∈ T, (4.38)

xijt ≤ mijt, ∀i ∈ V, ∀j ∈ V, ∀t ∈ T, (4.39)

dit = pitd
c
it

{
(1− Iit) + {Iit[rpit(1 + ρit) + (1− rpit)]}

}
, ∀i ∈ V, ∀t ∈ T, (4.40)

max
µit,λit,ωit+t̄t

,ϕit+t̄t

(µitU it − λitLit + ωit+t̄tU it+t̄t − ϕit+t̄tLit+t̄t)

µit − λit + ωit+t̄t − ϕit+t̄t = (rit νit − 1)

µit, λit, ωit+t̄t , ϕit+t̄t ∈ R≥0


≤ Iit − Ii,t+t̄t ,

∀i ∈ V, t = t0, (4.41)

max,
µit,λit,ωit,ϕit,ξit+t̄t

,κit+t̄t

(µitU it − λitLit + ωitU it − ϕitLit + ξit+t̄tU it+t̄t − κit+t̄tLit+t̄t)

µit − λit + ωit − ϕit + ξit+t̄t − κit+t̄t = (rit νit − 1)

µit, λit, ωit, ϕit, ξit+t̄t , κit+t̄t ∈ R≥0


≤

Iit − Ii,t+t̄t , ∀i ∈ V, ∀t ∈ T \ {t0, | T |}, (4.42)

νit ≤ git, ∀i ∈ V, ∀t ∈ T, (4.43)∑
i∈V

git ≤ np
t , ∀t ∈ T, (4.44)

xijt, hit, eit, dit, Iit, νit ∈ R≥0, git ∈ {0, 1}. (4.45)
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The maximum values of the inner objective functions in Eqs. 4.41-4.42 are less

than or equal to the term Iit− Ii,t+t̄t , then each objective function must be less than or

equal to this term, regardless of the constraints of the inner problem. Therefore, the

above is equivalent to the following optimization problem.

min
x,h,e,d,I,g,ν,λ,µ,ω,ϕ,ξ,κ

∑
i∈V, t∈T

hit (4.46)

s.t.∑
j∈V :(j,i)∈E

xjit −
∑

k∈V :(i,k)∈E

xikt + hit − eit + qit − dit = 0, ∀i ∈ V, ∀t ∈ T, (4.47)

xijt ≤ mijt, ∀i ∈ V, ∀j ∈ V, ∀t ∈ T, (4.48)

dit = pitd
c
it

{
(1− Iit) + {Iit[rpit(1 + ρit) + (1− rpit)]}

}
, ∀i ∈ V, ∀t ∈ T, (4.49)

(µitU it − λitLit + ωit+t̄tU it+t̄t − ϕit+t̄tLit+t̄t) ≤ Iit − Iit+t̄t , ∀i ∈ V, t = t0, (4.50)

µit − λit + ωit+t̄t − ϕit+t̄t = (rit νit − 1), ∀i ∈ V, t = t0, (4.51)

(µitU it − λitLit + ωitU it − ϕitLit + ξit+t̄tU it+t̄t − κit+t̄tLit+t̄t) ≤ Iit − Iit+t̄t ,

∀i ∈ V, ∀t ∈ T \ {t0, | T |}, (4.52)

µit − λit + ωit − ϕit + ξit+t̄t − κit+t̄t = (rit νit − 1), ∀i ∈ V, ∀t ∈ T \ {t0, | T |},

(4.53)

νit ≤ git, ∀i ∈ V, ∀t ∈ T, (4.54)∑
i∈V

git ≤ np
t , ∀t ∈ T, (4.55)

xijt, hit, eit, dit, Iit, νit, λit, µit, ωit, ϕit, ξit+t̄t , κit+t̄t ∈ R≥0, git ∈ {0, 1}. (4.56)
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By optimizing this model, we find the optimal set of nodes to spread accurate

information and combat disinformation to minimize its projected malicious impact

resulting in unmet demand in the physical layer.

4.4 Case Study: Robust Protection of the Electric

Power Network in Disinformation Campaigns

We illustrate the effect of spreading disinformation in the information layer with an

electric power network representing the physical layer. Electric power networks are

vital to the well-being of communities and to economic productivity. Electric power

flow can be modeled as a network that includes nodes and links, so that nodes such

as plants, transformers, and demand points are connected to each other by cables that

transmit electricity from supply nodes to demand nodes. The amount of electricity

that is transmitted from one node to another is called power flow, which is used to

satisfy the electrical power demands of the supply nodes (Manfren, 2012). The highest

possible electricity carried by a power transmission line is called flow capacity, which

might restrict the amount of electric power flowing from supply to demand nodes in

balance. The flow in an electric power network can be effectively represented with a

network flow optimization model. In representing electric power networks, for example,

the model approximates a steady-state DC power flow algorithm (e.g., (LaRocca et al.,

2015)) but does not capture AC behavior or more dynamic transient states of the power

system. Therefore, the optimization model is optimistic in relation to the behavior of

the real-life power system, but it is sufficient with respect to the aim of the proposed

model.
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When the demand for electric power changes, say due to a false demand response

message that encourages users to consume more electricity, then (i) accurate informa-

tion should be sent to consumers notifying them of the false discount, and (ii) power

flows should be adjusted to deliver enough electricity from supplies to the consumers

with an accepted quality.

The proposed model is derived from the deterministic version of the EPO model

of Jamalzadeh et al. (Jamalzadeh et al., 2022) that involves constraints to ensure the

balance between supply and demand, limit transmission line capacity, and disseminate

accurate information as a mechanism to combat weaponized disinformation. The pre-

vious deterministic model was solved for different scenarios of disinformation spread.

It considers different scenarios by setting the parameters (i) β, the rate at which users

engage in disinformation, and (ii) γ, the rate at which users detect disinformation.

Solutions to the deterministic model might not be effective in describing unex-

pected or uncertain outcomes of disinformation spread, say, under the worst-case sce-

nario where disinformation propagates relatively quickly or with a drastic peak. Fur-

thermore, the solutions to the deterministic model could change drastically when the

disinformation spread parameters change, for example, when disinformation reaches

a broader range of users during a specific period of time (e.g., peak power use). We

estimate the number of users who might adopt disinformation by using the SIR model,

which has two parameters, β and γ. We design different scenarios for these parame-

ters and calculate their projected influence on the range of the portion of users who

adopt disinformation represented by the variable I in the SIR model. These scenarios

involve the average and standard deviation (SD) of each parameter. The scenarios

determine the lower and upper bound of the users who adopt disinformation over time,

represented by L and U , respectively.
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4.4.1 Data and Model Parameters

Electric power transmission lines are designed to transmit enough electricity from the

supply to the demand nodes over the network. Since electrical power usage can vary

over time, infrastructure designers leave additional capacities to avoid transmission

line failure (e.g., overheating) for unanticipated usage based on several factors, such

as the length and magnitude of transmission line voltages (Karimi et al., 2018; Mbuli

et al., 2019; Kiessling et al., 2003; Begamudre, 2006). The following formula is used to

estimate the capacity of transmission lines, where mij is the capacity of transmission

line ij ∈ E, Vij and Vji represent the magnitudes of voltages at the ends of transmission

lines ij and ji (kV), respectively, ζij is the phase difference between Vij and Vji, ψ is

the total positive sequence reactance per phase (ohm per km) and τij is the length of

the transmission line ij (km).

mij =
VijVjisin(ζij)

(ψτij)
(4.57)

US state-level data show that a one-unit decrease in the price of electricity can

result in a 0.7 unit increase in electricity use, which is known as the price elasticity of

the demand for electricity (Miller and Alberini, 2016; Burke and Abayasekara, 2018).

It determines the value of ρ in our model, in Eq. 4.49, representing the responsiveness

of the use of electrical power to price changes. Although electric power consumption is

inelastic to price, the increase in usage is enough to disrupt the electric power network

that resulted in shortage.

The response to the use of electric power during disinformation spread can be

evaluated by estimating the portion of users who engage with disinformation over

time, measured as I in the SIR model. Users engaged in disinformation are assumed to
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behave rationally, suggesting that they would take advantage of a discount on electric

power and increase electricity usage as much as possible. The portion of the users who

engage with disinformation projects on the electric power demand such that (i) the

users who adopt disinformation (i.e. false pricing message) are more likely to increase

the usage of more variable appliance, such as air conditioner, compared to the non-

variable ones, such as refrigerator. We assume that 92% of electricity usage responds

to price changes based on the US Energy Information Administration (ENE) and the

rest satisfies basic needs, which do not respond to price changes. It determines the

value of ρ in our model. (ii) Some users who use social networks may be exposed to

disinformation, but not all. We assume that 82% of each population surrounding the

electrical power nodes is registered on social networks and is open to receiving the

disinformation message, based on the estimated population of direct social network

users (STW). This estimation determines the value of rp in our model.

We use the largest connected synthetic power network (WMN; Soltan et al., 2019)

truncated to the boundaries of Los Angeles County (SHP), serving the users surround-

ing each node within the network. It involves more than 500 nodes, including power

generation, demand and transmission nodes, and 700 transmission lines that connect

the nodes to each other, as shown in Figure 4.1 (electric power nodes are colored

orange and links are colored blue). The publicly available synthetic electric power net-

work data is calculated using network imitating method based on learning (NIMBLE)

(Soltan et al., 2019). We queried population data from the American Community

Survey (ACS) (CEN) and overlayed with geospatial data from the power network in a

multi-to-one setting (for example, the population of each census block group is assigned

to the closest electric power node).
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Figure 4.1: Los Angeles County electric power network.

We used the SIR model to estimate the average proportion of users of users who

might engage with and react to the disinformation surrounding the electric power nodes.

We assume that the disinformation is shared by a social network user and that the rest

of the users are potentially susceptible to engage. To solve the model, we generate the

upper and lower bounds of the set of polytopic uncertainties based on different average
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and standard deviation values of the parameters of the SIR model (i.e., the standard

deviation of β and SD(γ) are the standard deviation values of β and γ, respectively).

We interpret the inverse parameters of the model, 1
β

and 1
γ
, as the time until a

contact results in the transmission of disinformation and the time to detect disinfor-

mation and correct behavior, respectively. The inherent variability of these parameters

results in estimating a range for the rate of change in users who adopt disinformation

per unit of time İit. This range allows us to propose robust infrastructure protection

solutions at a relatively higher level of efficiency relative to the deterministic model.

We set standard deviations of β and γ, each ranging from 1% to 10% with a step size

of 1% and an average of 1
β

and 1
γ

ranging from 1 to 10. We interpret the inverse of

parameters, 1
β

and 1
γ
, as the average time in which disinformation is transmitted and

the average time in which disinformation is detected. A higher standard deviation

results in a wider range for İit. We solved the proposed robust optimization model and

compared the solutions with the deterministic model.

4.4.2 Numerical Results

Although the difference between the results of different average values of the parame-

ters, β and γ, is trivial, the solutions vary significantly by different standard deviations

of the parameters. Figure 4.2 represents the percentage of improvement in optimal

solution by solving the robust optimization model relative to the deterministic opti-

mization model calculated by Eq. 4.58.

ZD −ZR

ZD

× 100 (4.58)
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Here, ZD and ZR represent the optimal objective value of the deterministic and

robust optimization problem, respectively. Figure 4.2 shows that, as the standard de-

viation of β increases and the standard deviations of γ decrease, the solutions proposed

by the robust optimization model are a significant improvement compared to the so-

lutions generated by the deterministic model. This observation indicates that as the

range of uncertain users who adopt disinformation is increased, the robust optimization

model generates a better solution for the worst-case scenarios.

Figure 4.2: The percentage of improvement in the optimal solution by solving the
robust optimization model relative to the deterministic optimization problem.

Figure 4.3 represents the percentage of improvement of the optimal solution (i.e.,

deduction in the electric power shortage) by solving the robust optimization model

instead of the deterministic model, over time, for different combinations of standard

deviations of β and γ, which represent the rate of user-adopted disinformation and the

rate of disinformation detection, respectively. In Figure 4.3 (a), we fix the rate of user-

adopted disinformation (that is, the standard deviation of β) and we change the rate of

disinformation detection (that is, the standard deviation of γ) to evaluate the sensitivity

of the optimal solution with respect to the uncertain outcomes of disinformation spread.
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The result reveals that before the number of users adopting disinformation reaches its

peak (that is, the highest value during the determined period of time), the higher

variability of the rate of disinformation detection results in a better optimal solution

in earliest stages, with the robust optimization model. In the later stages, however,

solving the robust optimization model with a relatively lower level of uncertainty in

the rate of disinformation detection results in a better solutions. Similarly, with a

fixed rate of disinformation detection, the optimal solution is improved relatively more

under a lower level of uncertainty in the rate of user-adopted disinformation. However,

in the later stages, the optimal solution is improved by robust optimization model

relatively more with a lower uncertainty level of user-adopted disinformation rate, as

shown in Figure 4.3(b). This observation remains similar to the case when we increase

the variability of both rates at the same time, as shown in Figure 4.3(c).

We compare the solutions of target locations informed by accurate information

generated by the robust optimization model with the solutions to the deterministic

model represented in Figure 4.4. Figure 4.4 (a) shows that, as the variability of the

rate of disinformation detection (that is, the standard deviation of γ) decreases, while

the variability of the user-adopted disinformation rate is fixed, it is suggested to replace

with different locations than the locations advised by the deterministic optimization

model. However, changing the rate of user-adopted disinformation, when the rate of

disinformation detection is fixed, does not relatively impact the solutions suggested by

both robust and deterministic models, as shown in Figure 4.4(b). Similarly to Figure

4.4(a), decreasing both rates causes the robust optimization model to suggest more

different solutions (that is, for target locations to share accurate information), with

respect to the deterministic model.
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(a) Fixed rate of user-adopted disinformation (b) Fixed rate of disinformation detection

(c) Unfixed rates

Figure 4.3: Optimal improvement of the solution by solving the robust optimization
model compared to the deterministic model with (a) fixed rate of user-adopted disin-
formation and unfixed rate of disinformation detection, (b) fixed rate of disinformation
detection and unfixed rate of user-adopted disinformation, and (c) unfixed rates of
user-adopted disinformation and disinformation detection, for the combination of pa-
rameters β = 1, γ = 1

5
.

Finally, we compare the optimal solutions suggested by solving the robust optimiza-

tion model and the deterministic model, over time, for different combinations of the

rates of user-adopted disinformation and disinformation detection in Figure 4.5. As

shown in Figures 4.5(a)-(c), when we increase the uncertainty levels of both rates at the

same time, the optimal solution to the robust optimization problem varies relatively
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(a) Fixed rate of user-adopted disinformation (b) Fixed rate of disinformation detection

(c) Unfixed rates

Figure 4.4: Change in the average counter information targets by solving the robust
optimization model compared to the deterministic model with (a) fixed rate of user-
adopted disinformation and unfixed rate of disinformation detection, (b) fixed rate
of disinformation detection and unfixed rate of user-adopted disinformation, and (c)
unfixed rates of user-adopted disinformation and disinformation detection.

lower, compared to solutions to the deterministic model, that is, the solutions to the

robust model is less sensitive to different scenarios of disinformation dissemination.
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(a) Fixed rate of user-adopted disinformation (b) Fixed rate of disinformation detection

(c) Unfixed rates

Figure 4.5: Optimal solutions suggested by solving the robust optimization model
compared to the deterministic model with (a) fixed rate of user-adopted disinformation
and unfixed rate of disinformation detection, (b) fixed rate of disinformation detection
and unfixed rate of user-adopted disinformation, and (c) unfixed rates of user-adopted
disinformation and disinformation detection.

4.5 Concluding Remarks

We developed a robust optimization model from the previous version of the infrastruc-

ture network protection model against disinformation. Our proposed model in this

document aims to propose robust solutions to overcome commodity shortages during

disinformation campaigns, which could encourage residents to use commodities in a

harmful way with the intention of disrupting commodity distribution systems. The
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previous version of the model can propose solutions to mitigate the impact of dis-

information campaigns on the performance of the infrastructure network in different

scenarios. However, scenarios are not necessarily measurable with high accuracy, so the

proposed solutions by solving the deterministic model might not be optimal when the

disinformation propagation process changes over time. Our robust optimization model

proposed in this paper is capable of handling uncertainty in disinformation propaga-

tion, where the proposed solutions can handle uncertainty in estimating the portion of

users who might engage with disinformation over a certain period of time. As a result,

the solutions to spread accurate information, aimed at combating disinformation, are

optimal for a range of uncertainty during disinformation campaigns.

Due to the importance of electric power grids for the economy, we showed the per-

formance of our proposed model for the electric power network in Los Angeles County.

However, it can be applied to different infrastructure networks, such as electricity,

gas, water, nuclear power plants, and telecommunication networks to combat disin-

formation campaigns under uncertain propagation of disinformation among residents.

Although our proposed robust optimization model involves one commodity (i.e., elec-

tric power), it can be developed for (i) multicommodity infrastructure networks and

(ii) interdependent infrastructure networks. The former model can consider multiple

commodities flowing within a network where the shortage of one commodity impacts

the shortage of other commodities due to transport capacities. The latter extension

can involve interdependent networks, where the shortage or failure of a commodity in a

node over one network can result in the shortage or failure of the interdependent nodes

in another network and vice versa. Also, the model involves the combination of both

extensions, where each of the interdependent infrastructure networks involves multiple

commodities flowing over the network.
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We applied the proposed model to the network that includes 500 nodes and 700

links. Although the size of the network was large enough to solve the model in one hour,

solving the model for a larger-scale network can become computationally expensive.

The solving time might grow exponentially with respect to the topology of the networks

being studied. For this reason, we suggest developing methods to solve a large-scale

robust network protection model under uncertain spread of disinformation.

There are several different variations of SIR models developed to account for dif-

ferent purposes of (dis)information propagation mechanisms, such as the SIHR model

(Zhao et al., 2012b) (that is, H represents Hibernators, defined as the users who might

forget or remember (dis)information over time) and the SCIR model (Xiong et al.,

2012) (that is, C represents Contacted users who lose their willingness to spread/share

the (dis)information as time goes on). In this paper, the SIR model was used to es-

timate the percentage of social media users who engage in disinformation over time.

However, based on different use cases, different variations of SIR models can be used

to estimate the range at which social network users adopt disinformation and react to

it. Our proposed model is capable of handling different ranges of uncertainty. Further

studies might include generating the uncertainty range and solving the model accord-

ingly to protect infrastructure networks from disinformation attacks. Also, any model

that can generate the range for uncertain parameters can be deployed as input to our

proposed model.
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Chapter 5

Conclusions

5.1 Summary of Conclusions

The main goal of this dissertation is to protect infrastructure network from disinforma-

tion campaigns. We developed three different strategies to prevent malicious impact

of disinformation, propagated in social networks, on physical infrastructure networks.

In the first step, we applied an epidemiological model, the SIR model, to predict

the evolution of disinformation propagation over time. The SIR model predicts the

fraction of population who engage with disinformation based on different factors such

as the rate at which social network users engage with disinformation upon a virtual

interaction and the rate at which they detect disinformation and act on it. Eventually,

disinformation impacts the behavior, specifically consumption behavior, of the social

network users which manifests onto the physical infrastructure network and raises the

threat of commodities shortage for the users. We introduced a mechanism to combat

against disinformation propagation and its malicious impacts on the physical infrastruc-

ture networks. The mechanism involves a subset of population consuming commodities

served by different physical infrastructure components (i.e., nodes) associated to the

population. Then, we targeted a subset of deceived population (i.e., the population

who engaged with disinformation) with accurate information to mitigate the impact of

their malicious behavior on the physical infrastructure networks. As a result, we pro-

posed an integrated epidemiological-optimization (EPO) model to predict the fraction
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of population who might engage with disinformation over time and expose the deceived

population to accurate information as well as balance the physical infrastructure net-

work flows accordingly. We formulated the problem as a mixed integer programming

model which integrates a network flow optimization model and an information epi-

demiological model (i.e., the SIR model). We illustrated the model with the electric

power network in Los Angeles County in California and clarified that the proposed

model is applicable to other physical infrastructure networks such as water and gas

networks. Nonetheless, the applicability of the proposed model to transportation net-

works requires a different setting compared to electric power, gas, or water networks.

This motivated us to propose a mechanism to interdict disinformation and mitigate its

malicious impacts on transportation networks in the next step.

In the second step, we proposed a mechanism to interdict the propagation of disin-

formation by influencing a subset of users and their neighbor connections and mitigate

unexpected consumption responses of social network users due to the exposed disinfor-

mation. Our proposed mechanism comprises three main stages: (i) we assigned each

social network users to a subset of infrastructure network components, say rail transit

stations a user pass through, as a one-to-many setting, (ii) we interdict the spread of

disinformation by influencing a subset of users and their neighbor connections (i.e., with

accurate information), and (iii) we projected the impact of disinformation interdiction

mechanism onto the physical infrastructure network. We reformulated a nonlinear in-

teger programming model into a linear mixed integer programming model to be able to

estimate solutions to large-scale disinformation interdiction problems within a reason-

able resources (i.e., time and computation costs) by commercial solvers using a branch

and cut algorithm.
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After introducing and developing disinformation counteraction models in the first

two steps, the uncertain nature of parameters used in the models motivated us to de-

velop a mathematical optimization model in the third step. The parameters which gov-

ern the spread of disinformation might change during the disinformation campaigns,

however, the EPO model is solved prior to the disinformation campaigns. So, the

physical infrastructure protection solutions might not remain optimal during the dis-

information campaign events in real world. Therefore, in the third step, the uncertain

nature of the disinformation propagation parameters, the SIR model parameters, mo-

tivated us to develop a robust optimization model to tolerate a range of disinformation

spread scenarios. As a result, we introduced a robust mixed integer programming

model derived from the original EPO model, and showed the solutions to the robust

model supercede the solutions to the original model under uncertain realizations of

disinformation propagation scenarios.

5.2 Future Directions

This dissertation comprises three main steps of contributions, each of which with lim-

itations and motivations for future research directions.

For the first and third steps, we suggest to solve the EPO model for large-scale

problems depending on how the complexity of the model grows with respect to the

size of the information and physical infrastructure networks. There are two ways to

handle large-scale problems: (i) if the number of variables of the model are large, we

suggest to deploy column generation methods, in which, we can solve the problem with

limited number of variables then iteratively add new variables of which improve the

optimal solution (?), and (ii) if the number of constraints are quite large, we suggest to

use decomposition methods, where we split the set of constraints into smaller subsets
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and solve each of smaller problems either simultaneuously or sequentially (Boyd et al.,

2007). Even though we applied the EPO model on the electric power network, the pro-

posed model can also be applied to other infrastructure networks, including water and

gas. The variants of SIR models are developed in literature to address different types

of social network users assumed to be observed in the population. We recommend to

user the variants of the SIR models, such as SIHR (Zhao et al., 2012b) (i.e., H rep-

resents the population who forget or remember (dis)information over time) and SCIR

(Xiong et al., 2012) models (i.e., C represents the population who lose their willingness

to spread (dis)information over time) integrated to the physical infrastructure network

flow optimization model. Also, relatively novel models, such as agent-based simulation

models, can be used to predict the realization of disinformation campaigns.

To extend our contribution presented as the second step, we similarly suggest to

solve the disinformation interdiction problem for large-scale social networks. We il-

lustrated the proposed disinformation interdiction model with a case study involving

a subset of Twitter users in information layer, and the New York City subway net-

work. We recommend to apply this model on different social network platforms such

as Meta (Facebook) and YouTube, and evaluate the projected impact of disinformation

interdiction onto larger-scale infrastructure networks.
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