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While the user is using apps that have permission to access the
camera the application will monitor what is placed in the front or back
camera of the device. If sensitive information is detected, then a
warning will pop up on the screen (Figure 3). The only way to re-
enable the normal functions of the phone is if the user does one of
the following three things:

¢ Removes the sensitive information from the camera
e Leaves the app
e Locks the phone

Introduction

e Private visual content exposes sensitive information that can be
detrimental.

e Mitigation techniques protect users on social media networks.

e VSS is an application that can be enabled and disabled by the user
to protect them every time they open apps that have permission to
access the camera.

Privacy Considerations

e We will only monitor user's cameras when they access apps that
already have camera permissions.

e The app will ask for access to monitor users' cameras when they are
accessing apps that have camera permissions to ensure they aren't
knowingly or unknowingly leaking visual private information.

e Users can enable and disable the app if they do not want their
information monitored. This will allow users' phones to function
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