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Abstract: Data analysis is a crucial process in the field of data science that extracts useful
information from any form of data. The ease of access and maintenance makes structured
data the most popular choice among many organizations even today. On the other hand,
with the rapid growth of technology, more and more unstructured data, such as text and
image, are being produced in large amounts. Apart from the techniques used, the quality
of the data plays a prominent role in the accurate analysis. Data quality becomes inferior
to poor maintenance and mediocre data generation strategies employed by amateur users.
This problem escalates with the advent of big data. Data cleaning is one possible solu-
tion to this problem. However, it requires a great deal of domain knowledge and expert
inference to verify and repair the data. Data Quality Assessment (DQA) is an effective
alternative that differentiates between good and bad quality data. Although DQA requires
domain knowledge, since it does not repair or change the inherent data, it is more viable
to automate the process. In this dissertation, we propose two quality assessment models
for structured data and textual form of unstructured data. The context of data plays an im-
portant role in determining the quality of the data. Therefore, we automate the process of
context extraction in structured data using machine learning techniques. For textual data,
we use natural language processing to identify data errors and assess quality. However,
an accurate source of information is necessary to identify data errors. Therefore, we pro-
pose an automated mechanism to identify the closest dataset using deep neural networks
with minimal user intervention. In addition, we also look into multiple dimensions of data
quality such as completeness, accuracy, and consistency, to create a comprehensive quality
assessment model. Our experimental results show the importance of the data context and
multiple dimensions in quality assessment.
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CHAPTER 1

INTRODUCTION

1.1 Motivation

Data is available in various formats. Data analysis will yield new information. This makes
data a valuable resource. Data science is a collection of fundamental principles that pro-
mote extracting information and knowledge from data [106]. Data analysis is an important
branch of data science that helps to understand data. In recent times, data analysis has
become an integral part of business irrespective of domain. Businesses can make crucial
decisions for growth and future investment based on the information extracted from data.
MicroStrategy Enterprise Analytics reported that 90% of organizations worldwide state that
data and analytics are important for their digital transformation initiatives [78]. Therefore,

data analysis has evolved as an important research topic.

Data analysis and its complexity vary according to the type of data. The complexity of
analysis is associated with several aspects such as data resources, the accuracy of analysis,
and domain dependence. Structured data has a pre-defined format, making it a less com-
plicated type to analyze. On the other hand, unstructured data has no pre-defined format
which therefore makes it more complex to analyze. In the pre-internet era, the majority of
data were generated by machines and transactions in industry. With the rapid growth of
the internet, data formats took diverse forms such as social media, online transactions, etc.

According to Gartner Inc. [1], 80% of the data produced over the next five years will be



unstructured. They consist of images, videos, documents, and other types of rich media

that consumers and businesses are producing every second.

International Data Corporation (IDC) predicts that the total amount of digital data world-
wide will grow from 33 Zettabytes (ZB) in 2018 to 175 ZB by 2025 [36]. This irrepressible
data generation brings numerous challenges including data management, intricate analysis,
privacy and security issues. For this reason, more and more companies are adopting big
data technologies to handle their issues. Furthermore, with the advent of the Internet of
Things (IoT), an unprecedented amount of real-time data is being produced by individuals,
sensors, and enterprises. IDC also predicts that, by 2025, real-time data will comprise more
than a quarter of all data created, with 95% of that data generated by IoT [36]. This massive
amount of data, if utilized properly, can open doors for advances in science, technology,

business and our personal lives.

Data analysis provides reliable results if the volume and variety of data are high. Hence
data analysis provides the most benefits when it is applied to big data. However, data anal-
ysis can also produce undesirable outcomes, resulting in substantial losses for companies
[64]. Although there are many reasons for inaccurate analysis, quality of data is one of the
most important factors. Bad quality data makes analysis dubious and leads to error-prone
conclusions which results in unreliable decision-making thereby producing adverse effects
on business. The problem is compounded with data decay which is a very common and
important problem where the quality of data diminishes over time. Hence there is a need to

examine the data to assess the quality of data.

1.2 Problem Statement

Inferior quality data is becoming a major concern to organizations as they have a negative

impact on the company’s growth. According to a survey conducted by Gartner Inc., orga-



nizations estimate that poor-quality data is costing them on average $14.2 million annually
[47]. Raw data can never be used to perform any analysis, as it is susceptible to inconsistent
formats, missing data, human errors, and false interpretations. Data provenance is directly
proportional to the quality and integrity of the data. Although many data-driven companies
have ample resources to handle data, they are still prone to inaccurate auto-generation such
as sensor data. Companies rely more on consumer-generated data as they are more influ-
ential and highly impact business decisions [101]. However, data generated by individuals
contribute more to the existing data quality problem as they can have a diverse range of

formats and inputs.

Data can be inherently defective or the quality of the data may depreciate in the process of
transformation performed for a specific use. There are multiple reasons for the existence

of erroneous and poor-quality data. A few common reasons include:

excessive manual entry of data;

multiple variants of the same data or data duplication;

loss of data fragments due to migration from one format to the other;

data obfuscation to protect sensitive information;

integration of data from multiple sources;

inaccurate data generated by individuals in social media.

Traditional data management tools are designed to handle structured data. With the rapid
advancement of technology, semi-structured and unstructured data is occupying a major
share in today’s data generation. Therefore, we need new methods to deal with these dis-
tinct formats of data. As a result, big data technologies have evolved to manage large

datasets and perform resource-intensive data analysis. Despite having these efficient tech-



niques to govern big data and execute various operations, the most important element is
the quality of data. As mentioned earlier, the high volume of data affects the analysis pos-
itively, but it is only beneficial if the data is of good quality. Thus, regulating the quality
of data takes center stage to achieve worthwhile analysis. Moreover, with the advent of
the Internet of Things, the increased growth of real-time data leads to the need to instantly

resolve quality issues.

From the perspective of data quality, two methods to improve analysis are data cleaning
and quality assessment. Data cleaning (also called data cleansing) refers to the process of
identifying and correcting errors within the data to get more value from the data [114]. On
the other hand, Data Quality Assessment (DQA) is a scientific and statistical evaluation
of data to determine if the quality of data is suitable to perform a specific operation [40].
Both approaches require domain expert knowledge and need to be tailored for each specific
domain. However, data cleaning is much more domain-dependent than quality assessment,

as it requires the creation of new values and the replacement of existing values.

1.3 Data Quality: Key Aspects

With ever-growing data in multiple domains, data has become the biggest asset to busi-
nesses. Data helps enterprises to make critical decisions such as workforce management,
risk minimization, cost reduction, investment decisions etc. Decision-makers in companies
can maximize their profits with the proper use of data. This makes DQA an essential com-
ponent to incorporate in companies. This section reviews the key aspects which are needed

during quality assessment.

Similar to data analysis, the assessment of data quality also changes based on the type of
data. Since structured data has a more definite and precise format, the assessment rules

and requirements differ when compared to unstructured data. Besides, quality issues also



change according to the type of data. For example, missing values are common in struc-
tured data, but not very prevalent in unstructured data. Therefore, the data format is a

fundamental classification that needs to be considered for DQA.

Although data quality is a single entity, it comprises multiple dimensions. Quality cannot
and should not be determined by a single measure. Different dimensions serve distinct
purposes and are intended to measure multiple aspects of data quality [84][110]. The most
commonly used quality dimensions are completeness, validity, accuracy, and consistency.
Completeness and validity verify the structure of the data, whereas accuracy and consis-
tency deal with the actual value. Even though each dimension is measured individually, all
the dimensions are interlinked to form a single entity called quality. These quality dimen-

sions are discussed in detail in Chapter II.

The quality of data varies depending on its usage. Since a single dataset can serve various
purposes, the information within the data is utilized in multiple ways. As a result, the data
which is appropriate for a specific purpose, may not meet the needs of a different objective.
This scenario is generally considered as the context of the data. Accordingly, the quality of
data is measured differently for the different context of the data. This is the most essential

aspect of data quality.

1.4 Plausible Illustrations

Example 1:
Table 1.1 shows a hypothetical example of medical record data of patients suffering from

hypertension.



First Name | Last Name | Age | Systolic Blood Pressure | Diastolic Blood Pressure

John Smith 54 118 80
Kelly 49 132 84
Veola See 61 142 945

Table 1.1: Example of Structured Data

There are two quality issues in this medical record. The ‘Last Name’ column of the second
patient is missing a value. This issue refers to the completeness dimension of data quality.
The absence of information drastically reduces the quality of the dataset. Even though
the name is not a unique field, a person’s identification can be determined to some extent
using his/her full name. However, among some ethnicities, there are many common first
names. As a result, the last name carries more importance in a person’s identification. In
this example, the quality of data is low as we cannot be certain about the identity of the

patient.

The other quality issue in this example is validity. The diastolic blood pressure of the
patient named Veola See is unusually high. Although the value follows the required data

type i.e. an integer, the value ‘945’ is not valid as a measure for diastolic blood pressure.

These problems can be detected and possibly resolved by quality assessment and clean-
ing. We can identify the completeness and validity issues using some pre-defined rules.
However, not all issues can be resolved using these techniques. For example, the name of
the patient can be recorded if there is another instance of the same patient. On the other
hand, the blood pressure value of a patient is a measurable unit and cannot be replaced or

corrected with a new accurate value.

Example 2:

Consider the following example biography of a fictitious tennis player.



“John Smith was born and raised in Los Angeles, CE. He is a 38-year old passionate
tennis player representing the state of California. Besides tennis, Mr. Smit also likes to

play baseball.”

The above textual data has no grammatical errors and clearly describes a person. However,
there are two quality issues in this passage. The last name of the person is different in the
first and second lines. This makes the data inconsistent. Although the last name ‘Smith’ in
the first line is more probable and natural, we cannot be sure which name is correct, as a
name can be anything. In addition to consistency, this text also carries an accuracy issue.
No state in the U.S. is represented by a code ‘CE’. Such accuracy issues are detected and

possibly corrected using a source of correct information.

1.5 Contributions

Data quality is a multi-dimensional measure that changes according to the context. Since
DQA is an extensive task, there are multiple phases involved in developing such a model.
Our research focuses on context extraction and quality evaluation of both structured and un-
structured data. In this work unstructured data is also referred to as “textual data”, whereas
structured data is called as “structured.” We show the importance of context in quality as-
sessment and how multiple dimensions contribute to the overall quality of data. We propose
to automate this process to minimize domain dependency and expedite the quality assess-
ment process. We achieve this objective by employing machine learning methodologies.
In this thesis we look at DQA models for both structured data and unstructured data in the

form of text. Our contributions in building a comprehensive DQA model are as follows.

o Context Extraction in Structured Data
Without examining the context, quality estimation is imprecise. In this dissertation, a

novel context extraction framework has been proposed for structured big data. Since



context is heavily domain-dependent, we apply a machine learning approach to extract

the context with negligible domain dependence.

e Identification of Closest Dataset
Some quality dimensions such as accuracy and consistency, require an accurate source of
information to compare with. Following the context extraction, we propose a mechanism
to automatically link the records and identify a dataset to acquire an accurate closest

dataset to compare with. We also propose a similar model for textual data.

e Quality Assessment of Structured Data
Since we aim to measure quality in multiple dimensions, our main contribution is to de-
sign a mechanism to estimate quality in the accuracy and consistency dimensions. These
dimensions require a closest dataset identified in the above step. We accomplish this
goal by implementing deep learning and statistical techniques. This module considers

the extracted context and utilizes the closest dataset obtained from our previous works.

e Context Extraction in Textual Data
The interpretation and the way the data is organized creates the fundamental difference
between structured and unstructured data. As a result, the models devised for structured
data will not suffice for unstructured data. In this dissertation, we propose a context

extraction model for textual data.

e Accuracy Assessment of Textual Data
Unlike structured data, accuracy assessment in textual data cannot be performed by com-
paring the words in two texts. The information within the textual data can be expressed
in multiple ways. Therefore, we need to assess the accuracy of the information in textual
data. We carry out this task by performing sentiment analysis on text data by identifying

the subjects and objects in each sentence.

e Consistency Evaluation of Textual Data



Similar to the accuracy assessment, we employ natural language processing to extract
the dependency rules between the multiple elements in each sentence to assess the con-

sistency of textual data.

To summarize, DQA in our proposed approach is composed of context extraction followed
by accuracy and consistency assessment for both structured and textual (unstructured) data.
Context extraction yields the relevance of the data to the problem at hand and accuracy and

consistency assessment measures the quality of the context relevant data.

1.6 Dissertation Organization

The rest of this dissertation is organized as follows. Chapter II reviews the background and
literature in this area. In Chapter I1II, the framework to extract the context of structured data
is presented. In Chapter IV, the mechanism to identify the closest dataset is described in
detail. Chapter V explains the methodologies to assess various dimensions of structured
data quality. The framework to extract the context from textual data is explained in Chapter
VI. In Chapter VII, the framework for the assessment of textual data quality is proposed.

Finally, Chapter VIII concludes this dissertation and provides directions for future work.



CHAPTER 11

BACKGROUND AND LITERATURE REVIEW

Data Quality Assessment (DQA) is a multi-step process that identifies the real essence of
data. The value of data is key in the proper utilization of data, which can be used for
several purposes. To validate the quality assessment of data, the evaluation process must
include some crucial aspects such as quality dimensions, data context, etc. The fundamental
steps involved in DQA are error identification, context evaluation, and quality estimation.
Numerous approaches have been implemented in the literature to accomplish these tasks.
However, since each of these operations is performed individually for various purposes, not
all approaches are suitable for quality assessment. This chapter discusses the earlier work

conducted in these areas.

2.1 Types of Data Errors

Understanding the source of data is certainly essential in estimating quality. DQA changes
with the change in the type of error residing in the data. A good DQA model must be
capable of identifying the error type and consider it while estimating the quality. However,
an error can be defined in numerous ways depending on how and where it exists. This

section reviews the literature about the types of data errors and their classification.

Many studies classified data errors from different perspectives such as violation of rules,

inducing errors, etc. The different viewpoints in error classification are due to the difference

10



in motives and approaches to solve the same data quality problem. Therefore, it is not

feasible to have an extensive classification of data errors that satisfies all conditions.

2.1.1 Violations

The most common errors in data are defined based on whether or not the data satisfies
certain rules within a domain. Ilyas et. al. [54] and Chu et. al. [29] consider data errors
as violations of patterns and rules. Although there can be many variants in data error
classification, a basic taxonomy of error types is defined in [7]. Figure 2.1 shows the error

type taxonomy proposed in [7].

4{ Quantitative }7 Qutliers

—  Duplicates

—{ Qualitative I Rule violations

— Pattern violations

Figure 2.1: Error Type Taxonomy [7]

For the classification of errors shown in the figure, the authors defined an error as a devia-
tion from ground truth value. The errors are mainly divided into quantitative and qualitative
errors, meaning measurable and non-measurable errors respectively. The errors are further

classified as Outliers, Duplicates, Rule violations, and Pattern violations.

e Qutliers are measurable errors which include data values that differ from a range of

possible values for a particular attribute.

e The existence of redundant copies of the same record reduces the quality of data.

11



These multiple references to the same data are called duplicates.

e Rule violation errors refer to the data that does not follow certain pre-defined rules
that add meaning to the data. These rules usually define the nature of the attribute or

data item such as uniqueness, null values, etc.,

e Data items that do not satisfy the syntactic and semantic constraints are categorized

as pattern violation errors.

2.1.2 Data Entry Errors

Another prevalent reason for low-quality data is due to the introduction of errors into data,
either deliberately or accidentally. There are many ways for errors to creep into the data
[52][62]. The impact of each error on data quality varies depending on how the errors are
introduced into the data. Thus, a classification of data entry errors is necessary to under-
stand the cause and difference between them. A classification of data quality problems with
different levels was proposed by Rahm et. al. in [86]. It also consists of a classification for

data entry errors, which is a part of the data quality problem (see figure 2.2).

Data Quality Problems
Single-Source Problems Multi-Source Problems
Schema Level Instance Level Schema Level Instance Level

(Lack of integrity (Data entry errors) (Heterogeneous (Overlapping,

constraints, poor data models and contradicting and

schema design) schema designs) inconsistent data)
- Uniqueness - Misspellings - Naming conflicts - Inconsistent aggregating
- Referential integrity - Redundancy/duplicates - Structural conflicts - Inconsistent timing

- Contradictory values

Figure 2.2: Classification of data errors in data sources [86]

Data quality and its problems change based on the source of the data. Rahm et. al’s

12



classification (figure 2.2) also presents the analysis of data problems based on the number
of sources that generated the data. Rule violations are the primary cause for data errors that
happens at the schema level, irrespective of the number of sources. However, data entry
errors are highly observed at the instance level. Data duplication, data obfuscation, spelling
mistakes, and inconsistent values are a few examples of data entry errors. These problems
are aggravated further when data is integrated from multiple sources. However, multi-
source data have more problems such as inconsistent aggregation, inconsistent timing, and

missing data due to migration.

In structured data, rule violations can be avoided by enforcing strict guidelines during data
generation. On the other hand, data entry errors are difficult to control as it involves distinct
human interventions, especially in multi-source data. However, in semi-structured data,
even rule violations are hard to overcome, since defining a smaller number of rules is the

primary difference between structured and semi-structured data.

2.1.3 Errors in Textual Data

The absence of a definite arrangement of information makes unstructured data a viable
choice for individuals to adopt. However, in terms of data quality, unstructured data is
disparate and highly complex to assess. Moreover, since most of the unstructured data
providers are not experts, the quality of data further diminishes. There are numerous for-
mats in unstructured data such as video, audio, text, etc., This dissertation focuses on the

textual form of unstructured data.

The errors that reside in textual data are dissimilar to the errors in structured data. However,
the nature of errors in text data is similar to that of structured data. Many studies in the
literature focused on identifying and categorizing the error types in text data [55][100].

Table 2.1 shows the classification of common data error types in text data. Similar to

13



structured data, errors are mainly categorized into two types, namely: rule violations and
data entry errors. Nonetheless, unlike the constraints in structured data, the rules enforced
in textual data are corresponding language grammar rules such as punctuation, determiner,
etc., for English. The introduction of common errors either intentionally or unintentionally
are misspelled words, unwanted words, etc. This insight of the error types and classification

will be worthwhile in the efficient identification of errors in the data.

Error Category Error type

Punctuation errors
Determiner errors
Rule Violations
Prepositional errors

Subject-Verb agreement

Misspelled words
Missing words
Manual or Automated Data Entry Errors
Unwanted words

Duplicate words

Table 2.1: Classification of Errors in Textual Data

2.2 Data Quality Dimensions

Data quality is commonly described as the condition of the information residing in the
data. Although quality also considers the structural aspects of data, the information has
more impact on the overall quality. There are many definitions of data quality, but data
is mainly considered as high quality if it satisfies certain quality criteria or if it fits for its
intended purpose [87][41]. The quality criteria (termed as dimensions) usually differ from
one domain to the other. However, there exist some definite dimensions that are common
in almost every domain. This section mainly examines the most commonly used quality

dimensions.

14



2.2.1 Survey of Quality Dimensions

Data Quality dimensions represent the views, criteria, or measurement attributes for data
quality problems that can be assessed, interpreted, and possibly improved individually [91].
Data quality comprise of numerous dimensions, each contributing to the overall quality of
data. A method to construct data quality dimensions was proposed by Wang et. al. in [109].
The authors performed two surveys to extract the data quality attributes and dimensions
perceived by data consumers. The first survey extracted 179 quality attributes performed
using factor analysis. All the attributes are further categorized into 20 quality dimensions
in the second survey. Table 2.2 shows the data quality dimensions and a description for

each dimension.
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Quality Dimension

Description

Access Security

Accessibility

Accuracy

Appropriate

Believability

Completeness

Concise

Consistency

Cost-effectiveness

Ease of Operation

Ease of Understanding
Flexibility
Interpretability
Objectivity

Relevancy

Reputation

Timeliness

Traceability
Value-added

Variety

Access to data can be restricted
Data must be retrievable and easily

available
Data must be reliable and error-free

Amount of Data The amount of data must

be appropriate

Data must be believable or credible
The scope of the information contained in

the data
Data must be compact and well-organized

Data are represented in a consistent

format and compatible with previous data

Cost of data accuracy and data collection
Data must be easily customized and

integrated

Data must be clear and easily understood
Data must be adaptable and flexible
Data must be useful to extract information
Data must be unbiased
Data must be applicable or relevant to the

task
Source of the data is trusted

Age of data
Data is well-documented and verifiable
Data add value to the task

Variety of data and its sources

Table 2.2: Data Quality Dimensions [109]




2.2.2 Common Data Quality Dimensions

Since data quality is a necessary aspect, quality dimensions must be considered. The total
number and dimensions considered could be different. However, certain quality dimensions
are popular and necessary to evaluate the overall quality of data. Depending on the domain
and usage, these dimensions can have distinct definitions. In this dissertation, we focus
on four important data quality dimensions namely Completeness, Validity, Accuracy, and

Consistency.

Completeness
Data should not include extra information, nor should it be missing relevant data values.
The lack of completeness represents the data entry error type of data errors. We present the

common definitions of data completeness extracted from [24][46][59] respectively.

Definitions:
Data completeness is defined as a state where users have access to all data they deem

important to the information-based service in which they are involved.

Completeness is defined as the degree to which data collection provides the values or all

attributes of entities that are supposed to have values.

Completeness is the extent to which data are not missing and are of sufficient breadth and

depth for the task at hand.

Validity
Data is invalid if it does not meet the required constraints of data. It belongs to the rule

violation error type of data errors.

Definitions:

Validity refers to the proportion of data with given attributes that truly has the required
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characteristics. [23]

Property of validity means that data is valid if it guarantees to satisfy the constraints set on

the data. [38]

Accuracy
Data is considered accurate if the data values are true and close to real-world data. It

belongs to the data entry error type of data errors.

Definitions:
Data accuracy refers to whether the data values stored for an object are the correct values.
To be correct, the data value must be the right value and must be represented in a consistent

and unambiguous form [82].

Accuracy is defined as the closeness between a value v and a value v’, considered as a

correct representation of the real-life phenomenon that v aims to represent [92].

Addressing the accuracy dimension is straightforward. If the recorded value is not what it

should be, the data unit is labeled as defective [16].

Consistency
Consistency is maintaining the identical data values at multiple instances. It represents the

data entry error type of data errors.

Definitions:
The consistency dimension can be viewed from many perspectives, one being the consis-

tency of the same (redundant) data values across tables [84].

Consistency is defined as the degree to which data managed in a system satisfies specified

integrity constraints or business rules [91].
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2.2.3 Relationships of Quality Dimensions

Although each quality dimension has its purpose and contribution in defining the overall
quality of data, there exist inter-relationships between the quality dimensions. The rela-
tionships between the dimensions can vary depending upon how and where the data is
used. At times, one quality dimension can either positively or negatively impact another
dimension. Sometimes, the same two dimensions may not have any relation with each
other. In some domains, some quality dimensions overlap with other dimensions, resulting
in a single measurement for multiple such dimensions. A description of the importance of
data quality and its dimensions are discussed in [13]. Table 2.3 shows the common quality

dimensions and their related dimensions to access the overall data quality.

Data Quality Dimension Related Dimensions
Completeness Validity and Accuracy
Validity Accuracy, Completeness, Consistency and Uniqueness
Accuracy Validity
Consistency Validity, Accuracy and Uniqueness

Table 2.3: Related Data Quality Dimensions

Although there exist multiple related dimensions for each quality dimension, the degree of
relatedness varies from dimension to the other. One important observation from table 2.3 is
that validity and accuracy are quite essential dimensions that are commonly related to every
other quality dimension. Validity refers to the correct representation of data value, whereas,
accuracy refers to the true real-world value. Therefore, if the data is corrupt syntactically

and semantically, the measurement of other quality dimensions becomes meaningless.
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2.3 Data Quality Assessment Methods

There are many ways to assess the quality of data. Since data quality is a multi-dimensional
concept, each approach has its limitations in terms of assessing all the dimensions in data
quality. Therefore, all the dimensions of data quality cannot be measured using one single
technique. Moreover, the primary objective and problem at hand vary with every dimen-

sion. The functions of the most common data quality dimensions are listed below.

e Comparison of data values

e Identifying missing values

e Analysis of data context

e Discovering data constraints

Although DQA is extensively studied in the literature, many approaches have been pro-
posed to stabilize with data-related problems and improvise the process. This section ex-
amines the overview of various approaches used in the literature to measure the quality
of data. A more detailed review of related work for corresponding quality dimensions are

discussed in further chapters.

2.3.1 Statistical Approaches

A comparison of data values appears to be a simple task, but it gets complicated as the
format of the data changes. Depending on the type of data, many comparison methods
such as exact matching, similarity identification, and distance calculation are used. Exact
matching is a simple approach that verifies whether two data items have an identical value

or not [30]. If the comparison is between two tuples with numerical values or strings
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represented as numerical values, a mathematical method called cosine similarity can be
used as shown in [49]. Cosine similarity measures the cosine angle between two vectors
projected in a multi-dimensional space. An alternate string-matching technique based on

the distance between two characters or words was proposed in [31].

Identifying missing values is a critical aspect of DQA. Null values refer to the missing
data values, whether or not they are necessary. Nevertheless, the quality of the data only
depends on the necessary data values. Therefore, identification of necessary missing values
is the primary focus in DQA. Statistical methods based on the linearity and non-linearity

of missing values was implemented in [73][96].

Context defines the importance and usage scenario of the data. This is very essential in the
evaluation of the quality of data, as the quality changes with the need and use of the data. A
statistical approach called TF-IDF (Term Frequency-Inverse Document Frequency) is used
in the literature to extract the information from textual data [S3]. TF-IDF calculates the
product of the frequency of every word and its inverse document frequency to identify its
importance in a document. Many variants of TF-IDF are also proposed in the literature to
extract the important topic of the document [25] [79], which is further considered as the

context.

Verification of data constraints is necessary to assess the validity and consistency dimen-
sions of data quality. Since the constraints vary widely with multiple data domains, a
domain expert knowledge is necessary to attain them and examine the quality of data.

A constraint-based quality assessment and data repairing methods have been proposed in

[42][21].
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2.3.2 Machine Learning

With the rapid growth of data in every industry, the importance of data quality increases
exponentially to make use of the valuable information inherent in the data. Human inter-
action and domain knowledge dependency are the biggest barriers to implement efficient
statistical methods to evaluate the quality of data on a larger scale. This makes machine

learning a worthwhile choice to perform a quality assessment.

Although few simple operations in DQA such as missing value identification, basic data
value comparison, etc., do not require machine learning, complex procedures such as con-
text analysis, constraint extraction, require machine learning to perform DQA on high-
dimensional big data. However, identifying missing values and data comparison becomes
complicated in unstructured data and therefore requires an automated mechanism. Rich-
man et. al. proposed a machine learning mechanism to identify and predict missing data

values using Support Vector Machines (SVM) and Artificial Neural Network (ANN) [89].

A comparison of data values in textual data is more complex compared to structured data.
Albeit structured data also contains strings or words, there exists a relation between at-
tributes. However, there is no relationship between individual data items of different at-
tributes. In other words, there are only syntactic constraints within structured data. Textual
data, on the other hand, contains both syntactic rules (grammar) and semantic relationships
between words in a sentence and between sentences in a document. Therefore, techniques
such as exact matching, distance calculation, etc., used for structured data are not adequate
for unstructured textual data. As a result, data comparison in textual data is widely studied
in the literature. Automated mechanisms for record linkage in structured data were pro-
posed by the authors in [28][111][107]. String and sentence matching mechanisms based

on semantic rules were proposed in [71][9].

Automation of more intricate operations such as context extraction and data constraint
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discovery is a challenging task even in structured data. This problem was addressed in
[63]. However, the application of Natural Language Processing (NLP) is necessary to
analyze and extract the information residing in textual data. Many NLP techniques such
as sentiment analysis [22] and topic modeling [108] are necessary to extract information
and determine the quality of data. A comprehensive analysis of automation mechanisms

for data quality assessment is discussed in the following chapters.

2.4 Big Data Technologies

In addition to the problems associated with the quality of data, the accelerated growth of
data demands the design of more advanced technologies to handle large amounts of data.
Aforementioned, the analysis of unstructured data is a tedious task even with the use of
machine learning techniques. Inevitably, unstructured data covers a larger proportion of
today’s big data. In this section, we discuss the most prominent big data frameworks used

in this dissertation.

2.4.1 Apache Hadoop

The Apache Hadoop software library is a framework that allows for the distributed process-
ing of large data sets across clusters of computers using simple programming models [2].
Hadoop comprises two key components namely Hadoop Distributed File System (HDFS)

and MapReduce.

Hadoop Distributed File System (HDFS)

A typical file in HDFS is gigabytes to terabytes in size [3]. The architecture of a conven-

tional HDFS cluster is shown in Figure 2.3. A large dataset is divided into a pre-defined
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size of smaller components called data blocks. The segregation of data into blocks provide
diverse advantages such as efficient use of disk storage, block-level abstraction, reliability,
and fault-tolerance. However, once the administrator sets the block size of the dataset, a
user cannot access the individual blocks of data, rather the dataset can be accessed as a

whole.

The ability to access the data from a different node during a node failure makes Hadoop
a fault-tolerant system. As shown in figure 2.3, a Hadoop cluster usually consists of a
single name node and multiple data nodes. A master-slave relationship exists between the
name node and the data nodes. The name node contains only the metadata of the dataset,
whereas, the entire dataset, which is divided into smaller blocks are stored only in the data
nodes. The name node always receives a heartbeat message from the data nodes to ensure

that they are active.

Metadata (Name, replicas, ...):
/homeffoo/data, 3, ...

Metadafgq_,ops’"" Namenode

Block ops
Read Datanodes Datanodes
! | |
A E = - Replication o b -~
a ] Ju Blocks
- \ / \ J
Rack 1 Wite Rack 2

Figure 2.3: HDFS Architecture [2]
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MapReduce

MapReduce is a programming model in HDFS where the jobs are logically divided into
a batch of subtasks. MapReduce consists of four components namely: HDFS, client, job
tracker, and task tracker. All the resources required by a MapReduce job are stored in the
HDEFS. The client the user who submit jobs to the MapReduce model. The job tracker is
responsible for keeping track of all the jobs submitted to the Hadoop cluster. The batch of
subtasks divided in the MapReduce model is defined as a map and reduce tasks, which are
monitored by the task tracker. The input and output format in MapReduce are key-value
pairs. The parallelism in a MapReduce model is performed using the map tasks to manage

big datasets.

2.4.2 Apache Spark

Similar to the MapReduce model, Apache Spark is a distributed cluster computing frame-
work used to divide and process the data in parallel [67]. The data in Spark is distributed us-
ing a read-only architecture called the Resilient Distributed Dataset (RDD). Apache Spark
processes the data in-memory, in contrast to Hadoop, which transfers the data in and out of
the disk frequently. Unlike Hadoop, Spark includes powerful libraries to support intensive
tasks such as real-time streaming, machine learning, etc. Figure 2.4 shows the modules in
Apache Spark. In addition to the libraries, Spark also supports integration with Hadoop
[60]. Data processing in Spark can be standalone, or it can utilize the efficient processing

of HDFS.
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learning)

Apache Spark

Figure 2.4: Apache Spark Modules [67]

Spark SQL

Spark SQL module supports the structured data processing in Spark [4]. Besides the regular
processing of data, this module allows the users to perform standard SQL operations and
queries on the data residing in Spark. It also supports the more optimized form of relational

databases called DataFrames.

Spark Streaming

Spark Streaming is an extension of the core Spark API that enables scalable, high-throughput,
fault-tolerant stream processing of live data streams [5]. The stream processing in Spark
is supported by discretized stream or Dstream. Dstream is a continuous stream of data
represented by a sequence of RDDs [5]. The streaming data in Spark can be obtained from

many sources, which then can be processed by other modules.
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MLIib

MLIib in Spark is a machine learning library that consists of the most commonly used
machine learning algorithms. The algorithms in MLIib support some essential machine
learning operations such as classification, regression, recommendation, topic modeling, and
clustering. Although there exist various machine learning libraries for many programming

languages, the main objective of Spark’s MLIib is to make machine learning scalable.

2.5 Summary

In this chapter, we discussed the different types of data errors and their classification. Al-
though the complexity of errors differs based on the nature of data, the classification of data
errors is similar for both structured and unstructured data. Data errors are categorized as

rule violations and data entry errors.

We examined a survey of numerous data quality dimensions consisting of 179 quality at-
tributes. These attributes are further condensed into 20 quality dimensions. We discussed
the most commonly used data quality dimensions, namely: completeness, validity, accu-
racy, and consistency. These quality dimensions not only contribute to the overall quality

of data, but they are also interconnected to each other.

Depending on the quality dimension and the type of the data, the procedure to identify the
data error changes. The objectives to evaluate the quality of data include a comparison of
data values, identification of missing values, analysis of context, and the discovery of data
constraints. We presented a broad literature review of both statistical and machine learning

approaches to identify data errors and assess the quality of data.

We explained the need for and importance of using big data technologies in DQA. We

presented an overview of the two big data frameworks used in our research. The architec-

27



ture and working of Apache Hadoop are explained. We also discussed the importance of

Apache Spark, along with the essential libraries available in Spark.

In most cases, only one quality dimension cannot determine the complete quality of the
data. Although few studies in the literature focused on DQA in multiple dimensions, they
are heavily domain-dependent. Moreover, existing techniques do not consider the context
of the data in the assessment of data quality. This thesis presents a context-aware compre-

hensive data quality assessment with minimal domain dependence.
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CHAPTER III

CONTEXT EXTRACTION IN STRUCTURED DATA (CES)

3.1 Introduction

As discussed earlier, context plays a prominent role in data quality assessment. There are
numerous definitions of context. In the field of data science, the most commonly used
meaning of context is the situation or the purpose of data usage[12]. Context-aware data
quality assessment is defined as determining the quality of data based on the situation it is
used. In other words, checking whether the data meets the quality standards for the purpose

of the data being used, which is frequently termed as “fitness for use”.

Although context has a coherent definition, the meaning is not apparent in relation to struc-
tured data. In order to associate a context with structured data, we can utilize the fact that
the importance of variables or features of structured data changes according to the context
[6]. Therefore, we consider the most important subset of features in structured data as the
context of the data. However, obtaining the context of structured data from a domain ex-
pert can become a challenging task, depending on the size of data. With the growth of big
data, high-dimensional datasets have become the norm. This situation demands extended
support from a domain expert and hence escalates the processing time. The delay in qual-
ity assessment can negatively impact the quality of data [17]. To minimize the processing
time and to marginalize domain dependency, an automated context extraction mechanism

is essential. This chapter focuses on developing an automated Context Extraction module
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for Structured data (CES).

3.2 Related Work

The quality of the data is determined based on where and how the data is used. In other
words, the context of the data plays a major role in determining the quality of the data.
Although this seems apparent, in effect, the context of the data is not readily obtainable.
Manually defining context is an exhausting job as the same data can be used in various
contexts resulting in endless human intervention. Therefore, the context of the data is
usually ignored in the quality assessment of the data. However, the reliability of data
analysis becomes inferior. This problem is largely discussed in the literature [95][18]. A
classification of numerous problems associated with contextual and non-contextual data is

presented in [112].

A few studies in the literature focused on contextual data quality assessment. Neverthe-
less, context is not automatically extracted from the data, instead, a domain expert provides
the context during quality assessment. Malaki et. al. proposed a framework for multi-
dimensional contexts of data quality assessment [75]. The authors introduced contextual

hierarchies as components of contexts for data quality assessment.

A quality assessment model for in-use big data was proposed by Jorge et. al. in [77]. This
model supports the three characteristics of data quality namely: contextual adequacy, oper-
ational adequacy, and temporal adequacy. Although this model supports data from any do-
main, the contextual assessment is heavily domain-dependent. A similar domain-dependent
framework for contextual information quality assessment was proposed by Stvilia et. al. in
[103]. Moreover, these models do not consider the necessary dimensions of data quality

during the assessment.

Apart from comprehensive DQA models that consider the context of data, a few models
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were proposed which consider data from specific domains. The quality assessment models
in [85][88] are devised only for specific contexts in the healthcare domain. Most of the
models in the literature have multiple problems including heavy domain dependency for
contextual DQA, limited DQA with a fewer number of quality dimensions, and deficient
quality assessment of big data. To the best of our knowledge, our context extraction module

is the first to support automation with negligible domain expert support.

3.3 Feature Selection

“In machine learning and statistics, feature selection, also known as variable selection, is

the process of selecting a subset of relevant features for use in model construction.” [56]

Extracting the subset of features from a dataset gives the important features for a given sit-
uation. In other words, feature selection provides the context of the dataset. However, not
all datasets that need to be assessed for quality are context-dependent. Context indepen-
dent datasets are those that have no definite purpose to serve apart from a general analysis.
Context is neither necessary nor does it play a crucial role in the quality assessment of
such datasets. On the other hand, context-dependent datasets have a clear reason for exis-
tence. Therefore, the analysis varies depending on the change of context or the features in

a dataset.

Accordingly, there are many ways feature selection can be done depending on whether the

dataset is context-dependent or not.

Feature selection methods are mainly divided into three types [51]

Filter methods:
Filter methods calculate a statistical measure to weigh the importance of each feature by

assigning a score. In most of the cases, the interdependency between any two features
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is ignored by just considering the importance of each feature. Some examples of filter

methods are correlation coefficient scores, chi-squared tests, etc.

Wrapper methods:

Like filter methods, wrapper methods also rank the features based on their importance. But
instead of using a statistical measure, wrapper methods use a predictive model to score the
features. Wrapper methods use different search strategies to find the possible subsets of
features that will predict the output. Based on the accuracy of the prediction model, the
appropriate feature subset is selected. The selected feature subset is directly considered as

the important feature set or furthermore used to assign scores to individual features.

Embedded methods:

As the name suggests, embedded methods are a combination of feature selection and pre-
dictive models. The primary purpose of these methods is a prediction. It is similar to
wrapper methods with the only exception being that the feature selection is a part of the
model construction process for prediction. In other words, the predictive model itself has a
built-in feature selection mechanism to choose the best features to produce better accuracy.

Some examples include LASSO, ridge regression, etc.

Based on the type of data, the CES module chooses the appropriate feature selection
method to extract the context of the data. To extract the context from a context-dependent
dataset, the model used in this dissertation is a predictive model that requires a target or
output variable. As opposed to the domain expert defining a context for a structured dataset,
this context extraction module automatically defines the context when provided with a tar-
get variable. Since feature selection is an implicit process in embedded methods, there are
comparatively fewer possibilities to choose from and there is a chance of data transforma-
tion in some embedded methods [11]. This is not necessarily a problem, but the primary
purpose of using feature selection here is to extract the context and assess the quality of

original data rather than prediction. So, the CES module ignores embedded methods to ex-
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tract the context as embedded methods include prediction and may also change the actual

data.

Whenever the context of the data is not required or the target variable is unknown for
prediction, the filter methods are used for quality assessment. Though computationally
expensive, the wrapper methods are the most efficient and comprehensive methods for
context extraction where the optimal feature subset can be found with a choice of numerous

strategies for both subset selection and prediction model while preserving the original data.

3.4 Framework

Figure 3.1 shows the framework of context extraction for structured data (CES). Since
the CES module requires the context of the data, the first component of the framework
is context extraction. We use machine learning algorithms to extract the context of the
data. The extracted context is further used to measure the quality of data. If the data is not
context-dependent, filter methods are used to remove the redundant or highly correlated
variables and the resultant variables are used to measure the data quality. Whereas if the
data is context-dependent, wrapper methods are applied to extract the context by sending
the output to the subset selector to select the most significant variables in the data. Note
that this is domain-dependent as the wrapper methods require a target or output variable to

use the prediction models.

3.5 Context Extraction

As discussed in section 3.3, the CES module extracts the context of structured data using
feature selection techniques. However, there are many ways feature selection can be per-
formed, and each has its advantages and disadvantages, depending on the data. Since CES

is intended to be used for any domain, this module consists of a mix of several feature
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Figure 3.1: Context Extraction Framework for Structured Data

selection algorithms. As mentioned earlier, embedded methods of feature selection are ig-
nored for context extraction, while filter and wrapper methods are used according to the

context-dependency. The overview of context extraction process is shown in algorithm 3.1.

3.5.1 Context Dependency

This is the first phase of the CES module, where the process of context extraction is de-
termined, i.e., whether or not the data is context-dependent, which is determined by the
presence or absence of a target variable. If the dataset is context-independent or the target
variable for prediction is unknown, the context extraction is determined by a filter-based
feature selection mechanism. This is not a context per se, but it produces a reduced feature
size. However, if the input dataset is context-dependent, CES uses the wrapper-based fea-
ture selection mechanism. Since wrapper methods use numerous ways to obtain a feature

subset, this CES module uses a variety of search strategies described later to determine the
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Algorithm 3.1 Context Extraction Algorithm for Structured Data
1: Determine whether the dataset is context dependent or independent based on the target

variable
2: if dataset is context independent then
3: Apply filter method
4: Obtain feature subset
5: else

6: Apply multiple wrapper methods

7: Choose the (best) smallest subset from all wrapper methods
8: Consider the best subset as the context of the dataset
9: end if

10: Deliver the context for Closest Dataset Search (CDS)

best feature subset.

3.5.2 Context Independent

As the target variable for prediction is not considered for the extraction of the feature sub-
set, this is a straightforward process that carries the basic feature filtering mechanism like
removal of redundant variables, highly correlated variables and null variables. The CES
module uses Pearson’s Chi-squared test to determine the importance of each feature in the

dataset.

3.5.3 Context-Dependent

Wrapper methods require a target variable to use a prediction model and determine the
best feature subset. The choice of prediction models, selection of feature subsets, and their

combinations produce different results and indeed defines context differently. There is no
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single machine learning algorithm that best suits all kinds of data. With this notion, a set of
search strategies and prediction models are implemented in the CES framework to choose
the best feature subset for data quality assessment. The following two sections describe
the search strategies and prediction models used in the CES module to generate possible
feature subsets. These feature subsets are further assessed to obtain an optimal feature

subset which finally defines the context of a particular dataset.

3.5.4 Subset generation: Search strategies

In this section, the approaches to generate multiple subsets of features to obtain the best
subset are discussed. Different search strategies can be implemented in wrapper methods
to generate the feature subsets ranging from a methodical search to a heuristic search. We
used brute-force, forward selection, and backward elimination as a part of a heuristic search
and ant-colony optimization and genetic algorithm as a part of stochastic subset selection.
Each subset is tested for accuracy by using the subset for prediction. The subset that gives

the best accurate prediction is the best set of features.

Brute-force:

Brute force subset selection is a straightforward method where it considers all possibilities
of the subsets to generate the feature subset. If ‘n’ is the number of features of a dataset,
2n-1 gives the number of possible subsets of a dataset. Though this method might give
the optimal subset, it is computationally expensive as the time complexity is linear. This
method does not consult the prediction model continuously, but rather it consults after
producing all the subsets and the prediction model chooses the best subset based on model

accuracy.

Forward Selection:

Unlike brute-force, forward selection does not produce multiple feature subsets to choose
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from. It is an iterative process of feature selection where initially a null set is considered
and each feature is added to the existing subset based on the selection criteria. The se-
lection criteria are the predictive model accuracy, where the current feature is added to the
feature subset only if the accuracy is improved compared to the previous subset and omitted

otherwise.

Backward Elimination:

Backward elimination is like the forward selection but in reverse order. Each feature is
selected for removal sequentially to check its importance in deriving the output. Initially,
the complete set of features is considered as the subset, and if the current model accuracy
without a particular feature is improved when compared to the existing accuracy, the re-
moval of the feature from the existing subset is confirmed and is no longer added to the
subset. Eventually, the feature is added back to the subset, if the model accuracy decreases

as it indicates the importance of that particular feature in determining the output.

Ant-Colony Optimization:

Ant-colony optimization [113] is a probabilistic algorithm to find the optimal path using
graphs based on the behavior of artificial ants. This algorithm is inspired by real ants seek-
ing a path to the source of food in their colony. The shortest path is discovered using
pheromone trails deposited by the ants moving in a random fashion initially. The proba-
bility of a path increases with an increase in pheromone level. Based on the probability,
the ants follow the shortest path that leads to the destination. We used this optimization
technique to derive the feature subset that gives the best accuracy with a prediction model.

The probability is calculated using equation 3.1.

P (72) (1)
BT (a8
E(Ti,j)(nz‘,j)

where, 7 = amount of pheromone on edge 1,]

(3.1)
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« and (3 are the parameters to control the influence (set to one)
1 = desirability of edge i,j (WLk) with w being weight of feature obtained from Pearson’s

correlation matrix

Each feature is treated as an artificial ant, where each ant traverses through the existing set
of features and calculates the prediction accuracy. Based on the accuracy, the pheromone
matrix is updated, which defines the probabilities of each path. Equation 3.2 gives the

formula for the pheromone update.

7'2-7]- = (1 — p)Tz’,j + ATi,j (32)

where, 7 = amount of pheromone on edge 1,]
p = rate of pheromone evaporation (set to 0.01)

A = amount of pheromone deposited, given by

L

W if ant k travels on edge i,

0, otherwise

Genetic Algorithm:

Genetic algorithms [44] are inspired by Darwin’s theory of survival of the fittest and mimic
the biological reproduction process. Initially, the individuals are randomly distributed into
populations representing the chromosomes and the fitness of each individual is calculated
based on the behavior of the population. Two individuals are selected based on their fitness
value to serve as parents for crossover intending to produce better offsprings. In the feature
selection problem, each feature represents a gene and the collection of genes is a chromo-
some (the subset of features). Each chromosome is represented by a string of Os and 1s.

Where 1 represents the presence and O represents the absence of the feature.
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3.5.5 Prediction Models

As the selection of feature subsets is diversified between several algorithms and approaches,
different algorithms are used to develop a better predictive model as the outcomes vary
hugely depending on the combination of a predictive model and a feature subset. The
machine learning algorithms used for prediction as a part of context extraction are Decision
trees (DT) and Logistic Regression (LR). A better model is chosen for context extraction
when all the wrapper methods (subset generation) are implemented with each of these

machine learning algorithms.

3.6 Subset Selector

Each wrapper method produces different feature subsets with a combination of predictive
models. It is important to choose the best feature subset as it derives the context of the data.
Subset Selector module chooses the feature subset that best satisfies the factors of selection
criteria. Prediction accuracy, feature subset size, and execution time are the important
factors of subset selection. Each factor is given a weight to derive a uniform selection
score. Subset selection is performed using equation 3.3. The subset with the highest score

1s considered as the best subset.
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where, .S; = Selection score for feature subset i
a; = prediction accuracy of subset i
n,; = number of features in subset i

t; = execution time (in seconds) of algorithm that produced subset i
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3.7 MapReduce Environment

As the data grows, assessing the quality of data becomes a difficult task. On the other hand,
context extraction requires more sophisticated implementation as the number of features
increase. With the advent of big data, the number of features or variables of data is in-
creasing rapidly. The average number of features ranges from a few 100s to even 1000s in
current big datasets [93]. It is computationally an expensive task to perform machine learn-
ing on large datasets, especially if it involves an iterative process. In order to overcome this
problem, the power of parallelism provided by Apache Hadoop’s MapReduce framework
[2] is used in the CES module.

3.8 Experimental Setup

Though brute-force, forward selection, and backward elimination algorithms are simple to
implement in Hadoop, ant-colony and genetic algorithms require a different approach. For
the ant-colony algorithm, the CES module splits the data and calculates the feature weights
using Pearson’s correlation coefficient in the mapper section. Model prediction and subset
generation based on prediction accuracy including pheromone updates are implemented
in the reducer. For the genetic algorithm, the mapper evaluates the fitness function and
keeps track of the best individual. On the other hand, the reducer performs the selection
and crossover steps of the algorithm. All the MapReduce jobs are implemented in 24-nodes

Hadoop cluster. Python and Java are used to implement all the wrapper methods in Hadoop.

Dataset:

Medical Information Mart for Intensive Care (MIMIC-III) data [58] is used as a case study
for the CES module. MIMIC-III data consists of de-identified health-related data associated
with over 40,000 patients collected between 2001 and 2012 who stayed in critical care

units. It is a large dataset with many details of patients including demographics, vital
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sign measurements, medications, caregiver notes, etc. It is a high-dimensional data with
more than 750 features. The intent is to extract the context from the dataset using feature

selection and assess the quality of the dataset.

3.9 Results and Discussion

The primary purpose of context-based data quality assessment is to observe how useful the
data is, in a particular context. It is not appropriate to label the data as “bad quality” if
it totally serves the purpose even though it is “visibly” bad. This indeed means that if a
small subset of features defines the data, it is appropriate to consider only those features for
quality assessment, provided it outperforms the bigger subset and defines the data better
than any other subset. The target variable for context extraction in MIMIC-III dataset
is the disease of each patient. Therefore, the context (best feature subset) is extracted
based on the disease prediction. We first extract the feature subsets using our wrapper
methods. Their performance or significance is then determined using prediction models. As
discussed earlier, since there is no single prediction model that best suits for all datasets, we
use two different prediction models (decision tress and logistic regression) to observe the
context of the dataset. Therefore, the wrapper methods (including genetic algorithm) helps
to produce the feature subsets, whereas, the prediction model determines the efficiencies
of each feature subset. Figure 3.2 shows the sizes of the best subsets produced by each

wrapper method for each prediction model.

It is observed that the genetic algorithm produces a smaller subset with MIMIC-III dataset,
whereas backward elimination has the largest subset. However, the feature subset size
cannot be the only criteria. The ultimate goal is to find the best subset that better defines
the data, so this may be possible with other wrapper methods with slightly more features.
Considering the prediction accuracy is another factor for subset selection. The respective

accuracies for the above methods are shown in figure 3.3.
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Figure 3.3: (%) Prediction accuracies for each wrapper method
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Figure 3.4: Genetic Algorithm: Prediction accuracy vs number of iterations

The subset selector component takes all these aspects into consideration and suggests a
better subset that can optimally assess the quality of the dataset. Although some algorithms
are fairly straightforward, the genetic algorithm apart from being resource-intensive is also
highly arbitrary in design and the stopping criteria are difficult to meet. The aim is to
observe its learning from iteration to iteration. Figure 3.4 gives the prediction accuracies

of genetic algorithm per iterations.

The important factors that influence the best subset selection are observed in this section.
From the results, it is understood that each wrapper method has a different strategy and
outcome for the same data. Though some algorithms suggest a smaller feature subset,
their prediction accuracy is relatively high. This is an important observation to extract the
context of data. Prediction accuracy and feature subset size being the key factors, the subset
selector considers these results to choose the best subset which is considered as the context

of data.

The context of a dataset varies with the change in the purpose of its usage. In other words,
if the target variable changes, the context of the dataset can vary depending on the variable.

This makes context extraction very subjective not only between different datasets but within
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the same dataset for different target variables. Therefore, we intend to observe the results

produced by our CES module for MIMIC-III dataset with disease prediction as the purpose

or target variable.

Related Variables | Unrelated Variables
Age Religion
Gender Joint Crystals
Heart Rate Immunofixation
Admission Type CD Body Fluids
RBC Count Iron

Table 3.1: All Algorithms: Common Related and Unrelated Variables

Table 3.1 shows the five related and five unrelated variables that were commonly chosen
by all the algorithms that we used in the CES module. The most related variables are con-
sidered to be part of the context of MIMIC-III. On the other hand, the unrelated variables

are eliminated by all the algorithms since they do not contribute to defining the context of

the dataset.

Related Variables | Unrelated Variables
Expiry Flag Language
Ethnicity Breast Milk
Hemoglobin Lipase
02 Flow Total Protein
LDL Cholesterol Macrophage

Table 3.2: Forward Selection: Most Related and Unrelated Variables

However, the context of the MIMIC-III dataset for the purpose of disease prediction is
not determined by all the algorithms. Since the subset selector determines the context by
choosing the best algorithm, we identified that the Forward Selection mechanism produced

the best subset of variables for this experiment. Table 3.2 shows the five most related and
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five most unrelated variables produced by the Forward Selection algorithm, in addition to
the variables shown in 3.1, which are not produced by all the other remaining algorithms.

Similarly, other algorithms selected other variables in addition to the ones listed in Table

3.1.

3.10 Summary

In this chapter, we discussed the importance of the context in data quality assessment.
Although the implicit quality of structured data remains the same, the explicit quality of
the data changes based on the situation where the data is used (i.e. the context). To build
a comprehensive DQA model, it is necessary to extract the context of the data. We use the

feature selection mechanism of machine learning to achieve this goal.

We discussed the advantages and disadvantages of using different types of feature selection
algorithms for context extraction. In our research, we use the filter and wrapper-based
mechanisms to perform feature selection and define the context of the data. We further

explain our framework and its modules for context extraction in structured data.

At first, the context extraction model verifies whether the given dataset is context-dependent
or not. If the dataset is context-independent, we simply implement filter methods to get a
reduced set of features. On the other hand, if the dataset is context-dependent, we imple-
ment wrapper-based algorithms to extract the context of the dataset. Wrapper methods,

however, can be implemented in many variations using different search strategies.

In addition to different search strategies, the performance and outcome of wrapper methods
change according to the prediction models. In this dissertation, we use decision trees and
logistic regression algorithms to finally define the context. We make use of the parallelism

inherent in Apache Hadoop to perform resource-intensive tasks of wrapper methods.
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Our experimental results show the importance of context extraction for assessing the quality
of the data. We also demonstrate the significance of using multiple variants of wrapper

methods for the process of context extraction.
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CHAPTER 1V

RECORD LINKAGE (RL) AND CLOSEST DATASET SEARCH (CDS)

4.1 Introduction

Data quality is typically studied as a single-measure entity. However, there are many di-
mensions of data quality such as accuracy, validity, consistency, etc. This dissertation
focuses on data quality assessment from different dimensions. Structured data quality as-
sessment (SDQA) is discussed extensively in chapter V. Some quality dimensions such as
accuracy, consistency, etc. require domain knowledge to measure the quality. One of these
requirements is a need for an accurate dataset or a correct source of information. This re-
quirement gets complicated as the input dataset (dataset that is being assessed for quality)
changes in schema and size. This chapter describes the Record Linkage (RL) and Closest
Dataset Search (CDS) modules, which automate the process of finding a closest accurate
dataset from a collection of datasets, to compare it with the input dataset. This process still
requires a collection of datasets for each different domain, but heavily reduces the domain
dependency as each input dataset needs little or no domain knowledge expert to determine

accuracy.

4.2 Framework

As mentioned in the previous section, automating the process of finding the closest accurate

dataset is essential to reduce the processing time and domain dependency, as the data varies
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widely with domain and time. In order to perform this action, two modules Record Linkage
(RL) and Closest Dataset Search (CDS) are developed as shown in figure 4.1. The CDS
framework consists of three phases: training, Record Linkage (RL), and Closest Dataset

search (CDS). The following sections describe these phases.

#  Training ™ e I

S . Record
N ~  Linkage
Retrain S Closest

> Word2Vee —1— | Dataset Search
model

. / p e

Figure 4.1: Framework for Closest Dataset Search

4.3 Training

Quality assessment of structured data is a challenging task, especially when the data can
have diverse formats, as it is difficult to convert non-numeric variables into numeric vari-
ables. The conversion is essential for comparison of two different datasets or data items, as

this is the primary goal in quality assessment.

Usually, all non-numeric variables are simply converted to categorical variables. A cate-
gorical variable is a variable that can take on one of a limited, and usually fixed number of
possible values, assigning each individual or other units of observation to a particular group
or nominal category based on some qualitative property [102]. This approach is followed
in many accuracy assessment models [33][35]. Categorization is beneficial in the field of

machine learning only to some extent. However, representing non-numeric variables as
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categories is not the best approach for quality assessment, especially in some cases such as

incorrect spellings, and extremely low or extremely high number of categories.

To overcome these problems, we use word embeddings in our accuracy assessment model.
Word embeddings are neural-network models that are trained to extract and compare the
words based on relations and backgrounds of the words rather than a simple character
matching. Since the relation between words can be obtained using word embeddings, the
words can then be represented in a vector space where the distance between any two words

gives the relation or similarity between them.

Regardless of the technique used, quality assessment for some dimensions is a straight-
forward process if the correct dataset or standard values are provided. However, in most
domains, having a source of correct information or dataset is highly impossible [74]. More-
over, this requires identifying a correct or accurate dataset for each application domain. The
goal of this module is not to provide a correct dataset for each domain as this will require
excessive time overheads, particularly in today’s realm of big data. Therefore, multiple
datasets are used (both relevant and irrelevant) to train the word embedding model. This
removes the need to have an accurate dataset for each domain. In order to build an efficient
word embedding model, Google’s Word2Vec word embeddings [48] model is used as the
base model. Even though Word2Vec contains about 100 billion words, there is always a
possibility of having new words, especially since the SDQA model can be used for any
domain. Hence, as a primary step to the CDS module, the existing Word2Vec model is
loaded and re-trained with new words from both the existing collection of datasets and the

incoming input datasets (dataset for which the quality will be assessed).
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4.4 Record Linkage (RL)

Another important problem that we address in this chapter is choosing an optimal dataset
for quality assessment. As mentioned in section 4.3, having a single source of correct
information is likely impossible in many domains. Thus, choosing the best dataset for
comparison would be the crucial step before assessing the quality of the input dataset. This
best dataset must be selected automatically without expert input. Since multiple datasets
are considered, which includes relevant and irrelevant datasets of a particular domain, it
is necessary to filter the datasets that are irrelevant to the input dataset. There are many
efficient techniques to perform this action [19][90]. In this dissertation, the Python Record
Linkage Toolkit [37] is used to find the subset of relevant datasets to the input dataset. There
are multiple algorithms available in the toolkit for dataset indexing. The best algorithm
is chosen by the toolkit depending on the requirement, such as the ‘Blocking’ algorithm
for computationally intensive large datasets, ‘SortedNeighborhood’ algorithm for datasets
with the possibility of a large number of spelling mistakes, etc. After performing the record
linkage operation, the resultant subset comes as a collection of datasets relevant to the input

dataset.

4.5 Closest Dataset Search (CDS)

The next step is to choose the optimal/closest dataset in the subset obtained from the previ-
ous RL step. To obtain the closest dataset, the word embeddings model obtained from the
training step is used. After comparing the input dataset with the subset of relevant datasets,
the dataset with the lowest average distance is considered as the closest dataset. In other
words, this closest dataset is considered as the source of correct information available. The

average distance between any two datasets is calculated using the equation 4.1.
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where, m = number of records in the dataset

n = number of variables in the dataset

N = new dataset

X = a dataset from the subset of relevant datasets

n;; and z;; represents the data item of " record and j* variable of N and X datasets
respectively

The process of closest dataset search is shown in algorithm 4.1.

Algorithm 4.1 Closest Dataset Search Algorithm
1: Create a pool of sample datasets

2: Train the Word Embedding model with the sample datasets and the input dataset

3: for each sample dataset do

4: Perform Record Linkage with input dataset
5: if the records and columns match then
6: Add the sample dataset to the shortlisted datasets
7 else
8: Discard the dataset
9: end if
10: end for

11: for each shortlisted dataset do

12: Perform similarity measure for non-numeric values using Word Embedding
13: Perform direct comparison for numeric values
14: end for

15: Identify the closest dataset to the input dataset

51



4.6 Summary

Data quality is a multi-dimensional entity. The requirements and measurement techniques
vary depending on the dimension. The dimensions which deal with the semantic quality
of the data require a source of correction information, in other words, an accurate dataset
to compare with. Manual processing of numerous accurate datasets is a tedious task and
requires high domain knowledge. To overcome this problem, an automated mechanism to

identify a closest accurate dataset is designed in this chapter.

There are three stages to obtain a closest dataset namely: training, record linkage, and
closest dataset search. In order to perform the comparison of data items, we used a neural
network model called word embeddings to support character datatypes and acquire closest
data items within a particular attribute. During the training stage, the neural network model

is trained to process the new data items each time.

The record linkage module compares the input dataset with a collection of multiple relevant
and irrelevant datasets. This module after comparison provides a subset of relevant datasets
to the input dataset. At the final stage, the closest dataset is decided based on the lowest
average distance between the input dataset and the subset of relevant datasets. Finally, the

closest dataset is considered as the accurate dataset or the source of correct information.

Since the closest accurate dataset plays an important role in determining the quality of the
input dataset, it is essential to observe its efficiency. However, the efficiency of the CDS
module can only be determined by how well the module helps in evaluating the quality
of the input dataset, and not by the accurate dataset itself. Therefore, we conduct experi-
ments on the CDS module by combining it with the quality assessment (SDQA) in the next

chapter.
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CHAPTER V

STRUCTURED DATA QUALITY ASSESSMENT FRAMEWORK (SDQA)

5.1 Introduction

Data quality measures the value of the data in multiple aspects. Although there are nu-
merous dimensions of data quality as discussed in chapter II, every dataset is different and
may not possess all quality dimensions. Many data-driven companies have a definite set
of quality dimensions to assess the overall quality of their data. However, certain quality
dimensions are common to almost every domain. Therefore, in this dissertation, we design
a DQA model that supports four important quality dimensions. Nonetheless, the proposed

DQA model can adopt other quality dimensions with ease.

Assessment of data quality not only varies by domain but also changes based on the type
of data. Since some quality dimensions require an accurate dataset or a correct source
of information for measurement, we developed an algorithm to automatically identify the
closest accurate dataset in the previous chapter. In this chapter, we propose a methodology
to evaluate the overall quality of structured data. We accomplish this goal by measuring the
individual scores of four quality dimensions namely: completeness, validity, accuracy, and
consistency. Depending on the quality dimension, we either use the context or the closest

accurate dataset or both obtained from the previous steps.
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5.2 Related Work

Data quality dimensions are mainly classified into two types: intrinsic and contextual. In-
trinsic quality dimensions refer to measuring the data values themselves outside of any
association with a data element or a record. Contextual quality dimensions refer to the data
elements concerning other data elements or from one record to other records. Before as-
sessing the quality dimensions of structured data, it is essential to understand the nature of
quality dimensions. David Loshin proposed a classification of quality dimensions for struc-
tured data in [74]. Figure 5.1 shows the categorization of quality dimensions into intrinsic

and contextual.

Intrinsic ]7 { Contextual ]7

4{ Accuracy J 4{ Completeness

— Lineage — Consistency |

— Semantic — Currency

— Structure | _’ Timeliness
—’ Reasonableness |
— Identifiability

Figure 5.1: Categories of Data Quality Dimensions
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Among the four quality dimensions that we consider in our research, validity (also called
structure), and accuracy come under the intrinsic type of dimensions, meaning, the evalu-
ation of these dimensions does not change with context. On the other hand, completeness
and consistency belong to contextual quality dimensions which change according to the
context of the data. However, evaluating completeness and validity is a straightforward

process, as they do not require an accurate dataset to compare with.

Data accuracy is one of the most important and challenging dimensions of data quality. An
Accuracy Assessment Algorithm (AAA) based on probability theory was proposed by V.
Sessions et. al. in [94]. With no prior knowledge, this algorithm estimates the accuracy
levels of a dataset based on a few predefined significance levels, learned using the PC
algorithm proposed in [99]. Although this algorithm is capable of assessing the accuracy
of the dataset without prior knowledge using Bayesian Networks, it is not suitable for large

datasets.

Jingling Zhou et. al. proposed a search and score-based data accuracy assessment tool in
[118]. This model considers only a small subset of the dataset that needs to be assessed and
manually calculates the accuracy. The subset and the remaining dataset are then learned
using Bayesian Networks using a score-based mechanism. Finally, the Euclidean and Jac-
card distances between those datasets are calculated to determine the overall accuracy of
the dataset. In [35], Robert Crone proposed a Veracity Assessment framework for big data.
Like any other accuracy assessment model, this model requires an accurate dataset to com-
pare with. However, it depends on a domain expert to provide this accurate dataset. The
accuracy of a new dataset is calculated based on its usefulness when combined with an

existing dataset. This leads to feature selection and creates a completely new dataset.

In the literature, data consistency is typically combined with data cleaning. Unlike DQA,
data cleaning alters the data by repairing the inconsistent data values. These inconsistent

data values are recognized with the help of similarity rules. Similarity rules are identical
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to functional dependencies in relational databases, which are usually described as the rela-
tionship between attributes within a dataset. Data is inconsistent if it does not follow the

dependency rules and vice versa.

Samir Al-janabi et al in [10] proposed a data cleaning model that focuses on repairing
inconsistent values and discover the accurate values in data. The authors utilize embedded
density information in data and functional dependencies to fix errors. The density of data
is determined based on assigned confidence scores. Though similar cleaning models were
proposed in [32][39], all of them rely on predefined rules. Unlike small datasets, it is

virtually impossible to define dependency rules for large datasets.

Wenfei Fan et. al. proposed a bread-first search technique to discover conditional func-
tional dependencies in a dataset [43]. Similarly, a depth-first search approach to identify
functional dependencies within a dataset was proposed by Catharine Wyss et al in [115].
The primary goal of these studies is to discover dependencies without the aim of data clean-

ing. Therefore, these methods are not suitable for data consistency.

A more efficient dependency discovery method was proposed by Loredana Caruccio et al
in [27]. This model discovers Approximate Functional Dependencies (AFDs) using ge-
netic algorithms. A similar AFD discovery algorithm was proposed by Sebastian Kruse et
al [65]. In contrast to FDs and CFDs, AFDs are more practical for discovering dependency
rules for large datasets. However, discovering AFDs for consistency assessment is compu-
tationally expensive and cannot handle datasets with more than 30 variables and 250,000

records [20].

For both accuracy and consistency assessments, there exist several drawbacks in the litera-

ture including:

e Failure to perform contextual assessments.
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e Lack of support for large datasets.

e Heavy domain dependence for data comparison.

To overcome the problems in the literature, we propose a multi-domain context-aware qual-

ity assessment model that supports big data using machine learning techniques.

5.3 Framework

The aforementioned, Structured Data Quality Assessment (SDQA) has certain prerequi-
sites to satisfy before measuring the individual scores of quality dimensions. We utilize the
Context Extraction (CES), Record Linkage (RL), and Closest Dataset Search (CDS) mod-
ules proposed in chapters III and IV. However, all the quality dimensions do not require

these modules for quality estimation. Our SDQA framework is shown in figure 5.2.

Context
Extraction Ve T
(CES) / [ Data Quality Assessment j \
> Intrinsic | " Contextual
| Validity | Completeness|
| .
[ Accuracy ] [ Consistency ]
Record
Linkage (RL) »
&Dciﬂf*eft Final Data
alase Quality Score
Search (CDS) . W 4

Figure 5.2: Structured Data Quality Assessment Framework

Initially, the input dataset is sent to the CES, RL, and CDS modules to extract the context

of the dataset and obtain a closest accurate dataset to compare with. This information along
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with the input dataset is further transmitted to the quality assessment module. Since validity
is an intrinsic quality dimension, it does not require any new information, except for the

input dataset.

Although accuracy is an intrinsic quality dimension, it requires an accurate dataset to com-
pare with the input dataset. Therefore, both the input dataset and the closest dataset ob-
tained from the CDS are used for accuracy assessment. Because completeness is a contex-
tual quality dimension, the input dataset along with its context is transmitted to calculate

the completeness score.

A quality dimension that requires both context and an accurate dataset is consistency. Based
on the context of the input dataset, the dependency rules possessed by the accurate dataset
are verified to estimate the consistency score. Finally, the individual scores of these dimen-

sions are combined to calculate a final data quality score.

5.4 Data Quality Assessment

For contextual quality assessment, we use only those features that define the context of the
dataset obtained from the CES module. On the other hand, we consider all the features in
the dataset for intrinsic quality assessment. In this section, we explain the methodologies

to evaluate the individual scores of the four quality dimensions used in our research.

5.4.1 Data Completeness

Completeness is a measure of the availability of required information within a dataset.
Apart from missing values, a dataset should not contain extra information. Certain features
are expected to have complete values under any circumstance, whereas some features have

an optional assignment of values in the data set. Either the lack of required information or
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the abundance of unnecessary information reduces the quality of data. This makes com-
pleteness a contextual quality dimension. We use equation 5.1 to calculate the completeness

of an input dataset.

number of complete data items

(5.1)

dcompleteness =
fcontea:tual *n

where, feontertuas = Number of context based features that cannot have null values

n = number of total records in the dataset

5.4.2 Data Validity

Data validity measure, as the name suggests, verifies whether the input dataset satisfies the
syntax rules set by a domain expert or not. Automation of this process is not possible, as the
format of a dataset is what defines a structured dataset. However, constant monitoring by a
domain expert is not necessary, as the format for each attribute is only required once, which
can then be stored in the metadata of a dataset. Some examples of data format include the
length of the data item, type of data, etc. Unlike data completeness, this quality dimension
is independent of feature correlation and applies to all the features of the data. Equation

5.2 is used to derive the score of data validity.

number of valid data items

nx* f

(5.2)

dvalidity =

where, n = number of records

f = total number of features in the dataset
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5.4.3 Data Accuracy

Although each quality dimension has its importance in the evaluation of data quality, data
accuracy generally dominates the other dimensions, as it verifies the correctness of the in-
formation by comparing it with an accurate dataset. Data accuracy is an intrinsic quality
dimension that must satisfy the semantic requirements at any given instance. Therefore,
we consider all the features of an input dataset for accuracy assessment. A typical accu-
racy assessment is performed based on the average distance calculated between the input
and accurate datasets. However, our SDAQ model performs this operation differently by
utilizing word embeddings for non-numeric variables. Equation 5.3 is used to derive the

accuracy based on average distances and word similarities.

B B (1 - el

J=1 max(n;j,cij)

(5.3)

daccuracy =
mxn

where, m = number of records in the dataset

n = number of variables in the dataset

daccuracy = INtrinsic data accuracy of the new dataset

ni; and c;; represents the data item of " record and j* variable of the new dataset (N) and

the correct dataset respectively

5.4.4 Data Consistency

Consistency is a measure of the integrity of a data value at multiple instances across the
dataset. In other words, consistency assessment verifies whether the data satisfies the re-
quired semantic constraints or not. As discussed in section 5.2, dependency rules are used
in the literature to assess the consistency of the data. However, almost all the studies re-

quire predefined dependency rules, which is virtually impossible to provide for all datasets.
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Despite the automatic discovery of dependencies that have been proposed in the litera-
ture, most of them do not support big data and do not refer to an accurate dataset. In our
dissertation, we use Approximate Functional Dependencies (AFDs) to measure the data
consistency. Since consistency assessment does not alter the data, using approximate de-

pendencies for evaluation is a sufficient and viable approach.

Mutual Information

In our research, we use Mutual Information (MI) to find approximate dependencies in a
dataset. Mutual Information [34] is a statistical quantity that measures the mutual depen-
dence between two variables in a dataset. In other words, it measures how much one vari-
able tells about another. Unlike variable correlation, MI is capable of finding dependencies

for both linear and non-linear variables.

MI calculates the reduction of uncertainty about one variable, given the knowledge of an-
other variable. The value of Ml is O if the variables are independent, whereas, it is inversely
proportional to the uncertainty of variables. As MI handles the uncertainty of a variable, it
is associated with entropy. Entropy is a measure of available information. The value of en-
tropy is high if the knowledge about a variable is low and vice-versa. Entropy is calculated

using equation 5.4.

H(X)= - Px(z)log Px(x) (5.4)

where, X = a random variable
x = data items in variable X

Px (z) = probability of appearance of a data item x in variable X
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However, mutual information is dependent on both entropy and conditional entropy of
variables. Equation 5.5 gives the conditional entropy of variable X after observing variable

Y.

HX)Y) = Py(y) [ = 3" Py (aly) log(Pyy (z]y) 5:5)

where,

Pxy (z|y) is the conditional probability of x given y

Based on equations 5.4 and 5.5, the mutual information of two random variables X and Y

is calculated using equation 5.6.

I[(X;Y)=H(X) - HX|Y)= H(Y) - HY|X) (5.6)

where,

I(X; Y) = Mutual Information between variables X and Y
H(X) = entropy of variable X

H(Y) = entropy of variable Y

H(X|Y) = conditional entropy of X given Y

H(Y'|X) = conditional entropy of Y given X

Acquiring dependency rules from the same dataset that is being assessed for consistency
will produce inaccurate results. Therefore, we use the accurate dataset obtained from the
CDS module. Moreover, since consistency is a contextual quality dimension, we consider
only the features generated by the CES model. We calculate MI for all possible pairs of
features or variables from the accurate dataset. However, the value of MI is always a non-

negative number ranging from O to infinity. Thus, we normalize the mutual information
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score to vary between 0 and 1, where 0 indicates variables are independent and 1 indicates
a high dependence between the variables. If two variables are dependent, we add the pair
to our list of dependency rules. We consider two variables to be dependent if their MI
score is above a certain threshold value. Based on multiple simulations, we observed the
median and standard deviation of dependencies for labeled datasets and set the dependency
threshold to be 0.93. After identifying the dependencies in both input and accurate datasets,

we finally match them and calculate the consistency of the input dataset using equation 5.7.

|dy N dal
dconsis ency — 5.7
tency |dA| ( )

where,
dy = dependencies in condensed dataset (feature subset defining the context), N

d 4 = dependencies in accurate dataset, A

5.4.5 Final Data Quality Score

Unlike the individual estimations of data quality dimensions, the overall quality score of a
dataset is defined by the importance of each quality dimension for a particular domain. The
relevance and significance of quality dimensions differ by domain. Therefore, a numerical
score to determine the overall quality of the data is dependent on a domain expert. Though
our model cannot automate this process, obtaining a list of relevant dimensions and their
weights in a particular domain is a one-time process. Moreover, the dimensions and their
weights do not change from dataset to dataset within the same domain. As discussed earlier
in this section, we use the individual scores obtained for each quality dimension and apply

them in equation 5.8 to estimate the overall quality of an input dataset.

N n

fs (5.8)
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where, n = number of quality dimensions relevant to a particular domain
d; = individual score of quality dimension i

W; = weight of quality dimension i

5.5 Experiments and Results

The outcome of our SDQA model is the overall quality score of an input dataset. The
validation of the outcome is only possible with sample labeled datasets. In other words, the
quality score can only be verified if a dataset is manually assessed for quality. Therefore,
it is practically impossible to verify the estimated quality scores without intervention by a

domain expert. The following are a few reasons for the outcome to be unverifiable:

e Every dataset is different and correct validation of one dataset cannot be assumed to

be true of the other.

e Manual assessment of large datasets for verification (to create labels) is virtually

impossible.

e No two assessment approaches can give identical results.

For the above reasons, the outcome of our SDQA framework is non-verifiable. However,
without proper observations, a model cannot be determined to be a good model. Thus, we
intend to test our approaches that aid in performing the quality assessment. One important
step in our quality assessment process is the closest dataset search. We use the dataset
provided by the CDS module to assess the accuracy and consistency dimensions. For that

reason, we intend to test our CDS module for consistency and accuracy assessment.

The CDS module identifies the closest accurate dataset to the input dataset from a collection
of irrelevant and relevant datasets. Aforementioned, we intend to develop a comprehensive

DQA model that supports multiple domains. As a result, to test our assessment model, we
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considered datasets from multiple domains.

Accuracy Assessment:

First, to represent the group of relevant and irrelevant datasets, we considered a total of 10
datasets, that comprises 7 datasets with climate information of 7 U.S. states and 3 datasets
with demographic and employee information of a fictitious firm. We collected the climate
data from the National Centers for Environmental Information [45]. The employee infor-

mation datasets are synthetically generated.

We considered 3 different test cases for the evaluation of data accuracy. Climate data
is generally similar within a region or country. So, to test our record linkage module,
we considered two test cases of climate data each from different U.S. states (Oklahoma
and Vermont). The final test case is an employee dataset similar to those in the dataset

collection.

Although the collection of sample datasets contains 10 datasets, we considered the top 5

respective closest datasets to each of the test cases. Figure 5.3 shows the accuracy of 3 test
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case datasets (Oklahoma climate, Vermont climate, and 1 employee datasets respectively).
As shown in the figure, the accuracy of the test cases for each of the sample datasets varies
between 0% and less than 70%. The sample dataset which gives the highest accuracy to
a particular test case indicates that it is the closest dataset to that particular test case and
the numeric accuracy indicates the data accuracy of the test case dataset. The test case
datasets that possess 0% accuracy when compared to some sample datasets indicate that
the respective sample dataset is irrelevant to the test case dataset. For example, the test
case dataset-3 has 0% accuracy to most of the sample datasets. The primary reason for this
situation is because 3 sample datasets that are related to employee information compared
to 7 sample datasets of climate information. Likewise, this can be observed with other test
cases as test cases 1 and 2 have 0% accuracy with respect to some samples, where test case
3 has more than 0% accuracy. This experiment shows the efficiency of the CDS module in

the accuracy assessment.

Consistency Assessment:

A similar experiment concerning consistency assessment was performed to evaluate the
CDS module. The collection of sample datasets now has 15 datasets, 5 each from three
different data sources. The three different data sources are climate data, employee infor-
mation, and MIMIC-III medical dataset (discussed in chapter III). Note that for every new
input test dataset, any dataset from a different data source will be irrelevant. Apart from
the group of relevant and irrelevant datasets, we also consider 3 test case datasets, one each

from the 3 data sources.

Quality assessment without a reference to an accurate dataset may lead to inaccurate anal-
ysis. Thus, we incorporated the closest accurate data search in our model to identify the
dependency rules. Using these dependency rules of an accurate dataset, we assess the con-
sistency of a test dataset. The consistency of 3 test case datasets based on their respective

relevant datasets is shown in figure 5.4. The consistency of test case datasets changes if
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the dependency rules are compared with irrelevant datasets. This shows the importance of
considering an accurate dataset for consistency assessment. A test case dataset can have
varying consistency scores for sample datasets within the same source. However, a high
consistency does not always mean that it is the true consistency of the test dataset unless
the consistency is calculated based on the semantic accuracy of the sample dataset (i.e.

accurate dataset).

We discover approximate dependency rules within a dataset to estimate the consistency
of a dataset. Our approach supports big and high dimensional datasets by reducing the
time taken to discover the dependency rules. Although approximate dependencies vary
widely in approximation, our main goal is to assess the consistency, which does not alter
the data and change the data accuracy in any way. The existing dependency discovery
algorithms cannot support datasets with more than 30 features. Moreover, they discover
the dependencies to repair or modify the datasets. We test the execution time of our model
by gradually increasing the number of features in a dataset. Fig. 5.5 shows the run time of

our model where the x-axis indicates the feature count and the y-axis shows the run time in

67



140

120 [|—e—Dataset 1 y
3
5 100 |- :
g
= L i
g %0
= 40) :
=1
a2

20 | 8

| | |
050 100 200 300 400 500
Number of features

Figure 5.5: Feature count vs Execution time

minutes.

5.6 Summary

Data quality has multiple dimensions such as accuracy, consistency, timeliness. Although
every data-driven company does not consider all quality dimensions to measure the overall
quality of a dataset, certain dimensions are important in every domain. In this chapter,
we devise various approaches to estimate the individual scores of four important quality
dimensions namely: completeness, validity, accuracy, and consistency. We then calculate
a final data quality score based on the individual scores and their weights which varies by

domain.

The estimation of completeness and validity are straightforward as they do not require any
additional dataset for comparison. Completeness is a contextual quality dimension that
considers only the subset of features produced by the Context Extraction (CES) module.
The completeness of a dataset is calculated based on the number of missing values in a

dataset. On the other hand, as validity is an intrinsic dimension, it considers all the features
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in a dataset. Validity verifies the syntactic constraints of a dataset.

Assessment of accuracy and consistency requires an accurate dataset to compare with. We
utilize the closest accurate dataset identified by the CDS module. Also, since consistency is
a contextual quality dimension, it considers only the features extracted by our CES module.
We use a combination of average distances and word similarities for assessing the accuracy
of a dataset. For consistency assessment, we identify approximate dependency rules using

mutual information.

Our experimental results show the importance and efficiency of our CDS module in the
evaluation of accuracy and consistency. We show how accuracy and consistency differ by

comparing the input dataset with both relevant and irrelevant datasets.
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CHAPTER VI

CONTEXT EXTRACTION IN TEXTUAL DATA (CET)

6.1 Introduction

So far, this dissertation focused on assessing the quality of structured datasets. However,
this is only one side of the coin. Other than having a definite structure, data has numerous
unstructured forms such as text, image, audio, and video. Unstructured data occupies the
major share in present-day big data. Hence, there is also a need to assess the quality of
unstructured data. However, quality assessment has to be performed differently for differ-
ent types of unstructured data. In this dissertation, we focus only on the textual form of

unstructured data.

Although the procedure to assess the quality of textual data is different, the approach is
analogous to that of structured data. Context is essential for quality assessment, regardless
of the type of data. Therefore, context extraction will be the initial step for the quality
assessment of textual data. However, unlike in structured data, the perception of context is
not simply the importance of features based on a target variable. In textual data, context is
not “Where the data is used.” or “How important the data is for a situation.”, but “What is
the data explaining.” and “How the topic is explained.” Textual data is very dynamic as a
topic can be depicted in multiple ways within the same text. Thus, identifying the context
in textual data is a challenging task. In this chapter, we demonstrate our methodology to

extract the context from text documents using natural language processing and machine

70



learning techniques.

6.2 Related Work

Context extraction using Natural Language Processing (NLP) has become an important
research topic in recent years. Data context plays a key role in performing any kind of
analysis on textual data. This is true even in the case of data preprocessing as the action
of cleaning and repairing of data depends on implicit information. Many studies in the

literature addressed this problem of context extraction from textual data.

As discussed in the previous section, context extraction is a hard problem and there can
be no foolproof solution to it. The basic understanding of context is identifying the topic
that a text is explaining. For this reason, numerous studies focused on extracting the topic
of a text. This technique is popularly termed as Topic Modeling (TM). There are many
ways to perform topic modeling, and each has its advantages and disadvantages. One
popular method to extract the topic is using n-grams. N-grams are collections of words that
represent the topics, phrases, and concepts occurring in a text. There are multiple levels
in n-grams, where n represents the number of words in the collection. Jayaraman et. al.
proposed a keyword topic model using n-grams [57]. Nikolenko et. al. proposed a topic
model using TF-IDF (Term Frequency-Inverse Document Frequency) mechanism which
extracts the words that frequently occur in a text [81]. Similar models have been proposed

in [8][70].

However, n-grams and TF-IDF mechanisms are naive approaches to extract topics from a
text as they do not necessarily consider the semantics of the words. Therefore, a hybrid
approach for topic modeling was proposed by Lee et. al. in [69]. Basic NLP techniques
retain a lot of noise in the text which provides redundant information to extract the topic.

In [117], Zhang et. al. proposed a topic model that supports a noise filtering mechanism. A
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slightly more advanced technique using a clustering algorithm was proposed in [116][14].

Nonetheless, these techniques though perform better compared to the basic topic models,
they cannot still extract the topic based on the semantics on the text. Sentiment analy-
sis is an application of NLP that focuses on identifying expressions that reflect authors’
opinion-based attitude (i.e., good or bad, like or dislike) toward entities (e.g., products,
topics, issues) or facets of them (e.g., price, quality) [26]. Even though the semantic re-
lation between words is not considered in sentiment analysis, this method still gives more
information than just a topic. Therefore, Sowmiya et. al. proposed a topic model using
sentiment analysis in [98]. Similar models have been proposed in [83][15]. These models

still do not provide the context of the data.

An advanced topic model provides valuable information about the text. However, the con-
text of a text is more than just a topic. Context not only tells what the text is about but also
explains how a topic is expressed and how much importance it carries in the text. Although
few studies focused on context-based analysis [76], they can only discern the context to
perform prediction such as sentence completion and classification. Therefore, to overcome
the problems in the literature, we present an efficient context extraction mechanism using

natural language processing and deep neural networks.

6.3 Framework

The framework for Context Extraction in Textual Data (CET) is shown in figure 6.1. There
are three main components in our CET model namely topic extraction, sentence matching,
and hybrid sentiment analysis. Initially, the topic extraction module derives the essential
topics from the raw text. These topics along with the raw text are further processed by
sentence matching to obtain the importance of each topic within the text. Finally, the ex-

pression of the topics based on the importance is identified by the hybrid sentiment analysis
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model. The hybrid model consists of two levels to perform sentiment analysis, i.e. lexicon
and machine learning. Each of these components of our CET model is discussed in the

following sections of this chapter.

6.4 Context Extraction

Context extraction is a complex task regardless of the application. It is a critical phase in
the quality assessment of textual data. Though it is possible to determine the quality of a
text without the context, it requires a tedious manual interference to comprehend the data.
This task becomes practically impossible with large documents. This section describes an

automated tool for multi-domain context extraction in textual data.

6.4.1 Topic Extraction

The aforementioned topic extraction is possible with basic NLP techniques such as n-

grams, TF-IDF, and filtering tools. However, in this dissertation, since we intend to de-
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termine the topic as a part of context extraction, we perform a semantic analysis of raw
data. To achieve this goal, we do not perform conventional pre-processing activities such
as stemming (obtaining a stem word), and removing of numbers, punctuation, and stop
words (is, that, which, etc.), as these techniques may help to extract the topic, but loses

valuable information that could be contributing to the context of the data.

In order to avoid the issues caused by case-sensitivity, we first convert the raw text into
lower case. There could be multiple instances of a topic in the entire text document. The
impact or the relevance of each topic could vary depending on the sentence. Therefore,
we then split the lower-case raw text into sentences. Using natural language processing,
we perform Parts Of Speech tagging (POS) for every word in each sentence. Each part of
speech has its significance in determining the meaning of a sentence. In this dissertation,
we consider all types of nouns and verbs to extract the topic from a sentence. However, if
needed, other parts of speech can be included with ease. There could be multiple instances
of a word or its reference in a document. Since we process the document by each sentence,
it is likely to obtain the same word multiple times. Therefore, we remove the duplicates to
obtain a unique list of words in a document. At this point, these words are not necessarily

topics. Hence, we name them as potential topics.

6.4.2 Sentence Matching

In the previous step, we extract the potential topics from an input text document. Many
studies in the literature identify the importance of a topic based on its repetition level in a
document or relation to a set of words in a predefined window size. However, we intend to
extract the semantic relevance of each potential topic for every sentence in the document.

We perform this operation with the help of deep neural networks.

Word2Vec [48] is a collection of neural networks that produce word embeddings from
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a large corpus of text. Each word in the corpus is represented in a vector space, where
semantically related words are close to each other. However, this model cannot compare or
find a relation between sentences. For this reason, a new model at paragraph level named
Doc2Vec was proposed by Le et. al. in [68]. This model represents the words with an
additional dimension in vector space for the specific paragraph it belongs to. Therefore,
we use Doc2Vec deep neural networks to identify the relationship between a word and a
sentence. However, since Doc2Vec identifies the embeddings at the paragraph level, no
sentence, paragraph, or document can be pre-trained as the model considers the context,

and the relations are identified dynamically based on Word2Vec.

The raw input text is transmitted to the Doc2Vec network for training. Upon training, each
potential topic is then compared to all the sentences in the input document. The similarity
score between a topic and a sentence varies between 0 and 1. Where 0 indicates the topic
is not relevant to the sentence, 1 indicates that the topic is highly related to that sentence.
Since Doc2Vec compares the sentences based on the context and word embeddings, it is
highly probable for a topic to be relevant to a sentence that does not contain this particular
word or its reference. Therefore, we find the relevance between a topic and all the sentences
in the input text. Finally, the average relevancy is calculated for each potential topic. Unlike
the models mentioned in the literature, this method extracts the semantic relevance of every

topic in the entire document.

6.4.3 Hybrid Sentiment Analysis

Our CET model so far answered the question, “What the data is explaining about.” Al-
though at this stage, there exist multiple topics with a ranking system (relevance score),
this alone will not convey the context of a text. We still need to focus on the question,

“How the topic is explained.”
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This is the fundamental difference between a topic and a context. To address this question,

we use a hybrid sentiment analysis model.

Lexicon

The basic methodology to implement sentiment analysis is using a lexicon. A lexicon is
a vocabulary of a language (English, in our case). A lexicon for sentiment analysis is a
collection of words with labeled sentiment scores. A sentiment score varies from -1 to +1,
where -1 indicates that a word is bearing a highly negative sentiment, O being neutral, and
+1 signifies a highly positive sentiment. However, this lexicon cannot hold all possible
words as the sentiment of certain words in a document varies depending on the context.
As a result, words (mostly adjectives) that do not change with a context or explain a word

(such as a noun) are present in this lexicon.

The topics extracted in our previous step contain only nouns and verbs which do not have a
sentiment by itself. Therefore, we extract the sentiment-bearing words associated with the
topics from all possible sentences in the document. We then obtain the individual sentiment
scores (from the lexicon) for every qualified word associated with each topic. Finally, we
calculate the average sentiment score of each topic by aggregating the individual sentiment
scores. This process balances the negative and positive scores associated with a topic and

thereby provides the overall sentiment of a topic in a given text document.

This concludes the process of context extraction. However, since this model is designed
to work for all possible texts in numerous domains, there exist a few drawbacks to this
approach. Having a sentiment score solely based on adjectives will not cover all possible
contexts of a document. For example, words such as “increasing” and “robbery” can have
a sentiment in most cases that necessarily are not associated with an adjective. The word

“increasing” can carry both negative and positive sentiments depending on the context,

76



whereas “robbery” carries a negative sentiment in most contexts. This issue cannot be ad-
dressed by a lexicon-based analysis containing only adjectives. Therefore, to enhance our

sentiment analysis model, we include a machine learning approach to solve this problem.

Machine Learning

A supervised machine learning approach provides a viable solution to identify the senti-
ment of a word that is not associated with an adjective. We designed a supervised logistic
regression model to estimate the sentiment scores of the sentences related to each topic.
This model can easily become frail if trained with a smaller dataset. Therefore, we train
our machine learning regression model with large datasets [80]. Since this a prediction-
based model and margin of error is high compared to the lexicon-based approach, we give

less weight to this model.

As mentioned earlier, we calculate the average sentiment of each topic by estimating the
individual sentiment scores of every qualified sentence. However, if the topic is not associ-
ated with an adjective in a particular sentence, or if an adjective is absent in a sentence, the
sentiment score is 0, meaning neutral. In that case, we predict the sentiment scores of only
those sentences using a logistic regression model. We then eventually calculate the average

sentiment scores of each topic.

6.4.4 Context Evaluation

The context of a text can neither be a single word nor a sentence. In this dissertation,
we define context as a topic associated with relevance and sentiment scores. However, a
text can contain multiple topics with varying importance. Our primary purpose in using

context in this study is quality assessment. We utilize context for automatic identification
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of a similar text document for quality assessment. Therefore, we use a threshold variable
to decide the number of topics (and its scores) to evaluate the context of the input text
document. This threshold can be altered depending on the application and its domain. The

overview of context extraction for textual data is shown in algorithm 6.1.

Algorithm 6.1 Context Extraction Algorithm for Textual Data
1: Extract the potential topics (nouns and verbs) of the document

2: for each potential topic do

3: for each sentence in the document do

4: Calculate the relevance score

5: end for

6: Calculate the average relevance score

7: Calculate the sentiment score based on the Hybrid Sentiment Analysis model
8: end for

9: Determine the context of the text document based on its topic, relevance, and senti-

ment.

6.5 Experiments and Results

Although this chapter deals with the context extraction of a text document to assess the
quality of the data, it contains multiple aspects associated with the context. Since there is
no standard definition for context, there exist no datasets with a context label that suits our
definition. Therefore, to test the efficiency of our CET module, we intend to test it based on
its components individually, i.e., Topic Extraction, Sentence Matching, and Hybrid Senti-

ment Analysis.

Each of these components is distinct both in the approach of data comprehension and the
purpose of the usage. This situation requires us to use different datasets to experiment with

and test their efficiency. Therefore, we use multiple datasets to understand and test our
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components. However, to the best of our knowledge, there are no labeled datasets available
to test the performance of our sentence matching component. Since this component is
loosely connected to the similar document extraction (discussed in Chapter VII), we rely on
the analysis performed on TDQA to understand the effectiveness of the sentence matching

component.

Topic Extraction

Since topic extraction is a popular method to comprehend the data in natural language
processing, there are numerous datasets available to test the efficiency of this component.
As we aim to develop our quality assessment model for multiple domains, for this experi-
ment, we combine two datasets containing news articles from multiple fields. We combine
20NewsGroup [66] and BBC news datasets [50] to create a collection of more than 21,000

news articles from 5 different domains.

The main metric to determine the efficiency of the topic extraction component is how ac-
curately a model can predict the topic when provided with the text of a document. It is
also important that a model predicts the topics not only in one domain but for multiple
domains. As shown in Figure 6.2, our topic extraction component predicts the topics with

high accuracy in different domains.

Hybrid Sentiment Analysis

The aforementioned, present context extraction mechanisms only consider the topic to de-
termine or understand the situation of the data. As this approach is deficient in terms of
comprehending the context, in our work, we use some additional steps to identify the over-

all data context. It is important to understand the tone of the information in addition to
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Figure 6.2: Topic Prediction

the topic extracted from the data. As discussed in section 6.4, we achieve this goal by

performing sentiment analysis.

Since the previously used datasets do not contain a sentiment score as a label, we use the
Amazon Review Dataset [80] to test the effectiveness of our sentiment analysis component.
The dataset contains more than 75 million reviews collected from 29 different categories
of products sold on Amazon. For experimental purposes, we used a part of this dataset
containing around 10 million reviews collected from 5 different categories. Figure 6.3

shows the prediction accuracy of our sentiment analysis component.

As discussed in section 6.4.3, most of the time, sentiment analysis is performed based on a
lexicon approach, where the sentiment of a word or a sentence is determined by predefined
sentiment scores associated with the adjectives. However, this approach has a shortcoming
for certain verbs that carry sentiment in some instances. It is very important to perceive
the sentiment and context of the data as accurately as possible, especially because our
model is intended to use for data quality assessment. Therefore, we perform a hybrid

sentiment analysis to overcome this problem. Figure 6.4 shows the prediction accuracies of
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Figure 6.3: Sentiment Prediction

sentiment analysis when performed only using a lexicon versus a hybrid model. Although
the accuracy difference is not notable for a few categories, there is a significant difference

in most of the categories.

Although we could not test our context extraction module as a whole, nonetheless, the
module comprises different components that can be tested individually. The efficiency of
our context extraction module can be interpreted from the results obtained from the topic

extraction and hybrid sentiment analysis components.

6.6 Summary

No matter what type the data is, context is essential to understand the data better, especially
for quality assessment. Therefore, similar to SDQA, context extraction is an essential phase
in TDQA. In this chapter, we introduce our Context Extraction for Textual Data (CET)

module as the first step in our quality assessment model for textual data.

Unlike structured data, the context of textual data is apparent as to what the data is talking
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Figure 6.4: Comparison of sentiment analysis models

about, and how it is being presented. However, the automatic extraction of context from
textual data is not as simple as it can be defined. Most of the existing models only con-
sider the topic of the document as the context. For quality assessment, this is especially a

deficient comprehension as a topic can be depicted in multiple ways.

Our CET module consists of three main components, namely, topic extraction, sentence
matching, and hybrid sentiment analysis. The definition of context in our work is defined
by these three metrics combined. We perform sentence matching for the topics extracted
from a document to identify the relevance of each topic in the entire document. These
topics are further analyzed for sentiment as a topic can have either a negative or positive

sentiment irrespective of its importance in the document.

Our experimental results show the efficiency of the individual components of our CET
module, which indeed reflects the overall performance of our context extraction module
for textual data. We also show the importance of hybrid sentiment analysis by comparing

different approaches.
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CHAPTER VII

TEXTUAL DATA QUALITY ASSESSMENT FRAMEWORK (TDQA)

7.1 Introduction

The lack of a definite structure in the data makes textual data sensitive to changes. The
essence of a text in a natural language changes drastically with minor revisions. Accord-
ingly, the quality of the data varies with a change in the meaning of the data. This and
intricate prerequisites make a quality assessment of textual data a strenuous task. Since
a single dimension cannot be used to interpret the overall quality of the data, our TDQA
model examines the two most important quality dimensions of textual data; namely, accu-

racy and consistency.

Because context in textual data is “What the data is explaining about” and “How the topic
is explained,” its application is different in quality estimation. Unlike in SDQA, accuracy
assessment also requires the context in TDQA. However, not unlike in SDQA, textual data
quality assessment also requires accurate data to compare with. In this chapter, we describe

our TDQA model to assess the quality of textual data in two different dimensions.

7.2 Related Work

Analysis of natural language data is extensively studied in the literature. However, since

textual data has minimal constraints, data handling techniques must support the dynamic
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nature of textual data. Moreover, the textual data covering the majority of present-day
big data is generated by amateur individuals. This situation escalates the existing quality

problem in textual data. Nevertheless, this problem is not well addressed in the literature.

Daniel Sonntag [97] analyzed the quality of text data based on consumer’s expectations and
classified the quality problems into four major types: Intrinsic, contextual, accessibility,
and representational. The authors concluded that automated assessment is possible only on

accessibility and representational features of text data.

Cornelia Kiefer [61] identified the indicators to determine the quality of unstructured data.
Three quality dimensions namely relevancy, accuracy, and interpretability are observed in
this study. The indicators were identified based on the similarity of input data to consumer’s
expectations and the representation of data in the real world. However, the author did not

propose a methodology to assess the indicators of data quality.

Taleb et. al. proposed a quality evaluation model to handle the quality of unstructured
big data [104]. The proposed framework is aimed to perform data exploration and feature
extraction on textual, media, and web data. This model contains multiple stages ranging
from quality requirements gathering to assessment. However, this theoretical framework is

still under development, and therefore, does not provide a practical implementation.

To address the issues in the literature, we developed a comprehensive methodology to as-

sess the quality of textual data in two aspects i.e. accuracy and consistency.

7.3 Framework

Figure 7.1 shows the quality assessment framework for textual data. Similar to SDQA, the

input data is initially processed in TDQA to extract the context of the data. In SDQA, since

context is verifying the data for “fitness for use”, the closest data is identified only after
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context extraction. However, the document identification is parallelly processed in TDQA
with the raw input text, which indeed also consults the context extraction (CET) module
to identify a similar document. Finally, the quality assessment module compares the input

text with a similar text document to evaluate the accuracy and consistency of the input.

7.4 Identification of Similar Text Document

Since we deal with the accuracy and consistency dimensions of data quality in TDQA,
apart from the context, a text document that is being assessed for quality also requires an
accurate document to compare with. However, an accurate document matching all the cri-
teria such as words and sentence formation is practically impossible to acquire in every
situation. Therefore, we designed our TDQA model to identify a similar document that
semantically matches with the input document. We achieve this goal by using the same

Doc2Vec neural network model developed for context extraction in chapter VI. Besides
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paragraph-level, Doc2Vec also performs the comparison at the document-level. The Simi-
lar Document Identification module expects manual intervention to provide a collection of
related text documents for each domain. Nonetheless, this is a less time-consuming activity
and does not require constant monitoring. Upon comparison, the Doc2Vec model generates

a shortlist of similar documents.

Two text documents can explain a topic in different ways. For example, a news article
can be expressed negatively or positively depending upon the data source. Although our
Doc2Vec model trains the documents individually based on the context within a document,
it cannot compare the documents based on the context. Thus, we further filter the shortlisted
documents by comparing the contexts obtained from our context extraction module (CET).
Therefore, apart from the input document, the shortlisted documents are also processed
through the CET module before the identification of a similar document. The document
that closely matches the context of the input document is then considered as a similar

document.

7.5 Data Quality Assessment

The final phase of the TDQA model is quality assessment. As mentioned earlier, unlike in
structured data, the accuracy assessment of textual data also requires the context. There-
fore, our data quality assessment module uses a similar document obtained from the pre-
vious step which is identified based on the context. This section describes the approaches

used for the assessment of accuracy and consistency dimensions of data quality.

7.5.1 Data Accuracy

Upon context extraction and accurate dataset search, accuracy assessment in SDQA is a

straightforward process by comparing the data values in each record. However, it is not the
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case with textual data. It is practically impossible to have the same number of words or
sentences in any two related documents. Thus, a literal comparison of words or sentences
is not feasible for accuracy assessment. In this dissertation, we employ NLP techniques to
perform the accuracy assessment. Most of the content in a document depends on the nouns.
Since a noun is best described by the adjectives and verbs associated with it, we extract the
unique set of objects (adjectives and verbs) related to every noun in both the input and
similar documents. We then compare the nouns and their related objects and calculate the
accuracy of the input document using equation 7.1.

\Z;

objects ﬁ'S"Lvobjects ‘

k
ZZ:I |Iiobjects ‘
taccuracy = L (7.1)

where,

I = input text document

S = similar text document

1 =noun

k = total number of nouns in the input document, I

lobjects = all the objects associated with a noun, i

The number of nouns in the input document might differ from that of a similar document. In
that case, it is only possible to compare the nouns that are common in both the documents.
Therefore, we devise a confidence score for our assessment based on the number of nouns
that are compared during the assessment. Equation 7.2 is used to calculate the confidence

score of our assessment.

I _
%Confidence = (1 — [ nouns Snouns|) %100 (7.2)

|Inmms |

where,

I = input text document
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S = Similar text document

7.5.2 Data Consistency

The evaluation of data consistency in textual data is similar to that of consistency assess-
ment in SDQA. We use dependency rules to determine the consistency of data. Though the
approach is similar, the implementation is quite different. For textual data, we generate the
dependency graphs for each sentence in both the input and similar documents. The depen-
dency graphs specify the relationship (such as parent-child) and its type, between all the
objects in a sentence. However, since both the documents cannot have the same sentences,
we combine all the dependencies of each noun from all instances in respective documents.
We then compare the nouns and their dependencies in both the documents to verify if the
nouns in the input document have consistent relationships throughout the document. The
consistency of the input document is calculated using equation 7.3.

k |IidﬂSid|
Zi:l |I;

|
tconsistency = L 4 (73)

where,

I = input text document

S = similar text document

1 =noun

k = total number of nouns in the input document, I

14 = all the dependencies of a noun, 1

Similar to accuracy, consistency might also differ based on the number of nouns that are
compared during the assessment. Therefore, we use the same equation 7.2 to calculate the

confidence score for our consistency assessment.

88



Finally, to evaluate the overall quality of the input text document, we can use the same
methodology used in SDQA. Equation 5.8 in section 5.4.5 is used to calculate the final

quality score for text data.

7.6 Experiments and Results

The quality assessment of unstructured data is significantly different from that of structured
data. However, the validation of any DQA model irrespective of the data type is similar.
Therefore, for the same reasons, as mentioned in section 5.5 for structured data, the direct

validation of DQA models for textual data is not possible without labeled datasets.

Nevertheless, examining a DQA model is essential as several important decisions are made
based on the quality of the data. For this reason, we aim to test the efficiency of the
two main important steps in our TDQA model, viz Similar Document Identification and
confidence score. To perform these experiments, it is essential that we use a collection
of numerous documents that have correlations with certain documents. Therefore, we use
a combination of text documents from All The News [105], and News Aggregator [72]

datasets.

Similar Document Identification

The dimensions that we use to assess the quality of textual data in our research require an
accurate text document to compare with. Therefore, it is important to identify a closest
similar document both in terms of data and its context. Moreover, we need to observe this

nature in documents for multiple domains.

There could be numerous documents that are similar to an input document that may or may

not have the same context. However, to perform the quality assessment, context matching is
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Figure 7.2: Comparison of Similar Document Identification models

crucial. Also, the fewer the number of similar documents we have (with identical context,)
the better the quality assessment would be. A simple similarity identification model such
as Doc2Vec is useful to obtain a similar document. However, this model does not consider
the context of the data. Therefore, we use an enhanced version of this model by combining

it with the context extracted from the CET module (chapter VI).

Figure 7.2 shows the importance of the enhanced Doc2Vec model for similar document
identification. The graph shows the average number of similar documents obtained to sam-
ple input datasets of various fields for Doc2Vec model with and without context. The
model with context shows a significant improvement in similar document identification as
it considers the context of the data too. In order words, the enhanced model eliminates the
chances of choosing a similar document whose context is different from that of the input

document.

Since the elimination of irrelevant documents is based on our approach, i.e. context extrac-

tion, we intend to determine its efficiency by analyzing the following examples.

To determine whether a document is relevant or not, we use a threshold for relevance and
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sentiment scores as hyperparameter as this measure varies by each domain. In this experi-
ment, we consider the threshold to be 0.25, i.e. if a document has a difference of relevance
and sentiment scores above the threshold, it is considered irrelevant. Otherwise, the respec-

tive document is considered relevant and retained in the list of similar documents.

Example 1:
Input document: About most valuable MLB players in 2016
Context:

Topic: Mike Trout; Relevance: 0.98; Sentiment: 1.0

Topic Relevance Score | Sentiment Score
Mike Trout 0.95 1.0
Mike Trout 0.92 0.8
Mike Trout 0.88 1.0

Table 7.1: Documents with a similar Context (Example 1)

Topic Relevance Score | Sentiment Score
Jim Edmonds 0.99 1.0
MVP 0.79 1.0
Mike Trout 0.99 -0.6

Table 7.2: Documents with a different Context (Example 1)

As shown in Table 7.1, all the documents have the same topic. The relevance and senti-
ment scores are within the threshold; therefore, these documents are considered as relevant
documents. On the other hand, Table 7.2 shows irrelevant documents. These documents
are considered irrelevant because they have a different context in terms of either topic,
relevance, or sentiment scores in the same order of priority. For example, the first two
documents have a different topic, and therefore these are considered irrelevant without ob-

serving their relevance and sentiment scores. The third document has the same topic as the
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input document, and the relevance score is close to the input document. However, the senti-
ment score is far beyond the threshold, and therefore this document is considered irrelevant

too.

Example 2:
Input document: About busiest actors of Hollywood in 2014
Context:

Topic: J. K. Simmons; Relevance: 0.99; Sentiment: 1.0

Topic

Relevance Score

Sentiment Score

J. K. Simmons

J. K. Simmons

J. K. Simmons

0.99
0.78

0.94

1.0
0.9

1.0

Table 7.3: Documents with a similar Context (Example 2)

Topic Relevance Score | Sentiment Score
Richest 0.90 0.5
Fran Kranz 0.85 1.0
Barefoot 0.95 0.7

Table 7.4: Documents with a different Context (Example 2)

An observation similar to Example 1 is shown in Example 2. Table 7.3 contains the doc-
uments with a similar context to that of the input document. Whereas Table 7.4 contains
the documents which have a different context although some of the topics have a close

association with the input document.

Confidence Score:

As discussed in section 7.5, we use two quality dimensions (accuracy and consistency) to

assess the quality of the data. Although the approaches to evaluate these dimensions are
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different, they both have a metric in common, namely, confidence score.

Figure 7.3 shows the data accuracy and confidence scores of a sample input text document
when compared with the five closest similar documents. It is important to note that neither
of these values decides the quality of the data. The most similar document determines
the actual data accuracy of the input document. In this example, document 4 is the most
similar, and therefore the accuracy and confidence score associated with that document is
what matters, despite the scores are higher when compared to some other documents. In
other words, with a 39% confidence rate, the data accuracy of the input document calculated

as 32%.

Similar to data accuracy, data consistency is compared with the respective confidence

scores in Figure 7.4.
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7.7 Summary

Data Quality Assessment is an essential phase of any data analysis task. However, due to
the many complications involved in the quality assessment of textual data, there exist no
automated DQA models. In this chapter, we present a novel quality assessment model for

textual data performed in a couple of dimensions using machine learning.

After the context extraction phase (discussed in chapter VI), the TDQA model performs
similar document identification before assessing the quality of the data. The quality assess-

ment is performed in two dimensions, i.e., accuracy and consistency.

It is essential to obtain a similar document to the input document to determine the quality
of the data. We use an enhanced version of the Doc2Vec model for similar document iden-
tification, which uses a deep learning algorithm in combination with our context extraction
model (CET). We use various natural language processing techniques to assess the accu-
racy and consistency of the textual document. Besides, we use a confidence score metric to

determine the usefulness of our quality assessment.
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Our experimental results show the efficiency of our enhanced model for similar document
identification. In addition, we also present the importance and regulation of confidence

scores with respect to data accuracy and consistency.
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CHAPTER VIII

CONCLUSION AND FUTURE WORK

Data analysis extracts knowledge and insights from the raw data. However, raw data is not
free from errors and therefore cannot be used directly for analysis. Data Quality Assess-
ment (DQA) is an essential application that identifies the data errors and separates the bad
quality data from raw data. However, DQA is a challenging task that requires data context
and demands a lot of domain knowledge. In this dissertation, we developed a comprehen-

sive quality assessment tool for structured and unstructured data.

As a part of structured data quality assessment (SDQA), we proposed a context extraction
framework for structured data (CES) that extracts the context of an input dataset using a
collection of feature selection algorithms. We estimated the quality of a dataset in four
dimensions; namely, completeness, validity, accuracy, and consistency. Our SDQA models
also automate the process of identifying an accurate dataset to compare with the input
dataset. This dissertation focuses on the textual type of unstructured data. We proposed
a quality assessment model for textual data (TDQA) which contains multiple phases i.e.
context extraction, similar document identification, and quality assessment. Using natural
language processing and deep neural networks, we developed a context extraction module
for textual data (CET) that comprehends the context of an input text based on a topic’s
relevance and sentiment within a document. We further evaluated the quality of an input

text document in accuracy and consistency dimensions of data quality.

Since our quality assessment model is designed to work for multiple domains, we consid-
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ered datasets from different domains to test the efficiency of our methodologies. Our exper-
imental results show the significance of context-awareness in data quality assessment. We
also determine the importance of assessing data quality in multiple dimensions. Manual
intervention for DQA is practically impossible for large datasets. Therefore, we developed

our automated assessment tools on Hadoop and Spark to support big data.

In addition to our contributions, we observed that the context of structured data changes
not only with the change in the purpose of data usage but also with the use of different
algorithms for context extraction. Our experimental results in Chapter III show the sig-
nificance of choosing the best subset for context extraction as the importance of variables
varies with different algorithms, which have a direct impact on quality assessment. Be-
sides the context, we observed in Chapter IV that automatic identification closest dataset
for quality assessment is essential, as a manual approach is practically impossible and te-
dious, especially with large datasets. Since the closest dataset has a direct impact on quality
assessment, we must choose a reliable and closest dataset possible. Our findings in Chapter
V show the changes in quality assessment (in the accuracy and consistency dimensions) for

different closest datasets and how important it is to choose the right one.

Although the steps to assess the quality assessment of textual data are no different, i.e., con-
text extraction and quality assessment, the approach is completely different. Our findings
in Chapter VI indicate that it is necessary to extract the context from multiple dimensions,
creating a fundamental difference between a topic and context. We also observed that a
hybrid sentiment analysis model outperforms a lexicon-based approach. In Chapter VII,
we observed that an enhanced Doc2Vec model is essential to perform a better quality as-
sessment. Also, we noticed that a confidence score is important to determine the reliability

of the quality assessment.

In the future, we aim to enhance our quality assessment models to evaluate other dimen-

sions of data quality, such as timeliness and accessibility. The developed quality assessment
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models can be extended to support other types of unstructured data, i.e. image, audio, and
video. Despite reduction in quality, data obfuscation is an important process that protects
sensitive data. We also intend to enhance our assessment tools to identify and keep track of

the obfuscation process to provide a more extensive evaluation of the data.
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