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What is the OITMP? @) ioRyaion

o The Oklahoma STEM Mentorship Program is an
educational outreach connecting networking professionals
from OU, OneNet, and other institutions with students in the
technology field.

o It 1s part of an NSF grant to enhance Oklahoma’s
educational and research capability through network
Improvements.
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Job Shadowmg Q' TECHNOLOGY

o The goal:

IDENTIFY, DEVELOP and RECRUIT Talent

o Activities include:
o Presentations to students throughout OK

o Job shadowing opportunities (on-site & virtual)

http://www.oscer.ou.edu/ostemmp.php 3
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Q| INFORMATION

Job Shadowing

o On-Site
o Schedule a time with us to see what we do!

o Virtual
o e-mail us at network@ou.edu (OU IT Network Team)

o Facebook: oknetworkmentor@groups.facebook.com

L1
(S Scarch Home Profile Account v

Oklahoma Networking Mentorship Program & % Edit Settings |

oknetworkmentor@groups.facebook.com - Closed Group

Share: [5) Post &]] Link Photo '§® Video Event [7] Doc Requests (1) See All
Y Henry Neeman ﬁ
Zane Gray 8
GCoing to OSSM tomorrow. Muy excited!!!
2 seconds ago - Comment - Like - Unsubscribe Members (7) See All

&) Henry Neeman added Scott Wright, Dana Brunson and 4 more members to the group. ﬂgmﬂmlm
’ R | o

last Tuesday - Comment - Like - Unsubscribe

1 Dana Brunson likes this. % Chat with Group

Write a comment... &) Add Friends to Group

ﬂ Leave Group

Share - Report Group
Sponsored Create an Ad
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Other Opportunities/Resources TECHNOLOGY

o Jobs at OU
o http://jobs.ou.edu

o Jobs at OneNet
o http://www.okhighered.org/job-opportunities/

http://www.oscer.ou.edu/ostemmp.php 5
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What do I do in the IT field?

Lessons learned for getting this job.
Recommendations for keeping the job.

O O O O

Being successful in this field.

"

success, n. 1 degree or measure
of succeeding; 2 favorable or
desired outcome ;

also : the attainment of

wealth, favor, or eminence

http://www.oscer.ou.edu/ostemmp.php 6



About This Presentation (cont.) @) BioRymox

(But not this time...)

[Cyber Security]
Things that keep
Me awake at night...

http://www.oscer.ou.edu/ostemmp.php 7
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The Users...
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The Users...
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The Users...

Only has a computer because a grandchild gave it to him

Assumes all e-mails are legitimate

Too intimidated
to ask questions

Typically a member of several botnets

http://www.oscer.ou.edu/ostemmp.php
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The Users...

Too intimidated
to ask questions

http://www.oscer.ou.edu/ostemmp.php



INFORMATION
Number 5... QI TECHNOLOGY

The Users...

Extremes

Fluent in at least three languages, including Klingon, Gallifreyan, and the binary
language of moisture vaporators.

Devorkian keyboard layout.
Member of a local Cyber Security club.

Calls Help Desks to let them know what is wrong.

http://www.oscer.ou.edu/ostemmp.php
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The Users...

-. T fa ‘v A .
Too intimidated Calls Hélp Desks

to ask questions to let them know

what is wrong
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The Users...

Calls Help Desks
to let them know

what is wrong

Too intimidated
to ask questions

The rest of us...
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The Users...

Calls Help Desks
to let them know
what is wrong

Too intimidated
to ask questions

The rest of us...

AKA:
“ID10T”
“Loose nut between keyboard and chair’

)
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User education is important!!!

A Reference
for the

Rest of Us!

FRLE o 7ipa af dummwes com
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User education is important!!!

S$taYy Safe oniine .g
Remember the 5 SMART rules when using the internet and mobile phones. @

6 ms Keep safe by being careful not to give out personal
information - such as your full name, email address, phone (
number, home address, photos or school name - to people you are

chatting with online.

(103375 Meeting someone you have only been in touch with online

@ can be dangerous. Only do so with your parents’ or carers’ permission @i

and even then only when they can be present.

DTSRI

D‘D YIHT03s Information you find on the internet may not be true,
orsomnneonlinemaybelylngabunwhomoyare Make sure you
check information before you believe it.

0 Tell your parent, carer or a trusted adult if someone or something
)ma es you feel uncomfortable or worried, or if you or someone you “
know is being bullied online.

Find out more at Childnet's website ...
http://www.oscer.ou.edu/ostemmp.php
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“Expectation” vs. “Reality”

Example: The “firewall”...

http://www.oscer.ou.edu/ostemmp.php
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The “Firewall”... (or: “User Expectations”)

o

o \

L N
( Internet )

T

Users assume that there is a “firewall”
between them and the Internet.

http://www.oscer.ou.edu/ostemmp.php
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III

The “Firewal “User Expectations”)

o ﬂﬁm&& tf{:'

Internet )

EXPECTATION: This “firewall” is a
“morality filter” that separates the
“good” from the “bad”.

http://www.oscer.ou.edu/ostemmp.php
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The “Firewall”... (or: “User Expectations”)

.
|
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( Internet j

IF ﬂ v
)
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I
f I

=

REALITY: IT knows that firewalls are just
a “screen door”.

http://www.oscer.ou.edu/ostemmp.php
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“Expectation” vs. “Reality”

Firewall is just one example...

IT is watching everything that | do...
Wireless is available everywhere for free...
My antivirus software can clean up anything...

What works at home should work in the corporation...

http://www.oscer.ou.edu/ostemmp.php
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Governance and ”Big Data”

storage g 6

@ Big Data @
@,

&
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Governance and “Big Data”

Active Directory

3
Yy
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Governance and “Big Data”

Active Directory

3
Y

oo | s sihes

£
PP &

NetFlow Data
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Governance and “Big Data” ()
Active Directory Net Reg 2

NETWORK /
REGISTRATION -
g MAC Address

Y

o) i o

f8le
PRI 4
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NetFlow Data
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Governance and “Big Data” ()
Active Directory Net Reg 2

NETWORK :
REGISTRATION-

MAC Address
Database

Top Flows | | Rafrech 24hours

fSle
P 4
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NetFlow Data
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’)

Governance and ”Blg Data («o»)
RJILI’W()RKReg

Active Directory CISTRATIONS
» s <

MAC Address
Database

Top Flows | | Rafrech 24hours search

Syslog Data NetFlow Data
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Governance and “Big Data”

Independently, these are “benign”.
Tie them together, and you may create privacy concerns!

Worse yet, who watches the watchmen?

http://www.oscer.ou.edu/ostemmp.php
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Next Generation Networking

-

http://www.oscer.ou.edu/ostemmp.php
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Next Generation Networking

IP

http://www.oscer.ou.edu/ostemmp.php
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Next Generation Networking

PG

http://www.oscer.ou.edu/ostemmp.php
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SDN
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Next Generation Networking

PG

OpenFlow Protocol (SSL) t

SDN

Cloud Computing
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Next Generation Networking

PG

‘Circuit-Based Networking

OpenFlow Protocol (SSL) t

SDN

Cloud Computing
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Next Generation Networking

PG

‘Circuit-Based Networking

B.Y.O.D.

(Bring Your Own Device)

OpenFlow Protocol (SSL) t

SDN

Cloud Computing

http://www.oscer.ou.edu/ostemmp.php
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Next Generation Networking

Security Policies-have yet to,be developed!

http://www.oscer.ou.edu/ostemmp.php
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Internet of “things”...

http://www.oscer.ou.edu/ostemmp.php



INFORMATION
Number 1... QI TECHNOLOGY

Networks used to be simple:
MY oeeBEe (N ET VY ORK

intarwebs
routar
godzilla
‘nicrﬁu. box of sone
comput ave magazi other
<5 nes | _things

machie
n
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Now everything is network attached:

Sensor

Lights Chips Scale Children , . .
A Diatectnon Entertamment Privacy Arduino
T e Wearable I\ffonitoring % tified

Transportatlon g Data

Device Programmablepower

SecuritvSensors
Connectivity Hez; Internet

Livestock

Monetlzatlon Automobile

Cameras Ly 4
Clothing ybiquitous oblg me e Conv:e;ll‘t::\:ge

Hydro Solar

http://www.oscer.ou.edu/ostemmp.php
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But what about the “protocols” used?
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But what about the “protocols” used?

Over-the-air
transmission
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But what about the “protocols” used?

Over-the-air
transmission

http://www.oscer.ou.edu/ostemmp.php Location
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But what about the “protocols” used?

Over-the-air
transmission

Firewall Traversal

http://www.oscer.ou.edu/ostemmp.php Location
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But what about the “protocols” used?

Users assume that the/devices that they
connect to are both- KNOWN and TRUSTWORTHY!

http://www.oscer.ou.edu/ostemmp.php



If you got ‘em, ask ‘em! @) DEoRyATION
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Please take a moment to fill out the evaluations...
or NOT! The evaluations are completely optional!

No personal or personally identifiable data is collected.

Data is used by the grant providers to gauge success.



The End (about time too...) @) DuoRyaTioN

(and now for Chris Mallow...)



